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PER, JFUFEERIE A A5 E G S LRI FO A RE IR
M A S FRAT TR SRR PR A B Tt o AT TR 2 IR R e #8 T T 25K, Bl
MNME B ZaHE AL E L

=, A EEERNANER

P SRAHE O PR AR T LR AR 507 it 2 B0 N A5 B ik 8, S TR T A
Lol 55 5 B2 R S BANE FH 0 S NS S AR SR ZhRE ™ it 1 U VR ]
RIS . RGEHT . VR

FEAE P AR TR LR R Gtz EAEF S0 =5 A, iEEE D AR

M. RTEB=Tr AR A

e A AR T RELIBR IR AR Gt b 22 Bl P 5 =T WIS 38 = R AR B
AORI AL DA 26 =5 A B AT 5t .

e A AR T RELIBR R AR G b 22 Bl P 58 =T WO I 335 J A 4 ) 5 AT
B 0T R FERA 7S B B TR NBS AL IR

B RTREENEH

R UBEHRAE R GRS i DRE N, ARG R MEN, W75 2
F A N TR) T A Y A7 o (R A Rl 55 2 3 o S BRAT 37 AR BRI 4 1Y)
TP 6 R AP R RN, LA B R SRV BB R4 R 91 W A A

N~ A BT B

FATI DR B G I BB A B ORCA, A s WA AR AR SR, AT i 7 i %
PO RE B F] Mot S s A R [ B, ARSI R R, Bl =14
ST JE 0 AR . S AR S R
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L. WA RIRAT

WA A FE BAEEAT AT S8 1], BT FIAHDCIHR . B, IR BB &
RHALE 400-089-1870. B J5 Ml (www.kylinos.cn) LUK BRI S 1E HEAT 5 ) Bl e
i, S nr DL A& BB AE 2 market@kylinos.cn 77 S FATEE R

THEH S, AL, ZEAE, BT, BRATEE 154
TEHNS TER.

AP E R HR AR, A AL RSSO R R AT, DL B AT SR W 1
X, DA SChRA Ay .

BT HHE: 20194 12 H 18 H

REUBE AT PR 22 )

Mk BT R X IR RS S 2 ki 3 5 (300450)
el vE XACVU IR P % 9 SERAKJE 20 & (100190)
KPR X =— KiE 156 5 LEKE 10 # (410073)

Hi6: R (022) 58955650  JbEE (010D 51659955 Kb (0731) 88280170

fEHE: Kid (022) 58955651  JbiE (010) 62800607 Kb (0731) 88280166

Iy E] 3. www.kylinos.cn

HFHE1F:  support@kylinos.cn
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5k
AT BN R SR ST AR A ARS8 VA0 [RESCRF WG, Tt B RS, i
BEMSSE 5 CPU TG . AT 32 A R GUE B KA RBOR N B, A
T ARBEEMRIR AL, A3 7522505 SR BB AT A PR 2w SR AR 55 #8117

& g,

ATFMran S BREDEERGINMSE, a2 PIT 105 G B EAEA R
CPU V& BN A E R G M RRAS T T e A7 D VP52 AT ARSI A
W AT 2250 2 Ak, 1 DUHRIAT BELREE = 28R 55 2 R A R 48 V0 £ B4R CPU 1 & 1
SE B4 By A5 B O HE
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R EALXRGRE

R AN ARG E LS, WEARE. HIA RECE . 1M
A E DL B

1.1. RGHX A4S E

ARG X O B 18 RGUIRS A S 15 5 A E . A s e 2 TR
SCAE I & A TR R P ST A A R RN . IX 28 B T DL O & v fetel
ocale.conf At B A BLfE ] localectl Ao Bi4h, %R LAFE R ' IR St R $AT
£5%, HEESHZRTM.

111 RERGHKX

ZGHLIX E & SO Aletc/locale.conf, 7E &40 JA I 515 systemd <F4 iEFE .
XANAC B SO AT DA R — AN R S5 B P gk K, B IR S5 Bl P R AT iR RO B
SO BIANTE F ONTEE, HIX 94 E ¥ /etc/locale SCAFIELE N AT :

LANG=de DE. UTF- 8
LC_MESSAGES=C

LC_MESSAGES iLWitkiE 12 WiH B BUbr et SCA kg 2o oAtk 1015 B
SEEERNE 1-1 FEPTR .

FHe 1-1 #E/etc/locale.conf SCA4:H AT AR B 17

=R iR
LANG AL RGN X [ ERNME
LC_COLLATE TE SCZIA R HE 7 A EL R
LC_CTYPE T 5550 R B b2, $5 Frfg Z A i ab 27 5K,

BT Y, PR AL Z T, W R,
e f R IR

LC_NUMERIC FEBT T B ECF EoR i

LC_TIME ()R H R

LC_MESSAGES RREEMIES.

1111 SRR E
Localectl fy 2 7] I TEC B IE & A S A . Bon MaricE, IR

%

% 11 X / #£301/
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# localectl status

1.1.1.2. Born] X 5%
R AT R X H) K nT A R R 4

# localectl list-locales | grep en

1.1.1.3. Fit' B Hh[X
LB RAEBIAMIX, FFELL root P S43i217:

# localectl set-locale LANG=locale

F P AT DA B3 & B X AR 7 AR E locale, IS localectl list-locales
I X .
11.2. BEERHMGR

BERLAT SR G B TR SOARYE I & A F - S i i e A J= FE ]
1121 BoR4EiE

Localectl fip 4 7] H T HC & 15 5 AR A 5. BonSaihcE, s mT

Ay
i 2

# localect] status

1.1.2.2. Wona] HEESA =R 50ER
WoR AT X H) R AT R a0 R 4

# localectl list-keymaps | grep cz

1.1.2.3. o B 45
fit B RGNS R, FTELL root H 7 S3iafT:

# localectl set-keymap map

AT U B & & 8B A R AR A LA map, FT# I localectl
list-keymaps 1 2 1& & FIBEEEAT R . 1% 230 0T TECE X11 & F1 R S AT = Bk
5F, {EAEFH- - no —convert Z AL TE M A A2 FIFEH AT — F a2 I E X11
OB R

# local ectl set-x11-keymap map

BOSRFH P AEL XL B LA AT S8 S A A R AN — ., AT LR A T i
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# localectl --no-convert set-x11-keymap map

1.1.3. HABHHRE
Hoth 5 G B ARG X AN AL AT = K N 2 1T LA S 25 238 T . RN i il 25
1.6 SRIPURFALEE ST AN 6.1 &5,

1.2. MY REE

1.21. ZhEMKEE
TP %5, LRI eth0 9l
Y% S /ete/sysconfig/metwork-scripts/ifcfg-eth0, % B BOOTPROTO A dhcp:

TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPVEINIT=yes

IPV6_AUTOCONF=yes

IPV6 _DEFROUTE=yes
IPV6_FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=abd9f432-1ca9-4df4-874e-Tdafaef56Tec
DEVICE=ens33

ONBOOT=yes

DNS1=10.1.10.1

1.22. BEMEEE

FI 23, LA ethO S

Y S /ete/sysconfig/metwork-scripts/ifcfg-eth0, % & BOOTPROTO 4 none,
HE P, TR, PIK:

% 13 W/ £301K
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TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BEOOTPROTO=none

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPV6EINIT=yes

IPV6 _AUTOCONF=yes

IPV6 _DEFROUTE=yes

IPV6 _FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=a6d9f432-1ca9-4df4-874de-Tdataefhbfec
DEVICE=ens33

ONBOOT=yes

DNS1=10.1.10.1
IPADDR=192.165.1.10

PREFIX=24

GATEWAY=192.168.1.254

1.2.3. HZE DNS

1.3.

FT &, 4wk /etc/resolv.conf, 1% B nameserver:
#IGenerated by NetworkManager
nameserver 10.1.10.1

H BA e R e &

BAERGIX 50 LLUR AR [X

> SEEFEFE] (RTCO, @FAEAMER B, e n UL T RG0S HRAS T

I, AEEHLSCHLIE DL B AT

> RGUNTE], SEFET SN R A B3R R S AR GET A 1) . S5 R4

JR BN ARG R GES 8], 2R Geit [ e AL TSI I 18] B AT T
ARG B ISR — B ARG —NE(UTC), H TH B ARG RIA R X,

AR 18] A2 7 BT IR DX S [ o

PAE R L T =R AT RS HE T, timedatectl. date #1 hwclock. LA

T A B ST EH R .
1.3.1. Timedatectl T.EL{& 3 B3
1.3.1.1. TR 4HET H R )

4 timedatect! 1] DA 7R 2411 R GBS (8] AL 2% O 0 B a) K L pEgiqE S . an

TR NTP B [E]20 (1 & G ]

% 14 W/ £301K
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# timedatectl

A2 chrony B¢ ntpd IR 55 R A2 L 5E AN timedatect] T A, 40 FAH B
MR ERS R, EHHITLL T a4

# systemctl restart system-timedated.service

1.3.1.2. AFF YT
PL root F FI2 4T PA R A4 A) DS 250 Hi RS (] -

# timedatectl set-time HH: MM: SS

Horf HH AR, MM AR5, SS AR, BFMAMERR. XA
A [FIFE AT DUSE B ZR S N A RI A B[R], 8RS MBL T date --set AT hwelock --systohc
1)

o

AGERAM AR EILT UTC, S AR T A (1K AE B RGEAT 1, 753
P root F iz 4T DA in 1B
# timedatectl set-local-rtc boolean

WRFEF AT ], 7520 boolean FLE N yes (B y, true, t 8L 1),
WA UTC B, U4 boolean B E N no (8 n, false, fii& 0). KRG
2R\ boolean 4 no.
1.3.1.3. A2 HE T H M

A root FH 3247 LAF i 2 W] LME S84 1T H

# timedatectl set-time YYYY-MM-DD

Hp YYYY (EFE, & 4 MERR; MMAGRAG, #HMmAiEck r; DD
RER W, TR A RIE 75 E R E W 8], W] LLAN 78 B [ 25, o flan T

# timedatectl set-time ' 2021-02-17 23:26:00'

1.3.1.4. 1BEETIX
PATLL R a2 7] DL R S AT X

# timedatectl list-timezones

LA root FHl iz 47 BLTE dr & R BB BTN [X .
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# timedatectl set-timezone time_zone
BB X an R
# timedatectl list-timezones | grep Europe

1.3.1.5. [P ARG 5w RS Ay Ta]
PL root H P Ig 4T BA R fir 2 AT LA /AR A B 18] 1) 25 R 55 -

# timedatectl set-ntp boolean

A 525 F 75 B & boolean {4 yes Bi# no. BN E HE S — AN fE
IR 25248, AT LAPAT — R4

# timedatectl set-ntp yes

1.3.2. Date T Ef#FH¥iH
1.3.2.1. o T H A A

fir4> date TU\mTél RGN H . X HIASE R Frr Ll Z245--ut
TR ETN XN TE] . 3@ “format” bR/~ fFAkd A ERA . # AR format 1544
LU

#FK 12 S2ENEH

¥ (5%
%H DA HH #2024 w78
%M PL MM & =t 24 i 75 4
%S PL SS #& = th 4 AT 0 4%
%d A DD #% Uit 24wt H
%m PL MM & =t 2410 H 1
%Y LYYYY &2t 0
%Z RIS X, i C EST
%F L YYYY-MM-DD #g5t 4uiE H H, S T2
%Y - %m- %d
%T DL HH:MM:SS 4% 2t 24100 8], S840 T2 80%H: %M: %S
NIl
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# date
Mon Feb 17 17: 30: 24 CEST 2021
# date --utc
Mon Feb 17 15: 30: 34 UTC 2021
# date + "% Y-%m-%d% H%M"
2021-02-17 17: 30
1.3.2.2. 7AF KA Y (A
PL root F P I2 4T PA R A4 ) D& B8 Hi R (] -
# date --set HH: MM: SS
Hrp HH ARE/NE, MM ARFE 28, SSARERMEL, WHENMAER. X0
A [FIRE AT DAEE B R Ge R (R A EE I 1], R E4LLF hwelock —systohc T4
ARG ERNT [A) 0 & T AT 18], dnSRAREL T UTC B [a)RECE R GRS,
T E D root F Fiz4T BL R fin 1E e
# date --set HH: MM SS --utc
1.3.2.3. AFHE 4T H I
PL root F Fig4T A N a4 a] DM wr H #:
# date --set YYYY- MM- DD
HAYYYY REFEG, & 405K R MM AREAG, FHAEERR; DD
REBA, TR WA T B & W R], nf LAk 7e bk [a] =80, mpilin .
# date --set 2021-02-20 23:26 :00
1.3.3. hweclock B/ FH {81
1.3.3.1. o4 HT H BAAIRS ]

#ir hwelock A DL 7R Y4BT RGN A, BFX . HIAZE R, s S5
--utc B--localtime &7~ 241 UTC B X I 8] FOAS LR 1) . 7~ 49 40 T

# hwelock
Thur 13 Feb 2021 04: 23: 46 PM CEST - 0. 329272 seconds

1.3.3.2. ZZ i H HART[H]
P root A P I 4T PA R fr 2 A] DAS 280 Hi R (] -
® 17 W/ £301K
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#hwclock - -set - -date ""dd mmm yyyy HH: MM"'
Horb dd AR H ) HH AR, MM 580, SS AREREL, HFmMALE
e Mmm AR AG, MR =A T B SRR, yyyy ARERFE, AIIALEL
FRR. XA IE T S5 --ute Bi—localtime [X 4B E 41T UTC I [X B 8] Fi A
Hiypsf 8]
BT UTC W (AR ACE R G 8], 2L root HI 84T LU an &2, sl
ks

# hwclock --set --date "20 Feb 2021 21: 17" --utc
1.3.3.3. [0 R4 5im AR5 A (]
LA root A F1i2 4T AT 2[R D I R R (] «

# hwclock -- systohc

14, APERE
HPABCE AT UG P g ATl d 5 B, s iR -> 1l AR > P K 7 >4
B—ANFRS LU A, HFEATBE MG REEE R LKA,
YNV REAY S & RN el pe 2= DRI TRl =:95/95) 8
fEgr Ex
| |
| |
| |

® iRERR
ERP R UERAZHRE, B
THEXZRUHFHENEMFREAR
BHgE,

EER
EERERF LAUMETREN
feck, BERENALRRMT.

BH

& 1-1 Gk
FH P BN I 5, v DA P 2850 DA R Sk AG03E 4T B2 8T 50 o4, o SE s i ”

PLE “ RS AR 7 BIATBE K
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BN AR LR = RS AR E RAVI0 RBE LT
BrEA Ex
PHERER
ETT
Y RHEE
P root
o BREP
FHER EBR(LMAP)
7 RiemP
SEfsEe
[ RERR BHER B
RER(HREER)
v EfiES
87T
12 AHPKF

1.5. Kdump HL#

Kdump /25T kexec WINAZBHRELMEALH], £ RGBT SEBIESEALN H
KB NAFIBATSHN — D LRSS, FRAm 3R A i It iR I fig 2 A= 1) crash
dump. Kdump 2124 M1 AT SR AL EEAEAL], e R B sU7E T AR I 2 i 2
PE AT N —NH S B AL I TS SO EREL, i AN B & IR AL BT S

Kdump FEZEMANARHPBEIAZ, Er- WA £ Nk
MRS B IR RG— B n, A EF AR A INETAE T, f£1X
Mg B Kdump 724 — AN TS ATZATE BN, NS SR
ramdisk BN AFEL: KA BRSBER M HER) — 48— MU, Kt
IS ER) A R BT A Is AT RS I EAR E B U 2] — > dump core SCAFHT, — HNFF
R, Aol EHIIER.

Kdump #Lil| E ZAFEMANHAF: kdump H kexec.

kdump fH kexec EBNEHTRANZ, LUR/DNNAEE S DR EEER . &
NIRRT N — S SR NZE S . T kdump FIH kexec fH 3
MR ANZ, Sk T BIOS, FTRAZE — WL NAAAF LLEREA o 3K 02 A 0 T B i
AR 5T o

kexec J&—/MIIEEF) kernel ML, BI84TER—IEAEIZAT B kernel H1,
JE B —ANHTH kernel 1 BANH #4804 BIOS il PLSERUE 3. BIN—# BIOS
AL PRI (], JCH AR AR KRB I HL R 321 2 AM % 25 1Y) Server 1 [1)
WIET, BIOS £ A6 2% B2 I I .
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kexec GU¥E 2 NMHAMIA Y —RNEEMPIRG WA kexec_load, HTTfE
AR AL S S B SR R IR B e sk, R P S E A T E kexec-tools,
AR A 3R P4 A% ) kA% a3 5 A P P R AT E 22 498 3 ¥ )RS R 8 4 21478 3R 74 1%
bR HIEAT

VLR : TR BE, Kdump HLENMLAE ARM. X86 &R, il T &8 AR,
1.5.1. Kdump #5417 E
1.5.2.1. 2% Kdump 7 B0 46

F# 1-6 Kdump Frif R4

KA AR U
kdump kdump#f4-
kexec-tools kexec AL, kdumpFH 318 Fh L ELARE AR

kernel-debuginfo K #r vmeore SCA%F
kernel-debuginfo-c  kernel-debuginfoff i £

ommon

I Kdumpfi %y, TRibZedEixte T HAL, bW
dnf install kdump kexec-tools kernel-debuginfo-common kernel-debuginfo

1.5.2.2 BCE grub

Kdump FI{E 75 E A & kdump kernel BN A7 XK. Kdump ZREAE R4 1E
AL R, AR kdump kernel fT 5 FH BIN A7, BCE XA EB N
/boot/grub/grub.conf SLAF, B H 2 5] 384>, I crashkernel. Crashkernel
A R

crashkernel=nn[KMG]|@ss[KMG]

Hrb nn FIREA crashkernel THEE £ /D INATF, ss £~ A crashkernel Tl B N A7
it R A=

B e EE 5, LA cat /proc/cmdline £ kernel J& sHC B & T,
HAP & MA T crashkernel Hi.
1.5.2.3. 381 fM& A Kdump AR5

#E Kdump RS 2T

systemctl status kdump.service

W Kdump RS ATT R, A8 A0S 623K B 30 kdump RS
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systemctl start kdump.service

1.6. FREURFL

R E PR AN R B BR 1], FEe i ol 08 75 H 75 EE T A A
FIRR A BEAT A 4, BRI AT DS su 303 sudo iy & FR158 HE 53 AL PR AR AL .
1.6.1. Sum4 TR

P su a4, 7FEHA root H P #65, ISiEiEL 5 AT BASREL root 1)
A, — B su 28N, XAH P RITE EESSM A root FH 4.
H T su AT LLIREX root A= ¥BAL PR, I BRI SREG AL A - AR, FTREAEAE — 8 %
G Il L, TR AT DA 3 A B G323 wheel SR HEAT BRI . LA root P 34T BA R A%

\o

# usermod -G wheel username

MMM wheel 4B S, AT UARRSI R X AN A o7 UAE A su
WAV . BE suff) PAM 1] PL%w#HE/etc/pam. d /su SO, I8 I8 I BRa 757 K
BRI 0 B B A B P 25

#auth required pam_wheel. so use uid

IR RN AR wheel P3O PRI LLUERE su b7 R HARH P
1.6.2. Sudo fs4TLTE

Sudo 4 ALV R G E B UL @ A P PAT — e EE A root iy 4. 4 W[
fEH P 3T sudo s 2B, FHFESZLULRATE DR~ %65, S8J5 L root ALRFAT

DN
T2

FEAM) sudo fr AT
#sudo command

Sudo & H IR KHIBM:, RA 7 etc/sudoers ST S0 1A H P AT BABAT
TEABATTE 2 shell R EEH AT sudo €74, TIAE root [ shell A5G, X EKAE
1E 7 F5H root 1 shell PREL @M AE L5 R 1]

B E sudo W2l T g /ete/sudoers SCAF, T H R A EH G H P A W] DBk
‘B, WAEH visudo dwiE. Z ATLMEH visudo AR, —REREE YT Ik
MHP RIS E; A ERaEdT SR a. B root S visudo 4T
TFECE S, MALLT A%

#juan ALL=(ALL)  ALL
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X255 BRI juan F P AT BADAT AR EH1IER 8T sudo $ATAE M 4.
FTHNIX 2% 3.;&}6@? users /7 A] LA HE F AL AT BA3RAT /sbin/shutdown - h now

i

%users localhost=/sbin/shutdown - h now

% 22 W / #£301\
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oy BRI B R 25 BB RAEVI0 RGBT
BE EAFFRINE
21. Qt

Qt SEI 1 Android A1 i0S A THISCRE, 7 BB g 3 B AR IA 1) 5 1 BR
RN IR A B i b . BIREIIEIE I REATERE. Qt5S & Qt HIRHT
WA, JT RN G Rg LLEDULI FE P Bt 5t 24 Hbs T AN AR 7 ST Qt 5
e HERS TavaScript A1 QML BISCHF, RN AT U= RCE, R AISCR C ++
A Qt Widgete Qt5 5 Q4 mEME, HEBREIL RS ER Qt Platform
Abstraction, 5% /ARSI AT RZ HEE o
2.2. GCC

GCC 72 H GNU JF A K41 5 9 Beds, SCIF 2 Ml 5 g 3, 410 C, C++,
Objective-C, Java 5§, [AII L& IX L5 F HIEMF. GCC & — MR A T
B, XRFZMIERLEN, 5T MM,

T BRI A4

L FF GNU Frif;

J R A% T GPL Arifs

B AW E RGBT, AR

TEA 2 B A B RHE 25 ) https://gec.gnu.org/o
2.3. GDB

GDB & GNU AU as, SRV EE P N E AT, B R P AE K A 5+
W PR . GDB [IhAE 3 B

o PAT—LERENE LA P Is AT A R AT

o (EIREMIFAMF TFIEREFE

o TEREFPAFILIZATING KA P N B T4

o BHER, DASIEREFF bug XIRERFHIFEN, RN T ARRIRR A VR 2 Hot
HIAZE, N2 S EUE S

GDB SCHF AN i = -

e Ada

e Assembly

e« C

o CH++

e D

e Fortran
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e Go

e Objective-C
e OpenCL

e Modula-2

e Pascal

e Rust

L] G A2 gdb”, RIAI4TJT GDB il LA,

[root@localhost £ & ]# gdb

GNU gdb (GDB) Kylin Linux 8.2-11.el18.ks8.01

Copyright (C) 2018 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86_64-kylin-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word".
(gdb)

& 2-1 BRIH
2.4. Python
Python & — i W 7 2 K B T )0 R mAE1E 5, F]5 Perl. Ruby. Scheme
By Java FHIEE .
Python [— %8 & 3 FpiE:
o THIVEMEIE, ST
o TEIFTIBATHIH, X115 Python NV 2 JmfedE 55 FIBRARIE S, [RIBS XA
FA IRz Al G
o PR ANRIYBRAERE, SCRRVF 2 H WIS, R 2% IR 55 258
IR IE RO SISO 55 .
o Python 58 BB S 45 1) J2 A QRS Fr Be 2 1R 5 5, python &R FR
Y fi IDLE.
o BRI LAGRIFTE S (0 C B C++) SR H AR, v DL A M HEAT I R
o AT LUK BN HFE 7 PAAR A AT g fi e
o TEARM[HLT7IZ4T, B$5 Mac OS X, Windows , Linux il Unix, JEE /7
AT F T Android #1i0S.
o Python /& IR AT . TEELEH Python, BUEH &8 &K
% 24 W/ 301}
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PR ZATLM 2, Python tH AT LAKE H HH A2 C5ORT E 8 K AT

Python ) — 264 12 15 5 5 1t G35

e A Z M I A ¥ X M "] A :number(floating point, complex
unlimited-length long integers). strings(‘f. & ASCII 1 Unicode). lists 1 dictionaries.

o Python SCHF A 2SN 22 H 4R I THI [0 R TE -

o AR AT LAAT AR TR A,

o I T SCRFII KA IR 8, AT SE I B IS T R B R A B

o HUERA SRR MANERY., REAMAEMRY I, KEHM—4
FRFER MNP = FEIN R AT, SRR I %

o Python £L& & gmAEHrE, W generators 1 list comprehensions.

o Python ] A 3l N A7 & BRAT A F-3 43 BL AVBE A RS R 1 N AF
2.5. Openjdk

Opengdk 15 GPL VAT [#) Java “F- &5 HIEALSEIL, H Sun Ak, #7247
— java 1217 M55, SZ#F Solaris, Linux, Mac OS X 8¢ Windows Z f#/E R4,

BT RCAS BT R 32 B

o Lambda KX 3L Stream API;

o [INf[E]5 H i API;

o MGG H;

o LT EEAR IR FH AT IS AT T B B AR

o A ETRE RS,
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3.1. ZFTLTA
Brasero ;& —#fEHERNZIF T H, AidiHiE->HrE 7 ->Brasero, A PLEJ%HE

e, #dE CD/IDVD. #i45 DVD/SVCD LBz, W KE:
Brasero n

ME(F) WEE) IRAM BEIH)
RIE—TmA: RILHE:

(~ EHME(0)
R MEREHAE

BEREEEIHTE

o BUBTIE (A)
#32—1 #4E co/ovp

o TREIE (V)
#i—11%% DVD 5 svCD

@ SHIXE(C)
fili2 co/DVD B9 1:1 Bl

o ZRFER()
* ZIRM{FH CO/DVD HET BN E

& 3-1 ZIX TR

3.2. Wi

321 MAEHE
3.2.1.1. WifEHE T AAH

R B T — KRR S B T A 43 X DL R B A B 4y X T,
A LA E AT G AR A 73 X RO D 30t 4 DL R e A R AR B A
3.2.1.2. WAEHEE T AR R

s T A- UFGR), SRS ers, e RF->Wa->ma, 7716
BT T R AL
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XA
B it
g% Brasero
© Firefox

8 Qt5 QDbusViewer

& mesES
- {TEHEE

© sz

@ %!
B

a

@ catfish 7=
9 Plumaiisas
© xreaem
® sueEEs

& 3-2 BErMNERF
MR FR A, A2 N B BT BLA & S ik & B %, AR RIER &
FIVEANE DG BENS TR 1 A0 3 A8 235 RN A b 1 A 35 BX Bl 28

‘ » 16 GB fffE
/dev/sda

lev

Dlﬁ GB B2 A= QEMU QEMU HARDDISK (2.5+)

QEMU QEMU HARDDISK

(@> cD/DVD WENZE
QEMU QEMU CD-ROM

13 GB HRig& F5
J/dev/klas/root

X GUID 53X

o 1.6 GB iRig#& (V)
Jdev/klas/swap
e HEFE
HE1: EFl HE2
210 MBFAT 1.1 GBXFS
* > * >

#/v 210 MB — 204 MB 8] (EH 3.0%)

% /dev/sdal
JUID D676-26B3

#£E EF R4

16 GB (16,106,127,360 FT)

drive-scsi0-0-0-0

FAT (16{iIkfax) — BEiEH 3 /boot/efi

mn
|
m]

HE3
15 GB LVM2 PV

B 3-3 mAEHEAE
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B BRI LB S R R SS ARERE R SGVI0 RGE R TFM

3.2.2. BHBEBETRMA
3.2.2.1. 4r[X ik

LR R, s [+ ERRTE A X OO, sl sk 5008 7 X
RN, midi 32, MABLAEERAE SE [E1), Al ssEIE R
T s SR A3 X

= 16 GB Ef = - O
/dev/sda
16 GB & 1= QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
N 16 GB (16,106,127,360 F1)
CD/DVD 538
QEMU QEMU CD-ROM 4K GUID FEFE
13 GB Hig&E 5= drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB fRig#& BV
J/dev/klas/swap
SR AR
HE3
HE | P2
ZlDJMls:IAT 1 15JEE XFS 15 GE LMz Py
* D> * >
| — |
#/v 210 MB — 204 MB AIA (EH 3.0%)
&% /dev/sdal
UUID D676-26B3
SRR EFI RYE
7% FAT (16fikzA) — EEFH T /boot/efi
& 3-4 flgsX
‘ - 16 GB B = o
'dev/sda
16 GB & i QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
el 16 GR 1A 106 127 I60. )
@ CD/DVD X
QEMU QEMU BUH(C) BRnE
13 GB Rig#
/dev/klas/root
1.6 GB 1i&{ 2N ||
/dev/klas/swap

BIR(E) %A

%8 ©@ QAT Linux RERIRZBEE (Extd)()
EBRIFE (LUKS)(R)
5 Windows # (NTFS)
FRIAREMIRE A (FAT)(S)
Hfth(0)

& 3-5 b E
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3.2.2.2. XAk

P 2

ARG B X, e 5 sl e B N A o, B A%

XA X, MAEL, BEERME, st T2, sl U%ae), BT iRk

A, AT JE BT IEH A

» 16 GB B
dev/sda

u 16 GB &
QEMU QEMU HARDDISK

S QEMU QEMU HARDDISK (2.5+)

16 GB (16,106,127,360 F1i)

@(:D/DVDQEHJE
QEMU QEMU CD-ROM GUID HER
DIB GB HRig 5|5 drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB ig& #v)
/dev/klas/swap
X R XN HE3
oarr| 115 8 0w
XD BRHLE Shift+Ctrl+F
u _
FEOR
2 REXERGS
& Jd¢ .
JUID DE
s gp  BEAIV
= FA BEXHFRGE
R ERY
HREHIER -
Lg
GRS R
MOEBRGEE
SE RN

&l 3-6 &k
3.2.2.3. X%t
EHFERBR X, md 7 D&Y s N,
XX, A SR o DX Ak B30 AR A, Rl B BT

. 16 GB H#f =
dev/sda

uls GB B& L]
QEMU QEMU HARDDISK
(@ co/DVD B

QEMU QEMU CD-ROM

QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 1)
GUID FE®R

0 13 GB Rig& 5|3 drive-scsi0-0-0-0
fdev/klas/root
1.6 GB BRigE &V
fdev/klas/swap
BENx E
£ET) | EFI RHE (c12a7328-/81f11d2-badb-00a0c93ecI3b) >
Z#1(N) | EFI System Partition [
RHEHE(S)
MEHFI2REE)
et BlOS It HHASIF(E)
(%] vl

sy [giE 7>

i ; ‘

B 3-7 HEHX
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A A S R S5 8 R E RAVI0 ARG EH R T
3224, YIRS

PR EBRARN X, ff DgE]Y %48, #d e, S [
XHRA)Y, FHHwmE X RANE O, WMAFR X AR, S Sl

o 1.6168 [ 3-3 =
uleGB B2 75 QEMU QEMU HARDDISK (2.5+4)

'QEMU QEMU HARDDISK

_ 16 GB (16,106,127,360 ¥1)

(@ CD/DVD %5ha§ o
v gy qemu co-Rom GUID FXH
D 13 GB HRig# #5|S drive-scsin-0-0-0

/dev/klas/root
Q1608 i #v)

[dev/klas/swap

RERE XRRE
SE 1 EAS
210 M8 AT HEXHRAEE
*[>
= 1 bEXHRGEREEERLIEHEE.
v 214 0|
/de; S
DORGHIC) Fh(H)
JUID D6
EFI &t

£ FAT (16{ifE %) — EEHH /bootsef

& 3-8 mBXMHRSA
3.2.2.5. 43X K/N#E
EREFBEBUCNIS X, i OB &8, sl Fhses, Sl [
WEER/NY, AR/ NE H, sk R/ NG TR/, R
/INBPAT

’ » 16 GB B = ‘
tev/sda
uls GB B QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= 16 GB (16,106,127,360 F13)
(@ co/ovp B .
QEMU QEMU CD-ROM GUID FE &
‘“, 13 GB RRig& ,
/dev/klas/root QHEC) HBELXN
‘J 1.6 GB Rig&

/dev/klas/swap
BEXHRAXNGTERSRMERR, BUARKHENNME, NRERS
HERESD, ARA/RIFRERERNNE. &/ AMUBLHNA
EXRITE, REQSPOXARAEAZEURETFOTIE

AEKNMS) 210 M8 v
EENFEEE 0 mB
#3710 0 mB

B 3-9 iR/
3.2.2.6. X EIE AN
PR EEHB X, S TR [e] ERHETEIE,
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ARG AT

‘ Py 16 GB Fi

16 GB B2
QEMU QEMU HARDDISK

(@ co/ovD Wihes
QEMU QEMU CD-ROM

/S QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 F75)

Z GUID R &

13 GB HhigeE 755 drive-scsio-0-0-0

fdev/klas/root

1.6 GB i #& #(v)

fdev/Klas/swap

R 2o .
4E1: ERS- HE2 | wEs
20MBRAT | 11GE XS 15 68 W2 PV
* >

* D>
— | &

210 MB — 204 MB B (B 3.0%)
/dev/sdal
JUID D676-2683
o EFI B
FAT (161iikRZ) — BER T /boot/efi

B 3-10 2 XER
HE SRR, WEDRNAER, RN e R T A

‘ " 16 GB & = - o
devisda
ﬂls GB B 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

16 GB (16,106,127,360 F15)
L GUID HER

@ cD/DVD EiHEE
ly QEMU QEMU CD-ROM

13 GB Rig & £ drive-scsio-0-0-0
Jdev/klasfroot
1.6 GB BigHE Ev)
Jdeviklas/swap
KRR .
”Eml MEBF‘F; 15 GB LvM2 Py

* * >
B
A 210 MB (209,715,200 F1)
& /dev/sdal

D676-2683
3 EFI R
T FAT (16M1MR %) — XE#H

B 3-11 3 XEERSERR

st DAY BATHEER, HBGEME, AR RN CHEER N H 5.
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‘ » 16 GB B = a ‘
ev/sda

ulﬁ GB B 2/ QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

_ 16 GB (16,106,127,360 F1)

@ co/ovD B -

o/ GEmU Qemu co-Rom 1 GUID HEE

U 13 GB Big& +5|= drive-scsio-0-0-0
Jdevjklasiroot
1.6 GB Rig & #)

Jdeviklas/swap

XERE
#EL EAS
210 MB FAT

* [ * >

210 MB — 204 MB A (B 3.0%)
8#& /dev/sdal
JID D676-26B3
KED ER RiE
Z FAT (16l %) - B8 F /booy/e

& 3-12 5 XER
3.2.2.7. 4y X kxR

Sk 1 T AN 5 A YAN H . N
WEREEMERE > X, iy (-1 3R> X iR, sidy DIMER Y BIWAT.
‘ - 16 GB B n o
ulﬁ GB B & QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
@ CDIDVD WS 16 GB (16,106,127,360 F7)
'@omu QEMU CD-ROM GUID TE#®
13 GB Rig& ¥ drive-scsi0-0-0-0
/deviklasfroot
. #(V)
(= i KR
205 o EREERMRIESEG? i
HEL: EAS 15 GB LK
ket 13 SEERFREHEREER
*b BEMNRE
- 4 B #[E 1/16--dev/sdal) [
xi 210
% /devh
) D676
) EFI
B FATH () H#52(0)

& 3-13 XM
3.3. ZmREEH

331 VNCEER
TigerVNC Viewer & — 3K 7 i fE £l & Euw, S HGE->mEEF
->VNC BEE %, A VNC k54815 B a s, EmrdEss.
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VNC &8 Heah ﬂ
VNC IR | |
| pm. || &a. || s&n. |
| omE || &®
& 3-14 VNC &E %%

st “URIT7 FZHL, ATRAXS IR A, N B DR IR IEE AT A SR BT

B
VNC BRE: EERT Ex

LR e

v gEEE
® Tiegh o =% (FREn A&
{extile 4
O BEXEEE3):
vl #4F JPEG [E48:
| oms || mE
K& 3-15 VNC BEE R E

332 TEREFEF SSH

ssh THAPLEH A &ERB— gy b, eI Eddrar . B2
X} rlogin. rsh Fl telnet FEfFH— 2Bk, A telnet frAHML, AT
A E R B — G b

~]$ ssh hostname

Bltn, BWEFER—E 4N penguin.example.com HIZEFEFH, FLALE shell
AT PR Ll N4

~]$ ssh penguin.example.com
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A= LU IEAE A Y RO A B 2 1O FH P 44 85k R AR E — A
AFEEH 4, BN a2

~]$ ssh username@hostname

#iltn, L USER &3k %] penguin.example.com, iHHIALL T4 :
~]$ ssh USER@penguin.example.com

VSR —IRWIURIETENS, R BIAIT WA HLLRIE R

The authenticity of host 'penguin.example.com' can't be established.
ECDSA key fingerprint is 256
da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:1f. Are you sure you want to

continue connecting (yes/no)?

FE [R5 TEAE o ) o) 2 W, FH P R iR 2k B FR BN 5 1B . B AT LA
7] Jik 55 i ) 380 3 AR DA B85 02 IEA I o IX N AZ DA —Fh 2 421 . S 5e 48 I T7
AT WOERA o] DUE AR S5 3 (0 ERLE B, ] MEA LAR ssh-keygen v
KA A G EN:

~]# ssh-keygen -1 -f /etc/ssh/ssh_host _ecdsa_key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ft (ECDSA)

BN yes HERCHPIIFHNER. HPRSE B R MRS i g
FlEMPENIRFRE S, DM RAE SRR

Warning: Permanently added 'penguin.example.com' (ECDSA) to the list of

known hosts. USER@ penguin.example.com's password:

BB WA SSH RS in  ENVEPIAR 1, B ks @A S E
FEARAR B2, R AR R 55 v 1 E AL 4H M~/ ssh/known_hosts ST A IR R
FEHAT AR E 2 AT, TEIER SSH MRS I RGE B 7L, Wk AR 55 i i A 52 2 W
o

L M~/.ssh/known_hosts SCAFH IR — N840, AT LAME A0 T 4 4

~]# ssh-keygen -R penguin.example.com # Host penguin.example.com
found: line 15 type ECDSA /home/USER/.ssh/known_hosts updated. Original
contents retained as /home/USER/.ssh/known_hos ts.old

FERNERSZ )5, PR 2B ENIERE N shell @@ ATHRAT T . AL,
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ssh FEFP A LAIRAEIZRE BN EAT — 2k %, AR E] shel | dr&ATHR
ELE

ssh [username@]hostname command

%, Jetc/kylin-release SCAF IR KIFME RGMARIEE . EEE peng
uin.example.com FIZXAFRIAEE, HiA:

~]$ssh USER@penguin.example.com cat/etc/kylin-release
USER@penguin.example.com's password:

Kylin Linux Advanced Server release V10(Sun)

TER PN ERERLZ J5, Ko BoninfE EHNEE RGRAGE R, R5
F ¥ 3R B B A ) shell #5 ATHRRTT R .
3.4. Cockpit mFEE B

3.4.1. Cockpit

Cockpit & —1> Web =il &, HA 5 TAEHKET Web (54, {EFEFT
TEMRSS % EPATEEAT S

Cockpit Web =il & 4 1] APAT Z FhEBAT S5, BFE: EHERS, EHH
Fiks, HHEMEM RGNS, EMKEOMP kR, BFRgGHE, EHE
TIHL, QSRS , WEBENZEMHICE, FE SELinux, HHiHM, HHAS
AR

Cockpit Web #% il & 181 F 5 ¢ i AH [F] (1) R 48 AP, H HAE & AT BT
SIIH S BRLE Web $2i & rfo Bhah, R T DAE B/ Web $5 il & Hh Bl i 2
i & 5 E

3.4.2. BIFEE Cockpit frs

T a2 A sh M E cockpit k55

#systemctl start cockpit.socket

#systemctl enable --now cockpit.socke t

[root@localhost ~]# systemctl enable --now cockpit.socket
Created symlink /etc/systemd/system/sockets.target.wants/cockpit.socket — fusr/lib/systemd/system/coc
kpit.socket.

#systemctl status cockpit.socket
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[root@localhost ~]# systemctl status cockpit.socket
cockpit.socket - Cockpit Web Service Socket
Loaded: loaded (/usr/lib/systemd/system/cockpit.socket; enabled; vendor preset: disabled)
Active: since Fri 2020-03-20 15:07:57 CST; 25min ago
Docs: man: cockpit-ws(8)
Listen: [::]:9090 (Stream)
Tasks: 0
Memory: 4.0K
CGroup: /system.slice/cockpit.socket

3A 20 15:07:57 localhost.localdomain systemd[1]: Starting Cockpit Web Service Socket.
38 20 15:07:57 localhost.localdomain systemd[1]: Listening on Cockpit Web Service Socket.

WRIEIELE RG LI AT firewalld, 75 ZAd H a0 a2 5T B K85 H
Cockpit 3 1 9090.

# firewall-cmd --add-service=cockpit --permanent

# firewall-cmd --reload

[root@localhost ~]# firewall-cmd --add-service=cockpit --permanent
SUCCEeSS

[ root@localhost ~)# firewall-cmd --reload

SuUccess

3.4.3. Cockpit Web =l &

Cockplt ﬁﬁﬁ 9090 i 1, FFH Ny SSL vy in), I8kl W28 & hl, fERIZ%
MYEA R, @I PR URL 4TJF Cockpit (285 &

A Hh https://localhost:9090

AR RS AR =LA B 1P ik, 4.

https://192.168.17.205:9090

GG A SRR EE A A, RS

Insecure Connection - Mozilla Firefox

(@ localhost.localdomain X (%) localhost.localdomain % | A Insecure Connection ® [+

)5://192.168.17.205:9090 v e O n @
&

< c @

% Your connection is not secure

The owner of 192.168.17.205 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

Bl 3-16 WIE/REFRRR

% 36 W / #£301K


https://192.168.17.205:9090/
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Insecure Connection - Mozilla Firefox

@ localhost.localdomain X () localhost.localdomain X ‘AlnsecureConnect(on x |+

« 5 C B | @ htps://192.168.17,205:9090 - O n i @

The owner of 192‘168‘17.255 has configured their website improperly. To protect your information from being stolen,
Add Security Exception x
You are about to override how Firefox identifies this site
y AR Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: | https://192.168.17.205:9090/| | Getcertificate

Certificate Status

This site attempts to identify itself with invalid information. View...

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site
Unknown Identity

The certificate is not trusted because it hasn’t been verified as issued by a trusted authority using a secure signature

¥ Permanently store this exception

Confirm Security Exception Cancel

Add Exception...

& 3-17 #imflsh
3.4.3.1. [
1E Web # & B s bi s, ARG P 2 MEET S, WEFR.
Wik R B sudo RERL, AT RLAT & BT 55, B An{E Web #2816 2224
B, BLE RAETEE SELinux .

localhost.localdomain - Mozilla Firefox x
%) localhost.localdomain X (¥ localhost.localdomain X | (%) localhost.localdomain x |+
<« c @ D 19216% 17.205. ) v oo @ N @ =

COCKPIT

Password

| ] d fi k

& 3-18 BFAME
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System - localhost.localdomain - Mozilla Firefox x

(® System - localhost.localc X | +
< ¢ @ D& 195.168.17,205 -9 o =
COCKPIT 2
e (® Authorized users only. MU activities may be monitored and reported X
System
QEMU Standard PC (i440FX + PIIX, 199€
60c1ec83fed24d90adect80d8sf547dc
kylin10()
erprir
I yidomal:
in D
2 200
Restart
& 3-19 EFEHE
[ LS
3432 iBEFILHE
[ RS TN —
I ARHE S ATV, B PR .
System - localhost.localdomain - Mozilla Firefox x
®) System - localhost.localc X | +
€ c @ DR 192.168.17.205:9090 I v 9 N @ =
a root

Iﬂ localhost.locald...

System

Display Language
@ Authorized users only. All activities may be monitored and reported About Cockpit

Account Settings

Authentication
QEMU Standard PC (i440FX + PIIX, 1996)
= Log Out
60c1ec83fed24d90adecf80d85f547dc
kylin10()

03-2020:26 @
Restart

rtual-gue

& 3-20 IBEEYI#H
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Display Language

Choose the language to be used In the application

Polski
Portugueses
Turkge
YEpaiHCEKa

A

& 3-21 IES%E

I - localhost.localdomain - Mezilla Firefox

(®) 4% - localhost.localdon X | 4+

&« c @ ® &

34.33. H&E
Cockpit ¥ H E(5 B

ttps://192.168.17.205:9090/sys! I W

@ Authorized users only. ALl activities may be monitored and reported.

f QEMU Standard PC (I440FX « PIIX, 1996
60c1ec83fed24dd0adecfB0dESF347dc
7 lylin10()

«  Checking for updates...

In @

& 3-22 EES&%E

FZIF TR) ™ E SR AT AN R Y 732K
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B - localhost.localdomain - Mozilla Firefox

® B3 - localhost localdon X | 4+

- c @ ® &

COCKPIT

4
Iy
a
a
4
A
A
A
'
A 1
A
A
Iy
A
A
A
4L
Fey

3.4.3.4. M

March 20, 2020 -

/1192.168.17.205:9090/system/log

FZ1% | Errorand above ~

Jusrflib/systemd/system/minfod.service:3: Invalid URL, ignoring: n...

PAM adding faulty module: /usr/1ib64/security/pam_console.so
PAM unable to dlopen(/usr/1ib64/security/pam_console.so): jusr/lib.
GetManagedObjects() failed: org.freedesktop.DBus.Error NoReply: Di...
Failed to start Crash recovery kernel arming
Process 8219 (gsettings-helpe) of user 0 dumped core. Stack trace

Failed to load module 'f’ﬂdlﬂ?-giﬁll'ﬂlﬁ& (argumn[ "'J anitializ
Unable to read or parse data from client.

PAM adding faulty module: /usr/1ib64/security/pam_console.so

PAM unable to dlopen(/usr/1ib64/security/pam_console.so): Jusri/lib...
[pulseaudio] bluezS-util.c: GetManagedibjects() failed: org.freede
Process 2233 (gsettings-helpe) of user 42 dumped core. Stack trace...
[pulseaudio] module.c: Failed to Load module “module-gsettings® (a...
[pulseaudio] stdin-util.c: Unable to read or parse data from client.
SELinux is preventing /usr/lib/systemd/systemd from setattr access...
EERE (B ZHEBF fusr/libexec/gem-kvm: AFITLHFZER

Unable to watch (froot/.ssh/*) Mo such File or directory

Failed to start irchalance daemon.

A 3-23 HEAH

O

I @

systemd
gdm-password]
gdm-password]
pulseaudio
systemd
systemd-coredusp
pulseaudio
pulseaudio
gdm-password]
gdm-password]
pulseaudio
systemd-coredunp
pulseaudio
pulseaudio
setroubleshoot
Tibvirtd
restorecond

svstemd

94 24 T T AT LA 21 S AT AL A A ST B 1) 1o 3 T LA 21 AT H R R
FIEE, FTUIMREATIE I E, ik, DLAECE VLAN. s Rt ] BLEAT
G AR AR

PR - localhost.localdomain - Mozilla Firefox x
(%) P45 - localhost.localdon x| 4+
< C @ @ & //192.168.17.205 ) k v o @ n @ =
COCKPIT
vps HIER Kbps 1B
0 e DU S S AR
203 0:32 2033 20:34 20:30 2032 20:33 2034
4 Active Rules
#0 FIWE | WA | TR | F0vLAN
&% IPight HiEP i1
ens3 192.168.17.2 0 bps 6.51 Kbps
virbr0 102.168.122.1/24 xa
FEERMED
¥ 1P itth Higd i1, L

& 3-24 NLKRE
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3.4.35. k%
RS T 5 AN Hbr. REMRSS. BT THR 2R,

&35 - localhost.localdomain - Mezilla Firefox x

®) BEZE - localhost localdor X | +

« cC @ @ & 192.168.17.205:9090 ; [ : v o O W In @

BiF | RGES | EETF HeE BE

[E] 1ocalhestlocald...

X 1o} *&E
Accounts Service accounts-daemon.service

Deferred execution scheduler atd.service

Security Auditing Service auditd.service #E (EiTE)
autovt® service iR autovt® service

Avahi MDNS/DNS-5D Stack avahi-dasmon.service WE ETE)

Bluetooth service

NTP client/server

Command Scheduler crond.service
firewalld - dynamic firewall daemon firewalld.service
GNOME Display Manager gdm.service
getty® service iR getty@ service

& 3-25 R&SFHE
3.4.3.6. i
Cockpit F1i$& ft L it 2 n AT 5%, v DARE 75 SR AE Web 51 A 28 3y 2 [d]
BV, A AP BATAES, R 7.

£2{ - localhost.localdomain - Mozilla Firefox i

=) #iK - localhost.localdor X | + *

« c oF 192.168.17.205:9090, f - 0 0 [\ in ]

B 3-26 &uiAHE
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35. RGiHZE

BRI V10 BRIERGREE T —MNMETEIEH P A H S ST H,
iz T A T RS & T H ST ERNEE. WR. dmFd,

35.1. EARANA

AHEEE TR LIEAFN IR P RE], 2800 “HE”, st b
PRRIRT TS o JFJE Ja B F T an B o -

EZERAFAE

RERE

HiZB& . ; : P fact) Faile. 2097
e g_object_unref: assertion 'G_IS_OBJECT (object)' fail--- 20:27

BE@BEE ze g_file_info_get_attribute_boolean: assertion 'G_IS_FILE--

wiEQE [LFH#EF See https://www.tigervnc.org for information on Tig--- 20:21

" [ f#2% Copyright (C) 1999-2019 TigerVNC Team and many ot--
XorgH&

[\7fA#£[F Built on: 2020-06-24 01:05
MAEHE . . .

[ 2 TigerVNC Viewer 64-bit v1.10.1

[/ fE#EF applet_factory, None)

[A#EF /usr/lib/ubuntu-mate/mate-menu/mate-menu.py:644: -

[ifEi2F applet_factory, None)
& 3-28 H&

M “ HEFRD EFEEHTRRFEEEWHER, 2 LAHEE
BRERGHE. AZHE. BEhHE, 2¥EHE. Xorg HE. MAHENKSE
&,

“HEERE UM TR B R E, D A B H SR

I IE IR TR S B R R BEAE , F AT DR B O R SR B I I 2 A

Wi RIS R AU HEZH S ERE “HENE” X,

sy “HESH” #dl, T H & A SR8 SC
sy “FEFSER fA, AT RME AR T R AL AR T RE .
3.5.2. HEMBEERNTIE
Firf HESNH SRR D fe . 76 “HRE” PN EH R W4 R BT
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=,

G HEMBLH HESCRL IR T RE, R0 H &G SCRr “ I [a]J 337 An <y dpg
g, N HEESCRE M HAIERT JUE.

CINFIE R LRI g, AR CE=R7 AT A
J7 A SR =AN 7 NI (8] R

CREMET IEWECR M B GONE E H S, B R L
“UE BN EGON 7R VA G 7 s S DL ) R K LA R 7
“ORBRE N UL B R AL C HERE M A g7 Juit H &
L/ SUR/ TR

R H G “RAIZIER” s “ HEEHE” M “REuE” Wi
PET, SRR IE I R AR ST H S

NI 9 LA 77 R “failed ” T =R M EE O RTIR S BL BN H &

B =

EZZEMABREE

EX i =F
BlEE: E=X v | EE%: | ARSI >
nERE . . . ) . P
[session uid=0 pid=2658] Successfully activated service 'or- 20:27
BmBA®E [session uid=0 pid=2658] Activating service name="org.gtk.vf--
SEaL g_object_unref: assertion 'G_IS_OBJECT (object)' failed

g_file_info_get attribute_boolean: assertion 'G_IS FILE_INFO (i--

XorgH&
See https://www.tigervnc.org for information on TigerVNC. 20:21
EEB®E
Copyright (C) 1999-2019 TigerVNC Team and many others (see-
Built on: 2020-06-24 01:05
TigerVNC Viewer 64-bit v1.10.1
applet_factory, None) .
& 3-29 HEHMER
353 HEWSH

2 LSRR IE ORI H S A 3 25
MAFEFHHE, Sdrh EAN “HESH” #%4H, fdelnEpos

HISCAHRAF RS UEME, BT DURYE B iR Rie S H H EMARAER, BeT
% 43 W / #301K
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H H SRR, R R “ORA7” AR RDR H S 2

FEEE | x |

EfN): | R&BE

@ 8% + oot  ESE ]
Ll i) & v Kip LdcL

o A

BR

pe -

1EFR

Kyli--

Hipfi =

HGH(C) #E(s)

& 3-30 HERSH
3.5.4. HAhhRk
P CLs s “REFPSE” 14, BERFIHALTIAE, 0 FER.

BE =l = — =
A=k
REEE : HEO(N)
BEEEE: | 23 2 &% | PRESES
- #E(H)
REEE root: Executing command [USER=root] [TTY=unknow %£FE= pt] -+ 14:34 |
I©CA
BmEE pam_unix(polkit-1l:session): session opened for user root by (-
pam_systemd(polkit-1l:session): Cannot create session: Already-
REHE
Source 202.28.116.236 replaced with 5.189.141.35 14:33
=
XorgH& QFileSystemWatcher::removePaths: list is empty 14:32
MARE QFileSystemWatcher::removePaths: list is empty

Started BAMF Application Matcher Framework.

[session uid=0 pid=1561] Successfully activated service 'org.-

Starting BAMF Application Matcher Framework...

[session uid=0 pid=1561] Activating via systemd: service name--

WARNING: Could not launch application '.kylin-notification.des--- 14:31

& 3-31 EFRE
“CHE O DhRE SR — AN H SR O, TR R A A
FEHHE.
CHERIRGERE” ThRETT LME R S T MRt T E A R
“HEP” DRen] AT IZ TR FM, HLH P A
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“RTHE” g Briz TRRMHERER.

% 45 X / #£301 ]\



FoEN R R IR 5 2R E R V0 RGUE B 5 T

IR ZRMEERM

dof ZF— R RE R, BRI Fedora 18 XANKATHRH . MifE
Fedora 22 #, ‘B T yum, IEZACN T Fedora 22 M ELE HESS .

dnf AR TR T yum B LA — LU0, Tt T RFEH AL, NAF
S OB T AE AT A 2 TR N 2. dnf /A rpm. libsolv H1 hawkey
PEEAT A ERERAE, AT LA yum [RINHSEA

4.1, MEMAZKLGE

411 BHFEAFSKRE
BE ARG R OL 1WA MR ] UK AT L R4, LBL X86
=N AL

# dnf check-update

N RAE
> PackageKi t——# /AL 44 FK
X86 64—?%#@3&‘%&8’] CPU 2244,

>
>
>

i LA B8 AT 2% linux-firmware ,  mate-system-monitor Al
kylin-menu €145 & DL K& B A TR OC R

4.12. FEHMAE

dnf SCRE— IR AN B AL, I A1 I 22 20/ S H A S AR A s

1. a2

# dnf update package _name
VAR nm A4

#dnf update mate-system-monitor

kR R BT

a) Package: H /' Z N &I B RN B A
b) Architecture: ZIKA{FELETE II2EH .

c) Version: HAFELFHZ G IRRA o

d) Repository: A FHAFEHTERE
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9)

Size: ALK/,

dnf BROIAZ: R AP EAGE R, IR emmmilgss, HPm
DAIEAS ] dnf ar S BERINIS 4L -y, ROREER T H L Is this ok [y/d/N]:Hf
BN yeso fN d WIEHAT AR T 3.

R R AR B R SRR PR Lk, FTLUME dnf history dr 4
BEVEANHEIR

IR B AR, ATELLL root F P AT A 2

2.

# dnf groupupdate group name

HEE TR S AR

IR T ET R ARG AR, T LT a2

# dnf update

413. FHRGHMAS dnf BERAL RS

dnf 7] 5 yum {88 FAR A (O RC B SC#E, BIECE dnf Y5 A] B 4% 06} fetc/yum.repos.d/
Hiffrrepo SCAFIEAT G . MR G T B LR ECE TCIE VT IR 5 BB EE, ]
DA S8 (1 RGO S AR AT T . DRI

1.

QI RGOERHHEE 3, L root J 7 AT

# mkdir mount_dir

¥ RGO EZ A, BLroot Hl AT
# mount -o loop iso_name mount_dir

LA G H A repo SCHAE AR (ML AL LA BaseOS.repo I iE4T Ui ),
f£/ete/yum.repos.d/ H 3% T G 8L HT VS AL B S0 A

# cd /etc/yum.repos.d/

# cp BaseOS.repo new.repo

Y 4 /etc/yum.repos.d/new. repo it B SCAE LA IN G AL 147 -
# baseurl=file://mount_dir

ST dnf JEIFREAT T BA root FH AT

# dnf update

TR, HERGOCEHRH %

% 4T & / H£251 ]/
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# umount mount_dir 8¢# rmdir mount_dir
WUERAS AT XA dnf YEBEAT 2228 T 2%, AT RARL root A P MR SCAF

# rm /etc/yum.repos.d /new.repo

42. BHEREL

dnf $24t T2 BEE RG R UEHIIGE, BFER. AEELE. MM
.

42.1. BREBHEE

AT dnf search iy & 1] IS R KA, 41 404G 2R 64 2 “meld” F1“compare” - B
HIEAs, LA X86 & Rl

# dnf search meld compare

R dnf KA EE R E L, wf Pl shell A& &) grep B 1E N RIA AT
L

422 REQFIER

R O AT 22255 AR B 2 AT DABAT DL R a4

# dnf list all

R R T AT ) O RN Al 2B A A SR AT DA AT AT 2
# dnf list glob_expression...

2o abrt AHRBARIIR KIS0 -
# dnf list abrt- addon\* abrt- plugin\*

R BRI O A R BB AT AT A T A2
# dnf list installed glob_expression...

B keb BT C 2 R A A s B T
# dnf list installed "krb?- *"

R EAE L T I ] 2R AT A B R T AT A T A2
# dnf list available glob expression...
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SR AT A] I gstreamer plug-ins 4,31 %%«

# dnf list available gstreamer\*plugin\*

BERIMCE
JRIEM G, IAEA dnf RE EEAFAL
A A AT G B AT DA LT dr 4

# dnf repolist
MR RN 25 B0 LA _b-v 1E50, 8435 A dnf repoinfo i &% 15 B

# dnf repolist -v

# dnf repoinfo
W R RS B ] AN AT TG 2, TR T PR 62
# dnf repolist all

423. ERBRHERER
BRI EAN BT LUEH LU 4

# dnf info package name...
TR, abrt VEANES B A 4
# dnf info abrt
R B yum SR O A4
# dnf info yum

424, ZERHE/
F 0] BLRL root F P FH DL i & 2 285 -,

# dnf install package_name
2723 sqlite 1 1686 A B AR <151 -
# dnf install sqlite.i686
bR T 223, IO DL BRI ki S, ST U N STk, B
root F 7 HhAT 22 4%
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# dnf install /usr/sbin/named
LR U
# dnf install httpd
IR E AR AT, P RAHRAT
# dnf localinstall path

425 TEREGL
FEPAT 2R AT, TR NI

Total size: 1.2 M

Is this ok [y/d/N]:

AN d, ATRABAT AR R AR
4.2.6. MEREAE
T B B ) AFAAT BA R i 4

dnf remove package name...
JHIER totem A AL R4«

dnf remove totem

43. BHEBM4FRA

AT T DA S — RYR € DIRe AL, bhn R &8 T A AR AT 2
LR RAF AL ZH AT DL — S 2 25 AR

431 BHEEHFIE

Summary 5T A] LR 7R AR 2 B R AE B

# dnf groups summary
PAT Jvfai s 91«
# dnf groups summary

SR EANR AR EERE R L L N 4
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# dnf groups info glob_expression...
PAR I A R 2 A s 81«
# dnf groups info LibreOffice

432, ZREHEA
FAMRAEAHAE H O ID, ZERRaAl id U N4

# dnf group list ids
A4k KDE 5 [ #0020 51 3 s 1)

# dnf group list ids kde\*

AL H ARG Y, Bildn, A6 A PR i 3R TR 1 -
# dnf group list hidden ids kde\*

BAPRAR) ] DU At O H A e, hrldd i id 2%,

n

# dnf group install "group name

# dnf group install groupid
] s L W a4 %

# dnf install @group
# dnf install @ group

TS 4 H %% KDE S 847 H R ) -
# dnf group install "KDE Desktop"
# dnf group install kde-desktop
# dnf install @"KDE Desktop"
# dnf install @kde-desktop

4.3.3. MBREAEEH
A DU I A 2H 4 B A id IR AL . BA root AR AT -

# dnf group remove group name

# dnf group remove groupid

R HE @bn%s, WA HUL a2 MR LL root B AT :
% 51 W / £251 K
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# dnf remove @group

# dnf remove @ group
MR KDE S [ #1473 4o 1l

# dnf group remove "KDE Desktop"
# dnf group remove kde- desktop

# dnf remove @"KDE Desktop"

# dnf remove @kde-desktop

4.4, WHECBELRER

dnf 7] LA FH dnf history #ir 23T 4 BRI AE
44.1. BEEME
TN PAAE 20 45 dnf #4Eid %, A LDMER L dr4 . LA root AR $AT

# dnf history list

AR OR300 dnf #AEICsE, ATRUME I LL R a4 . BL root AUBR AT

# dnf history list start id. . end id
Eonid 2 5 2 dnf {5 SR Bl a0 R
[root@localhost ~]# dnf history list 1..5

PA I dnf history list % tH 7= S B A0 -
PR RE T 10 AR R L

Command line TA] S IR A N 25
Date and time 1220 ) H BAAT R [A] 5
Action(s) TR AR AL
Altered O EAE R W ) 2% B 2L
T SE Action AN T :
FHE 4-1 Action P2 BH
Action HE iR
Downgrade D TECERT
Erase E IR R A
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Install 1 A AR
Obsoleting 0 AR I
Reinstall R B EL
Update U VARZ &/ R RN
4.42. HEEME

T R R E IR I B LRRE S, PTUHAT L N ar 4
# dnf history id

Hbid 2 EER R id.
IR BRI EAE S, AT LUE Bl R a4

# dnf history info id

IR TR R R P BURE IR M PSS, AT BL R dr 4
# dnf history info start_id. . end id

ZNALUNE

# dnf history info 4 . . 5

443. MEEBFHRE
W R A B A dnf #24E, AT LLLL root AR BAT — T #4E:

# dnf history undo id
IR FHEELZHA dnf #:4E, FTLLLL root AR AT — T #:4E:

# dnf history redo id

SBRE RS

ZENNANMEE RSGRS . 56 daemon PLAILHFEVFH Kylin Linux
Advanced Server V10 &4 .
5.1. f#EH systemd EFH RS RS

5.1.1. Systemd 44
systemd A& Linux F—5 SysV 1 LSB #JUHL BIA He & 1) R A RS &
A . systemd 1§ FH socket I D-Bus SRH A k55, $eftds T3t R 4% w5 15 3)
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Hig, PREH T Linux cgroups W FEIEFRTIRE, SCRARIA RGUIRESIKE, 49
FEEOR B R, SCIL T A IR SS AT T AN JE o8 JR I — AN BE R 4 ) R s ], 47
AHT EWIFATHERE. systemd Jo 7% &I ATAE SUE AT PLE AR sysvinit.

systemd 8 AL BN RS AT T unit FIHES . unit 2 H— S5 E 4
Xt N ) 44 - 2RI 2H A (191 4n = avahi.service unit A —/N A A [F 4 7B HC & S
, ZSFERE Avahi )— D EEZERID). unit A LLR LR

xZH 5-1 unit BEIANHE

Unit 28! PELVEY ik

Service unit service SRR R BN F ik R E G IR
gt

Target unit target IR unit A unit #4712 8504

Automount unit | .automount IR unit #HEE R GRS ERFI—NEEE

Device unit .device 12K unit 3 2% —MFAE T Linux B )
W

Mount unit .mount I unit 33 RAESEHZ R ) — DR

Path unit .path I unit ARG —A SR EE H
Ko

Scope unit .scope IR unit MO EAT o

Slice unit slice 2K unit N —HE RGN 52 unit.

Snapshot unit .snapshot 55 target unit AHEL, TREEA B AMEH 4, HE
— W H Bst2 51 FHHA unit

Socket unit .socket I unit 35358 R 0F0 HIBE R A — A
socket.

Swap unit .swap 6K unit 3 24E swap WA BT swap SIS

Timer unit timer 6K unit 322 RGN [A]

Systemd unit )34 H Ul Bl T
F#& 5-2 Systemd unit F24

H* it:p%)

/ust/lib/systemd/system/ | RPM %2250} & A Y] Systemd units.
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Ex

Eiei BRI = R S5 ERRAE RAVI0 RAEHRFN

/run/systemd/system/ IBATH B ) Systemd units, 1% H FATS S8 & 0%
i H 7 [ Systemd units .

Jetc/systemd/system/ ZG 02 5E PR Systemd units, % H LS SE &
1217 Systemd units.

5.1.1.1. FEHHE

systemd FEMHE LN REME

> H:T socket WIFFATIERE: A 1IN RG0S shAF47 )5 3 8 2 HU3EAE,
systemd TESEPRE BN F i RE BTGV T socket , RJEAEH: socket 45573 it
o ERGHIIAIET, & e A P AR A socket, 285 S 3 A 5747
R WER— MRS BN E 5 — MRS SRR B4 fa 8, XS EEREn]
REIEAESR AR 55 (R A HE BN, I8 3 AN %8 P s ik R AE X 0T SR Pt A T BHLZE AR
B A RSHRX—NE it R HZE, T HAUREX —IRIE K fHZE .
Jike 55 18] ER) AR5 5% 25t A P 200 e e BRSO E I AT B A (R— 0T a1
B 1) socket , MR —RS F E AN AR S, W AR AT LLIE 82 2 AH B (1)
socket).

> D-Bus WUSRIEEANRSS: 10 S Zlu shug, IRSs Al AAERE NI
Y bEEsh. FEN, SZRBOE RIS RS UHRUNFHFESSIL D-Bus JIRkR55 1Y
PRALE 5 A MR RE R (RN R 2 MRS, R — e BusE K
B A IR S PO AE D-Bus HERAFIE R, HEHALE T H DRSS E L
Mik).

> PRHtsFd R L T S B AR

> AW THH Linux cgroups #HFEMIBERIIRE: B—MPIT T HIIEFERE
BEHOK—A cgroup , BLE sysytemd {FHTTUAFIRAE cgroup H & L&A
A IR SSAEE . (A0 libegroups utilities).

> SRR RGUIRS IR E . PRI LR R IRAF/ K B R ST 6 A0 I BT 1)
M55 unit BPRAS . EHMWMEZEZWAMAEREN: RVFH P BN AN MM
"Emergency Shell" FIFFFRIRA, ZabMRTHIIRS: FRAL—N 20 e Bk A B fi
BTV, EHTA SR B &R RS .

> EPP RO H RN systemd WAL A BB A B HE G OL, AT D
FH R 2B B4 T o Jete/fstab ] DU IR LR35 1 — AN BN B 5
Wk comment=fstab % Ui f& £ 2 7] DLk Jete/fstab 2% H AF H Bl o
systemd 21| HEEH AL

> UL T MRS TR 2 T O R I — MRS I @ i 4] systemd SCRFARSS
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(8% unit)[A] 1 2 KIS OC R . 7 unit BCE SCHFH A After/Before. Requires #ll
Wants & A] DA E unit #OEAIINT . Requires A1 Wants 78— AN 1E [7] (535 ]
B AT ) B F5 SR A < 52, Conflicts 37— M A B 75 SR A OC 2. HoAike
WU/ 2] R —A unit FEEFECH], systemd HUTEE A E BIREC R
NN AT ZNZR, RSN BT B R 15— BB unit K55 )5 IR
FRAESHANELR). MREZEEME, systemd R 2R e, MERTTLLEBR
PEI I TE A AR .
5.1.1.2. FEatE

> 5 SysV WIGALIIATESS: Wik nTRE, ‘E<HFH LSB Al chkconfig 1k
BFENE, &N, g HEmeTHER, W fete/red o XEYIIRABIAULAE
HN—ADMEMPIBCE R, PAjkD sysytemd M55 A I E% A2 20 H -

> Jete/fstab FLE M XRERH—MEIR. B H comment=fstab ik
TiARIC Jetc/fstab 25 H, f# systemd BJ DAFEHH H HE#0A

> SRR B REAR/ SEBIALE]: B an 28— ME R RBI getty@.service T
i, AR RANA getty #AESR—MECE SO, 2 0B L2 0T DA Bk K,
Womt 2 W, W LA A0 I A avahi-autoipd@ethO.service ARk 45 Fid &
dhcped@ethO.service , f#15FFFH eth0 FME v LAE F@d @ BT UL ECAS 21

> fE— R R Mdeviinitetl o 3K AN FEA M ST R BN T T
FIFO-activated %5, (/&M R0 S TG KR L e i D-Bus 5 3K) S sE I,
X BRE IHIY Upstart A1 sysvinit /) shutdown. poweroff F1HABAHLLAT 2
A] PAYE systemd AAkSERfER .

> 5 utmp 1 wtmp %

> ER DA S e R A MR

> MG E SR 5  desktop SCHFAHIE BT : AR 2 B 28 M R A X
AR BRI M a8 . B AT DU O I E BRI IR S A TR, iE1E# 2
FEBLE), A B2 SR TR

512. BERGMRS

systemctl & i E B T H. ElE service Il chkconfig FIThEE T4k, &7
DA FH e K A Bl R A 2 i e il b a2 R S5

R 5-3 service 5 systemetl F)[X Fl

service systemctl #iR
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service name start

systemctl start name.service

RIERIEZ— MRS (OF
AN H A A )

service name stop

systemctl stop name.service

AIRAZ I RSSO
A HEFIA K)o

service name restart

systemctl restart name.service

RIRAZ IETF R 3 — A ik
%o

service name

condrestart

systemctl try-restart

name.service

HH N IEAEIBAT R
%

service name reload

systemctl reload name.service

SRR, ERRHACE
SCAF AN AT S A R A

service name status systemctl status name.service BEUW IR SIRAS
systemctl is-enabled
name.service

service --status-al 1 systemctl list units --type R AT A IRSSRES

service --all

FH#: 5-4 chkeonfig 5 systemetl ] [X 5]

FE KA Bl B 2
At fish S 25 A P 3 R 5%
NJAH

chkconfig name on

systemctl enable name.service

FE KA Bl B 2
At fish S 25 A P 3 R 5%

chkconfig name off

systemctl disable name.service

RERAEE — MRS AE =
GIEZRE AN T -l =ht!

N =]
R,

chkconfig -- list name

systemctl status name.service
systemctl is-enabled

name.service

R AE RN IBATION T
IR 55 1 )5 AN ZE G

chkconfig -- list

systemctl list-unit-files --type

service

EoR unit 7T & B3RS

chkconfig -- list

systemctl list-dependencies

--after

R unit J5 3R 3RS

chkconfig -- list

systemctl list-dependencies
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--before

5.1.2.1. SRS
o H B ) B G :

# systemctl
DRSSV E

# systemctl list-units
ANt OE IRS5 BTG, AT A R dn

# systemctl list-units --type service
i Y MBS BB TT, AT LR A2

# systemctl list-units --type service --all
BT RS BB TT, AT LR A2

# systemctl list-unit-files --type service
PAR D9 7 24 1 B 0 IR 55 O i 2

# systemctl list-units --type service
BRI 2RSS ot 2 W

# systemctl list-unit-files --type service

5.1.2.2. BRREIRES
TR IRF RS L

# systemctl status name.service

R 5-5 B HEIUfE BIIR

XA iR
Loaded k5572 S E
Active R 55 =2 T
Main PID AT AR GRS PID
Status YT R GRS B IS B
Process FHICHERR B INE B
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CGroup #H2% CGroup M N5 5

o~ gdm.service AR5 RAS 781«

# systemctl status gdm.service
7R gdm.service g 55 J5 2l Hi B HOmIR 55 7~ 11 -

# systemctl list-dependencies --after gdm.service
7R gdm.service x5 JE 3l 5 F MR 55 7~ -

# systemctl list-dependencies --before gdm.service

5.1.2.3. BEIIR%
Ja Bl AR 55 4

# systemctl start name.service
J& 2 httpd 55 7~ 11 :
# systemctl start httpd.service

5.1.2.4. fZ1ER%
1Z1ER S 4

# systemctl stop name.service
15 1k httpd IR 557~ :
# systemctl stop httpd.service

5.1.2.5. EJERS
HA RS A

# systemctl restart name.service
)5 httpd AR %57~ -

# systemctl restart httpd.service
TE R IEAEISAT AR 55 i 4 -

# systemctl try-restart name.service

HHRST L
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# systemctl reload name.service
H %, httpd ARk 257~ 11:
# systemctl reload httpd.service

5.1.2.6. Ja H RS
Ja RS54

# systemctl enable name.service

HH A IR 55 4

# systemctl reenable name.service
J& H httpd IR 557~ 151 -

# systemctl enable httpd.servi ce
In - s ' /usr/lib/systemd/system/httpd. service'

' /etc/systemd/system/multi- user. target. wants/httpd. service'

5.1.2.7. 2EH RS
22 H RS54

# systemctl disable name.service
2% H bluetooth 55711 :

# systemctl disable bluetooth.service
rm ' /etc/systemd/system/dbus- org. bluez. service'

rm ' /etc/systemd/system/bluetooth. target. wants/bluetooth. service'

513. HEEBW

Ja a2 (runlevel) s&—NMHEIBE S . BIE, systemd 5l T —H1JE 82K
Sl Dy REAFARA AN [R] M 2
PR 4 AR Th e, JF HRE RN S H 24> . — 28 B AR 4R R H AR B R AR 55
HIESHMRS . systemd FRME 7 —L8H807 sysvinit J5ZhZ ) Hix, 5T LA
I telinit J& 202 i 2 V) #e .

JANEH 0. 1. 3+ 5. 6 EHR T4 FHigk, I H AN —A> systemd [ H
bro ESCHLH P B E X a3 sh o Dike, v LALLE A 1S 3h 2o R, g —
oW H  bn Jete/systemd/system/< Hr H bx > "] PL o Z F
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/ust/lib/systemd/system/graphical.target), fll & /etc/systemd/system/<#Hr H $5>.wants
H, mHEAnNGAMR S 5ER: (F817] /usr/lib/systemd/system/ H B 56304 ) o

Rk 5-6 SysV B3NS systemd HAFRXTEL

BT Hir BT E1:5%)

0 runlevelO.target, | W RSt C(halt)
poweroff.target

1 runlevell.target, | A P
rescue.target

2 runlevel2.target, | F ) B E SUEBZA], 8% 1A NS0 3.

3 runlevel3.target, ZHF, KEIEF . ] DO 2%
multi-user.target | B 45 & 5%,

4 runleveld.target, | F B E A3, 8 AN 3.
multi-user.target

5 runlevelS.target, | ZHF, BRI, 4RE0 3 FIRS,
graphical.target F )8 B B S AR 55

6 runlevel6.target, H
reboot.target

emergency | emergency.target | SR (Emergency shell)

Rt 5-7 SysV WtEHAr &5 systemetl X EL

[oF: e i 3%
run level systemctl list-units --type target NrzZe=L-INER 7D
telini trunlevel | systemctl isolate name.target AR TE Y ET H AR

5131 EEIINHAIR
SRR NINIER AN iR

# systemctl get-default
LA A EE BOA B bR ST 6 -

# systemctl get-default
graphical. target

5.1.3.2. &FE LA HAR
BEYH H A2
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# systemctl list-units --type target
I H AR IS, BTN

# systemctl list-units --type target --all
PR D s 24 1 Bl A s A AR ) s

# systemctl list-units --type target

5.1.3.3. LHEIINH IR
AT IR H AR 2

# systemctl set-default name.target
PARARSE 2 I H bR«

# systemctl set-default multi-user.target

rm ' /etc/systemd/system/default. target'

In - s ' /usr/lib/systemd/system/multi-user. target'

' /etc/systemd/system/default. target'

5.1.3.4. ZZH 4F7 H bR
AFFEMET H a2

# systemctl isolate name.target
LANAZEE 22 7 H bRl
# systemctl isolate multi-user.target

5.1.35. VIR

systemd.unit=rescue.target J& — MW EIEAR RGMKFE shell FIFFPk target
unit (51247 1 AHAL);

N A2

# systemctl rescue
IR TR S AN BRI B A &, Wbl
# systemctl --no-wall rescue

kS {ep L SiwN E
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# systemctl rescue

5.1.3.6. J)#E o
systemd.unit=emergency.target 5{£E R B S0 init=/bin/sh 45 RGufE 24t

MAZARAS JE B ARAL -
HANE SR
# systemctl emergency
MR FEHNESHEA A HE, Wl T asd:

# systemctl --no-wall emergency

5.1.4. fEmENIEE EAEA systemd
LI FENL 2R systemd #4401 F

# systemctl --host user name@host name command
AR B i A 24451«
[root@localhost ~]# systemctl -H root@server-01.example.com status

httpd.service

5.1.5. BIBFMEE systemd Hy630H
5.15.1. BILIHFNH
BT S = AN
[Unit): SEABCEDT, B35Z unit HEAGE.
[Unittypel: Unit 288!, R[EZEAE AT RIS systemd &S N2
Cinstall ). ALH6 T Bk 228 . 3 FIAZE A AR 55 9 2%

FH 5-8 [Unit] FBRIECE WA

EoE E13%)
Description —EeRIA, WORGH P FIER, A LR R,
— R RT RS B .
Documentatio | 18EZH XIS, LLZEH AR URL B3, 0
n http://, https://, file:, info:,;man, XZ&F 7], H&IF&L
R ARSI H 24, SRE 2R ER, F
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SRR RFLESE, EAEIAT A R FE5E, R 2ITIE
I WRAEE T —AEW, WA EEILI /T AEEA
FERAE .

After/Before

Ao B MR 25 TR B a3 sy, Hetn—A> foo.service 7 17—
1T Before=bar.service, I-4 M I[FI J5 BT, bar.service
255A} foo.service BB A A3, FEEX AR EM
Requires= A B, FNL7 After= F1 Requires=
e W) I IUA] AR € — R A b, XIS 4205 4
#HEsh.

Requires

T MRS WO F B IR Ss, WR A RS ias, A
Requires J& [H AR5 2 HH0E, &2, WHR Requires
J& TR IR S5 M 45 1EBTE iR SR 3, A IR S5 2 45 1k XA
IEIAT LLAE E 2R, B4 225K A 48 7€ B AR 55 & 15
o T B E R IR XA IR TAS R JE B a1 R, 5
N7 AE B A) ) After= FI Before= SKECE . 5140, 4
R foo.service kit barserivee, {HZERACE T
Requires= M H After= 8¢ Before=, #4 foo.service
JE Shi < [E % foo.service 1 bar.service. i ¥ { FH
Wants= X% Requires= & HIF LS, KN RG2S HLTF
{14 S 3 Al 55 2R TS FR A7 10

Wants

FIXF 59461 Requires= , X B A KRS 4 E 5, H
R TGV JE B VRS N3 55 A B, FF AN 520 A ik 55
N NEARK A B o I ARAAERE B P  IR S5 R 77 20, 1X
PR AT AR & S R4, il owants/ Hsg¥shn, HAR
AfLLE e .

Conflicts

BoE — MO oe, WREEE 78, Ba, B—Mk
Ay, Bk RS, Sadck, WX A
RS BB, ARG BT 1k, BE B34
o R, WBEM After= Fl Before= J& HAHMALI.
WRMRS A f B R, HAE B JHINWEHEFEIE 3,
LA W] Rex A sh R M (#2675 1)) BB ME R
(B2 B R LT, GF—ME, SBATH
TEHHOBUMI ,  Bufs 1k phoR .

% 64 X / H£251 ]




KYLIN
OB

R R IR 5 2R E R V0 RGUE B 5 T

Rk 5-9 [Service)] FEEE T

Hic B I

i)

Type

WEIMRER RN, LA TIMEL —:

simple, forking, oneshot, dbus, notify, idle
> W "simple"(iX & T ExecStart= {HAR % E
BusName= [ [JERIME), AKX R ExecStart= ik iE
(R RE A 12 IR 55 ) F R
> ISR R O H AN RS AR 2%, B4 L AE
ZHERE R Bl i e T AR R IE (i E T, BAn
PR 4K B8 T JE B
> "dbus"(% B | ExecStart= 5 BusName= HJ[1JERIA
{E)5"simple" 2Lk, A[E|Z AE T iZHERE 75 2242 D-Bus
313 —1H BusName= f§ &M% FK.systemd W= 7E
JEBNE AR FRIT AT, B e ORZHERE R B IR T
fRE K] D-Bus #FR. W E NIRRT 2 RO/
T dbus.socket 7T,
> "oneshot"(K % & ExecStart= I IERINHE) S
"simple" AL, A ZAAE T ZHFE D IAE systemd JH
AERRIGZ AR . BRSNS FERE
RemainAfterExit= &I,
> W N "forking", HPAFKIN ExecStart= BT E [
SRS REREH fork() REGHH. X2&%
4t UNIX SP4radi iR 2 du i o st 4 P 15 IR
EA L. BaROIizE, KR, 1M
FIRRRRAE N IZ RS B E ARk a7 . X T e Phodk
Fe, @A E PIDFile= #£30, PL#BL systemd #E
e AL IR S5 () AR, JE TN AR S 4k BT i JE 30k
i
> "notify" 5 "simple" L, AN[FEIZAE T XK 2
{EJRBhTE M JEiEE sd_notify(3) Z M4 K% —
MEFTHEE . systemd HAERBBEHFEITTLHT, B
W ORZIERE R DN RIE TIEAMH B IR E NI
FKA, IS4 NotifyAccess= 14 R AEW E N all" 8
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"main"(BRIN). VEE, HHI Type=notify HARELE
PrivateNetwork=yes [1J1# &t T 1EH TIE.

> idle"5"simple" 2L, A [F 2 AE T Z IR R 2 pk
FEIR B A IR ERAEER 58 B Ja PR RAT o SXRE AT DU G 4%
#l & ERPIREE S S shell JIAS K H IR A4 7E —i.

ExecStart

T2 JA BZ R S5 I 75 EHAT I 24T (i 2+ 250 .
IXAEWRE T Type=oneshot HIfEHL T, A A LA BAFEA1m
BAT(EFEFEAY), BN H NGB E— AN 41T.

2N A ATEE R PATER —A™ ExecStart= W% &, Hn]LLUE
W E 2 ExecStart= >Rk EAH R 1R

MR PR, A Sei & E R IrE a2 17 #0R
BIF S WA EATL(T ExecStart= 54, A4 W20
B HE / RemainAfterExit=yes 5%

A AT WAL — A0 B AR RO AT AT SR, FF A
EFE’J%IK ESHCRAK IR Jmargvl 1] argv[2] ..."fE I 4 1A,

TR .

WERAELE N BTN EPER) @ 2, 4 H G2
BB IRAE A argv[0] argv[1] argv[2] ..."fE 16 25 B P AT )t
o

UERAE LN BEASHT N BRIk - 4%, 4 RIS g R DA
SRICIRAS (B andE = 1R BME B LR )R, 4l
FppiR . ATRARIAE A" 5 @ /T4, BIRP AR

IR E T 20217, AKX R UISLAE LI5S
e R DA AR R AT

AR EEASTE " AT ER (R i AT AT RIG, IB AR AR 1A 24T
REASAAT, R 1% TR AR 09 R I (failed ) IR .

MR BLE Type=forking I, 3XHL¥E 147 T 5 3 (1 ik
FERF AL IZ R S5 1 57 9P A

ExecStop

KA AR RR S, H T BB 2RSS R A 1R
PATHI 24T o TEVEMINE ExecStart= 5S¢ 2 AH[H
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PAT TR B e 24T 25, 2RSS A 4R R
SRR KillMode= MR B AIL(Z I systemd kill(5) F
)

WRA G E IR, 4 RS 8 45 B, RS R B
AR 2 KillMode= % B 4 57 B 42 3 /58
5 ExecReload= —Ff, WA —MERHITL R
SMAINPID #] LAHH T3 s 321 PID

R, AR E AR IR S A, AN
8, AN,

PN AL BB I QAT 5E 25, TR MR 2 4
SIGKILL 155 LRIRAE, XA e P EEHE =%
Rk, X B BE RS DLAUE R RIE, TARER 7D
fE.

ol

ExecReload | X2 —MAIERTES, HTWE %M E R EHEA
B B B BT AT (I 24T - WBIEA S ExecStart= 58 2 4H[A -
FEh, BH MR R SMAINPID °] U T 3£0R
F R PID, B0 aT U AR A -
/bin/kill -HUP $SMAINPID
HE, GBI, i n s R R IR E AT, R
HE P i B, AR AN I
BRI S — AN b A, B DAASE T 5 B4 IR R e I
T NG B S R IR S
BATRFN K ExecReload= B —~RESH A& 25 37 N
B B SO R A R 28 S8 U i 24T

Restart MRS HREIERIR . IR BORIE. B,

ARy Y SEIIREA &

"HR 55 HEFE" &8 ExecStart=, ExecStartPre=, ExecStartPost=,
ExecStop=, ExecStopPost=, ExecReload= ¥ & 3£ .
YRR T systemd PIEFEEAEWILT systemetl
stop|restart) I B4 11, MRS A EHE 3
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"EEE " ET DU 1A B "keep-alive ping"i#@ S, WA PLE
systemctl startjreload|stop #EE{EHER .

2L LU R #{H 2 —: no, on-success, on-failure,
on-abnormal, on-watchdog, on-abort, always
"no"(FRIME) R R ASHE G . "always"Rx =8 LKA R
HH

"on-success" &N AE IR S BERE IEH R NI R, iR IR
BT

B0, B BEFEYE] SIGHUP, SIGINT, SIGTERM,
SIGPIPE &5 3 HiB A5 F74 SuccessExitStatus= )X & .
"on-failure" K/~ AE RS HERE e i B HIN L JH, g " m
B H G

B HAGA 0", B B AR A ] R AE (B 4 "core dump" P K&
§#] SIGHUP, SIGINT, SIGTERM, SIGPIPE Z 4} HAhAS
),

B REHTE 1M ECE systemd 18R F I 177 4 R SE

Remai AN " yes" B no" (BRIME), 7R 1% IR 55 1 B kRS 430
nAfterBxit | IBHZ G, 2EKIAK ARSI AT Bl (active) TRES
F# 5-10 [install] FBACE R
EoE E1:5%)

Alias TE 2B AT H RAZAT F &4 5 (RIBI4 D -2l
M55 A S A FFER 2 (RIFRIFEERISEAD . XA ITA] PA
fRE 2k, FITA 4T HGEER, 434T systemetl enable
I, 2SI R .

RequiredBy fE .wants/ B{ .requires/ - H 31 g il 55 LA N )

WantedBy o XFEMIRBCRZ HPIR P RIRS B8, KRS
k5

Also 2 R 55 2 B[R] I 7R 2 A IR % . SR A iE
KBRS HECE 1 ST, M| systemctl enable iy 234
1T 2> B 3l 2R AR TR 2 B IR DS -

Defaultlnstanc | %7~ unit & B ERIA 1 SE 451
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(&

N2 postfix.service #7071 -

[Unit]

Description=Postfix Mail Transport Agent
After=syslog. target network. target
Conflicts=sendmail. service exim. service
[Service]

Type=tforking
PIDFile=/var/spool/postfix/pid/master. pid
EnvironmentFile=- /etc/sysconfig/network
ExecStartPre=- /ust/libexec/postfix/aliasesdb
ExecStartPre=- /ust/libexec/postfix/chroot- update
ExecStart=/usr/sbin/postfix start
ExecReload=/usr/sbin/postfix reload
ExecStop=/usr/sbin/postfix stop

[Install]

WantedBy=multi-user. target

EATRHIH, [Unit] FERRIB RS PR 50 7245 B o [Service] L4
AR5 S - Envi ronmentFile A € HZRST H3A 525, P IDFile &R
R 55 A5 PID. B¢)5, [Install] T BB R KEZ IR S5 1 2
5.1.5.2. g H & LT AT

B B € X TT P IR

1y HER HE SRS AT ST

ATHAT SO AT DL A, ] DO AR IR I R 7, iR R, NHEE
XS ) TR HES — A PID 3CfF, —fRIE PID fRIFAAL . SAME AT BEFR ZEHY
B BRI IIAS, BRI LU ASES A P AT e 1t 9 B AR A

2) f/ete/systemd/system/ H QG o0, HAORIE R B8R root FH 9w

i

# touch /etc/systemd/system/name. service

# chmod 664 /etc/systemd/system/name. service

AN F7 AT AR
3) 4TJF name.service XM, WINARSSECE., & FhAL & n ] Be B AL T )
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AR S5 RAM RE , N I I R 45 ik 55 1) e L4511

[Unit]

Description=service description
After=network. target

[Service]
ExecStart=path to executable
Type=torking

PIDFile=path to pidfile
[Install]

WantedBy=default. target

4) JEFN systemd A NH ARSI N

# systemctl daemon-reload

# systemctl start name.service

A% emacs.service L1 -
1)y B, FEm PR IERALR -

# touch /etc/systemd/system/emacs.service

# chmod 664 /etc/systemd/system/emacs.service
2) WINECELE R

[Unit]
Description=Emacs:theextensible,self-documentingtexteditor
[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
Environment=SSH AUTH _ SOCK=%t/keyring/ssh
Restart=always

[Install]

WantedBy=default.target
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3) JEFI systemd FFH A MRS

#systemctl daemon-reload

#systemctl start emacs.service

A1) sshd-second ARG5S I+
1) # U sshd config 31+

#cp /etc/ssh/sshd {,-second} config
2) %wiE sshd-second_config X, ¥SiN 22220 BT, A1 PID LA

Port 22220
PidFile /var/run/sshd-second.pid

IR T BB SO S AL, 1 BB .
3) #IE T

#cp /ust/lib/systemd/system/sshd {,-second} .service

4)  gRiE 0 A sshd-second.service
& o iR 7 B

Description=OpenSSH server daemon
Vs sshd.service IR 95 £ After KT 2 )5
After=syslog.target network.target auditd.service sshd.service
F£ Bk sshdkey B %
ExecStartPre=/usr/sbin/sshd-keygen
M FRIX—AT
FEPAT A HL, WINEE — sshd IR 45 1T B S04
ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second _config SOPTIONS
1B MUE 1 sshd-second.service SCHF P AU T :

ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS

5) &g H SELinux, ¥SHN tep ¥, 4137 sshd-second R 5% )i il 2 4%
R E -
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#semanage port -a -t ssh_port_t -p tcp 22220
6) BCEITHLE BN

#systemctl enable sshd-second.service
#ssh -p 22220 user@server

B 7 8% 3 11 H
5.1.5.3. B C AL BIT A

systemd HLICHD & SCAFERIARAELE Jusr/lib/systemd/system/ H 3%, RG8E H R
AW EEABSOX AN B NSO, B € XS lete/systemd/system/ H 5% T,
WEARAY ERFER, ATLMER LI 7 %6

B —AN H sxt/ete/systemd/system/unit.d/, XA HRIEF ) —F A, ATS
FHIAE I FR T A, I B B SR B E, 6 B B e SR ) T
Rt AN TR -

MIusr/lib/systemd/system/#% DL — 1 R 4G T B LA 2l fete/systemd/system/, 28 f5
B, SHRASE G RIGIE, XF 7 AR B, HTATR
BN T RE I3 5

SRR B S B BN FIAC E SO, R RE A B /ete/systemd/system/ T L B
SCFEERT LA T, ATREEF LA, 0 A S S e] B

# systemctl restart name.service

IS NN ST W= B G
NI REONF SIS RCE, 2561 ete/systemd/system/ T Al i — 4> H
3%, H root AT FALL T THI Y A 2

# mkdir /etc/systemd/system/name.service.d

FERIA QIR H o2 TR E S, 400 conf SCAFSE R .
Bl —> B € SCRRBUCA, WA I

[Unit]

Requires=new_dependency

After=new_dependency

FA—A -, AT DARC B R IR, £ EAERR S 30 MEEE, E
R/
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[Service]
Restart=always

RestartSec=30

EFERE A — AN, BRSO R RER S8 — N TR, IXAFRCE ST
R 5y B8 ok B B 1 B HLA e 25 X IR L L T
N T BHIRIA BIEEG A root $AT L H # A

systemctl daemon-reload

systemctl restart name.service

#l-¥-: ¥ & httpd.service R55HCE
9 7 AE httpd ARSS S SR SAT P B E CRIIA, 7524200 httpd 1
TCHCE S, AT LU J LB ERAE, B 56— B SO H s A B g SO

#mkdir /etc/systemd/system/httpd.service.d

#touch /etc/systemd/system/httpd.service.d/custom_script.conf

& 8 ' X XX r B 7E /ust/local/bin/custom.sh , ¥ X /15 B ¥ i 2
custom_script.conf H & X HIA

[Service]

ExecStartPost=/usr/local/bin/custom.sh
I FH B A

#systemctl daemon-reload

#systemctl restart httpd.service

5.2. OpenSSH

SSH (Secure Shell) 52— % i - I 55 S 2844, A4S A R ST 18] 1)
ZAEIREREE SN ERIEH T a i S R RIS wm EVLAR S . AHE
W FTP B Telnet (I AEE S PHANE, SSH INE 1 &R ailh, BARE
e L IE e TR SR IR I F) 2

ssh R e i FH - 85 i 4 telnet B3 rsh, IX L8 EEAC IR IR 22 A EAS D
HIRE SRR ENLR G 2 m M FE R 5 HAHSCH — N i sep HIFEF?, HT
BrHE N rop IXFEHIRAE EHLZ A RIS RE R . ROV L H N L
AN AE 7% 7 i AR 55 s 2 [B) A% 3 RO AL, i DANE 122 TT RE ML dgE 4 15 e AT
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R 22T SRR RS, Aeflt A PR P o RGN EHLR G0 R

BRI = IR S AR E R S T @A OpenSSH %2 2%f5——openssh,
LAz OpenSSH iz %5 ifii % % f.——openssh-server I OpenSSH 7 /7 bifi 22 34 1
——openssh-clients. 3 & , OpenSSH % 2% 04 5 T OpenSSL 1% 3 £ openssl-libs,
XA T U E BN, {615 OpenSSH e 2 (it hn 2 15

5.2.1. SSH #Y
5.2.1.1. Jutt4fii il SSH?

BHERNZEAVFZ AT M T, efsibAb AT $2 8080 =57 % i )
gemaE, MM EERBOS — D RGEM U RIAPR . — Mok, 1X 28 AT LAy g A
L.

1) EEANRG I REE

Bk % v] e A T 845 U7 BT AE X 2 B B A, S HIARAT ] TA) A% 36 IR AAT A S
f AT e BUF R G R, BB BOUE Bk R IR 4R il

T A i e P R L RER SR AT 1Y), B B R RS — AR
HOLAIES TR, o] DU SR SR M 48 i R s A, i 2

2) HafrE N

Bt 5 1) R G L B R B AL L B AU RS . A SR BGOSR T 1
H P RG22 ke IR AR IR — /M R 1 B TS .

XA AT DUE R —Fh 4 ON“DNS ZAF R E IR, BUE B TR K
“IP KK SC . AR — R, NRFEMH— S8 B0 R) DNS R4k
BPRGHRA — GBREEH M. 58 Flonfld, N KIS iR 25
£, RN OEERFE RN — BN ENUR .

XL AR AR BE S F2 48 T BeA77E I BURAE S, 1 B G SR ax S 2 H T M A L
R DAL, TR 5 S 72 9 MEIE 1Y) o W SRASE A SSH SRFEAT I R 5 s A ST 2 A
HS 2 08h RS W R bl 3 22 4= Jali iy o IXAEDRIA SSHE %5 7 ity A1 R 25 ity 156 FH 0
ZERBE S o HBAh, P um AR S i R G B I T A IS R I . AN
SRR IAE W — J7 AT S 0 SR B R 2 AT AN IR, PR — MR B AR 2 —
A A A M R G FE 2R 8874 108 F 2 RN 2 1
5.2.1.2. FERE

SSH MR 1 LU PRI 15 it -

1) JoiEAh L T R AR 55 vt

FENIUEEFE 2 J5 , 57 Ui B 0% Bk e 2 1 BT de 422 10 IR 45 s 0 7 72 & 2 i P e
ek 1 A — AR 55 i o
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2) TIFEAHPONIEE B

& o FH O 128 A7 N3 SRR B A IEAS 2 AR 3 45 IR 55 Ui o

3) TikHiduE G

FE =21 W TR R AN B 82 A 128 A Bk i 1), {645
TR B (10 5 A PN 5 B AR ] 15 W PR 1

UbAh, SSH PRUa R4 7 LA i T

1) $et TEMLZE FAE A B AGS HFE T 2T B

I A X1 B IER, &P e MRS s K X11 (X & H &
40 MR

2) Pept TR R H A e Ay

SSH BSOS B A I RIS B — DIk AT I o 38 3k A5 FH 4 S eeuis VG R A R
SSH Ik 5 i AT LABCA— MR B A Z AL (F1an POP) BIS4, i in
FEAR R GBI (1) 22 Ak

3) WLAH RO 2 4 iEiE

OpenSSH %45 Uiy FH 2% = By 1] LAY T B 5K S il 55 A0 7 i AL 2 <2 i) P TR 265
Wi, B —ANRALT AL F M 45 (1 BE3E

4) ZFF Kerberos WAilE

OpenSSH Il %5 bty A1 % = 3ty ol AW i B A ] Kerberos 45 IAAIE B0 3 1
GSSAPI Gl i % 4 i 55 B FHFE P dmAe 82 1) SRR IEATIAIE
5.2.1.3. ThRA

SSH H BIAFAEAIA : FRAS 1 FVESHT IRCA 2.0 SRIAT REORS = 2 IR 55 25 B 1
ARG OpenSSH EAF ] SSH ARA 2, ZfRA LA SRS P H bk, A
G ZBIA 1 e AR ST R, T ARAHERERE, OpenSSH E4-[F
FEASCRRRRCA 1 BEHz .

B -

NT RIS R R i A, BB BT AR A %Y SSH RRAS 2
(10 5 55 i 1 2% i o

5.2.2. SSH EZKHE4FF]

DA — R A7 LR A ML 7] (1) SSH @S I 52 8

1) HHTIMERTF, LMER b A 0 50 0E T 1 75 PR E A 0 IR 45 i 047 T8 A .

2)  SRADRIRRIN G B0 R v A Ze R ML ) ()45 () A% a2 3 AT %

3) & ;RS AT H FAAIE.

4) & i N A AT R E AT A L.
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5.2.2.1. fLH)Z

&5 2 1 E A AR ORI L RIS 2 v S, AFEEIAIER
I AR A B s ()38 45 A TR] o A% 28 o o s dh A7 i 2 A g % b3, DL S s
PR AT HH A A ARSI 1) 58 BE ORGP, SR SCINIX — B bw o A& %= 2 it 4
pIIBE X RS e infEapriN:

SSH % Uik R MR 55 i, W4 1EAT B4 #, A4S A FR G0 2 [R] RE A% 1R 1
ML= . BRI P R R

1) HEEH

2) e NHINEEE

3) e R RR N

4) eI BN

5) T MG A SR

TEBHA A, g5 o A — AN ME— R EVLE AR R P imR B E SR S0
AR 2 T i DA B AR AN AN 78 IR 55 ol 50, 55 i ) L3 B0 25 7 g
RV AR, B A% B . OpenSSH i 12252 Al 55 i (1) ML H R
WEIXAN )RR FH P NS, JF HRT I ML O R e 5, #8E skt
o FEZJEHERT, 2P hines F CORAE I RRAS KA 7 ik 55 i 1) EHLZEEH, DA
PR2E P i By SIS AE AT 1) AR 55 imdd A5 o A SRAERE R EAVE R A T &4, F P
WA AT 34 2 TN B 25 P i 8 AR AT BRI RRAR

Y

Bk 5 0] Be AL AT R B B 25 e SSH AR 45 iy » PR A A b 28 G AN 11
T ER) Al 55 i A1 0 5 L BRI 55 i 2 (B A4 Xl o S T BI7 IR IR AR R ST
A, VHAEESE — OB EVLE A ICECRT, 6 AR R4 o i 3 53 DASGIE SSH iR
55 Ui FR) LS8 e B A

SSH #% 5 B LT 0] DARME AT S AL 1 8 A SR B3 m b s X 25 o 75 e 90 1Y)
FEAA AN T — AN TR A A E A — AN WA S, A RGO
THEOBT VB PR SEE,  DUORYPIGAEIE S B RIE BV E A2 -

EE TR E S HA B R — 2 8 GEFEERT SSH 23D %
ZJa, B RAEN—ERAS Y, A —BRAEM A%l B
Wi % REE 1 i PE A (B AN 3 23, X — (5 B AE IR H G BR B — B 1o A H
5.2.2.2. i

— BAE R E I — A 2 R PR AL I R G AR IS RS i R0 2
Uiy I B SCREIAS R RAIE 7 9%, Bl anfs F — AR A 25 4, BB AN — %
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o SRJG % 7 w2 A FH i SRR e o — b 0732 ) R 25 i 3R AT DA IE

SSH ik 55 v A5 P vt T ATEC B A8 AN [F1 2R AL A e 7 2, 1k % 07 B et
(I FE o M55 i T DL oRE B T 22 Y, & m] DASCHRFIIRES N85 7 vk % P i
A AT FH P 328 100 i 438 S IR 7V I
5.2.2.3. JHiE

& SSH fEHZ5E M — R INMWIEZ J5, KB 2 BER (£
HEMEEZMRZME S AR, XEE5 T — A= BT R
XF SSH K, AN[E HEE AR — AL E B 2 AR IR F—FEARTT £
E@ﬁot—%L B 5757 A EEAS [R] 1 28 g ﬁﬂ%ﬁXnA

VA 2 P i i A2 I 55 i R AT LA 8 () — |1_1_+¢%EL_%§Hﬁﬁﬁﬁﬁ

WE%*A%ﬁOé%F%aﬁﬂ%*A%%LLN,EF%E%K@LL
—iERIEH %, ﬁ%ﬁgwwﬁﬁ%ﬁﬁﬁ,%?%L%#ﬁﬁﬁmt“ it
—K, AFERYPZIEASAHTTW, IFHS—MEERSIEES R G, RAE
(17388 A 2> T 32 1) SSH %2 .

T TE AT LSRR TuﬁLﬁu—ﬁﬁﬁ?%ﬁﬁE%ﬂ%Wﬁ%
PLIZ A7 30, R 2% P I B8 IE 2 009 B, BdE 4 S s @i K1k .

% P v AR 35 B 1 2 P e s SR B T R RFAIE , R T2 B 1 SR 1) ik 95 2R 4 LA
S R RIS 7 300 XFE ] DUFE A 2 S5 i R e e B L R, Ak
FHAS [R] 28 28 1) 228 A e SR AR K R 12 o

5.2.3. BtE OpenSSH
5.2.3.1. FCEH

Bo B SCAFA DA F B R, — RIVH T2 7 A e (G140 sshsep Al sftp),
HH— BRIV T IRS5u (sshd SFHERE) .

RGVEHE R SSH B B A5 BARIEE /ete/ssh/ HE R, FENERK 5-11 RGT0H
(RGO o e 1 SSH IC BAS B IRAEAE~ ssh/ H3 T (1% H KAERR & H
M2 Ha D, VERLRME 5-12 85w H - i & SCrFs

T 5-11 RS0 RIECE U
s iR

f14 7 Diffie-Hellman 25 £H 735 75 B¢ FH
/etc/ssh/moduli i) Diffie-Hellman #4H, Diffie-Hellman 254

AEHO TR A AR R A R .
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X

i35

FAE A SSH 21l IR BU s e i
g, — LR REERAE, ZEET
T AT AT BN — T TR g . XA 2E{E B
JER SRR AL T LINIE .

/etc/ssh/ssh_config

BN SSH 2% Fimfic & 5 fF. &, Wi
~/.ssh/config FFLE IS, 1230 I C B4 4
~/.ssh/config 75 i -

/etc/ssh/sshd_config

sshd ~F 4/ HERE O FC B O

/etc/ssh/ssh_host_ecdsa key

sshd 7§ F2 AT 48 B 1Y) ECDSA FA%H

/etc/ssh/ssh_host ecdsa key.pub

sshd 7 $P 1 FE AT {8 B 1Y) ECDSA A%H

/etc/ssh/ssh_host ed25518 key

SSH i AS 1 ) sshd 51473 R B4 FH 1)
RSA FAEH

/etc/ssh/ssh_host ed25518 key.pu
b

SSH i AS 1 ) sshd 514733 R BT 48 FH 1)
RSA A,

/etc/ssh/ssh_host rsa_key

SSH LA 2 1) sshd 143 R BT fd FH (1
RSA FAHH.

/etc/ssh/ssh_host rsa_key.pub

SSH MU As 2 # sshd 5147 3EFE i FH Y
RSA A%,

/etc/pam.d/sshd sshd P4 EFE () PAM P & S0 .
/etc/sysconfig/sshd sshd JIx 55 HOTic & S04
R 5-12 FeE F P B E SO
X iR

RS S R B — R AR o 5% P e
~/.ssh/authorized_keys B S5 wmt, RSs wd dA B R AR Z S e
[R5 44 S FHRVIE S P 3 o

~/.ssh/id_ecdsa 5 FH P ) ECDSA AL 4H .
~/.ssh/id_ecdsa.pub F P #] ECDSA A%H.

~/.ssh/id_rsa SSH MM A 2 1) ssh BT B () RSA FA%H .
~/.ssh/id_rsa.pub SSH MM A 2 1) ssh BT fdi B () RSA A%
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XA iR
~/.ssh/identity SSH WM iRAS 1 1) ssh Tl B i) RSA FA%H .
~/.ssh/identity.pub SSH MM A 1 [ ssh FTfd B () RSA A%
5 P U A7) SSH R 55w I EALEEH . 1004
~/.ssh/known_hosts POk SSH 25 7 i 1EAE IE 42 IEAA 1Y) SSH R 55 Ui
AR E N,

FECA K SSH e & A pirfl FH ) &5 Fh e 2 BIME B, 16275 ssh_config(5)
F1 sshd_config(5)F M LT -
5.2.3.2. JA3l OpenSSH 55 i

1122 %5 openssh-server 2 5 4 fEi24T OpenSSH R 55 Uifi o

PR YT 215 )5 3l sshd P3P #EFE, 6 UL root FH 7 7E shell g 2 ATHERTT R
BN %

~]# systemctl start sshd.service

B YT 21 S 1EIZAT sshd sFPE3ERE, 15 P root P 7E shell A7 21T H#ER
RN LL N4

~]# systemctl stop sshd.service

IR IEARAE R GER BN 3R 37 3R, 15 A root FI 7 7E shell fr& 4742
AT IR i %

~]# systemctl enable sshd.service
In -s '/ust/lib/systemd/system/sshd.service'
'/etc/systemd/system/multiuser.

target.wants/sshd.service'

5.2.3.3. ffH SSH kT fE iz

NTAk SSH EIERFEIEM, MNiZas bl A 24 iR, &, e
PRSPl REE— AN iETh A SSH I B ORISR EF, (HRENEZ JE{EH Telnet
BREAIR T . T BRI RSS ELHE telnet. rsh. rlogin 1 vsftpd.
5.2.3.4. M HE T HIHIIAIE

NTHEH— SR RS s, nTLUER SSH % 4AXT, AR5 5 & T
HEAPIE, FEEEF RS IE . SLXAE, TELE vi 803 nano S5 3CA iR #R 14T
FFletc/sshisshd_config Bt B S0 F, FK PasswordAuthentication 5SS NN R A

e

N
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PasswordAuthentication no

R RIE— RN BRI\ 2226 1 R G h AT 404, T G 7 10 B SO DR
A 1% & PubkeyAuthentication no ZEI. W ZILAEERE B, WA A 1456
BECE AN, BEEE S ADAAE 2 AT e AR — N T I B i

N T REBAER sshy sep BUH sfip M—AN% PSRHLEE BRI IRST o, 1R
DR 25 3R A il — MU BT o TR, IR A SRS P ) AR

BRI L REE v IR 55 A R AE R GE V10 BRE FHRRCAS 2 1) SSH M BUFI RSA %4

HEY
AR IE A root B3 ek 1P BR, A A root H T RERS 18 A X 2L 4
E:

MR EERER RS, AR AT R, E& M ~lssh/H3%. &
HAE G, BHEHEENERERX. X—IdBERELRS OAAH P #UT, a5
root A .
5.2.3.5. A RLE Y

FAE A SSH WMSUIRAS 2 ) RSA B8I%T, 15 1% DL R 2D R ERAE
1) 1£ shell fr AT HRAFF FHIALLT fr 242 RSA H A

~]$ ssh-keygen -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id _rsa):

2) IR A @ K R BN RS, R~/ ssh/id_rsa.

3) AL, I HAERREIANI &R ANZE 2. T 2R,
AN LA FH AN 6 8 S X 1 T AR [ 35 6

4) BRTEOLT, H~ ssh/HKEIBURBCE N rwx------803F L\ BEFIFRIER
ANH) 7000 KRN T ERGR A X BFH Y USER R A HN A . 1R
AE, ATLUE T LT i & SR EAT A -
~1$ Is -1d ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) MAHLLFRRB S, HAPEH ] —GaEiE L.
ssh-copy-id user@hostname

WRANHMARZERE, %o E ik — KB~/ ssh/id* . pub A%H.
IR, AT PUER B A SR
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ssh-copy-id -i ~/.ssh/id_rsa.pub user@hostname

Z fir 2 2 ¥ ~/ssh/id_rsapub B N A B ) B AR E BB AL A0
~/.ssh/authorized keys CFH . UWIHR authorized keys X CEAFIE T, EHHK S
BBz R R

54 % SSH WM fiAS 2 ) ECDSA 2555, 5% UL T B B
1) 7 shell ap 2ATHERFT oA LL T 242 ECDSA #8%7

~]$ ssh-keygen -t ecdsa
Generating public/private ecdsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_ecdsa):

2) B E R E AN BINKE, B~/ ssh/id_ecdsa.

3) A4, HHEFIREA I FRBANZ O L AT 24 i,
T AN T 5 2 S A (K P A [ [ 30

4) FBRWTEHLT, K~ ssh/ HRKIPIBREEN rwx------50# LU\ FRER
NI 7000 XA TR RAX R A T USER RES B F/ HNE . Rk
AEL, AT DUE A LN iy 2 SR T A -
~1$ Is -1d ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) MAHLLT RS, HAPES ] —GaEyE L.
ssh-copy-id user@hostname

WER AR MG, a2 Eflmil — X MB S H)~/ ssh/id*.pub A4
LR, AT LR e AR S 4

ssh-copy-id -1 ~/.ssh/id_ecdsa.pub user@hostname

% i & 2 K ~/ssh/id _ecdsapub ) N 5 K ) B AR E B 1L 9 1
~/.ssh/authorized keys A4 . U5 authorized keys X C&FAE T, HiHE S
BN ERZSCAF R R .

B

RAANEIEN N, AAERESEMA, X — IR EER
5.2.3.6. OpenSSH % J7 i

4% openssh-clients )5, A REMNZ P imblas s3] —1 OpenSSH
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Eoame BRI = R S5 ERRAE RAVI0 RAEHRFN
s5im (HES W 4.2.4 222850 1 Man ] 76 AR IS v IR 55 25 43/ E R G
LREHIIELD
5.2.3.7. fitH] ssh T.H

ssh T H AT DIiERS 5 8]— Gam ey b, FFE _EmPAT a4 B 2K rlogin.
rsh Al telnet #5757 ) — > 4 Ei fik

A telnet iy 2 AHALL, A DLF d &8 %2 — G miEles b

ssh hostname
BN, BEFF|—E 4N penguin.example.com FZFE FEHL, A LLLE shell fiy
AT TR LL T g4
~1]$ ssh penguin.example.com
R 2 LB IEAE A8 T AL 88 1 5 42 8 o RIS AR FR E — AN IH
W4, ERAH T4
ssh username@hostname
fltn, LA USER &3k #| penguin.example.com, iEH#IALL T4 :
~1$ ssh USER@penguin.example.com
R — IRWIURIETERS, K 2F BT N EHLRIE R

The authenticity of host 'penguin.example.com' can't be established.

ECDSA key fingerprint is 256
da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:AT.

Are you sure you want to continue connecting (yes/no)?
FE R B T AE ) 1) U2 AT, FH P NOZ AR 2 A FR Bl 5 1B R . P AT BA)
7 e 55 v PR A B O3 AT A B H A IERA ) o IX NAZ DA — Bl 22 1 . e 20 E i 1 77
BEAT o an T AT DA IR 5% s B0 E AL B, AT DM AR ssh-keygen i &K
(AL EIEIR
~]# ssh-keygen -1 -f /etc/ssh/ssh_host ecdsa key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ft (ECDSA)
BN yes 2 E I INES . BRSF R ME RS InCapanme g
HEENSRPENES, PN B3R
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FEAIBIR BRI LS R B FARIRE RAVI0O RAEH L TFM

Warning: Permanently added 'penguin.example.com' (ECDSA) to the list
of

known hosts.

USER@ penguin.example.com's password:
HEGH:
N SSH 55 om i EHUVHPINAR 1) 207 Ik < I8 R0 P i AN Re 4k 4k,
B AEKs IR 55 3t () = AL 8 M~/ ssh/known_hosts SCEEHHIBR . SRTM0, 76 37E4T B4
YEZ AT, TR SSH RSG5 Im i R G E B0, WrIE IR 55 I A YR B il o

LM~/ ssh/known_hosts SCAF I BR — AN 28, AT DA W0 R4
~]# ssh-keygen -R penguin.example.com
NG, S N AL shell fp 24758 TT R .
Ak, ssh 27 AT LAR SRAEIGAE ML EPAT— 254, TAR SR H] shell
AT RATIRRTT T
ssh [username(@]hostname command

) 41, Jetc/kylin-release SC A $2& i H K AE R G R A 115
penguin.example.com FiZ AN A, i

Eiiy

- HEE

~1]$ ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:

KYLIN Linux Advanced Server release V10 (Sun)

RN IERMNEL 2 )G, B BoRafEENERERERAE R, REE
W35 [7] 2 A< H /) shell i AT HRAF .

5.2.3.8. fi[H scp TH

scp AT VAR SRAE EMLZ [dit — > 22 s ppdE e oty . it b, &
A rep JEH FRALL

BRI — NSRRI RE R G, AU R4

scp localfile username@hostname:remotefile

Bian, an FAEAEN taglist.vim A& 451 21 44 4 penguin.example.com L HE F 4L,
AJ LAE shell A AT HRAF FAIA LU T A2
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~]$ scp taglist.vim

— KA LA E 2 A SCF . BAL Hr vim/plugin/ H 3¢ 1A 2 Bz FE 2 HL
penguin.example.com FIFHE Hx T, AL LL T ar4:

~1$ scp .vim/plugin/* USER@penguin.example.com:.vim/plugin/
B — MRS BRI A R S L, AU LR i
scp username@hostname:remotefile localfile

filtn, EMNZAE TN BB vimee BCE A, AT RN

~1]$ scp USER@penguin.example.com:.vimrc .vimre

5.2.3.9. fiif sftp T H

sftp THEATDARRITHF — A~ 22/ ZZBAH FTP i . Rt b, ek
T fip, DEZAAET stp M T — N2 RmEER.

BEENEERS T, LM IR a4

sftp username@hostname

Bltn, EAHH USER H &334 A penguin.example.com HJZEFE F AL L,
CIRYEE PN

~1$ sftp USER@penguin.example.com
USER@penguin.example.com's password:
Connected to penguin.example.com.

sftp>
LIS N IEFR SN2 5, EBSE A sfp M TR T, sftp T
Al LU H — RFIAD fip B4 (S WEH 5-13).
T 5-13 HHE sftp

Lile iiipa
I —m A B KA R . IR R AT H 5%
AFK, B 2T A H %

Is [directory]

cd directory Pt TAEH K2R EMEE T .
mkdir directory B — N H 3%
rmdir path JHIBR — AN s H 5%
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S 2%
put localfile [remotefile] | K AHL AL H 2 FE ML L
get remotefile [localfile] | BF@AEEHL LSO FEBIAM FHL L.
FURECAT A & 1B HIER, ES% stip()AH S F ML -
5.2.4. ARR—ANZAEH] Shell
~|§é%mvﬁﬁﬁ TL%SﬁLﬁ%@%ﬁﬁ%%% BT EE T
A LLEIY SSH IHIE AT X11 & ih A K. 83, it TCP/IP ¥k, R4t
UmmTﬁé%D EEFE T DAL 145 5 1) SSH @ L
5.2.4.1. X11 %%k
FUEIE SSHEEFTIF X11 21, A LM DL R B a4

ssh -Y username@hostname

#ltn, EAHEH USER H &334 A penguin.example.com HJZEFE F AL L,
CIRYEEPN

~]$ ssh -Y USER@penguin.example.com
USER@penguin.example.com's password:

M4 shell A ATIERAT NS T A X RPN, SSH % i Al AR 55 S 2
B —ANH 02 A, X P A 8 I X 8 A B A B P LS

R, ERAE X BRZAT, BAHEZRE RG240 X % &5 Ll root
PP i N CA T i 7T BL22 2 X1 32702

~]# dnf group install "X Window System"

BT THRHESHANEZELR, ESW 42 M.
X11 #RAEEA . Hlan, X11 &Ly LITEwE ] T A —
GAREMNLHAS T B, e ssh &2 RS, SREHIA:

~1$ system-config-printer &

CFTENRE ] THEM S BoR K, EfEH P vl e fE 4L e e i &
FTER,
5.2.4.2. MO R

SSH AT L s vty 1755 2 2 4 fin [ Ho Al AN 22 4 1) TCP/IP Bl A A IX —4;
RIS, SSH RSN T SSH % i il — /N S45 .

Uiy 11 FR) A JER B 4 2 P i PR — A A b i 1 RS 381 Al 55 3 ) — S5 A2
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it 1 Lo SSH AT PA MR 55 S AT R s 1 RS 318 7 S A R 1o X —FRTF
AN £ 15 HAHILAC .
HEY
VB i L R MW 1024 LU B3 1, 752 root 20 U7 R BCRR
LANE— MW localhost b HYIEFEK] TCP/IP i I ¥ A G8IE, AT LMEA LT

NN
ssh -L local-port:remote-hostname:remote-port username@hostname

flan, EAEH POP3 dHidt— NN i 45 25 44 A mail.example.com HR 55 %%
R, RTRAEER L T a4

~]$ ssh -L 1100:mail.example.com:110 mail.example.com

— B2 P AL A A0 A R 55 4% 2 TA] B8] i 1 0 R S0 Ve 25 4 I, Wit mT LASE
—> POP3 Hf % i £F localhost FAF A 1100 I R A B HTHBAE 1o ARTER
P R 40 ORAE 1100 3 F1AE 3K, #0422 4 -5 7] mail.example.com IR 5545 -

U5 mail.example.com ¥ 247 SSH IR55ut, (H2FR—MZHR S —EHL
#1817 T SSH M55, A4 SSH SRR LA RA AT 2l . 448, f#
F A & =08 A A A

~]$ ssh -L 1100:mail.example.com: 110 other.example.com

FEIX — R, LA 1100 35 1 U POP3 i 3K, Keidid 22 i
M # SSHZE#4 #% /% 2] SSH R 5% Uifi other.example.com. #A J5 , other.example.com
4% 2] mail.example.com _F ¥ 110 Jiig 1 RAS B HTHB A 33 &, A28 IX —HOR I,
HA % i Al other.example.com k55 ¥ < [A] FIE RS 241

iy 11 %% i AT DA FH SRd I DX 8% (977 K 4 22 A B SRS I o SR 7 KBS L BN 7o
VFIRAT A b v 1 CRP 22 3 1) (19 SSH £, (HAERHZE 70 H e b L BT
W], HAAEBLEPN G L a4 FH Bl BH 2 oty @2 ST BAT A R v RE R, HERE
AT [R]85 T8 — % R 7 4 1Y SSH I H2E AT B € [m] B AT o

HEU

DI 7 2ORAE FH g T e R BORGE AT e I, ¥ V2 - om 2 48 B IAE
Al F P #S Re R BIA LIRSS b % P i R NAR, Bk & R FF Re 8 U
7] % < BRI R 55 o

O R R G 0L, 7] LT AR 55 itk letc/ssh/sshd_config SCAF A )
AllowTCPForwarding &I & & No, F£# )5 sshd k45, SREEF b %% & ThEE
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5.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) & — MR L E RS,
A DAk AR ) e v 5L

TigerVNC K M55 din-25 7 dm 284 . IR S5 vt = e it (vneserver), %%
Fum (vneviewer) EFZFR ) Ui o
HEH:

A b DA B9 Ll = IR 55 2 R AE R G, ARV LA e AR 55 2R A E R 48 V10
H ) TigerVNC ff A systemd RS E B HEHITERE . BEE XH
letc/sysconfig/vneserver #% % #e % T /lib/systemd/system/vncserver@.service .

5.3.1. VNC BR%5%%

vneserver L. HHKF3)—4 VNC (Virtual Network Computing) [ &K
fi IS UL THZEAT Xvne, FF7E VNC RHHE 3 — AN HE LS. vneserver
RV P AAE— GV EIFTHUET 2 ML 20, 25X B2 15 n] DA AT =k
)% P i AT A T 1]
5.3.1.1. %% VNC k% v

B4 TigerVNC IR 5 5, 1 DL root AP AT L R a4

~]# dnf install tigervnc-server

5.3.1.2. B VNC 5
VNC kS5l A BCE T — NN (X PR P AR T R
g b @ —MNErR, TRIREFE NS R E. Magthb Mg 0, R ZeRE
ERIRSHL.
(1) Ni8xEH P & | vneserver@.service 3 4 %I /etc/systemd/system H 5% (LA
smbuser H /' F4H51)

~]# cp /usr/lib/systemd/system/vncserver@.service

/etc/systemd/system/vncserver-smbuser(@.service

(2) 14 service A4S <USER> 36 i 52 b 1 i

~]# vim /etc/systemd/system/vncserver-smbuser@.service

# The vncserver service unit file
#
# Quick HowTo:
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# 1. Copy this file to /etc/systemd/system/vncserver@.service

# 2. Replace <USER> with the actual user name and edit vncserver

# parameters appropriately

# 3. Run ‘systemctl daemon-reload

# 4. Run ‘systemctl enable vncserver@:<display>.service’

#

# DO NOT RUN THIS SERVICE if your local area network is

# untrusted! For a secure way of using VNC, you should

# limit connections to the local host and then tunnel from

# the machine you want to view VNC on (host A) to the machine

# whose VNC output you want to view (host B)

&

# [user@hostA ~]$ ssh -v -C -L 590N:localhost:590M hostB

&

# this will open a connection on port 590N of your hostA to hostB's port 590M
# (in fact, it ssh-connects to hostB and then connects to localhost (on hostB).

# See the ssh man page for details on port forwarding)

i

# You can then point a VNC client on hostA at vncdisplay N of localhost and with
# the help of ssh, you end up seeing what hostB makes available on port 590M
#

# Use "-nolisten tcp" to prevent X connections to your VNC server via TCP.

#

# Use "-localhost" to prevent remote VNC clients connecting except when

# doing so through a secure tunnel. See the "-via" option in the

# 'man vncviewer' manual page.

[Unit]
Description=Remote desktop service (VNC)
After=syslog.target network.target

[Service]
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Type=torking
WorkingDirectory='home/smbuser
User=smbuser

Group=smbuser

PIDFile=/home/smbuser/.vnc/%H%i.pid

ExecStartPre=/bin/sh -c¢ '/usr/bin/vncserver -kill %i > /dev/null 2>&1 || -
ExecStart=/usr/bin/vncserver -autokill %i

ExecStop=/usr/bin/vncserver -kill %i

Restart=on-success

RestartSec=15

[Install]
WantedBy=multi-user.target
(3) 4T systemctl daemon-reload
5.3.1.3. JA 35l VNC k55

LR B ITHLE JA 8 VNC JIR55, BTEm 1T P IRE Bandi's. £ 5.3.1.2
BEE VNC k%o TGl < Ns—MPBCE VNC Bl ] A & S48
EERAR A, SCHF%i Kbl systemd F SR 5 B4, HH—H UM
BIRG S ARPAT LT 2

~ ]# systemctl start vacserver-USER _1(@:display number.service

BT LIRS ERF [N BB E8. 25, MEEREN, vncserver T
ZHNBNT . LLroot P HATLL N Ar4:

~ ]# systemctl enable vneserver-USER 1@:display number.service

X, HABRH PRI DERH —A VNC EEFEF, PALACE ST R B~ 5 Al
W ARIERES] VNC k55 RE a2y |1 —MRIIBACET, ¥ BRizg
T — NS5 o 3X AN SEART H AR HLAS E AR S ) SEA I AN HH [ R
PR AT AN AR R ECE VNC RS i
XTMHACAB &K VNC Ik %5 % vneserver-USER_1@.service Al
vneserver-USER_2@.service, %0 LAE AR B Rdw's . Flan, LT ardfe
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fif USER_1 1 VNC 45U fE & ndn's 3 L3, 1 USER_2 1 VNC R 45 it
fEngm's 5 FE3h:

~ J# systemctl start vincserver-USER 1(@:3.service
~ J# systemctl start vincserver-USER 2@:5.service

5.3.1.4. &1l VNC £1if
FAUTF 5 H vneserver IHHLE G380, B AT LI HZ RS N E &3

~ J# systemctl disable vncserver-USER 1@:display number.service

HE, YIRS IEAEIZATRS, AT LLLA root FH P HAT BA B s & K45 1E VNC
i &

~ ]# systemctl stop vncserver-USER 1@:display number.service

532. FE—ACHFENEE

BAINE LT, —ANCEZH P A —A W X RS it . fFEER%mS 0
W, AR DAE A TigerVNC IRk %53 1) xOvneserver SR 2L 22 AhAT T 517

SEf: EE—A X EH

EJH xOvneserver FZ—ANTVE S ISR, 15 LN D IRIEAE:

1) P root P HATLA T A2

~ |# dnf install tigervnc-server
2) NHFRE VNC %5

~]$ vncpasswd
Password:

Verify:
3) PAE G S AT LU T

~]$ x0Ovncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

M5B KB AR E T R vEZER: 5900 ﬁﬂ”ﬁ M, TFEEESIERT DL 2
BoRgiT 0 b, AR CERM I RISEE T I52 0 5.3.3.2 4 VNC BLE B K.

53.3. VNC &EE#

vneviewer #&—/ K 7R BUE - S O A2 45 1) vaeserver FIFE)T

N T BAE vneviewer, A —MUEVFEZ 5K H ISR, I iX L% H AT LA
PATHE D201 A B0, B AR SRS MIRIE. ikHh, EhaTil
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i K HEEAE vneviewer. fET 24T H ¥ vncviewer -h 1] LLFI| H vneviewer [
5.3.3.1. %% VNC &HFE s
& TigerVNC HI% ' it vneviewer, i PA root F P #U4T BA R 2

~ ]# dnf install tigervnc

HEREF| VNC IR 5

—HECEL T VNC ]S, Eta] LMTRT VNC &5 253 4% 2% IR 55 Ui
T
5.3.3.2. 4 VNC [t & 5 -k it

%ﬁﬁﬁﬂmn%&%ﬁﬁ, firewalld A] G2 PHIETEHE . 5 T ik firewalld 70 ¥F VNC
e tidnd, el DIFdEE R TCP s . i H-via I, Fdin
3L SSH i 7 EE 7], 1M SSH 135 [ 7E firewalld H BRI\ TFIKH
AU

VNC Jik 55 i i BR DA i 1 & 5900, 245 21178 A5 5L 10 4 U7 1] (o 115, W] DA
FEC I 15 0 B P BC Bosdm 5 . @i, X128 = ANBoRBE: 2 + 5900 =
5902.

T Eongms 0 ) 3, AJPAFIA firewalld ) service iETUREEAE, HSH A
T “fE firewalld FEH VNC RS ” MIN%E. ERE, S TRT 3 BERHES,
I RRARTT H “7E firewalld FFT o 117 F 358 BHFT FHAH B 1 35 6

® fE firewalld "B VNC BRSS
BT F A VEFH K firewalld W EIIE R

~]$ firewall-cmd --list-all

BRKARF ST VNC E#, HHIn T a4

~# firewall-cmd --add-rich-rule="rule family="ipv4" source
address="192.168.122.116" service name=vnc-server accept'

SUCCEsS

HERE, XEHEREASE NIRRGA G 3G R e . BB KB AT K A
B, TEEERI --permanent JEITK) 4
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~]# firewall-cmd --list-all

® 7 firewalld H{TFF¥RH
BRNAHEX ) TCP MBI Him M, ELL root AT T4

~# firewall-cmd --zone=public --add-port=5904/tcp

Success

BAAE LT A I XI5, E AT R A5

~]# firewall-cmd --zone=public --list-ports
5904/tcp

AR ISR 1, AT LT

~]# firewall-cmd --zone=zone --remove-port=number/protocol

THER, AT BBy ST I D BB RGE R JE R R ZESB K

HEAT S, VEPERRAT TR0 11 i 4 th i il--permanent i1

5.3.3.3. {#iFH SSH &3] VNC IR 55

VNC & MR SOARM R P, AR IE A T AR 22 L R BLx
FRERI LT . v 1SS 2 A, ST DOl A -via SR IR A AR R 55 - 2

JUmIERL . XKL VNC R S5 m AN S i 2 8] B2 — A SSH 3 .
JNE VNC JR 55 s - 7 i 42 1) i 2 A% 2RI R

vncviewer -via user@host:display number
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ST LB 5 R 45 SRR REVI0 G H T
FAE R
6.1. Web R%2%

Web JIR55 2 RE0E N PR — R T web MIMIZARSS, W LML E
LS FH P T e N2 45 B o ETHm AL, B AT DA Y 5 22 () 5 Fh ok 1.
N web 55 ZAE F )2 8 SCAAE R il (HTTP), FrABAR web il 5545 49 HTTP
k55 %5 -

6.1.1. Apache HTTP %%

HRL BALBA R R 25 5 4 1 AR G BRI AT web JIR95 %52 Apache HTTP i
%42 (httpd), httpd [IMCAN 2.4, ‘TS Apache #PFHE 42T K 19— FhFFUE
web R 55 %%
6.1.1.1 FEEAH

httpd R 5542 il

B E TR IR TE U SysV MIGHALIIA, RGP G RZAE T apachectl Al
systemctl A7 2 KB BLARSS, A RMER service in 2 1. FHIZ%H T A& httpd AR
55 B4

A
Al

service httpd graceful

PR T

apachectl graceful

£ httpd ) systemd TG SCAF AR UG AL BIAS , B 40 R B AN [R1 B4 -
> HEFINERS R, EBRIAME AP E graceful H 5 5 R
> YiFE IR, BRI E graceful 157 1k 77 2

AN
iaey

service httpd configtest

PRk T

apachectl configtest

FH /tmp

N T iRE R G 7, systemd FITSCAHIE AT hitpd SEAPHERRN, B AE ) /tmp
SR, MRS /tmp 72 73 .

e E A R

HET RS, AT ARE0E BB E AR I T Jete/httpd/conf.modules.d/
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H3X T 4 httpd $&fE ) — L8 m] In g f s S iy il B S AF Tk, 40 php.
/etc/httpd/conf/httpd.conf 3L fF H B F B B T Include #t 2 A K # &
Jetc/httpd/conf.modules.d/ H 3¢ N include SCAF 1. Xl B K% 1E httpd.conf [
RZHT, JeEALPE conf.modules.d T4 HSECE S fE/etc/httpd/conf.d HFK T
I3, 752 IncludeOptional 8785, 7£ httpd.conf SCAF I 5 INCAFE A,
B2, XS4 TE httpd.conf EAKZ JEHALFE

H httpd AL — S8 F e i B S

> /etc/httpd/conf.d/autoindex.conf --- L E mod_ autoindex HxZ 5l

> /etc/httpd/conf.d/userdir.conf --- FC & v Vj i) H 7 H %, f W -
http://example.com/~username/ ; N | ZAaEE W, MiZEEHXFERINYTH

> Jetc/httpd/conf.d/welcome.conf --- {EA R HRRCARS, 24 http://localhost/
BAHWNAEREOTS, Bk S E R T XA T

NN

BANTEOLT, $RHEH httpd.conf U2/ NECE . VF2H ILIWECE D, 4.
PLATERIANEC & 0 Timeout 8¢ KeepAlive #3ANF# AR E T M gmid 5t & gk
HART o B0 A B B TR 7~ IR il 2 60 v B AE MR A VEAR U0 .

AN WTEVEAR

A E LA B httpd 2.2 FL EIEAZ 2 httpd 2.4, WIAFEA KERTE A
AH) httpd BCEEE TR EB S, BE2H KT Apache XY, ESFH
http://httpd.apache.org/docs/2.4/upgrading.html .

A PR AR Y

FEARI] JEOIE v 2R 55 2545 E R B A, AR 2 A B RY (MPMD
et T AFEE) httpd —R@EMISCAE. 0. FE T RERE LAY AT DL “prefork” AR
fust/sbin/httpd; 3T LR FEAR T AT DL “worker” 138 /ust/sbin/httpd. worker o

FERRIT B = R 55 ds e R girh, R 71 httpd. 3 > MPM fE
AR INERARHIE S 4 R : worker, profork (default) Al event, 475 Zhn#E—A>
MPM AL, 0] LIS I 4 45 /ete/httpd/conf.modules.d/00-mpm.conf it & 4,
FHIR MPM AEELHT VR RF# 251, AT DASEE MPM BEHR RN 1

AR B

HH RS2 #5340 mod_Idap SEHUEIEL) LDAP S SSiEFIAL . HH#r 846
mod_session &AL mod session I helper. HiHTHI%fL mod proxy html $&{H
i mod_proxy html 1l mod xml2enc. X L& AFELER AT DA AT 3L A4S HH 3R1S o

TR R Gl Rl
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ANE5 FH /var/cache/mod_proxy/ H 3%, HUIM A2 )72 /var/cache/httpd/ H 3% T
] proxy 1 ssl F-H&

httpd F A AT IREE AT A 28 & M /var/www 1T 2] [ /ust/share/httpd/

> /ust/share/httpd/icons/ --- A& T —HH T HRK R MER. FIARALE
/var/www/icons/ H 3%, IWAEIEFEE| [ /usr/share/httpd/icons HX . TEERINE T
N, http://localhost/icons/+&H %4 f. 7E/etc/httpd/conf.d/autoindex.conf A4+, 1]
DATC B B bR 1A B AT FH M

> /ust/share/httpd/manual/ --- /var/www/manual/ H % & & i B 2 T
/ust/share/httpd/manual/ H 3% . XA~ H 3 & 17 KR H T httpd-manual 4G A2
% 7 httpd ) HTML JRFFo R 223 7 X AN A6, W hitp:/lo calhost/manual
IREE R . 1E/etc/httpd/conf.d/manual.conf SCAH, 7] PARC & T 0947 B A m] H
P

> /usr/share/httpd/error/ --- /var/'www/error/ H 3 © & i& #% 3| T
fust/share/httpd/error/ H 5% . fEBVAECE Y, CMFR 7 HE X2 EES HTTP 44
s BB HHC B . 7E /ust/share/doc/httpd-VER SION/httpd-multilang-errordoc.conf
SO, BRI E SRR

Sy I, B iR $a ]

F T4 B gy ik . FAH UG R sl L E 8 2 O AE TR SR, 7
AT E S E Order, Deny Al Allow $54 Mi&E H T-#1 1 Require 1875
B KX Apache X M W O E 2 ¥ 4 F B ., W A F
http://httpd.apache.org/docs/2.4/howto/auth.html .

suexec

NTREARG LM, OAFH S suexec ik T, BUMACZ 22 S
ARG He I, RUPEREINREE. 461X %%, suexec tHA AL
Ivar/log/httpd/suexec.log HEXM T o MK, HEFBHIER T syslogs ERINIEHL
T, ¥ IS/ var/log/secure H ECAEAF

B

H T httpd 2028 7R BRE O e X, K, JET httpd 2.2 A RIEE 3 AR
httpd 2.4 EAIAERT . IXFE, BT MR httpd 2.4 BEHEE 8 S, X AR LERIEAY,
M B, e, FEM. 5K httpd2.4 API AE T (VR4S 851K, 155
E

http://httpd.apache.org/docs/2.4/developer/new _api 2 4.html .

T MR R L) apxs AT $4AT SO © 48 M Just/sbin/apxs 1T # 2| T
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/usr/bin/ap.
DaillER RN
FEAR TR RS = R 55 St E R Girh, CA2BMIBRIY httpd BEERBIR AT
mod_auth mysql, mod auth pgsql
7t mod_authn_dbd H', httpd 2.4 $&4E 7 AEE SQL i ZEIAENLH -
mod_perl
7t httpd 2.4 H, AFIEASCEF mod perl T
mod _authz_ldap
7f httpd 2.4 11526 mod_ldap 1, F mod authz Idap $2ft 7%} LDAP [¥)5Z
o
6.1.1.2. EHACE
N T ¥ Apache HTTP Server version 2.2 Fit & SC4, 752252 LA TP IR:
1 BT BHRATE TR 1, Bk, FEEFHINTAEILTRE S IE
B B0 AR [ AARE R MR, 5 2 B 131 i %% LoadModule
TR T
2. FETR BB =TT BT, FEERRIECA]. XIEEERE R LS
O AR AU
3. R EAFH mod userdir BBk, NIFE UserDir f/nTirR, 7 E4EA4LH 3%
R GEH N public_htmD).
4. WEREAE ] Apache HTTP Z4RkR55aiil, WAHKEH Z2ERYE
(SSL) Wil 2 EEE L, iE2F 6.1.1.8 J5 H mod_ssl fiiHk.
AT BLU R A4, A A B SO T BE H AR iR

~]# apachectl configtest
Syntax OK

HRufTH Apache HTTP fR5-asIECEM 2.2 AT 2.4 fA, 1ESE
http://httpd.apache.org/docs/2.4/upgrading.html -
6.1.1.3. 1247 httpd JIz5%
KERR UG 5), {E1EAE S Apache HTTP, L& U{a#6# Apache HTTP
HI 24 FIRAS O 1 BEAEFH httpd R4S, BE5E H AR dir & B 5 £ 4 2248 1 httpd.

~]# dnf install httpd

T, LEARI R S RS AR R G, 05 H AR S N W] i H R SR
ZWHEZER, 58/ 5.1 i systemd FERFAMRK S -

JR Bk 55
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H root FI P AT UL N4, JA3) htpd k55

~]# systemctl start httpd.service

PAT LU dn &, AT MBS L R G051 I, H 3R 3) httpd ARk 55

~]# systemctl enable httpd.service

Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service to

/usr/lib/systemd/system/httpd.service.

ik
U R DL 2 4 e 55 4577 U5 3l Apache HTTP fiR%54%, WRAERGEAN)E,
SPRR TR E ] SSL AL N 1 Y

15 1k iR %%
H root I P AT UL R4, 151k httpd k%5

~]# systemctl stop httpd.service

PAT LA S A4, AT LA hitpd AR5 BEHRAE RS H S -

~]# systemctl disable httpd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/httpd.service.

HE RS
AU 3 5%, PTLAEE hitpd k55
H root P HATLA F a4, e E R RS

~]# systemctl restart httpd.service

KR, EREEERXANEITHER httpd IkRSS, REHERE. @%, £27%k
s R — S sha g (n: PHP) I, XA
1 root Fl AT LA R i 4, T LELFT N AKAC & -

~]# systemctl reload httpd.service

XH 2 FEOSATE N httpd 55 5 B NEE B E . AT IR A B 1
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(LT SR 2B F OF 7 B8t 2o B0 B BT BT T AR 52 2
9T TR LT SRS 4 AT 005K, AT oot P AT L

T

~]# apachectl graceful

KR = FEOSATE N httpd IS5 25 HH B E MECE S, Z AT e A B 1
FEARTE SRR 270 Y TH BB B 4R SR A0 2

FEARVAT LI R B S5 2 BRAE R gt rh, AR E B A GRSWEZER, F
2 5.1 i systemd B E RG]R5-

LATIR &R N
fE shell $27/7F F, PATUL R4, ARG EIEATH 1) httpd A 55 PR

~]# systemctl is-active httpd.service

active

6.1.1.4. ZmiRMCE S
BRANIEIL R, 24530 httpd B, 2iEUEAS 6 -1 httpd IR S5 B SO 51 H )
httpd Al 55 IC B SCHF

FH& 6 -1 httpd FRSHECE 4

B & R
Jetc/httpd/conf/httpd.conf T ERLE
/etc/httpd/conf.d/ A9 FE 32 B SO R R B A
I ETAE H 5%

BIR, BOARCEREE & T RGO, SR, S g EEE R
Fe BRIt AR L E N . FER: N e B R R, SRR w2 E
Ja web 5 #%. A8 T AW E T httpd RS ZAE R, 1ESE 6.1.1.3 1817 http
IR S5
HEARSS .
ALV EA N a4, g e B aT e IR R
~]# apachectl configtest
Syntax OK
AR R ) 7 BTV R I B SR . BB AT RS
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6.1.1.5. ffi AR

TE RS RIRA, hitpd RSS2 KA A KEMW DS LEN R
(DSOs), HRHETEZEATR DRI AT i s A I EE 2. 75 AT BB = 20 I 5%
BEAERGH, XLBHY A7 I /ust/1ib64/httpd/modules/ H 3% T .

JIlIE=4 5N

T InEFEE R DSO ik, FFEME| LoadModule FB/RT, VER: PASHAL
BT PR (AR B, 8, 7 /ete/httpd/conf.d/ H 5% F#A & H S RIEC B S0
Sl hnEEE sk
LoadModule ssl_module modules/mod_ssl.so
e, TREHEE web RS AR . HIRWIATEE hitpd IR M HEZ
ZR, {E3F 6.1.1.3 1817 http RS 1

H R RS

R
TR EANEHT DSO B, I 75 22 224% httpd-devel AR AT LA g 4,
5t AT DL SE 82 2
~]# dnf install httpd-devel
XA AL A R BT H include SCEF, header SCAFFNgR B A2 i T
H Apache eXtenSion(apxs) . FHFEF
— B 5 HFURRY, hA] H BAT A SRR AR T

~]# apxs -1 -a -c module name.c

PR T, HUAT LA N Apache HTTP 45 # S e i H 5 2ok in#k e .
6.1.1.6. WE ML T

A LA$ R Apache HTTP IR%5 &5 I BRI FHUFME, SEILETAFE 1P, &
BLA A 1S 3R A A R I 2445 2R 55

N7 kB OE T FE N AL W OE B E N, WM N
/ust/share/doc/httpd/httpd-vhosts.conf AL & S fF F|/etc/httpd/conf.d/ HE T, FH-&
FH@@Port@@F @@ServerRoot@@ i ML 7. AR T5E H B HIET, a1 R EIsL
BN o
SEB: Il ENLEC B S

<VirtualHost *:80>

ServerAdmin webmaster@penguin.example.com
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DocumentRoot "/www/docs/penguin.example.com"

ServerName penguin.example.com

ServerAlias www.penguin.example.com

ErrorLog "/var/log/httpd/dummy-host.example.com-error log"

CustomLog "/var/log/httpd/dummy-host.example.com-access log" common

</VirtualHost>

VER ServerName W2 & A R DNS # . <VirtualHost>Z 4% )R] H & AR
U, AIRAEERZ E RS AR ZHHR R E . S8 E 1 User M Group 7
AR T, UM )/2 SuexecUserGroup.
RVE:

U SR ) RO AL T o AN B, R R SRR R, 214
1 /ete/httpd/conf/httpd.conf H [ 4> J5j $5 7~ T Listen.

N T BOEFEE R ENL, FTEEE web IR A. A XM ES httpd
ZHIEZ G R, ESF 6.1.1.3 1217 http FIARSS H11

HF RS

6.1.1.7. iz SSL k%548

CREETE (SSL) & — PR IR 55 45 1% 7t AT 2 450738 v s
. A&5Z2¢ 4 (TLS) WM& SSL 9 R RIS AT, BES B { B AL AN %
Py aPEF e . Apache HTTP AR45#8 A1 mod_ssl B4 &, A T
OpenSSL T. ELELAREH, AEMg 4R AL SSL/TLS A5, B FR e SSL AR 2% .
BRI B = IR S A B R G RFRE T TLS S Mozilla NSS. mod_nss 15
P4t 7 %t Mozilla NSS ) #F .

AME HTTP &+, AR Re 220 e AT DI AE U e . Frid HTTPS
SUSAE HTTP 38 h0 7 56F SSL/TLS HISCRE, B Re R4 & 4m N & A gl Az i
AR FEANALE Apache HTTP RES2RECE I, Wifal 5 FH A H i) — B AR Ty
%, 18 S WA AE SRR B ZAE P R

NEIRUE A 22 4

HHTEM T 240w GBI HAR A, 5555 1 W iz AR A 6
BRI )R, SR, FEAFLERAENFR IS R AR T, FH 2 NI
AN RERE R AR AT IEER, AR A HmR S HEE R
BE S L PR ARL B R AR s I RABH G ieh 1 5 1 B A 0 I B A BH R AR

N7 BT SSL SEIL 2 Al T, SSL R 55 4 06 AUEAE H FHIEF A K AL (CAD
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AW U RS A RS AR SR NE (B RS FNA; A
%y AL ESS), TS AHEHNZE CA WA, A4 AT LU R4 iE
TR R4 Tk, I AR DM 7 B e

N YA I T web BLE LB SSL LN, £ 2 web AR S5 S FEAEIIE TS
N FAE A B TS CA MU S, B IR I ML FE _FoR I ML AT
Bi, web R4S 23 404053 LI, JEH H P WS U N IR E R

NN R ﬁ%ﬁm*%%mﬁﬁ—ﬁﬁﬁaﬁ%%%&&%ﬁ%oEﬁ
Rtntk, WEZERS AN, SR PLEE N EER CAME, XA, HAHP
FoAT DL REIERE T, B, SUREIRERENRE R, X, {ENAEZ—
AME . BT CLZEIE AR, (H02, S EfRdta T DREiEiEs,
b, SRAJEFERATRAE IS CA. MHXMEZER, IHSEREN 62 BHN
W48 HH I T CAL

R 62 AEFEWRIRHEETHK CA

web HYE4% o
Mozilla Firefox Mozilla root CA 1|58
Opera Opera 7] H FIARIEF
Internet Explorer Microsoft Windows 7] F AR IE 15
Chromium Chromium project A] F FIARIE 15

FEREA SSL R &5 48 iy, FFEAE R —AMIEFIERM—NEH, R, KEIER
TER, A A S UE RSO AT BREB MU . — B CA BBE T & HIEF51E KA
SOE], e KIE AT AR S5 28— A FH A AIE B . S35k, TR
B ANEELIET, EAMEH CA METE4, Hik, XUUERH T LA
BN HBIA
6.1.1.8. J&i F mod_ssl fEHR

ISR AR T mod ssl B, # . —A> SSL 8 HTTPS ik%#fid, NWIASEE
TSN BV (Wl: mod nss) A AIAH A I 1. I [ 443 J2ERIA HTTPS
Uiy 1

N TR mod_ssl #EELAT OpenSSL T HA, #3.—> SSL ik55as, NIFHEE
%% mod_ssl Al openssl B4 £ . HH root H 7 $UAT AT Ay 2 1t AT LSS ik 22 3%

~]# dnf install mod_ssl openssl

IEES, 265 mod ssl FAD & S /etc/httpd/conf.d/ssl.conf, ERINIEHL T, BEE
7t Apache HTTP JIR55# ERCE SO . v 7maiish, FREE S httpd k5,
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ESF 6.1.1.3 1817 http FIARSS I E SRS .
L

1E4n POODLE: SSLv3 vulnerability (CVE-2014-3566)F Fifiii& ), Kylin A5
HetF 5 ssl, BN AT TLSvI.1 B¢ TLSv1.2. f# ] TLSv1.1 7] L2l ) )5 3k
K. BARVFZ M MZ O FEH SSLv2 3% SSLv3 il 1, FHERIAE H T E11,
B2, IEERAGE A I EA.

£ mod_ssl H 5 FHFIZE ] SSL Al TLS

T S R AR FH S 58 BRAS TR SSL AN TLS Bihis, BE T LLZERL B Se b b, @il 78
“ ## SSL Global Context” #B4;¥s /% SSLProtocol #87~IiK 4 J& J5 FH /4%
SSL, A PAFESRE“VirtualHost”f*“# SSL Protocol support” = B3 s 45 R I\ T K
L WA R ENT e, WHSRRERTINRE. 8T
A — AR A, & B BT DL AE“ SSL Global Context” #43 K $5 &
SSLProtocol, tHA] PAZEREANR L ENLE i g e, EREW LS all.

6.1.1.9. 8 FHAAAE )% SHAE F5
A DU E 8 B AAIE TR EC & SSL RS 4%, MG . HE, 2
FRIE TR AN ] LAY
1. IEEEM P B84
UE AT W R 2 1) TP AR A T A i . Rk, REH A2 — KA TN, iF
Fat IRk
2. IEAESE U VeriSign MUk 1 Uk 5 B AR 55 28 A
VeriSign J&— M FIE BAUEHI, © S E R AR, 1P bR 4
WURUEFS o — BEESC T 3A= ih, IE Bt T8
Tove LR R E R A, B8 TR B E B AE RIE T A R EZHKE R, ESF 6.1.1.9
A BT S A ATAE 15
AR AT O WA HANIE S, 53 5 #8 AH 5C ST Bl /ete/pki/tls/private/
A1 Jete/pki/tls/certs/ H 3 N o A AFHAT LA iy 2 528 -

~J# mv key file.key /etc/pki/tls/private/hostname.key
~]# mv certificate.crt /etc/pki/tls/certs/hostname.crt

SRJ5, {E/etc/httpd/conf.d/ssl.conf Bt & CAFH, WINTHIAT:

SSLCertificateFile /etc/pki/tls/certs/hostname.crt

SSLCertificateKeyFile /etc/pki/tls/private/hostname.key

NTEEHMEE S AR, ESF 6.1.1.3 1817 http WIARS I 5 RS
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Biltn: fEHKE Kylin 224 web JIRS5 a5 B0 PIAES, W F s

~# mv /etc/httpd/conf/httpsd.key /etc/pki/tls/private/kylinos.example.com.key
~]# mv /etc/httpd/conf/httpsd.crt /etc/pki/tls/certs/kylinos.example.com.crt

6.1.1.10. 2 B0HT S EH ANIE 15
T A BHARED, ERGETH LI LEET crypto-utils #M. B root
FH P AT LR i 20 LSS I 2 2 .

~]# dnf install crypto-utils

XA AR T — AR SSL AE B MBI T H K genkey N,
BREHS B RA A B A

HEY

WMRAEH —ASFHE R & B OE A RGeS, A Fk e — M RPTH5S.
XFE, AT AR OR 2 v 0 Y A8 AN TS BT 1, AU R DU . v T EE
NFF S EIEHHET, 7 ZH root 7 H T4 &AL genkey 14 :

~|# openssl req -x509 -new -set serial number -key hostname.key -out

hostname.crt

L
FERGET, WRA IR BN S PRI, MIRAT genkey IR
Fro R, DR, wiE i root I $RAT LA v, MHBR I 501

~]# rm /etc/pki/tls/private/hostname.key

i root FH F'444T genkey N AR, FREN A NEER T4 (.
kylinos.example.com), 1 FFs:

~]# genkey kylinos.example.com

6.1.1.11. 24 HTTP Al HTTPS [t & [y &k 4%

BRINIE O, ARIAT BLIEA o= 2 IR 55 28 R4 Rt 2 A )5 F HTTP A1 HTTPS K.
ERGHCE A web RS %8)5, FIF firewalld AR%S, @idBG kRS, #aTLlE
Fi HTTP A1 HTTPS T .

H root FH P #UAT LA w4, T LS A HTTP:

~]# firewall-cmd --add-service http

SUCCEsS

H root FH P #UAT L F a4, RIS A HTTPS:
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~]# firewall-cmd --add-service https

Success

FEAGHEP G, REBEMRAT . N T EREESUk AL, RFHEE
PAT Eidar A8, n_k--permanent 1T

KA HTTP A1 HTTPS [/ 2837 5] 4 7]

H root A AT LA N i 4, AT LUK 2538 7 K 358 o VR U7 i) () S e e 2

~]# firewall-cmd --list-all

XN\ R, BB KRR 7, {H2, HTTP Ml HTTPS 24t
VR I 7 K B V5 0 Y o

— H R VFIEE B kg T LAV i) HTTP A1 HTTPS 1, ABA#AT ka4,
2 # services 1T ESH W IIME R

services: dhcpv6-client http https ssh

6.2. HFMREH

6.2.1. OpenLDAP

LDAP (& Hx U0 & — AT, FHR VG MEM % &1
i (145 B o B EE T X500 H LR, (272 5/ 152 % LR SR a5 46 8L, BT LA,
LDAP ##xAE X.500 FrdfE it b =4z il — AN R AR A o

4 X.500 —#¥, LDAP R H H sk 2R 53 J2 77 7o 1X 88 H 5 n] DL &5 P E 2
ma s, bk, MEESE, HERPERLLT M E B ARSS (NIS) KA,
PRATAT NTEARATHLES 385 LDAP FU R R 26 # 1T LAY Ml AR AT TR K 7

LDAP il I TP EHH A MAE, AP S mRIEs RS E. EHalEAN
— ARG X, RVEE P ER D A P REE. A, TSI
FE|HAl LDAP AR5, MImHEft— MRl 23RkE B E . R, &
se e W N A T 1A HLNA, FlnRsE . BURER I TR AN A F] .

6.2.1.1. LDAP /%

i FH client-server #& R 454y, LDAP G — A~ i W4 n] i [l 1) 05 5 B
Ko MR B IO A B S IS B, RS in o ie il H P 2 A B ek
PIRLRR, SRS WA T RS INECGEHT A o A T #1642 22421, Transport
Layer Security (TLS)% b5 B34k FH kB 1E i ik Rk A ke Mo i

LDAP k55 &8 S HRE 2 Mss e R 4, & B AT IARIE AR TR R, A 21k
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. RINCEHE LIFHmIEE I, B LDAP k55 253t47 1815 BN A 7
HiRZ, JFHAZEMRE BHEESE .
6.2.1.2. LDAP Ri&

N A AE A F A LD AP-specific Aif:

entry

LDAP H R —HM. &—A entry ik BB 73 #F 4 K2 L (DN)

attribute

5 HAEA entry KELI 140, B0 —NHR K IR —1> LDAP [ entry,
ANZA LG attributes BLAGHINE, (2 BN 5555 RKUW, PAFRRI—
entry, GHEA N HEES 09 BCHE AR bk o

— attribute FJ L@ — MM R—I{E, BiE 2 AL FRESIR. BRFELE
PR ) (EH AR R A TR . AR attributes A AUfH ] objectClass K& X, Ff
H{E/etc/openldap/slapd.d/cn=config/cn=schema/ H 3% T ['] schema {5k 2).

1% attribute [1 75 BRI [FI{E 8 #7 N Relative Distinguished Name (RDN), A~ [d]
T DN, RDN XfF—~ entry K iji 2% —TE /.

LDIF

LDAP 35 25 #:4% X (LDIF), /& LDAP entry {26 C AR I 7, 40 N FiR:

[id] dn: distinguished_name
attribute _type: attribute value...

attribute _type: attribute value...

id EIUE — AN E HIECY, TG4 entry. B— entry 7] L& 24
attribute_type 1 attribute_value 2, XA ENIFEAHRM ISP E L T £E entry
e, BE—HT.
6.2.1.3. OpenLDAP %

OpenLDAP $i2ft | 1R 2 H 2 )45k -

> CRF LDAPv3——1E LDAP WA 2 4, &Pl R vF 28k k2 K

fRiE LDAP B4, Heof, BHE5CHF Simple Authentication and
Security Layer (SASL), Transport Layer Security (TLS)#1 Secure Sockets
Layer (SSL) ZEtMY
> LDAP ffif] IPC——{# [ inter-process communication (IPC), 5% T %4
P I Y AT O D 2 R AT R T PR R K
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> IPv6 )37 FF——OpenLDAP ¥ IPv6 P25 i3

A\

LDIFv1 I3 #——OpenLDAP 7 ¥f LDIF i A 1

> BHURM C HmH—XH0M C A5 1/ FEr ROESAEH LDAP H
SR 55 A R 5k
> Inas 1SR LDAP S5 ds——8 5 7R 1R UT R ] R G SR,

SEAFIN T

R,

6.2.1.4. OpenLDAP fI% %% %% 2%k
£ Kylin 24t L¢3 LDAP IR%5 235 BT -
1) ‘%% OpenLDAP 41, 20 6.2.2 %¢4% OpenLDAP 214
2) MLEZN 6.2.3 L E OpenLDAP IR 5545 o
3) A3 slapd ik%s, S 6.2.5 i54T OpenLDAP k%5 .
4) f# ] 1dapadd ThAEZSIN entries 45 LDAP H 3.
5) 1#H LDAPsearch DjfEHfifk slapd k55 & IE#FRA(E B
6.2.2. %% OpenLDAP A
OpenLDAP [ p& £ A1 T H i DL B g fit .

)
openldap

openldap-clients

openldap-servers

compat-openldap

FH#& 6-3 OpenLDAP H5)E

iR
ZEELEIZAT OpenLDAP IR 55w 125 7 s S I Ffr 5 22 1Y) B
P
ZEAE T LA i AME S LDAP IR S5 45 1) i 2 AT FE T
ZEALY T IZ1T LDAP RS A8 RS UL BT, BT
HUl ) LDAP Daemon, slapd
Z AL E 7 OpenLDAP ()25 P8 BR 1

AN, DU ALIEH A LDAP ARSS 28458 1

=

nss-pam-Idapd

mod_ldap

R 6-4 FEHMIN LDAP G%F

E13%)
ZAAE nsled, —NAHE LDAP ZFRARSS, ok
17 A H A 1)
%14, % mod_authnz_ldap A1 mod_LDAP #& 3, H
mod_authnz_Idap #&ti& A Apache HTTP Server ft] LDAP 5
TR, IZAR L REET 6T LDAP H W36 UEH P eSS, JEH
Refgomib vy il BT H A4, B2 DN, AR, —1
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ff = attribute, BUFE 2 — AN EENLIEF/FE XA

mod_LDAP A& 78 [ — AN, $Rfk— T E R I =

WA7 cache, N TR EEN HTTP iEK, SZHF SSL/TLS.
i dnf Z22E DT £

dnf install package...
fln, 2% LDAP % #5
~]# dnf install openldap openldap-clients openldap-servers

EREBULAUNABEH AR, /M root AP TEREETMS. W
MEFNEE Z 23 R RE R, ES3%44.2.4 235007,
6.2.2.1. OpenLDAP Ji 55 2%t Fi Fr

HNTPATEFES, X openldap-servers %25 | LN HAE AT slapd ARk 5 -

FH# 6-5 OpenLDAP fR %3 T EFIFR

e Eii73%)

slapacl FOVFRE A AU ) J& 1t 1 F1 R

slapadd SOV NN entries M LDIF SC143) LDAP H 3%

slapauth VB EIATERAR 1D %158

slapcat ARV LDAP H 3k Ll LDIF #% :URAF entries

slapdn RVFERE DN §1 3£

slapindex FVFIEARYE AT A B B E slapd Hax. SHEE L E T
RS H, Rzt

slappasswd RV EEIE— N INE I H P %58, 9 1dapmodify 214, B
#& F1E slapd fic & SCF A

slapschema FOVFE R I A B R AR Ak A 2 2 T A S S

slaptest FVFER T LDAP IR 4525 Hc &

6.2.2.2. OpenLDAP )& F i e v
openldap-clients Z 30 A5 LA A, ThaefFG7E LDAP Hx FdsiN, 1Bk
FIMER entries:

FH# 6-6 OpenLDAP & i T B 53R
e iR
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ldapadd RVFIELS LADP B3N entries, A LU — AN SCPFEE 2
PREEFIN, %A 4 & 1dapmodify —a f)— M
ldapcompare VB — A E ) attribute A1 LDAP H % entry #H17 EL#

ladpdelete RFIEMIEE—A~ LDAP H 3% entry

ldapexop VSR LDAP ¥ e 4E

ldapmodify RYFEAE LDAP H 3 entry, 1B ST brrERI A
ldapmodrdn VB S LDAP entry £ RDN 1

ldappasswd FVFEES LDAP H P %15

ldapsearch RVFEAZ A LDAP entry

ldapurl VIR A 853 i LADP URLS

ldapwhoami FVFIEAE LDAP k55 b AT IR HEHRAE
% 1 ldapsearch fi&2-4b, Heam & @ UIUE R SO 7 Nt Arig ek, mARE
P H ap AT B . AT LLEIY man A& & H SO G
6.2.2.3. LDAP % )3 S F /24
BIRAVFZ LDAP & i n] LB AME SR 55 45 o B 3%, (2 SR90] JEUEE =)
PS5 A E R A B A AR H A —M W LR REE DL R S Uy 17 il 55 3
HXMINH, f3%5 Mozilla, Thunderbird , Evolution, Y% Ekiga.

6.2.3. BZE OpenLDAP fiR4-2%
RN, OpenLDAP AL & X RA71E /etc/openldap H X . FIHARMEAE
T E BN SRR E %

FH 6-7 OpenLDAP Bt B B FFICH45%

B iR
/etc/openldap/ldap.conf ] OpenLDAP [ o #5257 v . FH ) i B S0
4, %5 1dapadd, ldapsearch, Evolution Z5%%
/etc/openldap/slapd.d/  Slapd FIFC & SC 14
OpenLDAP AL A H /etc/openldap/slapd.conf AL & SC4:, & A# H — /N & F i
[ {/etc/openldap/slapd.d/ H & . BRUNIEZ AT 23 4 H | slapd.conf X/, &
AT DAAS ] DL i & AT i e
#slaptest —f /etc/openldap/slapd.conf —F /etc/openldap/slap.d/

slapd Fit & f13% LDIF entries, f£—70 21 H KA LR G5/4, v LLFEAT AR
1) 2 48 o
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6.23.1. EHERILE

LDAP 55 #5114 Ja i & SR A7-1E /etc/openldap/slapd.d/cn=config.1dif L1
o WL RS

olcAllows

olcAllows iy 21z 17 18 45 & WP Ledr 4 2 vl DLEE R, i DL A% =K

olcAllows: feature
AT R, SRR 6-8 A]HIHY olcAllows 110 . BRIA L TIE bind v2.,
K 6-8 ATFHK olcAllows &I

IR i)
Bind v2 LDAP "] 452 bind 1%k
Bind_anon_cred 4 DN s 7 [ I fige 42 52 [ 44 1) bind
Bind anon_dn Y DN J2 JE I 55252 s 44 bind
Update anon Bz s TR

Proxy authz anon P2 B A2 AR R ]

fillrn: {8 H olcAllows 54
olcAllows: bind_v2 update_anon

olcConnMaxPending
olcConnMaxPending iy & fo V& Fi € FE 4 21l B KB RSS2, a2 R

olcConnMaxPending: 100

olcConnMaxPendingAuth
olcConnMaxPendingAuth 7y 28 € Wik ik 1216 f KT =K 4

&
&
=
3
>
=

olcConnMaxPendingAuth :  number

ERINE & 1000,

ltn: 8 A olcConnMaxPendingAuth iy 4>

olcConnMaxPendingAuth : 1000
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olcDisallows

olcDisallows & FL V&6 @ MPLLR AT . 2 W T

olcDisallows: feature...

A2 RS R S R 6-8 A olcAllows & .

INESRa

tls_authc

K 6-9 A olcDisallows 3£

IR iR

bind_anon ANV EE 44 bind 53K
bind_simple AN FRVE T Y bind B8 U AL
tls 2 anon AN SR IR EE 44 2318 U E] STARTTLS i
B ELWIUEE A ¥ STARTTLS A4

%40 f# F olcDisallows iy &

olcDisallows: bind_anon

olcldleTimeout
olcldleTimeout #5470 VT 7L< M —1 idle |
MW

olcldleTimeout: number

ZIEIEME AN (BEEBEN 0

. 14 olcldleTimeout iy 2
olcldleTimeout: 180

olcLogFile

olcLogFile fif 285 — M fdkHERF R, w4

olcLogFile: file_name

EPRNERSE NN I R ARG TN (S
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fltn: f#H olcLogFile fiv &

olcLogFile: /var/log/slapd.log

olcReferral

olcReferral LI VB TR E — MRS 2810 URL RALFETE R, 2 W1
olcReferral: URL

BIAAMEH
n. f# A olcReferral fiy%>

olcReferral: Idap://root.openldap.org

olcWriteTimeout
olcWriteTimeout & 101 70 V45 Fi8 8 76 9% P — AN AR 5E i I 5 18 SR EH2 e, 7]
PLEERFIIRS ] . A%

olcWriteTimeout

RUATHE (BREZEN O

4. f#H olcWriteTimeout iy %
olcWriteTimeout: 180

6.2.3.2. 18Uk it G B
2RINII, OpenLDAP AR %5 %1% [ Berkeley DB(BDB){FE N Jm i B e 1451
P& FE e B A7 i £ /etc/openldap/slapd.d/cn=config/olcDatabase= {1}bdb.1dif (4. LA

N OIBC B AR A
olcReadOnly

olcReadOnly iy 4 Fo VR AT ) R e A A 22, A -
olcReadOnly: boolean

B S% . TRUE (HiE#) 3 FALSE (A[f&&ii=t), %Ril\A FALSE

#ltn: {#H olcReadOnly iy 4
olcReadOnly: TRUE

olcRootDN
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0lcRootDN 74 1] LI LDAP H&$g o~ HWT:
olcRootDN: distinguished_name

$#2Y% DN. BRIAMEA cn= Manager,dn=my-domain,dc=com.

. {#F olcRootDN #r 4>
olcRootDN: cn=root, dn=example, dn=com

olcRootPW
olcRootPW #r4 U VFIE N P W B0, {FHWR:

olcRootPW: password

A DRSO INE R SCR T AF R, BB WG E, f£ shell &, (MM
i LR A E

~]$ slappaswd

New password:

Re-enter new password:
{SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

#ltn: {HH olcRootPW 4
olcRootPW: {SSHA}WczWsyPEnMchFf1GRTweq2g7XJcvmSxD

olcSuffix
olcSuffix iy 4 FLVFE TR e E B as, MHWT:

olcSuffix: domain_name

£ FQDN, 2Ri\/& dc=my-domain, dc=com

ltn: {HH olcSuffix A4
olcSuffix: dc=example, dc=com

6.2.3.3. LMY
E M. OpenLDAP2.3 LK, /etc/openldap/slapd.d/ H A& T 2 8 47 i AE
/etc/openldap/schema/ H 3% T i) — %% LDAP & X .OpenLDAP { FHIX ¥R Ly & 5
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%, SN attribute SEAYRING RBEAE I ERE B2 S R TRXAN T E 2 1)
55, A LAZE http://www.openldap.org/doc/admin/schema.html.
6.2.3.4. HIL AR

OpenLDAP % J7 i A1 AR 55 75 i /5 FH Transport Layer Security (TLS)HEZE KR
UEZ2 4o TLS TR 2505 2 A M vl . BTS20, AR RO = 2k
% 25 HAE RS04 OpenLDAP 1 | Mozilla NSS 1E°4 TLS #2235 523 .

fiH TLS @4, B4l Mozilla NSS i TLS/SSL, #i#%
http://www.openldap.org/fag/data/cache/1514.html. [Kt, 7FELLR oAl HR 5 45
I AT A ORI E . 20, MRSs a4 s 2 AL E CA UE A e A & IR 5548 UE A AL
o 27 i EEE A S AE R CA UEH 3.

BRI, RS aRbn E EHE € — A CA R, &P i EIE R — ML ek
S5 avi,  DRIHG R A L B OO B T 4 2 FTE AR CA

MRS EEBE

ZEHIH T 1E OpenLDAP iR 55 4% € M TLS, 52X slapd fiv & BEAT 225
BL&, 7E/etc/openldap/slapd.d/cn=config.1dif it & X HECE .

2 RS B B0 A FH B ) T B SO A, 38 A2 /ust/local/ete/openldap/slapd.conf,
B8 slapd J& o s ZE ORAFIC B, PRAF H K /ust/local/etc/openldap/slapd.d/

LR &5 T8 57 SSL ORI RA RN, Br 1 TLS mr&4h, &/ EAENRS
aigy SSL AT H— N I, — Mk 15 /2& 636 i [ - 4 /etc/sysconfig/slapd A1,
IS I0 1daps:///ZFFH . $85E SLAPD _URLS 74 URLs.

olcTLSCACertificateFile

olcTLSCACertificateFile #7248 %€ J Privacy-Enhanced Mail (PEM)gwfid 1)L
e, BERER CAUED. HWT

olcTLSCACertificateFile: path

path NS CA RIS, B0 WA AE A Mozilla NSS Hyidi, #]LUZIES
ZFR

olcTLSCACertificatePath

olcTLSCACertificatePath iy 445 & 7EAN [F] SO HR AL 2 B CA IR A7 B
Ko % H XA OpenSSL ¢ _rehash BEATHE L, A= Bidi m) SEFRUE 15 SC ARz,
— /M S, 8 olcTLSCACertificateFile 1F At

B 40 Mozilla NSS #%8 F , olc TLSCACertificatePath 4% Mozilla NSS # ¥ /%
AT GRAR T BT . EXFIFH T, ¢ _rehash 72 AT E .
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fFRHWT

olcTLSCACe rtificatePath: path

;. A4 olecTLSCACCertificatePath Mozilla NSS
J# T Mozilla NSS, olcTLSCACertificatePath 15 7€ H 38845, 1% H 3405 NSS
UE TR B i SCA:

olcTLSCACCertificatePath: sql:/home/nssdb/sharednssdb

certutil iy FI kR4S NSS B -8 CA iEH

certutil -d sql:/home/nssdb/sharednssdb -A -n "CA_certificate" -t CT,, -a

-1 certificate.pem

DL ERIar a7 —A CA iE$s, Bl PEM-formatted % \fR1F, #T N
certificate.pem. -d WEIHEEHHEE H%, ZHXES NSS IEHME A,
-n JETE BUEPB LR, -tCT,, EEZIEREEER, 78 TLS &/ i fl ik 55 4
A . -A WINCAFERIER R UEBEEREY, -a RVFEH ASCH #% X AF 5
N, -i % certificate.pem i ANAEZ 625 i1 2 -

olcTLSCertificateFile
olcTLSCertificateFile 7y &5 L7 slapd Ik 55 a8 UE T i) A4

olcTLSCertificateFile: path

path A5 slapd ik 5525 UE 5 1) 34, 2R A8 F Mozilla NSS, SUNUEF 4 FR

0. JEit Mozilla NSS i H olcTLSCertificateFile

2448 F Mozilla NSS FIE 45 5C 8 04 i SCF A1 olc TLSCACertificatePath i 2
olcTLSCACertificatePath FH K45 EUEBHI IR B 5, FIH NSS Hdf o4 n]
FHIIES

certutil -d sql:/home/nssdb/sharednssdb -L

WERE—ET, BeErEHALE#HZ% olcTLSCertificateFile
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olcTLSCertificateFile slapd cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile iy 245 & X4, & A& AEH, RAMAFIRAE
olcTLSCertificateFile FJiE 52 ULEC I o T A SCREINE I FASH, BRIz SO 4 40
WA BRI -

olcTLSCertificateKeyFile: path

2% PEM WE 52T, path & ARV U R 12 2448 H Mozilla NSS B,
path & ¥ — NSO FR, Z A E olcTLSCertificateFile 4> fi i€ L1
205 (2% FHI{EH olcTLSCertificateKeyFile 1 Mozilla NSS)

#ltn:  f#H olcTLSCertificateKeyFile 1 Mozilla NSS
Z{E ] Mozilla NSS I, Zdr & & — MR AR, ZXHE8
olcTLSCertificateFile ¥ %€ FIE 15 [ key I 15,

olcTLSCertificateKeyFile: slapd cert key

modutil 4> HENS F K A2 A PRI B S NSS Hiodfs o S0 5

modutil -dbdir sql:/home/nssdb/sharednssdb -changepw

2P i E

BC B S AF /etc/openldap/ldap.conf £ RFEH & 4R, WHAERIMKH P T
~/.1dapre FC & AT E SR E

AR A B84 7T LAAEE — A SSL i%E$#:. 1E OpenLDAP 1y 4 Lb 41 1dapsearch
ldaps://F4F Hf B ATE A Idap://o 1% Ly -8 F Al 55 45 i B A 1) SSL ¥ 11 636

TLS_CACERT

TLS_CACERT #4552 — 3, W& % um iUl B Fra FRE . Z2hRE
25 [E) T IR 45 28 1) olcTLSCACertificateFile v 4. TLS _CACERT M % fE 34
/etc/openldap/ldap.conf H TLS CACERTDIR 3% I i #% i 7€ o

TLS CACERT path
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path: CA iEH 3 fFig1%

TLS CACERTDIR

TLS_CACERTDIR fir 2 fi& /€ E AN R SCAF AL 5 5l CA I A7) H %o BR
olcTLSCACertificatePath 7 2 J51L. % H %42 OpenSSL ¢_rehash 34T 3,
F3Z Mozilla NSS #if U845, EXFHGOLT, ¢ rehash & A FF 21

TLS CACERTDIR directory

directory: L7 CA UEI HxEE . M Mozilla NSS I, ik 58
s S AT

TLS _CERT

TLS CERT #8730, B &% HHE. %4 RA1EH 1~/ 1dapre SCAFH
ita € . 1F MozillaNSS ~, Zan &€ RIS NA T, H TLS CACERTDIR
2 RIE o

TLS CERT path

path: 2/ UiiE 530 IR AR, BE & NSS Hd PEiE 1 i 4 8K

TLS KEY

TLS_KEY f& & 6 & FA A 8IS, FAEH 2 IEEC A7 //E TLS_CERT #85€ HIUE .
ZIRERIAR S 28 olcTLSCertificateFile 2L, M B ST A SRR, BT PAiZ T
PR B NOIRY, 1R TR BEAE i~/ 1dapre SCIHHFR E -

{8 H Mozilla NSS i, TLS KEY g —/fF, SERHARNSEM, Hk
{#¥" TLS_CERT $5EMIETS . ThEER olcTLSCertificateKeyFile 5181, & m] LL#
F modutil iy & & #L % 4

TLS KEY ff U~

TLS KEY path

path: 7/ SmiE S SCAF AR, B 2 NSS Budfs e b i 85 S A4 K

6.2.3.5. &H &M
& A N ERE, M—> LDAP k5548 (provider) £—NEE
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NHE IR S5 2580 P i (consumer) o — 1 provider #4473 H 3¢ 5 #1 & consumers,
RSB B SR BE M consumer %4 2 I 55 &0, BRIH—A consumers 7]
PR 24— provider. —™ consumers A] AANZE —/~ LDAP k%5 %3, ‘&0 LA
AN 2 — A% i o £ OpenLDAP, 5 Z A &A1 20, 5 WA mirror A sync.

RNT A EFEFW &ML, FEA provider M consumers [
Jetc/openldap/slapd.d/iEFf LA T Ho A —Fhfk =

olcMirrorMode

olcMirrorMode f# A mirror £ {7 5 X

olcMirrorMode on

Hrh serverID 2415 syncrepl —E#FE E -
olcSyncrepl
olcSyncrepl 1 ] sync #5355

olcSyncrepl on

6.2.3.6. NN 5 v

& DUAdE F sh A i e F R 38558 slapd iR%5. 7EBRCE slapd A, =] DA
1% F--enable-modules % WK AC B AL W] DA ST FE AR . BB CRAFAE 1a 25 113
s,

module name.la

J S A7 P B A 2 N0 LDAP 13K o J5 Ui WS O 38 22 slapd B0 4 AR
SRR, ENRE S mE. XT)EE, LN AmALAE

back backend name.la

T INEAEHRAN 5 ¥, {E/etc/openldap/slapd.d/idE
olcModuleLoad
olcModuleLoad ¥& 7€ 2 25 N %% 1A B

olcModuleLoad: module
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module: —/ICPFELEARER G I, 5 BN

6.2.4. fEF LDAP RLF ) SELinux K&

SELinux 72—/ linux A% SEBLE — N s il O [ di bl . BRI,
SELinux 2x#HZN i OpenLDAP k%548, N 1 RVFN L LDAP JEiiE,
SELinux [ allow_ypbind 4% Z #¢ & N 7 H B9 . K £ 8 H 7
authlogin_nsswitch_use Idap /& FLVFIT. LU TR 2BuE 4

~]# setsebool -P allow_ypbind=1

~]# setsebool -P authlogin_nsswitch use ldap=1

PRI R IX IR EAE RS E R EARREA R

6.2.5. IZ4T OpenLDAP FR%

ZER T EAES). Fik A 4 HT LDAP IREIPIRE .
6.2.5.1. BB

{5 root #LFR, F¥)& slapd k55

~]# systemctl start slapd.service

f8H root BLFR, BeEITHLEZN slapd 55

[root@ft4 slapd.d]# systemctl enable slapd.service
Created symlink from /etc/systemd/system/multi-user.target.wants/slapd.service to

/usr/lib/systemd/system/slapd.service.

6.2.5.2. {5 1EHRSS
Z1EARSS

~]# systemctl stop slapd.service

BEITHAN A S 55

[root@ft4 slapd.d]# systemctl disable slapd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/slapd.service
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6.2.5.3. HERS
E=)iE

~]# systemctl restart slapd.service

A EIERS, B EHERRS . FHZaSEHNEAE .
6.2.5.4. MBI ITIRE
KA slapd fR 551217 RES

~]$ systemctl is-active slapd.service

active

6.2.6. BLE RGfFH OpenLDAP {EAKE

N T HCE RS % OpenLDAP {EAKAE, #ifRFTH %3S E LDAP IR%
AR P ImLE LA %S, BAREESH RN 6.2.2 %3 OpenLDAP Al
6.2.3 i E OpenLDAP x5 %% . 2% im b, AT

~]# dnf install openldap openldap-clients nss-pam-ldapd

6.2.6.1. IR IHMIEIFE B2 LDAP #% 2\
TR T HARM TFZ shell 1 perl A, 7] LLHE BIIEFE IH M IRIE(S B
LDAP #%3{. Z¥ixsty, mAuh:

~]# dnf install migrationtools

7B 5E fE o, M OAR A7 At H 3 . /usr/share/migrationtools/ . i
/usr/share/migrationtools/migrate_common.ph {4, &2 LA 47 25 F R LG 24 /1
15

# Default DNS domain
$DEFAULT MAIL DOMAIN = "example.com";
# Default base

$DEFAULT BASE = "dc=example,dc=com";
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o, G ITRENELE. i, 1217 migrate all online.sh A,
fEREAN I, W E dc=example,dc=com

~]# export DEFAULT BASE="dc=example,dc=com" \

/usr/share/migrationtools/migrate all online.sh

HE (RN IIARIZATIE RS I P Bl i, 5K 6-10 H 1) LDAP i
BIHIA o

F/ 6-10 F K LDAP T A

BEFENRS  LDAP REREAT A FH BT RAIA
/etc flat files yes migrate_all online.sh
/etc flat files no migrate_all offline.sh
Netlnfo yes migrate_all netinfo_online.sh
NetInfo no migrate all netinfo offline.sh
NIS (YP) yes migrate_all nis online.sh
NIS (YP) no migrate_all nis offline.sh

E2ffHIXEEA, 2% README Hl migration-tools.txt X4, 17 JHAE
/ust/share/doc/migrationtools-47/H & T .

6.3. SCHRITEIRS2R

XA AT FEA4H Samba FI 22 MELE, — Server Message Block (SMB)
A1 common Internet file system (CIFS) WM FIFFIRSEIN, vsftpd, HR 7R A = 2 ik
Za P E RSN FTP RS5as. boh, AH T EAFHITE RS2 TR ERE
FTERHL.

6.3.1. Samba

Samba bR linux FJ§ windows EFITH . 5L 7 SMB M CIFS #pil.
B RVFANE ) R G845 Microsoft Windows®, Linux, UNIX %%, 5 [ 3T windows
RIS FIFTERALAL =2 . Samba 1) SMB 81 25U, windows Ik %545 5 windows % F
Uiy —

samba % %%

~]# dnf install samba
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6.3.1.1. Samba /%

Samba JE—/MREEMALE, 1ERTEEEM Linux IRGHEFETE Active
Directory (AD) i &R DMEN— M gidm il a%, B 2 5 A I 52

Samba RER A4
AR%S H M0 Linux, Unix Fl windows %% 7 it 0 T ER AL
170 B3 DX % 30
Windows 3BT 5 B0 1F 6 5%
P2t Windows Internet Name Service (WINS) 44 FR Ak 5 i1 77 %
Windows NT®-style Primary Domain Controller (PDC)
Backup Domain Controller (BDC) for a Samba-based PDC
4 IRk 55 4 B A
HN Windows NT/2000/2003/2008 PDC/Windows Server 2012

Samba AN BEMAT A

> 1E3 BDC #4{ windows PDC

> AR RS A AR
6.3.1.2. Samba LR AH GRS

Samba & H =ANsF R4 A (smbd, nmbd T winbindd) . = /MRS (smb,
nmb 1 winbind) #EHIFE TR RS, AFIEAILEHER RS ThRE. Xk
YERNAFEE init A . CUR A A9 bR

smbd

JIk 5% %5 3 smbd 5747 E R4S windows %% iﬁﬁfmﬁtiﬁxﬂsﬂl ITENIRSS - 3 4h,

BRI SRR, RIESUE, BRIt SMB . BRART, RS A

2 SMB &4 14 TCP % [1 139 £ 445, smbd 5743 R 2 4l smb IR 45 5

nmbd

nmbd ~F ' BEREXS T NetBIOS 44 KR 55 (1135 K (SMB/CIFS in Windows-based
systems) AT H AR N, XL R AFE Windows 95/98/ME, Windows NT,
Windows 2000, Windows XP, 1 LanManager 2% /7 ¥iij . BRIAARSS %3 1592 NMB £ 45
Ui 42 UDP % 1 137

winbindd

winbind i 55 fiff ¥k 1 M 7 A4S B NIE AT 4E Windows NT, 2000, 2003,
Windows Server 2008, or Windows Server 2012 HR55#s LRI A 8, 1XAH 15
windows H FAIZLE S REBEHE UNIX V&Rl X248 Microsoft RPC calls,
Pluggable Authentication Modules (PAM)#/l the Name Service Switch (NSS) 323 .

YV V.V V V V V V
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X fo¥F Windows NT 1Al Active Directory [ J7 4% 24 UNIX F F #EAT#:4F. B
SR Samba 4T T 4R, {H & winbind AR 55 &1 smb 43 34T 51 )

ZEHE Samba HLE

& AT LAE A Nautilus 57 217324 7] F ) Samba L=

Iz
AR, FTEXS Samba HEFATHEIRIE, FTFEAMH root FH &%, W4
R

mount -t cifs //servername/sharename /mnt/point/ -o

username=username,password=password

1% 2% sharename % % A H/mnt/point/ H 5%

6.3.1.3. FiCE Samba iR % %%

BRI IC & ST A fete/samba/smb.conf foVFFH 7 U7 ) BT home HxAEN
samba F£ = o ‘B A] LUASL = P EC B 4 AT ERALE N samba L 24T EOHL. S8A] DAAE
R M IN— AT EPHLIH HiEid windows HLASHTEN AR Ph .

KERCE
il B Samba {# F EEH:1, A PAZ% http://www.samba.org/samba/GUI/ .
WmAITHCE

Samba i ] /etc/samba/smb.conf 1F AHC & . BEIXMECE WG, FE
i J5 Samba A BEUE LK

~]# systemctl restart smb.service

&8 5 windows TAEZLF1 Samba il 555 4776 HOFHIL, Zw#H/etc/samba/smb.conf
A
workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER

1E linux 24 6% Samba L= H 3%, fE/etc/samba/smb.conf X4 H I LA
THZ:
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BRI

iln: Samba i 55 %3 I &

[sharename]
comment = Insert a comment here
path = /nhome/share/

valid users = tfox carole
writable = yes
create mask = 0765

W ARV P tfox Al carole i IY Samba % S i X Samba AR 5% 2%
/home/share/ H 5347 152 5 #4F

kR

InEs B2 v A R, BRI i s i o B8 22 4 o A — M N85 2%
MR, fr i

smbpasswd -a username

6.3.1.4. JaEhF1=# Samba
Ja &)

~]# systemctl start smb.service

KM

~]# systemctl stop smb.service

HA

~]# systemctl restart smb.service

condrestart (FFEKM FTEB) EYITIELEBITHEN T4 2)/E3) smb. X
AT A R AR B K, St kg s mnE, BASEsh.

~]# systemctl try-restart smb.service
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HHTE N\ Jetc/samba/smb.conf B B A, AR EHITIRSHES, W

~]# systemctl reload smb.service

THHLE R 30

~]# systemctl enable smb.service

6.3.1.5. Samba %4

Samba A P2 44553, share-level Al user-level. share-level 2443 T,
User-level 7] LU =R AR SLIL T 20, X 2677 SRR 22 A=

User-Level %4

User-level security s& Samba BRIAHEIENECE . BI{E security = user %A 1E
/etc/samba/smb.conf FLE AFHFIH, EREESYATH . MRS T i
[ 4 AEE RS, 28 7 i £ 4 B L S (R IS RE % AN 75 2448 € %1 . Samba tHHE
SRR BIE T P A AVE RS G KR . 25 7 il F — N B UID ZEF C5e
EHPRES o

/etc/samba/smb.conf SCAHT, security = user B¢ & user-level security

[GLOBAL]

security = user

Samba Guest FL =

&2 21, share-level security 3 C AN TTE . B A B E Samba guest
=, AEH security = share 3. S LI T L 1E.

24 ECE Samba Guest FLE
1) BIEH P RLE SCH,  fin/etc/samba/smbusers, ESIITEL AT

nobody = guest

2) f&f/etc/samba/smb.conf, AEAfH valid users
[GLOBAL]
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security = user
map to guest = Bad User

username map = /etc/samba/smbusers

username map: 1 G IRIEE

3) 1&M/ect/samba/smb.conf, AE A H] valid users

[SHARE]

guest ok = yes

NP2 4H e user-level security SEH 7 7,

Domain Security Mode (User-Level Security)
FERXFITEUT, Samba S5 A5A — MLAIK S (domain security 5 F 1)K
5, PrE KRS R AT i i G AS . Samba RS FREAE NI, FHE
Bt B /etc/samba/smb.conf.

[GLOBAL]

security = domain
workgroup = MARKETING

Active Directory Security Mode (User-Level Security)

fRWEH —> Active Directory 855, MIAIAEN— AR 722 AT RE
RIS 22 4> SR G FR 1 ffF ] NT-compatible JaiE#HY, Samba Mz 5525 o] LAIE AT H
Kerberos I\ ADS. Samba 7E Active Directory member 1%z T 7] PA$% 52 Kerberos
tickets.

& 24 /etc/samba/smb.conf
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[GLOBAL]

security = ADS
realm = EXAMPLE.COM

password server = kerberos.example.com

Share-Level %4

FEAZIEIUT, IS5 as NZ 2 IR — AN A WA - A B RS . IR Ss 4=
W — A DG A L, MROBH P 4. 2 E T H, Microsoft
Windows %% J' i #e 4% share-level security x5 %5 . 180 D& #E Samba 5% . T
BT security = share W AHE 2K user-level security. UWIRAMEH, ES%
User-Level 241 %]: BLE Samba Guest 3=

6.3.1.6. Samba [ 4%l

W 2% 3 W5 {8 5 Windows A1 Samba JIx 45 #% H I /£ Windows Network
Neighborhood #', 7E Network Neighborhood Hf, Hr55#%H H CHIEbR, 7K
b, RS AT T B3 ATT EDHL AT AR 2.

[ £ 351 %0 75 2 NetBIOS @i TCP/IP. NetBIOS-based 441 Ff UDP & 1%

BSE R ARG . BT NetBIOS M1 WINS {4 TCP/IP 4144 FRfif vk 7 525

RIITIE, HERBInERS S (ete/hosts) B DNS 2 2 ZiEAE FH ) .

AN IR 32 0 U R 5 A AT AT I e R A T 30 0 R 55 A USCEE AZ R BT A
WYEFER, PR AR 2R ) ) AT DAAH B0

C RN

BIAHT, — A Windows g 55 %8 PDC 15—, 2 123800 32 0 5 IR 554
Samba Ik 55 a5 AN B A — 4> 3230 B ik 55 4 o

EFZ WA, ALE Windows IR55#% PDC, [k, Samba r55#8 AT LIAE
N AAH N SR 55 8 . T & /etc/samba/smb.conf SCAFAE A — AN b 3 3 W AR 55
& (BAMEDY), RESEMAREREL (B 6.3.1.3 BLE Samba 5545 .)

WINS (Windows Internet Name Server)

Samba 1 Windows NT it %525 7] A#EAE N—/ WINS JR55 %% 24 WINS AR%%
BN NetBIOS —#2 i I, UDP 1£4% GES 1k 4 & A WA 4% vh 70 VR FH 44 PR i 4
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& WINS k55450, UDP ££3% R BEAE 45T T AL A se e gl k 2 H BT,
AR BRUFEE WINS &0 DiGe, ANEEH Samba 1E TR WINS k%5 %,
K24 Samba A~ SCHF WINS #1477

7E—A> NT/2000/2003/2008 fi %5 %% 11 Samba ¥ & 3455 7, #7748 F Microsoft
WINS. 7£E—MHH Samba MHI5H, HEF{HH Samba /£ WINS.

T fiE— M Samba 1F 5 WINS R 5548 11511

Bltn. W E WINS RS 5%

[global]
wins support = yes

6.3.1.7. Samba Distribution Programs

net

net <protocol> <function> <misc_options> <target options>

net 1y 2 )8 H A 7E Windows #l MS-DOS R&H KMl H—NSHFeEm
AAFE P protocol 3T AT LA ads, rap 8% rpc. Active Directory 1 i ads,
Win9x/NT3 {# F rap, Windows NT4/2000/2003/2008 1 H rpc. fE 4 protocol i Jii
WARIE, net 2 H AN ZWfE .

NHEIT 578 T EWL44 N wakko )R] 3L E.

~]$ net -1 share -S wakko

Password:

N TR T wakko LAY Samba F 7 B

~]$ net -1 user -S wakko

root password:

nmblookup

nmblookup <options> <netbios name>
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nmblookup FJ LAf##t NetBIOS #FREEH# N 1P Hikik. 2000 H £ T 2> i
A B 2A B A ENLE .
N AT R NetBIOS & FK trek 1 IP Huhik-

~]$ nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit

pdbedit <options>

pdbedit T H & H SAM B E A% K o BF A 1 )5 S 0045 32 FF smbpasswd,
LDAP # tdb 4 ¢
R T A, MR R

~]$ pdbedit -a kristin

new password:

retype new password:

~]$ pdbedit -x joe

~]$ pdbedit -L

andriusb:505: lisa:504: kristin:506:

rpeclient

rpeclient <server> <options>

rpeclient T H ] @& By 28 Microsoft RPCs, 1XAME4:AIiE Microsoft
RPCs & A FH A8 F Y

smbcacls

smbcacls <//server/share> <filename> <options>

smbcacls Tl H &4 Windows ACLs S A4A1 Samba $£ 5 /1) H s 834 /& Windows
R 5525
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smbclient

smbclient <//server/share> <password> <options>

smbclient & UNIX &R Gl HHI& i, THREF fip 54l

smbcontrol

smbcontrol -1 <options>

smbcontrol <options> <destination> <messagetype> <parameters>

smbcontrol Tl H & i%E#E#|H B KiE4T smbd, nmbd 5 winbindd ~FH i FE .
smbcontrol —i & H iz 17, HFHI 2T R E TN

smbpasswd

smbpasswd <options> <username> <password>

smbpasswd Tl H & H 0% %05 . 1% H Re e 4 H S ST E 1A PR
A8 H P E B E O Samba Zi5 .

smbspool
smbspool <job> <user> <title> <copies> <options> <filename>

smbspool Il H /& Samba —-> CUPS FARIFTEIE . BEARH IR E N CUPS
FTEINL, smbspool A] LAFIE CUPS FTEINL—& i H -

smbstatus

smbstatus <options>

smbstatus Wi H 7~ 4 Ff Samba EHIRES

smbtar

smbtar <options>

smbtar F£ 7 AT 3T Windows FLZCAERTH R A& MK E . BRI tar Ay
AL, PHEANFEE

testparm
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testparm <options> <filename> <hostname IP_address>

testparm F£ /3 7 /etc/samba/smb.conf SCAFIETE, RUER) smb.conf 77fif
EERINMLE  (Jete/samba/smb.conf), MIANFEEFEE . f5€ EHLLM P Hihbgy
testparm F£/7 1 2% hosts.allow 1 host.deny X/ & ECE IE1 . testparm F2 /7 7] LA
7R smb.conf SCAFFIAR S &R FNAENNASE o AE R RI I T LLAS '8 & 50 1)
MR HIE S . i

~]$ testparm

Load smb config files from /etc/samba/smb.conf

Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[html]"

Loaded services file OK.

Server role: ROLE_STANDALONE

Press enter to see a dump of your service definitions

<enter>

# Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size = 50

socket options = TCP_NODELAY SO_RCVBUF=8192
SO_SNDBUF=8192

dns proxy = no

[homes]

comment = Home Directories

read only = no

browseable = no

[printers]

% 130 W / #£251H



FoEN B BB R IR 55 SRR RGEVI0 RGUE BT

comment = All Printers
path = /var/spool/samba
printable = yes
browseable = no

[tmp]

comment = Wakko tmp
path = /tmp

guest only = yes

[html]

comment = Wakko www
path = /var/www/html
force user = andriusb
force group = users
read only = no

guest only = yes

whbinfo

wbinfo <options>

wbinfo £ £ 7~ winbindd sFH 3R E B . winbindd FERE LA IZ AT HT .

6.3.1.8. LAt BTk
LAY
/ust/share/doc/samba-<version-number>/
ATLAEFE man T
» smb.conf(5)
» samba(7)
» smbd(8)
» nmbd(8)
» winbindd(8)
A I R 2k

> http://www.samba.org/
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> https://wiki.samba.org/index.php/User Documentation

> http://samba.org/samba/archives.html

6.3.2. FTP

ZEATE S E FTP WL vsftpd (Linux 524t FTP ARZS2%)

FTP i F 2 7 - Al 25 i AR A 82 kAR i ST A4, A6 TCP 8 0. Ry FTP
fe MR, AA SRR P AT IR . T IXANERE, FTP &
WA Z ARG BRARRERIEN FAEBEH . B FTP fEMZS 2
EFHRATH, CEEWHRSZX. Fit, ERN—AEFHEG, FEAEE M
REREE o

XTI T EARE vsftpd KEL 2 2EEEY TLS MUE 4
SELinux Kinss FTP 24, FTP [ — AL AR 72 sftp, /& 1 OpenSSH
A TR EARSREN S £ OpenSSH it & DL SSH #43, 152 % 5.20penSSH.

AFETHED, FTP FEZA U A GIER TAE. 4 FTP &/ i r—
B FTP MRS 280 IR, & 3T FFun 11 21 7EAR S5 2 iifi—— 3 il 11 o XA oy
I R Rk i 2 RSS2 o A MR S5 45 i 1) 7 i P 50 17 SR Hh 8 1T IR 4K
vty 1A% 80 o B0 e Hz o 11, DA S B e 2 W) s A i T 2% 7 g 14 SR a2

active ¥ passive 1z,

active mode

Active mode /& FTP WhiUA& s b WU H 2 i R i A 0. 5 —A
active-mode HEAEHutk FTP % Fum#liait, MRS a5mafTF—A> 20 ¥ 45 1P
Huhk, F—ABEHLICRAU I T CRF 1024) . X ZHER RS & i bl g 24
DR SO VFRE S AR R 1024 Wi FERE . FAE A LM RIIGK, D K5
RARS 7 7 i B A% I AE A2 5 3 1) o PR X 62 7 B 77 K 8 5 o 15 5 A\ B s =A%
NSRS, FrLA passive mode #% & it Hi k.

passive mode

14 active mode —#¥, Passive mode f&# FTP & P i MIaa LI, M MAR % 2%
T REHE FTP % 7 i 22 W ‘B A87E Passive mode U7 EdE, RS #s(ER%S%%
SR TP HBEA—ANEEHL. JCRBLR I I OR T 1024). AR5 % P o 4 3
g 7R IR 55 a4 B N 80E SR IAE B

IR Passive mode B SEAF DA 25 P i 97 K 3 PR 328 12 v, e mT DA
T 55 2 i 77 2K 3 o S5 RT DAAE — AN IR 25 2 b 3a ik PR 1) (40 9 BB DG R A A g 1 £ FTP
k5525 bl i A . X R4 T IR S5 A I LS9 R R R e A
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6.3.2.1. vsftpd IR 55 %%
vsfipd W NTR. e ML 4, vsfipd J& 4RI BLBE = IR 55 2R R E R G H T
FTP IR 5545 . 25 9 Re g Ab 2K & i IE S B0 2 2

vsftpd Fr i H )22 B RH = A F 271 :

> 5 KR AURT AR R 7y B8 3 R — 7 i g A2 Ak BEAS [ 14 5%, B — A
HRRIEAT BAE 55 R 77 L dp /MR

> TSR TR AT 55 AT LU FH d5e /MR B AT A BE——F ] libeap e
PERRHE, 7 2 root FEAURLPR HAE 55 AT LAR NRFRL ) BERE AT

> RZHGHFRZIZATIE chroot T RERTRE, AT DLSCR R P AT I 2
PR R BN YT H 3. XA B AR chroot H3. 14l
n, fBdn/va/fip/ H 2L F H %, vsftpd &8 7€ /va/ftp/ NHTH] root H %,
YERN/ . X BB .

i IX e 22 i it 2350 vsftpd WHAT AR BRIE SR = A2 5200, R

> RBEREIBAT AN 7 e D IR A —— S BERE RE S BN A B TS e /NP A 2
W RS /M o TR A B B 2 5 7% P i A8 ELANUR AT el FH B AU SR 12 4T .

A 1) 75 ZER AR — /NI S AR b BE—— A8 Apache HTTP Server

—FF, vsftpd 73 K ITCHFBHF R R AL B AL NP RE . X SOV SRR R

A GE /AR AT

> A MNAERFR - BERE R 18 SR A 2 9l SRR P S
seilid socket, AFRARH FRARHE B S A A

> KA FTP %5 7 i 58 B2\ /2 78 chroot P88 F——PR N TR 2 3E
FEALH, EMTAEAELZHX TTAEARIR, R vyt & aeas vy a3t
EHX.

Ja s Ik vsftpd

L root FH 7 5 5%

J53))

A1 HERLIET R

~]# systemctl start vsftpd.service

~]# systemctl stop vsftpd.service

H A
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~]# systemctl restart vsftpd.service

ARMER, HEOLABITINE, 4R IiT

~]# systemctl try-restart vsftpd.service

BEITHLE R 3

~]# systemctl enable vsftpd.service
In -s "/usr/lib/systemd/system/vsftpd.service'

'letc/systemd/system/multi-user.target.wants/vsftpd.service'

FFJa vsftpd % ##% I

BIHE, — & THENLSWHRIE N2 2% FTP 38, IXMERI {2 & . vsftpd
2 7 & ) NE R BT 2R UL, DR B S f R & S

B, ST M & D BLL TP,

PR, FTP (351 DNS JR 5525 D200 B Ef AL 2% o

2 vsftpd W BN TP (5 RIS, R 2 B8 8% DL AR 18171 . N T K
vsftpd FEFEI) 2 52, —ANRFIR B IR Z% systemd service unit (vsftpd@.service) /&
# vsftpd ELER LAY .

N TERERS, — AN vsftpd FLE SRS FTP RS 43 522 75
LY, RAFAE fete/vstipd/ H 5% o 3X S80SO D I A ML B & BRI o
fete/vsftpd/vsfipd-site-2.conf), FfHIHA root ISR

R MEE, EZEWTSEAE R 1Py %%

listen_address=N.N.N.N

N.N.N.N 4 FTP 3k &) 1P bk R afd A 192 1Pv6, JU{# A listen address6
RWIEC & S DA A7 I fete/vstipd/ H 3%, B vsfipd #EFE, ATCAH LA

i 2 JA 3]

~]# systemctl start vsftpd@configuration-file-name.service

7E L B4, 1824 configuration-file-name A 7 2 HC & SCAE 42 FR . B0
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vsftpd-site-2, J¥&, .conf J5%4 e s it km.
R AR — kM B B 2 A vsftpd #EFE

~]# systemctl start vsftpd.target
~]# systemctl enable vsftpd.target
In -s "/usr/lib/systemd/system/vsftpd.target’

'letc/systemd/system/multi-user.target.wants/vsftpd.target'

i TLS %% vsftpd %42

TR FTP A A 224 (B SCAE 5D . vsftpd HERERT LS TLS
KX AL AT N . FTP 2 P g Wb 20 S FF TLS.

TERC B U vsftpd.conf % & ssl_enable A YES 1 7F TLS B2 ¥,

. ECE vsftpd /£ H TLS

vsftpd.conf Ft & 1

ssl_enable=YES
ssl_tlsvl=YES
ssl_sslv2=NO
ssl_sslv3=NO

# J3 vsftpd service 43¢

~]# systemctl restart vsftpd.service

Al LA vsftpd.conf(5)H man F T T 2 A5 2

vsftpd 1] SELinux 7 M

SELinux IS vsfipd P FE(LA S HoAth fipd iAE), & T —/ 5l vh
[, 7 SRVF FTP SP R vy M Re e SCHFE B 3R, 75 2200 Fe s A T 24 11
P2

Blan, N T REMSEE % L0, public_content t FREZF A2 B s HE 1 S
MH. A LMEH cheon fiT 4

~]# chcon -R -t public_content_t /path/to/directory

/path/to/directory &8 AE M BOARAE ) H K EE1R, W AR 7 — A B S0
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M H s, B A0 Bo — A FFAE I FR %% public_content_rw_t. BRI Z Ak,
allow_ftpd_anon_write BTN BN 1, f§H setsebool fr & W E

~]# setsebool -P allow_ftpd_anon_write=1

SR EA L P FTP 15 1) home H 3%, 7583 7A] RIS = 2R 55 a3 A F
REH XA ERE W E, fip home dir ETUNAIEE N 1. U0 vsfipd L LA
ML AT, AR BB s RS B RIERAT XN RRE R RE,
ftpd_is_daemon WAZIIEE N 1.

6.3.3. ITEIRE

ITEN B E T HRDRATEINLEC R, 4E973T EDHLAC B S0P, STENHRIA H 3L
ITENILIEATT ENALE 2R

Z L HAEHE T8 Unix ENRIRSL(CUPS). A1 SRARFH I 5 G2 S il iR
WU = IR 55 SR AE R GL BOR, (A CUPS, FETHJUE AR & TRAFIT EIHL

=
HCho

JEBATERHLEC & T A
MAT2AT AT ENNLAC & L E, %\ system-config-printer, ] EIHLACE L HE
JFEl. BiERTIE->PERERF->TERE, TEPRE TRFEsm A,
}TENGH — localhost EX
iRS#(s) fTEDHL(P) ZEAR(V) #HEI(H)
C
FTERSAH, ExaitBiPEmERESHEERIZ—
RS,
BEES EiE

RiER

& 6-1 ITENRE

6.4. f#HH chrony Z4ECE NTP

FE AT ATk, CREFFEFA RN RS AR E ), XARZEK. Fl, 2%
by AL RO H G TR RS TR I TAVER R . 7E linux RGEH, NTP Pl s7 4t
IS ATAE P 2 (B S

FH P 25 (8] () 57 47 3R SIS AT A AR B A 1) R Gi i B o RGN Bh RE S (T H 2
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P Bh B2 IR R RIS (] HERf . 8% 148 A Time Stamp Counter (TSC). TSC &—4
CPU Zif7- s F RS BAL . e R TR, ma He R 3 .

B TFPHEFEREEE, ntpd A1 chrony, >KE ntpd F1 chrony f. AFif#iid
A1 chrony 114 B8 F () 55 RS 3 oK BE 5 RSB0 RS AFF S AR G K A M 284K

6.4.1. chrony Z4/+H
Chrony IZATEH P 2 7 R M 21T T, KRG WREH ML,

SACTAR Z 1 [ @E R ntpd KX R G ]

6.4.1.1. ntpd A1 chronyd % 5+
B F B A2 5 T SRR 8P ) 535 . chronyd G862 L ntpd 50 58

if.

> AANEER N TR] I Re s (Rl ER I IR U7 19 I chronyd RERS TAR B4R 4F . ntpd 7522
AT RS (] S HE A RE S TR 4T .

> chronyd R 7E W 45413 i TAE 4

chronyd 38 & R LA [E] 235 B e B8 R A0 5 4 14D N (DR 52

> chronyd REH%7E I B I T8 58 SR A0 A IR TG I B, 49 4, T o AR 3% 8 11
FEAZAK, T ntpd 7] A 75 ELARAC I TA] A4 g P & R T 2K

> TEBVAELE T, fERSGEshENTEEZF I, chronyd WA B ERH, AT A
FIELHARIZ AT . ntpd W AT DLEC & 9 AN [F A2 I 1], (806 25048 T AS [R5
OB IX 25 — SE R

> 1 linux #ER %8 I, chronyd B89 7E—ME KRB TE IR R [AE % . IX o
BAE— /MR B R E LA LT EAE . B, fE 2B RIAL L.
chronyd BEWZfi— 1L ntpd ASBEA )1

> chronyd SCREAIST 26 B AR IE R ME— 5 5 & F3h i o 9, e & 2 01 G
Iff. chronyd RERSAEANF B EFrh ke & HEF IR E S, IR 2 8%
ST [R) 2R

> chronyd $2 it S RF T AR U 2k BUA 25 1R T B2 ST IR e A8 420 Ao 4P 0 AL
e K PRI o e AT DA X S A £ 2R 45 8 BN I A AR e I TR AT T S
(1) ST B Bk R R A E . B AERT A ATLE Linux.
ntpd A LLfi chronyd A~ B fif (1215

> ntpd CFF NTP hieA 4 (RFC 5905), H#E) #k, Z 4k, manycast 2 i Al
55 e, AU S &8 STRFAA 1 B By B IE 7 585 T 2 BN 8 (RFC 5906) .
chronyd ff ] NTP JiiA 3 (RFC 1305), FEMA 4.

A\
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> ntpd AUIEFL S HE RSN chronyd M T HAR I B 40 gpsd, Vi A %
PEHIZEm B

6.4.1.2. NTP P4 @ FEnIE#:

> Chrony 7] DA% [EEIX B8 R 458 {8 F , 3X 08 38 4 o 40 5 80 45 B ) kb 1 32
MEHTEREMN L, Gl BN R S .

> NTP sp3 e (ntpd) MZFEEHELE REALH RS L. KRAETHEMH
IR B 1P, BUIAT & 1 B E B s . 1Y) Autokey BRI, B %5 REAE H ntpd.
chrony {AX SCRERTFR B S S 38 F, 1 MD5 8 5 & 17 I iE RS (MAC),
SHAL 53 56 3 (e 75 B9k . 1M ntpd 38 32 35F Autokey W EHML, ZHRSCAT LA
FIH PKI %248, Autokey £E RFC5906 H45 ffiik

6.4.2. HEf# CHRONY KIHAE
6.4.2.1. Hf# chronyd

chronyd /& chrony FI~F#iERE, BATEH P 6], REIBITENZIN RGN
B, e B I AN EYE, A8 NTP $hsCRIEAT IR . 44851 - AT,
chronyd W18 FH B¢ J5 BT AT REE SO EE . B8R BA#E chronye FaifE T2
Mo
6.4.2.2. #f# chronyc

chronyd /& chrony H5F4P#EFE, AT LA dr 24T 4044 chronye %4 XA~ T A
feflt 7 — g SRR N — L ar 2 T LA chronyd #4775 . BRIAIECE
chronyd {XAIZUCA Y chronyc #i74>, chronyc FJ AL & A chronyd 7] PAFZ 4k
#dzii . chronye A] LUIZARIEAT 556 —MECE chronyd B3z im e se. 1P Mk fo
VFZEES chronyd N ™R35 H

PRA# chrony L& v 4

chronyd BRI\ FIEC & S #F/etc/chrony.conf, -f I A] PA$E /& —ANAC B SCHF 1 %

Comments

Comments should be preceded by #, %, ; or !

allow

FEFERT, TR DTN, TMEFE MR IERE — G UEN NTP k55451
Plds. BAZA R,

Bl .
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allow serverl.example.com

W ENAL, fEE DI, IBITIER

allow 192.0.2.0/24

88 — 2% ST IR

allow 2001:db8::/32

fg & — IPve6 ik

cmdallow

Z A2 A allow fr 2AHL, BR 7B SRVFREE 9T B EAL SR QA
& NTP % i ND . (il N, EEJE chronye RefEizfT7EHE EHL EIFH
Refg I I AR BN LIERER] chronyd) i iEVE A —FE) . cmddeny all 4 F

cmdallow all 522510,

dumpdir

TRAF- chronyd JIR 55 55 J B & g 52 H s B84

dumponexit

iz 2 218471, ‘© R B chronyd 2209 Bt A R B ) YR CR A7 I 2 1) 73 5
local

local KA 42 LV chronyd I8 2 7 s e IR Sy N EAT I [R] [F) 22, B &%
208 . 1 ZIE NG H W RIE master ENL EAEH, fE— ML, F2
THENLTFRERFRIY, master FHL T 28 T 3han N\ CrBFHERA I A]

Bl

local stratum 10

log

log fir & & W L5 B Z D Hd. BRI bl Nkl
measurements

ZIEIE S T IE LA G S, A2 measurements.log S
statistics
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ZIATIC K T [EHAEPEARAE B, AR statistics.log SCAF
tracking

ZIETLR T RS e sidin R At th, AR tracking.log SCA
rtc

XAMEIHC T T R G SE 845 S

refclocks
XANMELULSR T RGNS JESH B E, A A refclocks.log.
tempcomp

AN B N R G AMEE R, ARl tempeomp.log S
log H BT CAFAFIAE logdir $5 7€ B H %

log measurements statistics tracking
logdir
8 5E H AU H 3%

logdir /var/log/chrony

makestep

WH, chronyd RERE 7 K IE L e SOy o, (6153 RGBS A LA I
A2 . ERREERFETE LT, RGN P RES IR IR, SE0Z MBS R H R
KA TR TE RGeS B o 2484 5| chronyd 8 1 88 1K T AN BN 22 3 1
BRI, (HRAFLERDY chronyd 5 i Al I 15 € R (Al {8 A S R &5

BRI, VA 52 I b R N A AR Ak

makestep 1000 10

maxchange

ZIRLSRIRE RN ILmE R, HWEE R TIRERRIE, chronyd #27K

FIFHIBH, W ERIES syslog

maxchange 1000 1 2

B ANIBERS, chronyd KA B — NI WAL BRI ER, o2

2 KT IR A% A I
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maxupdateskew

chronyd fIE55 2 — #it A2 BEA T HIR 1 5 THEN LRI Bz AT {0 PR e L
% . maxupdateskew ZEUE M E LTI ET 2GRN BE, SREHELT, BIEZ
1000ppm, & 24T

maxupdateskew skew-in-ppm

noclientlog
XN HESE, &)/ AL log H&
reselectdist

1 chronyd e[RRI AT A SRR, 0K B8 B i N P EE S . SRR T
TG 0 1) E T e A SRR A AL ) B B I, — AN SE R BE B AN . BRIATE LR,
FRE R 100 1D

A

reselectdist dist-in-seconds

stratumweight

stratumweight i 2% & 24 chronyd M AT R IR RPN, BN E NI
iz /bR RIED . BRUAH T, CentOS H1E A 0, il chronyd fEIEFIE
I 2 U5 ) R 2

X h

stratumweight dist-in-seconds

ERINTEOLR, dist-in-seconds SN 1 b
rtcfile

rtefile 1845 LT — NI HFR, %304, chronyd A DLARAEFREE RESEH
SIS ISP R HERR R (RTC) S 8. 1B R A% R

rtcfile /var/lib/chrony/rtc

rtesync
rtesync f84 ¥ A — NN, EiZERF, KRGHEE 11 282N
FISLRF R8P (RTC).
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chronyc )% 4=

F1 Network Time Protocol (NTP)#HEt, PTP fx F Z M0 2 A1) 32 e, B
$51F 2 1Y) network interface controllers (NIC)F1 network switches. M KHIHE R 1 )
[E) [ 232 PR 12

6.4.3. fEH chrony
6.4.3.1. ¢3¢ chrony
{4 A root FH F7 5%

~]# dnf install chrony

BRINI chrony 3EREAL B /usr/sbin/chronyd . fiy 217 2 14 42 25 1 /usr/bin/chronyc .

6.4.3.2. 2 chronyd R4

~]$ systemctl status chronyd

6.4.3.3. JA 3l chronyd
53]

~]# systemctl start chronyd

BEITHLE F3)

~]# systemctl enable chronyd

6.4.3.4. <M chronyd
K H]

~]# systemctl stop chronyd

BOHIFHLE 5 3

~]# systemctl disable chronyd
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6.4.3.5. ¥ & chrony & 5[ED

A T K chrony & & [F2P, {8 tracking, sources 1 sourcestats A7 4> o

o &

f 7Y chrony Tracking
A

~]$ chronyc tracking

TR

Reference ID

2525 R0 bk o Ban2 127.127.1.1, KRzt ELE A BRAMTIE AT [F]
&, TRIEAEAEH local B3R

Stratum

WA REHE

Ref time

B — A R UTC I [a]

System time

RGN [A]

Last offset

B Ja — IR Tl H A%

RMS offset

1 2w A% &

Frequency

AR chronyd WA BEATAIEE, RGN AN AERES, Hlln: 1ppm SEER
Geiflal 1 #, w]HESERRIN A2 1.000001 7,

Residual freq

TN i puA AP PR TS

Skew

frequency i TR %

Root delay

TX R P 265 126 478 S IR B B 28 [FD T H LB ) stratum-1 THENLAT T, 7R L
Bem s OL T, AR PO

K2 chrony SR
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mAWE

~]$ chronyc sources

M

RN MRIR— DRSS AS, =Rom—A> peer, #ERAHIEIENISH
inga

S

RANIRIPIRGS . *FRonIEAEFD, +RRaiEE, -Raoiaklk, ? KoniE
o Rk “xX"RRm— I8P chronyd A N2 falseticker(5 oK 22 B H AR SR YR 1 I ]
A —HH)), R —MIERIR AL K 2 AR .

Name/IP address

J5 ) 1P Hb kB A4 FR

Stratum

B, B 1 RWIEN S ARSEN s, 52 1 PR RENTES 2,
522 FP M EHER 3, LA,

Poll
SoRURYE polled AR, BIUNE A 6 FIBE, BtRRNE: 64s HEAT—IRI&E .
Reach

BoREa— MREIRIERIN A . —BORAE LB Z 8], R mhd By BoR
grh N JURE LA 10 SR HRME R R I WX AN

LastRx

BoREa— MBI IERIN A . —BORAE LI EP 2T, R mhd By BoR
IrEP NI JURE LA . 10 B R B ICEX AN

Last sample

SRS S A I b 55 5 A B A R 2 T 1 i B2

¥ & chrony KIRSG T
sourcestats Ay 2 i 71 4 B #7472 YR B EE AL i B A A2 = A5 2. -v S8RE

iggtae, BEEITKK. EXMEILT, BIMNAT LR AR

~]$ chronyc sourcestats

Name/IP address
NTP AR5 43 stk
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NP

XA FEA S AR H AT R S5 d DR B o VA 1 30 R R I O A Al i I T
BEATZ MR

NR

X SEIBAT I residuals B A AHE [BERFS R 2 A

Span

X B 2 BRI B AR A 2 TR R ] [ B o R A on B HME, SR
AR LR BR N AEIXAM T T RR 2 46 3B

Frequency

TR, ERXAEOLN, HEALRIE BT 17107 HXE T k55 4=
K

Freq Skew

TR 2 5 IR

Offset

vk A2 &

Std Dev

KR TR AR e

6.4.3.6. F3hIHEE R G 5p
i/ 1Y

~]# chronyc

chrony> password commandkey-password
200 OK

chrony> makestep

200 OK

6.4.4. AAFEKIFERE chrony
6.4.4.1. A—MRDIEEK RS % E chrony

XA T 2 Gi48 ] dial-on-demand 422 . 1F % FIBC B R A2 5 RE
LG & BB W a4 . 15 ok, B A A A Jete/chrony. BRIA ¥ B G B 2R LT B R L
.

driftfile /var/lib/chrony/drift
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commandkey 1
keyfile /etc/chrony.keys

command key ID 72 7E 238 i 42 B, N AF& commandkey {8 , /ete/chrony.keys.
VNI NTP Jik 55 2

server 0.pool.ntp.org offline
server 1.pool.ntp.org offline
server 2.pool.ntp.org offline

server 3.pool.ntp.org offline

6.4.4.2. N— ML R G E chrony

TE— A MRASFI MR WX 28 HEAT 42 ST I 28 v, BT DL — S 1 EAUE
PR ML, e EHAE R ENLRE 7 b

£ master FHL F, %WiE/etc/chrony.conf

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

initstepslew 10 clientl client3 client6
local stratum 8

manual

allow 192.0.2.0

192.0.2.0 & AJ LA ¥R 7ZE 422 10 1 W ik
2Pl Es b, ZW4R/etc/chrony.conf

server master

driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys
commandkey 24
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local stratum 10
initstepslew 20 master
allow 192.0.2.123

192.0.2.123 /2 master EHLFI L.

6.4.5. £ chronyc
6.4.5.1. ¥ chronyc f% i chronyd
HEN chronyc 138 B 51

~]J# chronyc -a

chronyc 41 LA root FH P #04T . -a ST F A keys H 28 5%
chronyc 417 i

chronyc>

AT LA help Bon BT A i 4
] DU AR AZ B A AT A

chronyc command

6.4.5.2. 1# [ chronyc #k/7icf e #
BCE chrony EH: 2 #E chronyd, #%=F:

~]$ chronyc -h hostname

$5 7 ¥y

~]$ chronyc -h hostname -p port

port & HI RAZ il A i 2 %2 chronyd

okt L U N B D
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chronyc> password password
200 OK

TR OV 24
RS A 2 MDS a4, WE A %00 2048 authhash iy 2 7ERT

chronyc> authhash SHA1

chronyc> password
HEX:A6CFC50C9C93AB6ES5A19754C246242FC5471BCDF

200 OK

6.5. ECE NTP i NTPD

6.5.1. NTP /+&H

NTP J2& M 2% i 1] #p% (Network Time Protocol), ‘&2 3k a5 W 2% h & ANt
SEEATL RIS 1) ER) B0 L o

6.5.2. NTP 42

NTP 7rJ=4n K

Stratum 0:

JEFh A5 5 Rk s S5 A GPS
» GPS (Global Positioning System)

A\

Mobile Phone Systems

» Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40 and JJY-60
(Japan), DCF77 (Germany), and MSF (United Kingdom)
XEAE S DI T s 320, Pt RS-232 RS RGi/E A — 14

23 Bt YO B A DI T I 55 4 o

Stratum 1:

R BRI T JC 2t . GPS I sl b

Stratum 2:

M Stratum 1 520, E AR Z KRS 4

Stratum 3:

M Stratum 2 $S2H, AR FE R E KR S5 4%

Stratum n+1:
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M Stratum n BEHL,  AEN R 1R 55 4%

Stratum 15:

M Stratum 14 S, AF8 5 RR 1R 55 48

6.5.3. HMENTP

RIS 1 W 5 S 1 R SR ) NTP 50, 6 RFC 1305 Network Time
Protocol (Version 3) Specification, Implementation and Analysis A1 RFC 5905
Network Time Protocol Version 4: Protocol A1 Algorithms Specification PR .

6.5.4. BEAE drift 344

drift SCAFICSORAT R RGN AR 5 UTC ISR ) (2 &

6.5.5. UTC, TIMEZONES #I DST

NTP 5€4:fE£ UTC (Universal Time, Coordinated)™', Timezones #1 DST
(Daylight Saving Time)#% A< Hh 5 45 8 FH . /etc/localtime #&/ust/share/zoneinfo )45 D1
. RTC Al RE(EAHUAS (B 83 UTC ', 7E/etc/adjtime 58 =4TH8E . XML
- RT BLANTE RTC B4 E . F P AT MR 7 #1184 System Clock Uses UTC £
Date and Time FIJEHEC & 5 AT HC B 1224

6.5.6. NTP H{REiEikR

TEYHTN LS, Yl DLEId ik NTP Bt T Bty . fafd H AL NTP U4
I, 9 7k K, e ete/ntp.conf SCAEHT, W 3 ANAILE. BTAHA A
U5, ntpd K2 2SR AR S 1 XU 75 22, AT LA £ 8 BN T S B 0 SenE

BRONHT AL AT T o 7 B UE Y o R a0 8 thog O< P By B, AT DA
disable auth 7£ ntp.conf SC/FH .

6.5.7. FEREAINLAEHE

REFUNIASBEAS F E 52 1Y hardware clock F H AN [AIAN B AR 2 o 7R ER AT
B RS EAE RS, kvm BRIAE A kvm-clock.

6.5.8. EFHEHD

FEAP, Efe AOREFE A N T A 2], HE PR E RS — e L
IR (AT REAEZRR) Nl th St 3 nsligek/ > 1 F0 AR % . BT Hb 3Rk E
WA SR AR g M (FEE i BEE SRR, i A (R
AR I 2 (A AH 22 k8 0 31020.9 DIy, sttt St pidk 1 80 (=R, e
POy 59 ) Bl 4k 1B QEERY, &iE—af 61t E—BINEL
EARBL IS H AR
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6.5.9. Hf# ntpd Ao E X4
SEPRERE ntpd 7E RSS2 ECE S N EUEC B SO fete/ntp.conf, B8 AT DU
T B A B E .

~]$ less /etc/ntp.conf

A HER A BT B
The driftfile entry
drift SCFHA%

driftfile /var/lib/ntp/drift

The access control entries
DL AT B ER A 7 i) 423 1) PR 1

restrict default nomodify notrap nopeer noquery

nomodify JEI: BH IR oGt B S

notrap iETi: [ 1k ntpde = H117H B WM E B

nopeer i&EI: B 1k peer Bk & HITE L,

noquery ZEI: i1k ntpq A1 ntpde X, {H % A I 7] A1)

A7 I 55 Pl FE AN R F 75 22 127.0.0.0/8 kB BRI restrict 47 BHLIEFT A E
FRVFHIEEAN

# the administrative functions.
restrict 127.0.0.1

restrict ::1

SRR A R B S — AN HFER, B RUE R A sk
FENAEAR L R TV, BROABRIAN restrict. A 7 i EAT1E, #Flan, 5t
Y 192.0.2.0/24 2% 3FE47 s [8] FR 2 1)

restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer

WmRHZERTFE—6ENL, #la 192.0.2.250/32
% 150 W / #£251H



FoEN B BB R IR 55 SRR RGEVI0 RGUE BT

restrict 192.0.2.250

R B HEE mask, 255.255.255.255 ¥ plifE e
The public servers entr

FRINET, ntp.conf fit & A& U A LIRS 2%

server 0.rhel.pool.ntp.org iburst
server 1.rhel.pool.ntp.org iburst
server 2.rhel.pool.ntp.org iburst

server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry

ERIA, ntp.conf W& TR ZBAER MG T, XEEAEIRKREE E2 H R

6.5.10. B## ntpd K sysconfig 344
XA SRR 2 AE ntpd J3 B IR S WA A I e B . BRI NS R

# Command line options for ntpd
OPTIONS="-g"

-g JEIAT LAE ntpd 20 1000s HOfAS BRI, Sl [R5 ) a] RS % Bk
T 1000s, {HAMAAERGRANAII AR BT IX A LTI %, ntpd £E W2 &
KT 1000s Fm i 5 R H

6.5.11. ZE 1k chrony

mAMWE

~]# systemctl stop chronyd

BV chrony FFAL)E B 5

~]# systemctl disable chronyd

% 1561 ® / #£251 ¢/



FoEN B BB R IR 55 SRR RGEVI0 RGUE BT

BEIRE

~]$ systemctl status chronyd

6.5.12. K NTP SFHFHBER T2

mAWE

~J# dnf install ntp

6.5.13. ntpd K23

~J# dnf install ntp

E ntpd JTHHLE SN

~]# systemctl enable ntpd

6.5.14. B2 ntp KPIRZS

K E ntpd J& fTIEAT

~]$ systemctl status ntpd

AREL ntpd HPR AR

~]$ ntpstat

6.5.15. Bt B B K% RV ntp BFEA
ntp f#iF UDP {1, il 123 . AUERENS Fo - E it By ko his .
for 75 577 K B IS fige Fo VR ntp A& %, 48 FH R LI Firewall Configuration T.H. .
Ja 3l firewall-config, it Super BEHEN, HIA firewall J Hix [ 4, i
KEETLE W ORAT . FAN %50,
AT HEAN
~]# firewall-config

TR —ELERL T . XKW firewall-config T H %325 FH /7 45 6] 747
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FFE firewalld.

6.5.15.1. f& 24 firewall FiC &

N TR ILECE AR, TPk FH 2K H Configuration +&1%#E N Runtime. Y
FBSIE SUE T — A s, 75 F R % Permanent
6.5.15.2. T i Kk dik ity 11

FT T firewall-config T H, We#EM2E, wfum AR%E, i Wi 4&4l. Port
and Protocol & T, H Ak 123, FNHis2 g udp

6.5.16. it B ntpdate ik 552%
ntpdate ik 5542 A 7 BB AIAE R 48 3h A% .

N—

1 ¥ ntpdate 55 A& 51847
~]$ systemctl status ntpdate
WEITHLE )
~]# systemctl enable ntpdate

TEBR VAT BB v R 55 23 R E R B R Y, BRI\ Jete/ntp/step-tickers SCAFEL &
0.rhel.pool.ntp.org. ¥NANZN4IMY) ntpdate Ak 55 %%, 2w /etc/ntp/step-tickers. AR 5525
HIECE A EER, KON ntpdate J2 A HIX AR — I (a5 B . R —
AR RIS TR IR 55 2%, 7R 28 — AT N IZ RSS2 bk o 7R 58 —ATR & IR S5
2o

6.5.17. BEL & ntp

BEERAE ntp IR FSECE, il /ete/ntp.conf SCAF. Z 3 &A ntpd — ik
6.5.17.1. Fic B NTP AR %5 1 inl 4% i

Y’ ntp.conf, f¥H restrict a7 4

# Hosts on local network are less restricted.

# restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict fi F§
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restrict option

option: FJLLZ—AMFIZ AN

> ignore Fir B I G5 1 2% L4 ntpq A1 ntpde 73]

> kod———Kiss-o'-death”™ i i 1% DAY/ AS 04 ZE 1 75 1]

> limited—— AR W35 R TR, A0SR . ntpg Al ntpde A
W AN SZ 5

> lowpriotrap AR e UL C = L5 e 1 Fea B

> nomodify HENIR Cgi =

> noquery——FH 1 ntpq A ntpde &, ANEFERS[E] A A

> nopeer——H 1= peer I & T L

> noserve——[% | ntpq 1 ntpde £, FHLFTA I

> notrap K7 1E ntpde $5HI3H B PSR B

> notrust——E 48 A AL B 4y 6k A A

> ntpport o, RIULEC NTP UDP portl123

> version FELEANULEE 4 HT NTP RRA £

N T AN AR, BCEEZFRS], restrict ATLMEH limited 1£5. &
Ul ntpd W25 B KoD HE AL, restrict LAZ0{# A limited 1 kod 1T
ntpg A1 ntpde ) AT H T RO B, ANEF R noquery 1ET

6.5.17.2. it B 152 NTP R 55 25 1) 2 PR i)
75 restrict JN_F limited &I, SRS HERABGE RIS E, v DUE H
discard 7% -

Ay A% h

discard [average value] [minimum value] [monitor value]

& RVE I /N PR EAR BRI, 2 — AN S8 log2 75,

BRIMEAE 3 (2 =I5, ST 8)

6 %€ FCVFR SR AL B B, 7E log2 e % — NS 8. BhiME

B 1Q —IRT, AT 28

e e B EF SR, —BERTRR OB R . A
{9 3000 #b . XANEIOE H TR 55 28 B A0 K45 1000 BE 21855k

discard iy 21T

» average

> minimum

> monitor
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discard average 4

discard average 4 minimum 2

6.5.17.3. %5 Ji0 peer Hitik
£ ntp.conf Fit B AN peer #r 4

peer address

address /&~ ip HitikBk DNS FIiHABIH Z K. address W2 LER—JZ 1 &
4. Peers WA 2/ — A AR [A]JE o

6.5.17.4. N IR 55 #% H ik
IIN— AR SS as bl 1ZHR 5528 /21817 NTP k%5 HALYE S 5 )= o 7F ntp.conf
XA, fHH server a4

server address

address 72 1] ) TP Hihks% DNS A A FK .
6.5.17.5. ¥ Il—A) HE B2 FE i 55 A b

IIN—A )RR 2 f R A L, iR U, IR B HE NTP R 25 iy ik
7E ntp.conf A, {# ] broadcast

s

broadcast address

6.5.17.6. % 1—> Manycast %5/ #idik
N0 manycast % P s dl,  7E ntp.conf SCAFAH,  ¥SIT manycastclient 4 .
AT

manycastclient address

2o BCE RGN A NTP %% i S48 0] LA 2 7 S AR 55 45 i o

6.5.17.7. %5 i Broadcast % - i Hi ik
7NN broadcast 25 'y bk, 7E ntp.conf A H, SN broadcastclient 4.
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SN/

broadcastclient

et S TCEL RS9 NTP %5« 3457 BLIRIIN 7 S 35 28

6.5.17.8. % I1—> Manycast il 55 &% Hidik
N0 manycast IR 5280k, 7E ntp.conf XAFH, ¥S I manycastserver iy 4
I

manycastserver address

AT OB RGN NTP IS8 . A0T LA o 7 0 AR 55 35

6.5.17.9. ¥ Ii—A> Multicast /55 #5 Hhdik
A0 multicast IR 55 #8331, 7E ntp.conf XA, ¥S I multicastclient iy 4>
s

multicastclient address

A TR RGN NTP RS AS . REEAT LA A% P AR S B

6.5.17.10. JCE Burst &I

ANEFN I NTP iR 55 d8 — A AT, ik I0E H T8 3 4 2R 5L M
M

TE IR 55 2 i 4 25 R U 03 T

burst

6.5.17.11. [ & iburst 1% 1
TE AR 55 28 60 2 45 BB VS IniZ34e 10

iburst

6.5.17.12. i H key Bc & Symmetric Authentication
FEAR S5 42 B peer A% 5, WS IINZIE T

key number
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number & — 1 F| 65534 (%, ZIE WA DIAEE PR A message
authentication code (MAC). 1ZIEIIA peer,server,broadcast, 1 manycastclient 74>

8.
/etc/ntp.conf, A& :

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30

6.5.17.13. B & Poll Interval
BEERINI poll interval, 7EARSS 238K peer 72 J5, WS INZI%L I

minpoll value and maxpoll value

6.5.17.14. MERS IS
e — MBI RS %%, 7E server B peer #iy 4 JG N INZ % T

prefer

6.5.17.15. N NTP £z AL & Time-to-Live
7E server B¢ peer 4 & Vs 11214 T

ttl value

6.5.17.16. [FCE NTP fi A
1E server ¥ peer 4 J5 IS INiZ & 1

version value

6.5.18. A BRI PP FEHr
L B RSt a] BB AR £ (RTC), {E/etc/sysconfig/ntpdate ¥ 1 LA T 25 1

SYNC_HWCLOCK=yes

% 157 W / #£251F



FoEN R R IR 5 2R E R V0 RGUE B 5 T

LRI

~]# hweclock --systohc

6.5.19. it B 8hIR
1E R G5 H AT R R

~]$ cd /sys/devices/system/clocksource/clocksource0/
$ cat available_clocksource

$ cat current_clocksource

BN B, 7E A% GRUB BN clocksource, {5140

~]# grubby --args=clocksource=tsc --update-kernel=DEFAULT

6.6. ¥ ptp4l B E PTP

6.6.1. PTP ¢4

Precision Time Protocol (PTP) & F - 2% Hr it 8 [5] 20 i b is o A5 FH I &5 & fif
PRSCHRE, ZEECEEE NTP k. PTP HSCHA R0 9 AR AT = 23 18] o AR i
W= IR 55 2 A R G linux WAZSCRF PTP I B linuxptp #2122 BRI 23

XA linuxptp fLH 7% ptp4l F1 phe2sys B8RP IUH « ptpdl #2755 T PTP
T GBI e o AR VR, & T PTP BRI P 5 e RS, 5K
PRI, BT RGNS L8 EIE . phe2sys FEFp A 7R SHEAE R,
RGN B [F) 25 B PTP A IR 25 43 11 -R (NIC) o

6.6.1.1. PTP [Fff &%

F1 Network Time Protocol (NTP)AHLL, PTP fx - E R &M i3 Fr,
FEVF 2 1) network interface controllers (NIC)F1 network switches. K& 1 S
[F) [ 232 R 12k

6.6.2. f#F PTP
T PTP, A% P2 SRl 6 A5 R S o T
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6.6.2.1. Fu A IRBHANAE S
1 ethtool #4751

~]# ethtool -T eth3

eth3 & AR A 182 1

RS RFR (A8, AR DU 4L

> SOF TIMESTAMPING SOFTWARE

> SOF TIMESTAMPING TX SOFTWARE

» SOF TIMESTAMPING RX SOFTWARE
R SCREREARIN TR, il & LR 224K

> SOF_TIMESTAMPING RAW_HARDWARE

SOF_TIMESTAMPING_TX_HARDWARE

> SOF_TIMESTAMPING_RX_HARDWARE

A\

6.6.2.2. %4% PTP
~J# dnf install linuxptp

K> 4% ptpal Al phe2sys.

6.6.2.3. i) ptp4l
ptp4l AT LUl I iy AT BB R MRS B 8. 4 ptpdl fE N — MRS, AT LAEE
fetc/sysconfig/ptpdl $5 € LT . ANE AEANRS B Z a7 AT H 3, YIAfE
Jetc/ptp4l.conf §5 E I . /etc/sysconfig/ptpdl L AFEL & -fetc/ptpdl.conf 17, X£xil:
ptp4l BLE/ete/ptpdl.conf A4
YRR 3l ptpdl
~]# systemctl start ptp4l
fSFH i 2 AT181T ptp4l
~1# ptp4l -i eth3 -m
BWHAERWT

ptp41[81921.804]: selected /dev/ptp0 as PTP clock
ptp41[81921.805]: driver changed our HWTSTAMP options
ptp41[81921.806]: tx_type 1notl
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ptp41[81921.806]: rx_filter 1 not 12

ptp41[81921.806]: port 1: INITIALIZING to LISTENING on
INIT_COMPLETE

ptp41[81921.806]: port 0: INITIALIZING to LISTENING on
INIT_COMPLETE

ptp41[81929.604]: port 1: LISTENING to MASTER on
ANNOUNCE_RECEIPT_TIMEOUT_EXPIRES

1t ptpdl Hi&E

BN, HESUHZ Ki% 3/ var/log/messages. -m LI H & B bR
i, BERSN debugging FEL(E B .

FITF RS TRk, -S ke ml, AW R

~]# ptp4l -i eth3 -m -S

AR P E AL

A 2 MASE R RER I AL, Be St A R IR T ATk

-P

-P 1%+ peer-to-peer(P2P) ZEiR Ml & HL |

P2P L& E G, BIAEXT ISP AR AL TR, AT HE bE I ARATL i) 58 v )
HIEIR.

-E

-E 1% #% end-to-end(E2E)1EIR U AL o 1% 2 BRI I IE 5T

E2E A A& request-response ZEIR ALl

-A

-A FTIFIERHLH ) B 3k £

H BRI IT R ptpal [ E2E B, G 2, m] BLssk P2P At

6.6.3. MEAEOMA PTP

TEAN AN 2% B 2242 T PTP, A5 06 22 24048 I [m) % A% 3% A5 AR IR AL

sysctl AR NAZ TS . MHIEEIBITI RS, A LU ar 24780
B M /ete/sysctl.conf LA

BEMCA loose X, &R
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~]# sysctl -w net.ipv4.conf.default.rp_filter=2
sysctl -w net.ipv4.conf.all.rp_filter=2

N TN E MBS A B R, ] net.ipv4.interface.rp_filter
AT, B, eml WIZEEE

~]# sysctl -w net.ipv4.conf.eml.rp_filter=2

NTAMEMMIAC BEAKAF R, 1Bik/ete/sysctl.conf SCHF. Flln: A T&H%HT
AR, B ete/sysctl.conf, 41T fros

net.ipv4.conf.all.rp_filter=2
IR SR — B2 MRS, IR s

net.ipv4.conf.interface.rp_filter=2

6.6.4. E—NEHE X
BH BB E ST, FrbA iR B R B TRt e, 8 -f 2T

~1# ptp4l - /etc/ptp4l.conf
—/NECE SN ES, AT eth3 -m -S IR, 41 F R

~]# cat /etc/ptp4l.conf

6.6.5. fEF] PTP &% i
PTP HIE PR i, pme 7] LA SRIREAA ptpdl 15 B .

~]# pmc -u -b 0 'GET CURRENT_DATA_SET'

~J# pmc -u -b 0 'GET TIME_STATUS_NFP'

BHE pmec A

~]# pmc --help
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6.6.6. [FIsBRT 4k
phc2sys 2 k¥ & gih) (8] [F] 20 2] PTP f#) hardware clock (PHC). phc2sys
AR 55 0 B A /ete/sysconfig/phe2sys. BRIAAC & 40T

OPTIONS="-a -r"

-a JETH15 phc2sys BEWS R 20K B ptpdl N I 8. BORFERBE PTP i IR
WA, AR EE N R AR TR ) R I B, RGN Bk A pk [F, BRaE
- IR E o WA EARLE RGN PO — IR, FRE-r IR K.

&t /ete/sysconfig/phe2sys &, HiJH phe2sys k5%

~]# systemctl restart phc2sys
IEFEEOLR, fEH systemetl a5 2K 5 38h, 15 IEAMEE phe2sys Ik -
U R AN AR A8 T IR 55 S8 31 phe2sys, %8 A] Ll it a2 47K 8 3
~J# phc2sys -a -r
-a LTS phe2sys Befif [0k H ptpdl A B S a0 RAEAELE R Gem gh
FRN— MR, FRRE-r TP IK
s -5 e TR 25 R Gei Bh 220 5 1) PTP B4R &b, {54
~J# phc2sys -s eth3 -w

-W B IEE RIS AT () ptpdl B A5 PTP I od, K5 TAI 2 UTC fmfs &
IEHEAEW T, PTP #:{EFE nternational Atomic Time(TAI), ZR N [R]{RHFAE
Coordinated Universal Time(UTC). 2477 TAI il UTC W){WF% &2 35s. 4EHF 4
NE BRI fige, A% B T oA, EANBE RS K E IR H-w 1B
BRI, AT LM -O Bk 34Tl #% i ) B
~]# phc2sys -s eth3 -O -35

4 phe2sys servo A THURAK, KHEgALE, BRIE-S RS .
X EWRAE phe2sys 127 WA AULE ptp4l F2F7 LLACH PTP fEAFIN S [R5 R 3l . 8
-w T, phe2sys ANHTE ptpdl JGE 3, BENE %A, B ptpdl &
phe2sys AJ LME 9k JE 50

~]# systemctl start phc2sys

MRS AT R B, AT DR IE LT /ete/sysconfig/phe2sys AR 7E o
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6.6.7. HUERT B][F]
2 PTP W 8] [F)0 AR & s, #5725 DA S R B = 4T Ep
ptp4l F1 phe2sys. iXLe{E B A] LUFE /var/log/messages A& F o

ptp4l[352.359]: selected /dev/ptp0 as PTP clock
ptp4l[352.361]: port 1: INITIALIZING to LISTENING on INITIALIZE
ptp4l[352.361]: port O: INITIALIZING to LISTENING on INITIALIZE

phc2sys % Hi #1451+

phc2sys[526.527]: Waiting for ptp4l...
phc2sys[527.528]: Waiting for ptp4l...
phc2sys[528.528]: phc offset 55341 s0 freq +0 delay
2729
phc2sys[529.528]: phc offset 54658 s1 freq -37690 delay 2725

ptpdl A —/Nr4 summary_interval, FJCLJ/DHIH, BOAEL T, e
FTEN— 255 B AT MBSO BE 1024s $TER— K, {E/ete/ptpal.conf SLAFER II LA TR AT

summary_interval 10
—A~ ptpdl HiH #F-, A summary interval 6

ptp4l: [615.253] selected /dev/ptp0 as PTP clock
ptp4l: [615.255] port 1: INITIALIZING to LISTENING on INITIALIZE

98/ M\ phe2sys f4a s, AT LU -u 12810
~]# phc2sys -u summary-updates
summary-updates &I 80 5 HT 5, 570 -

~]# phc2sys -s eth3 -w -m -u 60

6.6.8. fEF NTP k% PTP ]
ntpd P BEFE AT LANC B N R GEIT 18] 73 KIS [A], 2R 480N [6] /2 B ptp4l #1 phe2sys
S/ LOCAI W} (A1 BRAEAT R . 9 7 B Ik ntpd W RGR 4P, ntp.conf TR

% 163 W / #2511



KYLIN
OB

R R IR 5 2R E R V0 RGUE B 5 T

AN RENS SR TEARAT NTP 5545 LAl 1

~]# cat /etc/ntp.conf
server  127.127.1.0
fudge 127.127.1.0 stratum O

6.6.9. fEMH PTP fR% NTP K} a]
NTP £ PTP [A5 2 vl BEf . 4 ntpd & F K [FP RG], ptpdl Al DL
priorityl AL E N grandmaster Bf 8, i PTP RGeH £k 7 K I ] .

~]# cat /etc/ptp4l.conf
[global]

priorityl 127

[eth3]

# ptp4l -f /etc/ptp4l.conf

fs AR RIS TR BK, 7% 22480 phe2sys SR [FI2 PTP BRI B 2 R 8h . (R0
phc2sys & —ANIR5s, Ymi/etc/sysconfig/phe2sys 34, ERINBIECE U1 F

OPTIONS="-a -r"
i root FH 7, i

~]# vi letc/sysconfig/phc2sys
OPTIONS="-a -r -r"

FEIX L, -r TS E 2 R, foiF PTP MR AR 4 A 2R Ge i b i3k AT [R) 25
#H J5 phc2sys

~]# systemctl restart phc2sys

Bfj 1k PTP B i phos 1484k, v LLE IS B /NI P (proportional) A1 1
(integral)

~]# phc2sys -a -r -r -P 0.01 -1 0.0001

6.6.10. 8/ timemaster [&]F PTP 8¢ NTP B /a]
A PUE F timemaster F2 571k 2 Ge s () R 0] B B ()95 3047 R 20 . PTP B A] /&
i1 phc2sys A1 ptp4dl #24t, @it {# ] shared memory driver. NTP ~F 4/ #EFEAES L
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BTA BRI AR AT [F 2D

JA BN, timemaster i —MECE UM, ZBCE U1 E NTP A1 PTP
IF TR, A AW (X 2% 42 1A 3 e = 1 PTP A I8 4, A2 A ptp4l #1 chronyd
oY ntpd fic & SCF, 5 3) ptpdl, phc2sys F1 phc2sys B ntpd.

6.6.10.1. 1/ N—"MR %% )8 35 timemaster
% F root FH F

~]# systemctl start timemaster

Ja s, 2xiEl/etc/timemaster.conf it B L

6.6.10.2. FiLfi# timemaster fiC & SC1F
BRI\ BOEC B SR AT

~]$ less /etc/timemaster.conf
# Configuration file for timemaster

#[ntp_server ntp-server.local]
#minpoll 4
#maxpoll 4

#[ptp_domain 0]
#interfaces eth0

[timemaster]

ntp_program chronyd

[chrony.conf]

include /etc/chrony.conf

[ntp.conf]
includefile /etc/ntp.conf

[ptp4l.conf]
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[chronyd]
path /usr/sbin/chronyd

options -u chrony

[ntpd]
path /usr/sbin/ntpd
options -u ntp:ntp -g

[phc2sys]
path /usr/sbin/phc2sys

[ptp4l]
path /usr/sbin/ptp4l

ERRERar 44T
[ntp_server address]

X A& NTP 55 %% X 351119 F-, ntp-server.local & — A LAN [¥) NTP
5525
ERREar 44T

[ptp_domain number]

PTP domain 7& —#1 PTP W%, BATREEHH B[R . EATTAT LAEGE AN ] LA
Hoe gt 47 [0 « S A R 7 4 s — M8 IX B 45— PTP 1) grandmaster
(N EE S

FEREB AT

[timemaster]

BRINE timemaster FCE /B T ntpd A1 chrony ECE (/ete/ntp.conf B
fete/chronyd.conf), A T REMHL U7 al BRI HC B AV IE R H . X EMEE AR
SE M) NTP RS 2% REM8 A1 timemaster — S g F F .
6.6.10.3. it & timemaster i

SEBi: YR timemaster BCE A

1) FTHF/etc/timemaster.conf Fit & 44
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2) XPTRE—AN NTP k5548, A8 3=148 A timemaster, 1% [ntp_server address]
TFB

3)  ISInEAEI A S, S iE#[ptp_domain O] 7B I N, 111 F

[ptp_domain Q]

interfaces ethO

[ptp_domain 1]
interfaces ethl

4) B EAEH ntpd 7E 4 NTP ¢ 3R , 7 [timemaster] 7 B A ICER A ) entry,
chronyd &4 ntpd.

5) i chronyd {28 NTP k%545, 7E[chrony.conf]==Bis ISk )ik 1,
1EERINIY include /etc/chrony.confentry T .

6) BRuifEH ntpd /FJ9 NTP k55 4%, fE[chrony.conf] B INERAMIIE T, (EER
PAH include /etc/ntp.confentry .

7) fE[ptpdl.conflFBL, INHIIATATHE 248 D12 ptpdl A= BT B SOk T

8) fr[chronyd] 7B, WIMEM 44T, 4% timemaster 15 Al I 1% 4 75 2A% 18
# chronyd.

9) fE[ntpd]FB, WHUE(TARAAT, 24 timemaster U ial I %y & 75 24% 14 2
ntpd.

10) 7E[phc2sys] 7B, WIMETar 24T, 4% timemaster 15 [ I %y & 75 2 AL i

2 phc2sys.
11) fE[ptpdllFB, WMUEMar 24T, 44% timemaster 15 [ i i & 75 S8 2
ptp4l.

12) fRAFECE S/, G timemasters

~]# systemctl restart timemaster

6.6.11. I’

ptp4l A1 phc2sys [ F Ge % Bie B N8 F 8T ) adaptive servo. X PI servo K i,
B ALET AT ERE P B ST £E ptpdl HEH, 7 ZE1E /ete/ptp4l.conf
e B ORI EL R AT
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clock_servo linreg

3 ptp4l k5
~]# systemctl restart ptp4l

7 phe2sys A F, 75 B AE /etc/sysconfig/phe2sys fit B SCAFAR N LA R 47
-E linreg

# J3 phc2sys IR%%

~]# systemctl restart phc2sys
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B-LE W E3ME

71, RghiETHR

HERERR I, ERWERRN RS E BN EREE, 2, BN%
B QTR H 2 N N AE e TR S A], ARy X7 %, DL ROEAEIs {7
RS BAEEE AT K Ut B fer 4 B LA fi B RS ok A FR BT JEBLIEE ik 25 2 45
RATRREZXEGEE.

71.1. BERGHE
7.1.1.1. M ps &

Ps 2 AR RAGITHENEE . ESER—NESIE, FIRBENERE
FT Y IEPAT a7 I RGUSAT RERE B — AR IR o SR AR ep 88 5 T S g R 21 32
TR EAH top i M RGN

R A F RGP PTA#E, 7] LLE shell AT 4

ps ax

TR AT R, ps ax fr 42 SRR PID, MR 25,
HRLIRA, HERR SR CPU AL, THUT IR 4. il

~18 ps ax

AR SRR AL, TS

ps aux

% 7 ps ax fr R HEHME AL, ps aux I& WORBFRA E 4T, G
CPU MW A 73 EL, DA 9 BAL 2 7R READL N A7 R /INR S8 ey B8 9 471 K
N, BERETFARIEAT IR Ta] o

T LI ps dr&A1 grep e @ AH &R EE KL R S EIs T, B, =
HIE Emacs 7& SAEIEAT, (MR IHX A2

~1$ ps ax | grep emacs

A XA A TR 56 8 53, £ ps(1) man T
7.1.1.2. M top dr %

Top fir 2 7R Rt Ia AT PRSI 5138 . ek 2 s s B afERa®E
BIFIE], 4HT CPU MINAERIE A ZR, 1247 MR e . IR AT LI iR i 5
B R, ] DAgs BERE HR P R AL — AR
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1547 top 1%, 1E shell B AL R4

top

XTI RIEERE, top i W #ERE ) PID,BERE PN H 42 7, HEREIL e
2%, #FENICE {5, HEREMEHNEMAL, HREMEH AR HRMEA LS, B
L AL, BRERPIRES, R NAF AT CPU I E 2 b, 3R 5 CPU
[ IR BT RTAAT SO 427

N AT DA top — S I A EL B A 4 -

R 8-1 ZZH top e

e R
[Space] J% STVIN
[h] 5 W Bt
] Tﬁﬁﬁlﬁ R Bowitnm ANt RE ID DLRERIES WG
)
[n] MR BRI E .. Bt AL E
[u] A
[M] N ERF
[P] ¥ CPU S H ZHF T
[q] B H top

7.1.13. HH ARG RET A
F PRl DUE R Gl f T B A E &S B M EHRHERE, SRR s 2%
PLERIEIERE . FFR->Fi B R >R RS T, .
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RGNS [ x |

LiREM) KEE FE(V) BEHEH)
e AE  XHRY%

Fi—o%h. EO#. +TRSHNTHREHE: 011, 003, 001

#Hi2R v RE % CPU  Nice ID RE  FRAE L] {7k
[#]accounts-daemon ETH 0 0 1378 9.8 M do_sys_poll accounts-daemon.se F¥ °
B acpi_thermal_pm ETH 0 -20 110 FaJf rescuer_thread ES
[Elactivation-daemon ETH 0 0 3984 17.2 P do_sys_poll dbus.service 2
[Elagent BT 0 0 3496 6.9 M do_sys_poll session-5.scope g
[Elagent EFH 0 0 2686 6.9 M do_sys_poll session-4.scope %
[Elagetty =Tt 0 0 2188 1.1 M do_select serial-getty@ttyAMA [F&
0

Bata_sff =7t -20 43 A oJf rescuer_thread E[3-1=1
4 »

& 7-1 #E

XA ERE, Raihixr TRESERERENLTE, W&, #HE NICE 14,
HEFEAE FH N AFAN CPU B E 43 b, ERR G PID, SRR 545 (il A bR S8 i
Y. I TR A AR DO HERR B R B B EEAT T s U R RS

BINR G s THS BR (g H P i REsR, B g a5 28 T
ANRBEI, ] DA S

> BRI

> BRI

> BE UG R

> EE R

> Ak, AR A TR
> BB RE SR

> 3k HERE G RS HERE

7.12. BENFEHBR
7.1.2.1. ffiH free %

1] free M2 T LAEH RS WA C LA I NAE, £ shell THIALIT 6y

B

free

Free iy 4 1] AR (LY BE W AZ AIAZ ¥ S (A OAE B . BRI LB R AR &E, i
FINAE RN, ZFIRNAE RN, FEERF RN, buff KN cache HIR/INCA K&
B H. BlFuF:

~1$ free
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BRI free A5 oo/, an SRAB DL A B A] PUIN-m B350, 40°F

~]$ free -m

7122 HARGHETH
ARG TR SRR 28 UURT LA 2R G 25 R A A7 RN LA H 114
Ko, Rl BHIRAR 2 WA RGN A IS DL

RALNE Ex
BMEM) KE(E) JFAHV) BHEH)
#E AR XARK
CPU
g . —_— N
Il cPur 1.0% Il cPu2 10 Il cPus 123 I cPus 10%
RENZRAHE
¥ Y Sl
EM24GB (64.8%), SE273.8GB B/ 12.7MB (0.8%), 22X 1.6GB
REHE
4; EEER 11.4 KB/# ‘ FELRZ 490.0 KB/#
SHEEK 5.3 MB SiERE 387.8 MB
& 72 %K

TENAFNE ey X BT, R Geias T B 7R N A7 IS8 343 DX 1 s A FH 136
FOPER A7 ANAE 4 53 XA RN DL R A 2

7.1.3. BF CPUfEH
7131 fHARGHRETHR

M TR B R RSN CPU TSN, £ CPU T, RGhiE THE
v CPU 7 524 RN CPU 4 Al H 2 (1) B R B R/ B & NS R
7.1.3.2. ffiH] Isblk A7 4>

Isblk i 7] LLE IR R G0 0] DU A B 2% . B L blkid iy 3R B 2 115 B
A A% Az H . BN udev EEHUE B, P ILIE root P ER AT DAE A . IRk
%5 R T EAE shell HAUW T4

Isblk

R — B B &, Isblk #RE R &4, FIRRST, B2 A
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bR, WSRO, BT R T, WK, WAkt BT
~1]$ Isblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
st0 11:0 1 1024M 0 rom
vda 252:0 0 20G 0 rom
|-vdal 252:1 0 500M 0 part /boot
‘-vda2 252:2 0 19.5G 0 part
|-vg_kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /
“-vg _kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
BRA 1sblk 4 DA B S5 K fin s 4, an SRABSRICE 2 1B & A5 B -1
28, Bl
~1$ Isblk -1
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sr0 11:0 1 1024M 0 rom
vda 252:0 0 20G 0 rom
vdal 252:1 0 500M 0 part /boot
vda2 252:2 0 19.5G 0 part
vg _kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /
vg_kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
ARV 2ATIR T e 453, &F Isblk(8) man T,

7.1.3.3. {# blkid fy4
blkid 52 7] LB R TR SR EE E. B2 root LR, K ItIE root H
PR Gefd F 1sblk £, DL root S5 1E shell HIA U T 4:

blkid

BN EHRBE, blkid 2 ERERAT RN, #lin UUID, U 524038
M, B, Bl
~1# blkid
/dev/vdal: UUID="7fa9¢421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
/dev/vda2: UUID="71IvY zk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"
TYPE="LVM2 member"

/dev/mapper/vg_kvm-lv_root:
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UUID="a07b967c-71a0-4925-ab02-aebcad2ae824"
TYPE="ext4"
/dev/mapper/vg kvm-lv_swap:
UUID="d7ef54ca-9c41-4de4-ac1b-4193b0c1ddb6"
TYPE="swap"
BRI blkid i< s A A R s . WORARE R — i, 24
i e TN 44 -

blkid device name

fhn, MG R /dev/ivdal ISR, LA root FH P BUPRE A A 4
~]# blkid /dev/vdal
/dev/vdal: UUID="7fa9c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
£ _E T A 2 RN -p All-o S THU AT LASRHUEE 22 401 {5 &, a2 [FFE 75 £ root
PR -

blkid -po udev /dev/vdal

i
~]# bl ki d -po ud ev /d ev/vd al
ID_FS _UUID=7fa9¢421-0054-4555-b0ca-b470a97a3d84
ID FS UUID ENC=7fa9¢421-0054-4555-b0ca-b470a97a3d84
ID_FS_VERSION=1.0
ID_FS TYPE=ext4
ID_FS USAGE=filesystem

B R Ha TR 52 ¥ 53%, £ blkid(8) man T/t

7.1.3.4. ffiF findmnt 4
findmnt iy BoR KRG FTEEEI SO RS0, 7E shell LA T 674

findmnt

BAIIHECE RS, findmnt 67 BoR R A, RS, RS
IESPNIEES- S
Bilan.
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FEAIBIR BRI LS R B FARIRE RAVI0O RAEH L TFM

-]% findmnt
TARGET SOURCE FSTYPE
OPTIONS
/ fdev/mapper/rhel-root

xTs
rw,relatime, seclabel,attr2,inode64, noquota
}=#/proc proc proc
rw,nosuid, nodev, noexec, relatime
| F/proc/sys/fs/binfmt_misc systemd-1 autofs
rw, relatime, fd=32, pgrp=1, timeout=300, minproto=5, maxproto=5,direct
| “/proc/fs/nfsd sunrpc nfsd
rw, relatime
b=+sys sysfs sysfs
rw, nosuid, nodev, noexec, relatime, seclabel
| }—fsys!kernelfsecurity securityfs securityfs
rw, nosuld, nodev, noexec, relatime
| |-#sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

BRI findmnt DR BLEE M5 SO RS, an RABSRIE 2 &5 2 m-1
24, filn:

findmnt -1

(ZLUE

~]$ findmnt -1

T Dk B R SRR R S R G, (8-t 1R TR, 5T B S R G,
(LU

findmnt —t type

Bln, SaRPra R xfs RS

~]$ find mnt -t xfs

A RA HAr SATIERI 56 8 513, A% findmnt(8) man FHf.

7.1.35. fiiH df w4
df iy &% R G HEEL S ) A RS, 7E shell AW R4

df

H— MV CH RS, df e BR XRG4 T, K (BLK F
FIONEAL), G A S (A4S M F RS, R A8 2 TR) el s /NSO 3 - 45
TR
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~]$ df
Filesystem 1K-blocks Used Available Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18618236 4357360 13315112 25% /
tmpfs 380376 288 380088 1% /dev/shm
/dev/vdal 495844 77029 393215 17% /boot
BRI df fr 2 om0 ORIy CBA K S5 N A0, WA= Tal s S i, d A o)
AR5 B A A CBL K A N B o AR DL M5 F G719 o 7 248 A -h 6 101,
2R ITA] LLLL 55 3205 AR 2R AR BE A 2 18] R0
Bl .
~]$ df -h
Filesystem Size Used Avail Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18G 4.2G 13G 25% /
tmpfs 372M 288K 372M 1% /dev/shm
/dev/vdal 485M 76M 384M 17% /boot
A RA] A AT R T ) e B HIFR, &F df(1) man T
7.1.36. M/ du v
u T A E SR RN du ar & AINZEAT LLE R B:4>1 H s SCff
EI‘J?VJ\O Bian:
~]$ du
14972 ./Downloads

4 ./.mozilla/extensions

4 ./.mozilla/plugins

12 ./.mozilla

15004 .

UGN T, du dr AT N A SR B RO S O . anSRAE DL 5 i3k

Ji3l (MB M GB) s K/, AT ATRINZH-h. B4,

~]$ du -h

15M ./Downloads

4.0K ./.mozilla/extensions
4.0K ./.mozilla/plugins
12K ./.mozilla

15M .

FEPIRARSE du frS2 o 200 H A SRR, dn 2R AR oR H sk

% 176 W / #£251H



EHE B BB R IR 55 SRR RGEVI0 RGUE BT
H A R L R/ INRT BAVS N2 H-s, 511 2

~]$ d u -sh

I5M..

A RA] A ATIR T e B FFR, & du(l) man T

7137 (ARG EETA
ERG W T RS RG2S 7] LA RR 7 N EE SO RS AL
7 8] (A S 5

RS x|
SiaE(v) BWE(E) #HR(V) BBMH
#HE #AE XARE
- BR v XE OBm R QL ER
,‘:Idev!mawerlklas-rvut ! xfs 13.2GB 14GB 14GB 11.8GB
I /dev/sda2 /boot xfs 1.1GB 689.6 MB 689.6 M8 373.7 M ([ 35%
I /dev/sdal /boot/efi viat 209.5 MB 203.5 MB 203.5MB 6.0 MB| 2%
D,’dewsro /run/media/root/Kylin-Server-10 iso9660 3.9 GB 0FH 0FH 3.9 GB

& 7-3 XHRSG%

MK R S, RS TR SR es, HbsEdEs, X
RGERAUMNURNN, il 2 1) A5 FH R /NAR AR K/

714, BEEAEE
7.1.4.1. {EH Ispci AT %

Ispei a2 A LA 7R PCL 4k ERIX &G R, BRI PCL XL shell H
AN Ay 4

~18$ Ispci
T ] U -v g 004 8 5 VEARAE 2., R -vv 1 T HH & 25 SR RIS B

~1$ Ispci -v

AR HAr TR e 8 513, £ 1spci(8) man FHf .
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7.1.4.2. ffH] Isusb iy %

Isusb 2 7] LT 7R usb W45 B . EasFTA ) usb 515 S 1E shell B4
N
~]$ Isusb

R LAIN-v 28R R e TR R .

~1$ Isusb -v

AR ar SATIEDU E R SR, BF Isusb(8) man F .

7.1.4.3. M Iscpu i &

Iscpu a2 IR 4T RGN cpu 58, 5503 cpu #H,

%, A, cpu RIHEAFESE, 1E shell Fi A4 :

Ry, M, K

~1$ Iscpu

BRI g SATIEDI e 8B K, &F Iscpu(l) man FH.

7.15. MEEHER

LT = IR S5 A4 E R GG IN 1B OB S A S LA o SX AL 2
DIMMs W8 A7 R iR FIAR R A 2 A 2 LR 05 BB %, JF HARRS R M 2 2
(B2 . FH P 25 A B 5737 BERE rasdaemon 23 38 A1 A0 BRIX 26 b P AZ AL BREZ A
APSEMETT AT M R A, iR BT, XANThRELARTH edac-utils 32

fit, BUZE dH SF YRR rasdaemon F2 4L
4% rasdaemon 75 5 root AR

~]# dnf install rasdaemon

JABN RS AT

~]# systemctl start rasdaemon

BN THI B A 2 2 i 2 12 Pt T

~]$ rasdaemon --help

2 1E rasdaemon(8) man Ffit B 0T 1A Hifid
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ras-mc-ctl [ B2t 7 —Fn] DIE A EDAC BXsh i /775, R AUl fy4n] LA
BE A LI,

~]$ ras-mc-ctl --help

A 1L ras-me-ctl (8) man FMt B T A ik,

7.1.6. fEF Net-SNMP M#k: 66

SRR AL 2R 55 281 R A Net-SNMP #E &4, Hh s —A Ri%
(R RT3 JR 1 7 B X 48 P BB (SNMIP) ARER . AR K H QB i sl F A2 e T LA
PR TINKRENRG RS EIES — RV T A, XL T HASCH SNMP
Wo

AFTHRAL T X THCE Net-SNMP ARHE T /0 2% 22 4 M bk GE X dE , A
SNMP iUk ZE A B SNMP ACHE DU 5 52 UM REFE 45 -
7.1.6.1. %% Net-SNMP

Net-SNMP F AR B AT R 9 SRR RS =1 20 IR 55 #8451 E R R V10 AT — 4
RPM #AEfL, #kg 8-2 W H] Net-SNMP MR 1M AEAT TR N2 .

F#% 8-2 TTH Net-SNMP R{4-H

Gy ARG
net-snmp SNMP AR 7 3Pt FEAISCRY o Hi 1 B B 7 XA
net-snmp-libs | netsnmp FEAMHZEHIE FEEPE (MIBs). it 1t e 2 if5 2

XA

net-snmp-utils | SNMP % /7 3 f5l 4 snmpget A1 snmpwalk. 75 ZZH AL LA
A SNMP 2 St Ve RE U -

net-snmp-perl | mib2c F£/FF1 NetSNMP Perl #4402 fH w1 1@ iE HE AL 1

net-snmp-python | Python ] SNMP 2 F' i g o b0 22 FH AT 3k 3@ T8 $ i T

LA AR 7 A dnf A%

dnf install package...

Blan, Z2AEAEARAT IR P ) SNMP AQHLSE 4 EREFT SNMP 2%
uii, LA root S0 LE shell AT R4

~]# dnf install net-snmp net-snmp-libs net-snmp-utils
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7.1.6.2. 15T Net-SNMP =74 g fe

net-snmp HIFELH S SNMP ARELFHIEFE snmpd. AT &AW J5
3, fFEIEMEFEE) snmpd MRS HIME R . A RTEERIT LIS = 2 IR 55 2 4 R R
V10 RS HE BIRS ITEANE B2 0 5.1 fH systemd & B R Gk 55 .

=k &5

1247 snmpd k%5 LA root S {7 7E shell BEA U1 T 54

systemctl start snmpd.service

e B 5 L AE R GUR 3 e B 2 IRIs AT an T a4

systemctl enable snmpd.service

(AN E
{51k snmpd AR 45 LA root S 43 7E shell AU N4

systemctl stop snmpd.service

Fic Bk 55 (6 AR R GLR B e I AT UaisAT, AW~ a2

systemctl disable snmpd.service

HJH RS
# J3 snmpd Ik 55 LA root H37E shell FEA U 74

systemctl restart snmpd.service

A 7 LIRS FE B T IR . BRI R, TR LR %, 2
(LU fir s

systemctl reload snmpd.service

X 2=124T snmp RS L FEFINEELE -
7.1.6.3. FHCE Net-SNMP

FAE L Net-SNMP PSR IBCE, JwiH/etc/snmp/snmpd.conf Bt E
4o BRTAT LIS 2 IR 55 2R BAE R G V10 5 BIERIA T snmpd.conf SR K @1+
B, AT DME A — AR I AR T B SR A

AT EEANAHBAE WHMES: RERSE BHBEWNIE. FXTHRE
B MIEAE S, 1525 snmpd.conf(5)FM . BbAb, 7E net-snmp HAFE A
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—AN4 0y snmpd.conf HJSEFHARR, AT BLAISR AZZ B.5 A SACEEAC & .
T EE B 2 net-snmp-util 31 L 06 2 22 2% 8 R AT R AR TS BT A 1
snmpwalk SZH 2T .

systemctl reload snmpd.service

WEARGER
Net-SNMP @ id R feft | —EIL A KRGE LS. B, TP snmpwalk
12 s B BRI E REW

~]# snmpwalk -v2c¢ -c public localhost system

FRATEOLT, sysName X R E Y FHL4 . sysLocation Al sysContact Xf 5
A AfE /ete/snmp/snmpd.conf S Id 248 syslocation Al syscontact HM{E#E AL E -
Bl an:

syslocation Datacenter, Row 4, Rack 3

syscontact UNIX ~Admin <admin@ example.com>
EICE A, EHMEEE, I8 HKE1T snmpwalk a2 I — T
Pie B e A AR

~]# systemctl reload snmp.service

~]# snmpwalk -v2c -c public localhost system

A B AR

Net-SNMP AR 782 Fp SCHF I = AMhCAS ) SNMP B BTN RCAS (1
A 2¢) JEHEH A A PR AL R B AR IR . TR R AR AR AT & g
SEHRRT 2 B Z R . %A IR LSRR IS, KN RA AN,
SNMP PR 3 WSS A 2 M il i F A DGIERIE S 0% o Net-SNMP fREEIE
CFE SSH jdiE, # A X.509 UEH TLS WAUEFT Kerberos AIIE

i B SNMP A 2¢

ERCE SNMP A 2¢ HI#EIX, 7E/etc/snmp/snmpd.conf Fit & SC4 4 H RO
X RW # X 54 F54 kg2 R

directive community [source [OID]]

A, community EFHLXZRFE, source & IP HuhkE 7™, OID %
SNMP W EEAEYT i) J@ P . i, N Fe 40 P et RS REM Ui iH, %
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e A A T BB AR DA H “kylin

rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

] snmpwalk 7y 4 FH A I0-v Al-c ZHnT LA &

~]# snmpwalk -v2c¢ -c kylin localhost system

EZ & SNMP it 3

FHCE SNMP A 3, f#iH] net-snmp-create-v3-user fi% . a4 a4 ings H
#l/var/lib/net-snmp/snmpd.conf Fl/etc/snmp/snmpd.conf A4, XA A AT PAEY
B P IERAI A {E =, net-snmp-create-v3-user 72 R AR AIEITHN 4 5
B17. FHPIRBIEIEE T “admin”H 7, Z<kylinsnmp”:

~]# systemctl stop snmpd.service

~|# net-snmp-create-v3-user

net-snmp-create-v3-user i 2 ¥s Il rwuser 84 (B ML) -ro Ay 24T LT

H rouser) #l/etc/snmp/snmpd.conf HFIF AN rwcommunity F1 rocommunity % =X
EIEE

directive user [no authlauth|priv] [OID]

H, user 2H /4, OID /& SNMP W fitiim . ERNELL R, Net-SNMP
RN AVF EIETIRBUAIER (auth JETD . noauth I AT LA f0VF R LA 1E
3K, priv 16 TG S FH I %% jauthpriv 126 5004 22 1)1 3K 00 25018 1ot 452 BURT [B] B2 450 %%

Bilhn, NH—ATRRRTHS “admin”i5 15 1] A -

rwuser admin authpriv .1

RTIMREE, EEMHPHXTOE A snmp HE, fEZHXTAIE
snmp.conf 34 (~/.snmp/snmp.conf), U T4
defVersion 3

defSecurityLevel authPriv
defSecurityName admin
defPassphrase kylinsnmp
snmpwalk 77475 7 1A HR I 23 FH X Le 2 AU
~]$ snmpwalk -v3 localhost system
SNMPv2-MIB::sysDescr.0 = STRING: Linux localhost.localdomain 3.10.0-
123.el7.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86 64
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[output truncated]

7.1.6.4. RrREEERE

ST LR 1o R IR 55 B A RS0 Net-SNMP AFEAE SNMP Wil Bt T £
FREREAE S BbAh, mr L@ A RE 23 RPM WIFIER, RE4HTIZ
TR SR A RS E TL

ARARME T KT OIDs £ SNMP L HIHEREMIE . E/HE RE %3
net-snmp-utils F A8, I B #E TU5 0 SNMP #, 40 8.1.7.3 B B AR 4 4
iR

DR

£U.45 Net-SNMP ] Host Resources MIB $&4t 1" F ML i B2 77 A A AL A 4K A
BoE. £t% 8-3 FTHN OIDs &4 | #£ MIB T A LISREUHIANFE Y OID .

R 8-3 W HH OIDs

OID #iR
HOST-RESOURCES-MIB::hrSystem HE—RRGEL, wisiremE, H
FIEE, R TR .
HOST-RESOURCES-MIB::hrStorage A5 AR A SO R g S Dl s -
HOST-RESOURCES-MIB::hrDevices BB TR WAL ERAR, 4% 3 2% F0 ST A
RGMHIK.
HOST-RESOURCES-MIB::hrSWRun 5 BT A IEAEIBAT IR 213
HOST-RESOURCES-MIB:: BEFERPENALM CPU SiitE
hrSWRunPerf B2, #H OB X kB T
HOST-RESOURCES-MIB::hrSWRun.
HOST-RESOURCES-MIB::hrSWinstalle 75 RPM il FE I 51 3R
d

1E Host Resources MIB #', &/ —4n] I TR0 {5 S H SNMP %,
T3] 1 T HOST-RESOURCES-MIB:: hrFSTable:
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~1% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrFSTable
SNMP table: HOST-RESOURCES-MIB::hrFSTable

Index MountPoint RemoteMountPoint Type
Access Bootable StorageIndex LastFullBackupDate LastPartialBackupDate

1 A "" HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readwWrite true 31 0-1-1,0:0:0.0 0-1-1,0:0:0.0

5 "/dev/shm" e HOST-RESOURCES-TYPES: :hrFSOther
readwWrite false 35 0-1-1,0:0:0.0 0-1-1,0:0:0.0

6 "/boot" "" HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite false 36 0-1-1,0:0:0.0 0-1-1,0:0:0.0

KT HOST -RESOURCES-MIB [ £ 15 &, 7] LL# % /usr/share/snmp/mi
bs/HOST-RESOURCES-MIB. txt 314

CPU MWAHE &

UCD-SNMP-MIB K 2 £ 5 4e 1 e /& il . systemStats OID $2 it 1
— LG T SR A TR

~]$ snmpwalk localhost UCD -SNMP -MIB: : systemStats

Rl &,  ssCpuRawUser, ssCpuRawSystem, ssCpuRawWait Il ssCpuRawldle
OIDs $RBEHITHEASFENE R G fe I EAL D | K& B AL BRI TR)7E A % 2 1) 5]
Frasael /O B EH A H . ssRawSwapln Al ssRawSwapOut H] i 5 R Gt N A7 & 15
FERI AR A

UCD-SNMP-MIB:: memory OID 1R % A H () W A7(5 B AN free Ay 22540

~|$ snmpwalk localhost UCD -SNMP -MIB: : memory

UCD-SNMP-MIB £ #5317 /& 7] I ft) - SNMP ) UCD-SNMP-MIB:: laTable
2B 1 %, 5 AN 15 4 i B ) s

~]% snmptable localhost UCD-SNMP-MIB::laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig laloadInt laloadFloat laErrorFlag
laErrMessage

1 Load-1 0.00 12.00 [¢] 0.000000 noError

2 Load-5 0.00 12.00 o] 0.000000 noError

3 Load-15 0.00 12 .00 2] 0.0000060 noError
A RGFEELAE

Host Resources MIB 230 fF R G RN HE B . BN RSE (DL
ZWAFH) 7 HO ST-RESOURCES-MIB: : hrStorageTable & HH —/N A H:
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~]% snmptable -Cb localhost HOST-RESOURCES-MIB: : hrStorageTable
SNMP table: HOST-RESOURCES-MIB::hrStorageTable

Index Type Descr
AllocationUnits Size Used AllocationFailures
1 HOST -RESOURCES-TYPES: :hrStorageRam Physical memory
1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES::hrStorageVirtualMemory Virtual memory
1024 Bytes 2045580 388064 ?
6 HOST-RESOURCES-TYPES: : hrStorageOther Memory buffers
1024 Bytes 1021588 31048 ?
7 HOST-RESOURCES-TYPES: : hrStorageOther Cached memory
1024 Bytes 216604 216604 ?
10 HOST-RESOURCES-TYPES: :hrStorageVirtualMemory Swap space
1024 Bytes 1023992 0] ?
31 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /
4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /dev/shm
4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /boot
1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB: : hrStorageSize 1 HOST-RESOURCESMIB::
hrStorageUsed H* ] ODI # F K i+ B RA I RIR D & .

1/0 #(#57F UCD-SNMP-MIB::systemStats £l UCD-DISKIO-MIB::diskIOT able
K HGE AT JEE R T EIEA R EE, 5 H OID f1 diskIONReadX Al
diskIO NWrittenX HAZ it i14ds, HT1E RS0 8 S B3 UM 5 AN PE 4 15
T

~]% snmptable -Cb localhost UCD-DISKIO-MIB: :diskIOTable

SNMP table: UCD-DISKIO-MIB::diskIOTable

Index Device NRead MNWritten Reads Writes LAl LAS LA1S NReadX
NWrittenx

25 sda 216886272 139109376 16409 4894 7 ? ? 216886272

139109376
26 sdal 2455552 5120 613 2 ? ? ? 2455552
5120
27 sda2 1486848 c] 332 o] ? ? ? 1486848
]
28 sda3 212321280 139104256 15312 4871 7 ? ? 212321280
139104256
S EPS)

Interfaces MIB #2248 1% 215 .. IF-MIB::ifTable 24t T —/ SNMP %,
g AN O K L E NS R A B X N R A — AN H . A
F oK ifTabel ER43 %1, CERT KRG LA PIH 48 .

~]$ snmptable -Cb localhost IF-MIB: : ifTable

WX 28 I MR HE IF-MIB: : ifOutOctets F1 IF-MIB: : ifInOctets $&ft, T
SNMP BRI RS FHE—ME O MR E.

~]$ snmpwalk localhost IF-MIB: : ifDescr
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¥ J& 1) Net-SNMP
Net-SNMP AREEAT DAY Jg 2R AERR IR A2 RGeS B N S . X ER a0
KA BE o) R ) WP e BR . B n, AR R FE R RS 15 0B 5 ekt
FEAEIIERAS AT, B B FE T RGP 8000 4
BINE 15 7B s i & 2 /b . 2 AR A A ) mT A ] R4 R
RGN EE, X ARVFEASF I 57 #5000 X RatkRe nT AL (i,
1400 10,000 2515 B2 H N1 5134 2 100,000
FLFEER T RS = R S5 2 B E R R V10 1SN HAE Pl SNMP 3 R
Net-SNMP A DR N HE R . UM Ry AR E WIS IR . AT
AL shell IAMTATIER] Perl flifF kY BACHE . (RIXARGH net-snmp-utils Al
net-snmp-perl £ L& %2 %e,  [AINFH A AR AL TT 7] SNMP
i shell JAIAY & Net-SNMP
7E Net-SNMP fRELHEAE T —A4 8 MIB (NET-SNMP-EXTEND-MIB), #J
CLRI R & 0 AE & B0 shell BIA . ZHEE 1 shell A KIE 4T, W BLfE
fetc/snmp/snmpd.conf LA extend $54 . — HiE X, REHEALE B 1E
SNMP L& ARt o T B TR X ALE], B E AR R
httpd BEFEFIELE .
ER:
Net-SNMP AAE$E(E 7 — AW & RIPLEET proc fr &t A FER . B2 HE
AT LA FE snmpd.conf (5)F 11 .
T shell JIA 118 H A5 72 7E 25 5E I 8] 13 1) 2R 4t H38 4T 1 httpd BEFESR
#!/bin/sh
NUMPIDS="pgrep httpd | wc -1’
exit SNUMPIDS
N TAEEA AL SNMP ERTH, #HIIAS S 2] KRGkt BRI E,
BB TTHATAL, FHEIN extend $54 2/ ete/snmp/snmp.cof . NI extend F54
iR S IR

extend name prog args

name fEARIR extend HFFH, prog & ZIEITHFET, args REANTETHIZ
B Blan, Wi L shell JA & i 2] /usr/local/bin/check _apache.sh, T IHI 44
LU INAIA 2] SNMP ## .
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extend httpd_pids /bin/sh /ust/local/bin/check apache.sh

A AT LAZE NET -SNMP -EXT END -MIB: : nsExtend Objects H1 251 5,

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd _pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd pids" = STRING:

/usr/local/bin/check_apache. sh

NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -

read(1)

NET - SNMP -

EXTEND-
EXTEND-
EXTEND-
EXTEND-

EXTEND-

permanent(4)

NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -

EXTEND-
EXTEND-
EXTEND-
EXTEND-
EXTEND-
EXTEND-

MIB
MIB
MIB
MIB

MIB

MIB
MIB
MIB
MIB
MIB
MIB

s:nsExtendInput."httpd_pids" = STRING:
::nsExtendCacheTime."httpd_pids" = INTEGER:
i :nsExtendExecType."httpd_pids" = INTEGER:
i :nsExtendRunType. "httpd_pids" = INTEGER:

rinsExtendStorage. "httpd_pids" = INTEGER:

rinsExtendStatus. "httpd_pids" = INTEGER:
:insExtendOutputiline. "httpd_pids" = STRING:
rinsExtendOutputFull."httpd_pids" = STRING:
(insExtendOutNumLines."httpd_pids" = INTEGER:
iinsExtendResult."httpd_pids" = INTEGER:
rinsExtendOutLine. "httpd_pids".1 = STRING:

/bin/sh

exec(1)
run-on-

active(1)

1

THER, B ENERY ORGIFIRMA 8), e Rt N4
KM, N T ERBEHANZEEE, extend T4 T ARKSH. Hlan, T
FEVAS T AR T 52 VE B R 748 B I RE AR 2, JF HARR fa Y — A SOR A R oK

TR R

#!/bin/sh

PATTERN=$1
NUMPIDS="pgrep $SPATTERN | wc -I
echo "There are SNUMPIDS $PATTERN processes."
exit SNUMPIDS

2 b Ry B AR B #5 DU 3 Jusr/local/bin/check proc.sh T,

WAT H I

fete/snmp/snmpd.conf LA IHE 42 7R H httpd F1 snmpd FEFEEL

extend httpd_pids /bin/sh /usr/local/bin/check proc.sh httpd
extend snmpd_pids /bin/sh /usr/local/bin/check proc.sh snmpd

N TH BB F B8 snmpwalk 4% nsExtend Objects OID ) #i i -
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~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd_pids" = STRING: /bin/sh

NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs."httpd_pids" = STRING:
fusr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs."snmpd_pids" = STRING:
fusr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd_pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult."snmpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "httpd_pids".1 = STRING: There are 8
httpd processes.

NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "snmpd_pids".1 = STRING: There are 1
snmpd processes

®5:
BHOR A IR L 0-255 AU . X 256 AOfE, BRnl DA A BAS i)
Pt (BN TR D By AR AR T

72. BEMEEHEXMHF

HEXF2EE RGE B, RN, ks Bisfr N T .
ANEE HE S ARBE S, Flan, F—FE0A RS HESF, —F R 2H
TAeE RN I, AT E S HE X

i B O 2R 4 1) ) i, ik B RN N AZ SR B A B - R R A &
R, HEXRIEEAHHE . AT RENRE AT DR 3| H E 301, ﬁﬂ@ﬁﬁ
HESCHE, UURAEHEHFREET 4

— e H E SN 4N 1syslogd [ SE R BERERE . 1% rsyslogd SFHPHERE 2
H A sysklogd H‘J*ﬁ*iﬁﬂiﬁﬁ, IR ft Ty RIS eSS, W EE RS, S
ic B 3R T0, A N\ s A5, i TCP 5 UDP WS T 41 o 75 BEE K 2 rsyslogd
5 sysklogd & HEA

H E AR LU journald sE4 iR AT B B, Z5r 9 i RE A2 systemd HIZH
. journald ~FH#FEMIR RAHEHE, NWZHEHE, Y146 RAM AL
WA s BN B hR s BT B, DL IRSS AR A R Y, XLl B
BATER G, RGP . A H B, B R AN R 5] k) 5
i, ool TR, FERALTECRIERAE, T H e AR TR EEH 1D o
15 5. M journald A4 s H E SRR UNEOL R AR — BEAAER, HEXFR
PRAFAE W A7 B/ run/log/journal/ H 5 NI E M IX . e kB 5dE £ Bk Tl H W
18, MR EEWRIRE, P PeTER M. 2, RETDRESE - 36
Z0) 7.5.5 (TRERFEEAF MG . A RIATIEAHE R, HEZM 75 HHE.
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BOEOL T, XML TRIFFEER RS, journald 74 HERE 2 MRk 7]
A FETH, Bt 7 LEOH T @ g4 B EE B s . @
journald 3B [ BE#% % K& 3| /run/systemd/journal/syslog E4%7, 7] LLH rsyslogd
DB YR . SR, rsyslogd FRIAIEIT imjournal g ANARLER, M T8 G 1 bk
MERT . BIERLMEA omjournal HELM rsyslogd 2| journald 7EAH & 77 M) 4%
iR . 20 7.2.7 Syslogd M55 A1 H B AE .o BERAE LT SOA I H S8
— B 7 AR ZEY, DA OR AT BE 1 R AR e B8 T rsyslogd A2
Yo Fak, AT UL — B g N 4E S rsyslogd Hi&. (2L 7.3Syslogd H
B

7.2.1. HEXHHMLE

VF 2 rsyslogd 4E3 1) H & SCHETE /ete/rsyslog.conf BC B S AF Hidsk . KL
1) H E A fvar/log/ H KT o — L83 HIFE 751 40 httpd 1 samba 7 /var/log/ H 5%
THHBACKHBEX.

TR RE T BB E var/log H s M 24 H E XA F R A (1
4, cron-20100906), IXEEHCFAREKA INFE B H G A F RIS a8k, H &S0 F4
28, L KN AS KK, Logrotate fL¥5 T — Mg G115, © 0 LR
fete/logrotate.conf Bt B K H 2040 B H ESCHF, XHC B U 7E ete/logrotate.d/ H % R .

7.2.2. Rsyslog FIEARE

Rsyslog ft) = it B SO 72 fete/rsyslog.conf. 7EIX L, &0 LAHE & 4 /TE 4,
RN JEA R AN SRR 53 eAh, R T] LU PR i N R (UL
#5IF%0.
7.22.1. g

RN s i) —i 5, BiEFERGHEH BN — T8, ULATEhH—&8
a7, ‘B AR R IE T TE BT 4 o BRI P fete/rsyslog.conf FYEC B SO e SCRIN,
FE—AT RIS & SO IERR AR, FH— AN B A8 Bl R 55 73K

Rk @ 1, rsyslog MAESEHE T AR TS ERGHEWHE . TTHK
HYETTE, A B /EE TR, BT R, AT RN Rk A it v
o

WE/ETREH T IESR

5 i FH RN A AT JE 0 7 RIS R H G TH B R AT R T B/ T
R e, HIdIE syslog T BEET WA KM HAS o BREENILER. o)
AR, HMEH LRI

% 189 W / #£251W



FoEN R R IR 5 2R E R V0 RGUE B 5 T

FACILITY.PRIORITY

» FACILITY #57E M ER T RICRARHEWHE. #lan, Wit 525
AEERFTE SR R G H S B . FACILITY A CAH LA R &8z — (B
BRI KEIR: kern (0), user (1), mail (2), daemon (3), auth (4), syslog (5), Ipr
(6), news (7), uucp (8), cron (9), authpriv (10), ftp (11), Al local0 through local7 (16
- 23).

> PRIORITY #5%E #4t HEHEHIPLE4. PRIORITY AT LAH LT S8 5
2 — (B AR k7R debug (7), info (6), notice (5), warning (4), err (3), crit
(2), alert (1), 1 emerg (0).

FREEARE E LA A RIE R RGN EHE . BEHEES (= W
AR, 48 E LR i Rt H B SRt b, prfy HAh A 58 Zor 4 2
W o AR, AT 2 BT — A (D, R TR ERM A R HEHE.

bR ERHEE S Y, WA MR RS O Sk XrE W E B (X
BT AR CE B 5, 129 2T JG). A4 M s it dadida
JEH BTN none. W E MK RAX KNG,

TE N EZANREMR RS, HES () Belnit. BaE—1The X2
W, Mg G) pMEl]. R, EikFEass L7 BAeig & o il m o,
B A AHERR R B A — 2R S IRy

. REAETARKILIES

PLF 42 7] 7E /ete/rsyslog.conf H 45 i 152 B /2% T Je g i)t S8 28 10 J LA 17 41
T BERFETA IR NIZ RS HEH R, I T ) 307 200 & S

kern.*

WA N RS HEHE, AR crit BUE R, AT B

mail.crit

BRI cron HETH BBk 7208 info AT debug . A F 4 4% 2K

cron.!info,!debug

HT BRI B

T Bt pE g Tk Y R 4 1 W B AR E M, W timegenerated
8¢ syslogtag. %A LI AN € B EAME LU, XS E T &R 8-4 BT @t
LLEHERAE AR E R, BT A BRI E AR 2 X 4 KNS
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ETREENEESFUES ) IHE, Gz iEds, R NEE:

:PROPERTY, [!]COMPARE OPERATION, "STRING"

> PROPERTY & X it i@ k.

> ANERECS (D S LR E . BT R YRR SRS B AT SRR
A RIS AT o

» COMPARE_OPERATION J& 7€ X | LLaHRlE, %Kk 8-4 HT Rk
(1 LA A 2 T R P I L AR A

> FRPEREMETE e EUE, KBRS R 2 EM G5
FEEK . A TSR A5 B e (N —AN 5145 O FRBHTFAF (D,

R 8-4 BT R HLBHRAE

Compare-operation description
Contains R B B 47 £ e 5 A AT AR 20 A0 i S i ) SO R

Ve 77 B AL AC . BEPAT KN 5 UK LE B, (A
contains_i.

isequal PR BRI 1) 5 4 R SCAS SR AL ) J 1R 74 B o X ME
W ZRILHC o

startswith R A PR 5 8 ASCA I J8 745 T Sk (UL RE » 23R
AKX KNG LR, ] startswith_i.

regex LR ML) POSIX BRE (BEAIENZRIERD FSCAR
St ) 11T e

ereregex LR L) POSIX ERE (¥R IENIRIERAD FSCAT
St ) 11T e

isempty KRR SN AW 55 A — 1 rEdRE

I, LB BT REACI AT, XA R A
SEfl: HT R S
PLF & W {E /ete/rsyslog.conf 5 %€ 3 T J& P i)t g 28 10 LAME - 7ETH B SO
BEEFAE error FREERHE, WHRPIR:

:msg, contains, "error"

e A N EHLAA D host] SRR H ETH R .

:hostname, isequal, "host1"
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R H B B AR fatal A error L& H 22 [A] 04,

:msg, !regex, "fatal .* error"

FETREAN S I8

BT RE A IEHARE w LEA, M/RSFA R EEERGHEHL.
BT RIXALJELALH rsyslog H I IATE 5 8 F RainerScript JAIA, 7] DAf4 2
IR

B AT RIE AR ST

if EXPRESSION then ACTION else ACTION

> EXPRESSION & PERpmZ M FHIRE A Flln. Rk
$msg startswi th' DEVNAME' or $syslogfacility-text = ="local0"#& 7] LLE X £
AFIER, ] and BUE or BRIEFT.
> ACTION Jg E AR IR FIE IR BN EHATHIENE . AT PG — A
—IBEE, B EERIES FEEE R,
> AEHATHOMG, BT RIAFUS E RS O T if fRoR . SCHEY then 7
JF EXPRESSION Al ACTION. ¥, tHa] AT else SKdi & MRLE B2 4
FAFAFAS B 2R AT
BT RIA RIS, W DA RGBS APt B il e 3Rk X
ML pEds . BT DLL A Rk s A B /2 T g g ds . o —
[, T EPER I Eds, ARIAEIX B . RainerScript SCHFREE BREL re_match O
F re_extract () [ IENFIE
Ehl: BTREARSIBSE
THMRE R EHMREZM . progl &7 Q1M H & SCH#E 7 5iE T
S “test™ 44 B B PNANSCAE
if Sprogramname == 'progl' then {
action(type="omfile" file="/var/log/progl.log"})
if Smsg contains 'test' then
El:gtiﬂn{typez“umfile“ file="/var/log/progltest.log")

action(type="omfile" file="/var/log/proglnotest.log")

}

B2 HRT T REAAL IESR S H AL R . RainerSeript JAIASZ rsyslog
B E M IR, 152 7.2.3 fHH R E M .
7.2.2.2. TN
1T R T BRI B 4 o R IR — 28 m] DLEE BRI RN g S
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E:
B4 syslog 1 B2 HECH
FEAT NFRH syslog Y B M ARATIRAN H E S0 - X A2 I8 48 2 SO 842 52 il

FILTER PATH

FILTER U5 H Pk 5 B AR SO A . ilan, T TR ik Bl
() corn syslog TH 298 J5 4 A7 2 /var/log/cron SCAFH

cron.* /var/log/cron

PROAEOLR, HESFERRAE K — ARG H &S H BRI e [FE 2 8 e S
pRic C - ) AFNSCIF AR AT SRR € B IS A 2D -

FILTER -PATH

HER, BRRSAEER, MRRFRZIEKEAT . HE, XiiE
R REPERE, FRal 2 R TR P 27 AR AR E PN H B E 2

AR M SCPHER AR A AR S BB I o S50 B — e SRz, 1k
i EFrRIB11 RN o BhAS ST AR P BRI T AR S SCAF
AR AN (2 TSR ER:

FILTER ?DynamicFile

DynamicFile J& — M. 25T T0E AR H B ol i g1t . &
DT A S A ss ¢ - O SREHFZ, BHaDH— A8 502 M
T COR

B X Window RSN,  WERIEHE E W ST A7 £ 1) 28 i B
/dev/console &%, FRGHEWEBRKIEZIFRMERIHE (SRR Zum b B 8=
il & (ff PR I /dev/console HI-AbFE) .

T P 2% & A syslogiH B

Rsyslog FuVF#E AT LI i X 48 Ak A R4 H & B . IhDhRe e ir e —
EHREHZ N EVRRAHEBE . B K syslog 1 82T ENL, 51
DL B

@ [(zNUMBER)]HOST:[PORT]

> at f5 (@) R syslog W2 K 2MEH] UDP Pl ML, EAEH
TCP Pp, A at 775 SHATZ HEA TR (@@)-
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> A[IET ZNUMBER & E X #2541 H E W 21 zlib K47, 1% NUMBER J& 1%
TREM RG] (N1 - AR 9 - KD . K4itE s H 3 H rsyslogd fufy, a0
AT AR 250 B 4, WRIE SN T 60 T A2 R4 .

> HOST J& & LA~ EALIEFE syslog 1H B -

> PORT J& M e L EN L s

> MENLE X IPVe ik, HTHESHEHUAE ([,

Sl EIE LS R IE syslog TH S

PAUR izl i 2 R, BrA SR #8 i s A —/\5@%&%&, HIRBEAEAT
PARB PTG HE) R Z% HERE B REER e+, 28 UDP #hil,
W B 5 31 192.168.0.1.

** @ 192.168.0.1

S 6514 % AT TCP Wh3CHE I 254 % 31| example.com:

** (@ (@ example.com:6514

T E4EE B UL zlib (9 R4S, ¥ HHE K 25[2001:db8:: 1], 4L %8 UDP
e

** @ (29)[2001:db8::1]

M HRE

T B TE 2 B TR H RS AT DA R B B KRN o X0t H SRR B
EEEHN CEXRFMER, ESW 7224 HERE). fiHi@EEEA LEXT
WMHEBEENEEMES . FHi#EiE H Soutchannel 5 42 & X o ZEE X
fete/rsyslog.conf fy HiHIE, 5 H LA FiG%:

$outchannel NAME, FILE NAME, MAX_ SIZE, ACTION

> NAME J&1H485E 1 fi s i 4 5 .

> FILE_ NAME J@H485E 1t SCft 4 . S thimiE R ge s A3k, &
HEIE, %, BRI

» MAX_SIZE @48 € 1 30T UK A RN, BLE 5 N AT .

» ACTION J& M€ SCH A B R RK/AMNIAT N

> AP s AR AR B —NMT R, R

FILTER :omfile:$SNAME
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S FHEE R SRE
T A A A T s A R H R e B 2

$outchannel 54 E X :

$outchannel log_rotation, /var/log/test log.log, 104857600,
/home/joe/log rotation script
8 PRI £ BT A AL SR I BT A syslog 1 5., SREGH B JE 0T %6 & X%

*.* :omfile:$log_rotation

— H R (FEAFIH 100 MB) #5152, /home/joe/ log rotation_script 24
PAT o ZIATT LA S AR NSRS S B At S R N2, g B AR N2, B
BT MR E

Ri% syslog \H RSP

rsyslog 1L TEE FH 4% syslog M E KX BFRERIH P (AT L. 45
EZATN . BRREZANRHP, HiES G) R8NP 4. BiEERIES M0
FRIPTER P, EHES ).

AT —NEF

rsyslog ] LA E B £ 48 H EH B HATIEF, I system O ¥ 7 shell
HHATHIRE . BIRE —MEFRIAT, H () FRATS iz . Bk, f5E
AR AT T JE B A% 2, R FAR 3 B4R T B T AT S E N — MT S

FILTER "EXECUTABLE; TEMPLATE

X BT ARG B H @ B EXECUTABLE 48 & AR 7 AT A0 B o IXANFE
7] DURAT AR A R AT AT SCAF . S AR (1) 44 #R 5 i TEMPLATE .

£l PATEERR

FE NPT, BORFERAEFIL XM ARG HEHEE, Higad 5
template FAR VLG HFAE NS UL LS test-program F2/7 .

* * Mest-program;template

B
MATART ML B LR AT shell $ATERAE, AR Z B FEAN. W
7 A LA A SN BIRTR € AT N EEHAT BIRE Y o 9 1 3 S AT Ao ] BE ) 22
R, 78575 I8 shell HATAT N
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B syslog 15 BRI $HE
T s E SR, BRI RS HEE S LE RS AN BIEE EER
B e 5 NAF I BV T

:PLUGIN:DB_HOST, DB NAME,DB USER,DB PASSWORD;[TEMPL

ATE]
> PLUGIN i HRr e ddfE, X eeddifrnr DLACBEEBos 2 5 8 E . (B,
ommysql ).

> DB_HOST J&*: 45 & 4 P 1) EHL 4 .

DB _NAME J& %45 & #f FE 4

DB _USER J& 445 & 204 FEF o

DB_PASSWORD J& P45 & 45 2 FH P 358
TEMPLATE J& £35 5 —MELL syslog 15 2 IR .

Eg:

HHl, rsyslog K3 MySQL #1 PostgreSQL %z . A4 1 fiH MySQL Al
PostgreSQL %4 2 5 NIhEE, %% rsyslog-mysql Al rsyslog-pgsql . Bb4h, 1k
RIS LE & W) Jete/rsyslog.conf FC B SCAF 2R N AR ER -
$ModLoad ommysql # Output module for MySQL support

YV V V VY

$ModLoad ompgsql # Output module for PostgreSQL support
HZ KT rsyslog H{E B 275 7.2.6 i H Rsyslog fEHk.
Fhh, AT DU B omlibdb A HR AR (30 FH A B A R R 1 (S
Firebird/Interbase, MS SQL, Sybase, SQLLite, Ingres, Oracle,nSQL),
E3F syslog JHE

M EFFILEEL B B BT (~) .

FILTER ~

FFAT RN EE R AR AT AT — P b B 2 1T, DARIE HATE S . iR
AR S E L RIS, X2 AR E AR, S IWE S B R H A £
FrAAE R 25 R T BT AR G B SO b )48 e B B AL B, A5 3w I i 25 SR
IXEAT BT NN R BIATH » WEER, — ByH B E 57705 A E S )
ITNEE INERRRE .

Bian, RN E S T AR cron (] syslog 1§ &

cron.* ~
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EXZATH
X TR LR, BRRVHRE L MT . X NERERE 2 MRE, &
—MTAEERM AT, JFR SR (&) T4
FILTER ACTION
& ACTION
& ACTION

TREZ M RIESE s 1 P Al ROVBARTERE, [R5 7 ZE A0 P Al

7.2.2.3. &RfE4

A JRFE A RIE T rsyslogd P4 HERE L B LT A0 A T8 246 R e e
SR ERE, 1ZES M rsyslogd SFAREFRRAT A BUEIE RN . BT 4 RifE A
WALETCIFS (8. RE—MESREITHE. THE—NaRiES0E T,
HA5 52 R G0 H EWH BB KK

$MainMsgQueueSize 50000

XANFE A BIAK/NZ 10000 ANTH R, 0T LAk E i #4555 8 AS R A
18 A] PAALE fete/rsyslog.conf AL B A @ X282 . — MBI A B
BIRTAT N, BRE—NE2 050 —F 2] . 454847 DL R EAT
9, BRI B AT BB AR 2 N e B R AT LS B L . B, —
FloET B EC B A N E AT A HL AT DL ARSI Al 1E A (7.2.3 0BTl EA% 20 .
SR, B2 Je e 2 AT AR N IR S 2 SR -
7224, HERH

I THI & — M) B H /ete/logrotate.conf FiC B S5 -
# rotate log files weekly

weekly
# keep 4 weeks worth of backlogs
rotate 4

# uncomment this if you want your log files compressed

compress
AN EC ESCPE  BA BAT I E X Rk, Hod e H S 23K
IR, HESCRE AR, 08 R H SR A2, A s H S
A gzip E4E . gz HIRE . DA# S I SRAEITAT IR, Ayt
T DONRERE I B S SO G BT, 4 H AR 2 R I o R
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M, x4 J&fE/etc/logrotate.d/directory H 3% T AK€ B H & SCAH61 2 5 i e B
A, RS B SO BB B IR T

N A2 — AN E /ete/logrotate.d/ H 3% T FC & ST R T

/var/log/messages {

rotate 5

weekly

postrotate

/usr/bin/killall -HUP syslogd

endscript

}
1% SCAE R TR B % T A /var/log/messages H & SCAFRC B - 76 AT RE LT,
MR E MR BB EREE. Fith, 8 0/var/log/messages H H 3Rk
BT, AR 4 R IUE S SCHI DY R
e iR IAIER, R ARSI H SR B I E S s
> weekly- 7€ H SR B BN, KPRt T.

daily

monthly
yearly
> compress-fi BEHC & SR 4B TR, R Ar I8 E 5T -
nocompress
compressemd — 55 F T R4 1 4
uncompresscmd
compressext — f5 & H T E45 3 & .
compressopttions — 5 7E F T & 451 17 [ e i 16 1
delaycompress — 1B th K46 B2 T — /M8 A .
> rotate INTEGER -#53& | — 4~ HE X B i R B H , i 30 H 1
B SCE IBR EHE 2y B —MRE e f ik . R TR E 0, IHIH S ST R,
MAZRE.
> mail ADDRESS -, 488 2 i) HE SO Hs Ak . SRBLR) 4
A
nomail
maifirst-45 € R 250 B 1 H SO A, BRI H S XA ET
Maillast- $5 & IR H BB HE AT, 508 1) H B IEET . 24 HEZF
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DIREFT IR, e T2 BRI T

KT BC B I 52 B 4R 2 5K S logrotata(5) T .

7.2.3. EAFHRERRX

L] LR v 2 I 55 A A E R G261 rsyslog BERIANTE L N AZZE 8 Wi, /14
FOBTHIBC BB . XPHT R EAS SURT H AR B sk, R, i A vrihLt
TR G 7 1R DL A R o TEVEIG SR A e 238 1T RainerScript AN B AL P
PRI WA VNS BISCRE, BB /ete/rsyslog.conf FC B XA HEH -

RainerScript & —FIAIES, &M T A3 P2 HA- N B FHAF AP A,
%140 rsyslog. RainerScript fiz 572 2K € TRk A pyid s, W 7.2.2.1 i
A I T FA e JE 23 Y 5575 . RainerScript 7F rsyslog7 F AN H S2FL T input

() A ruleset (), H FoVFfrid/ete/rsyslog.conf L& A4 B N BT EL. B

EEARZ A FEAE T, BN SHEE S LS55, WA,
1T, B, RPN . eI )96 Bl P PR ) X I s AT e, JRRRAICHTIE A
RN E R IR . 1A — DR PRI . A DR EHT IHEVR A AT LA
M, A REFEERT L.
510 XUk 12 500 LA

$InputFileName /tmp/inputfile

$InputFileTag tagl:
$InputFileStateFile inputfile-state
$InputRunFileMonitor
[Fi B P I A BT RO B B R 40 R
input(type="imfile" file="/tmp/inputfile" tag="tagl:"

statefile="inputfile-state")
KEF R E TS B EE, e 7t JF st 7
HIIZAT#E . A 2% RainerScript i& FJ SN FHEE B, ES WAEL TR
7.2.3.1. B

PREFIRTE 2258, rsyslog AbBEIW S EALINE S o FN H I 98 2% 1A an 51
FAF N EBEPATHEAE A K. 1E/etc/rsyslog.conf S HTHALI, BT A RN A
BN BT RV . ORI IR T8 — U, JfRaks:, ERITE
FIU) T 20 4k Ak 3 B 209 2 A AR S — ) 2 5

SR, BRI RT3 AN 5] 7 BURR 9 R B o AE RN A v, 5T AR i) B e
Mgz, Rk P NBUEIT w 8490w 2R E K AN AT N T rsyslog 1Y
PERE. Heh)ihud, FELSRAYH BT S KB VP Al B R, SRALIX AR I e 2%
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EeT A kIS . 1E/ete/rsyslog.conf HH IHFE I 4E 7€ LU R s :

$RuleSet rulesetname

rule

rule2

25— M MBE S BN ER 1, B0E BN SEGER AL, 4 F -

$RuleSet RSYSLOG DefaultRuleset

rsyslog 8 FIHTIIEC B AN, input O Al ruleset O BRJPATHLREE . Bk
FI R I 47 /ete/rsyslog.conf HH 58 X, U R Fizs:

—_n

ruleset(name="rulesetname") {
rule
rule2

call rulesetname?2

J
FHAE IR EE I RR IR ST B # rulesetname. 1Z N EEZ FRABELL RSYSLOG FF
B, BN AR AR E R, it rsyslog f#H . RSYSLOG DefaultRuleset &
NXRAE B RRUNAE, 05 B A o AR AR AT . AE RIS 20
rule A1 rule2 &, %&AJ LLE SO BE-#RAE A NN . P TR S48, BT URE
I £ A 50 i ) £ B AT T
SN S, BREREEEH THAHmA:

input(type="input_type" port="port num" ruleset="rulesetname");

XHE A LLEIE input_type AN E, XEFEMNEE, siFEd
port num - %5 . HAMZE, U file 5§ tag A LA T8 input (). FHFLNI4E
(1) PR 4 rulesetname. 5 — AN B AR BIBRAE RN Fhdi e, BROAREIN £
E LY

7.2.3.2. Sysklogd AR %5 ) St
rsyslog 2 5 Bt -c P i fa & A A, (HAESE 8 IR SCHF, [FIFE, Sysklogd
KBS I iy AT IR T I B, B Sl i IX e iy AT IR TEC B rsyslog. {HAE, &
A] DU 2 MRN8 AT B rsyslogd SRARA 1% sysklogd fLLRIAT M
% % T AR rsyslogd I KI5 K 2% rsyslogd (8) T
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7.2.4. £ Rsyslog A%
BB T4 rsyslog 2R 2 AL N2, MBI EENERRGHEHEL.
TEBAFIMLEI T, rsyslog REfE [FIBT AL ZANE R, H AT DU 2 AT 5 AN B
SEZ N o rsyslog BRI BB A0 R

Filter

Engine

output

& 7-4 Rsyslog H1{H B

T8 rsyslog A4 I il 21 2, EERIEX N B A TAL B, RIEHHTICE
FFEHEBAF . IS ST At A FEAL 8 2R AL B35
FUU AL EE 28 A2 — M@ AL JE 5 2. (R, 7E/etc/rsyslog.conf 7 SCHTHL
FEFH o FET XGNP R A FE SR VT AL MR B AT - BT N ER EH D
IPHAT BAF o 1 S I A Z 1A% 356 BT N AL B B8 B 2 7 AE A N S o T, FEIX
— b, JUMT AR AR —AMEREiT. 8 TEANEB, —ANH B E I
S E  EZE RS ST
RABMTN—ADBAIIE AT RER) . MRIEECE AN, 1295 20T DLIE AR A% 2
AT R ZR AN @I AT BAS o X E BRG] (IR0 AT A . fEf H R R
WG LT, AT ARSI ENPATEAS, — BN TR RIRE S, AT bR ES 3o 2L
R JHE, HXRER.
2k ERTIR, rsyslog BABIE AN E: Toitsdxt SN AL BEERAE N — A F0H
BRI R I ] EAE &MY () 1 AT A B BAB R T I o BA B PR A 3 2R
RS 22 =il B AL PR RE
> EATR NG MES, 1E rsyslog MIG5 4 B AR F= 3 AIVE 2
> BNV IFATHATIH R .
Rz 4, BAFIAT AR LARAS B 4 2 3 B B R N R Gt it R . X
SE 0 B IR IAE LR & 4
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B

R A AR ICIEAR IR — AN R, S AR A AT T S BAS o an SRAE BB
W, FINFHZE, BERIEA T R BH 3 B S AN FH ZE 1 S A . 7
B B PAT AT I LT ﬁzﬁiﬂzim}:% BRI SSH H &t 3%,
X SOE RN BHIE SSH Viial. PRk, A IR L IE I X 28 2 e 154 e 1) i S A
& AT NS .
7.24.1. 5E SLBAF

MR BAEWE A7, 7 UM RBLAIBAS1: direct, in-memory, disk #
disk-assisted, ) V2 f# F I BA %172 in-memory. f&A] DL IR Le SR 1 Horp 2 —4F
RN EEE BRG], HA] CLENHATEAS . 5 T T S A 8 0 2 /ete/rsyslog.conf 3L
R

$objectQueueType queue type

EIXHE, el LAFEHE B (H MainMsg & #: object) BHATIASI (H
action % object) H1E % & . H direct, linkedlist 5% fixedarray (in-memory FA%1),
oY, disk Bt queue type-

BRI E FTH B PAFI 2 FixedArray PA%I, 5 KA7AE 10000 NH B $UATBAS
BN E N Direct PAF1

Direct BA%

X1 VR 2 ) B aRA T, ldn, S AN BRSO, EPAT RIS — NS
FATER] . N TR, AT

$objectQueueType Direct

i | MainMsg B # Action &4 object, X NI A] DL £E 3 T B BA 1) B &
1T B BAF . XFT direct AF, T8 B EEALE, BRI ELIL BN &

Disk A%

disk BABIAE it BRI RE AL SR B 2%, XA EATm T 52, (H 2 I vl g
P U B8 1. AU TR ks HE N H SR AR HE, K
ZHABI R AR BAT A disk BAFI. ERE disk FA%I, ff/ete/rsyslog.conf FHEAN
LN A

$objectQueueType Disk

i MainMsg 83 Action %1% object,iX ™ML 1T ] DA 7E =98 5 A B & R
1T BB . disk BABIE NS, BRINK/NY 10 MB. EERIAK/INAT DL i il
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FIRC B fR AT 1B

$objectQueueMaxFileSize size

Hrp, size Fox disk PAFIFIR/N . € CHR/RBIAZ SR EITERT, rsyslog
HREHNATEERAIE, RIS & R/NRS] . disk BABIEES 570 A 5
MR SCAFAHVL D o X Ee S 1) i 44 45 240 T i :

$objectQueueFilename name

XNERBR S EE T3 AATH . HoCHEA L, 7 AN, S in—
AT N
In-memory fA%
£ in-memory BAFIH, HERA )T B4 CRAFAE N A7, IXAEAF XA I AR R PR
SRR i ET b0 R B OR AL, D) HE B R E R k. H R, RS ET BLAE A
$ActionQueueSaveOnShutdown & B FRHLETRAZEHE . A PAZEIH in-memory
FAF1]:
> FixedArray queue —BRAFZVH B BNF, &K 10,000 Moz, Xfp
SRR BAF A FH ] 5 090 B P B DR AF A S e 2R 4B 5 . BT iX e da 4t
RIEEAZ N S s HFE— E B A . SR80, FixedArray 34t 1 i1z
ITHERE, SRR E SAR X B A E R RE,  ERA 2 S R
> LinkedList queue —1% B, —/AMFER BT S5 /AR 23S 0 EL i, LIk,
A2 AR TS BN it . LinkedList A BAF AL B A 7R i 5 R 0 8 B 5 47
TE— BB, 24d A LinkedList BA#AH LT FixedArray BA%1, ‘& FEHE D
IR, FEBEAR T AL FRIT4H .
BC® in-memory BA {5 F R M 135
$objectQueueType LinkedList

$objectQueueType FixedArray

i Fl MainMsg B Action &1 object, X /M I AT DA 7E 3= 1 S A A 5 & 1
17 B BAF .

disk-assisted in-memory FA ]

disk 1 in-memory BA % E8H % B B AL i rsyslog ik & 7T LUK H & I A
disk-assisted in-memory BAFI. ik, BLE — N IEH ) in-memory BAFIZR ¥ N
$bjectQueueFileName #§ 4 7 & X N i 5% 4% Bh ) S0 4 o X A BA 271 gl A8 R
disk-assisted, IXE W in-memory PAFI5 disk BAFIIE T HME

W in-memory BAZ O EH FERHLEH BEAZR disk BAZIBEGS . £
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disk-assisted PAFIH, AT PLFJI 15 & disk-specific B in-memory specific Fit & %4 .
X AN Y[R BAF AT e 2 i I, BN AT RE QI RS AT I ANAS AT FE I R R R Il
o
&€ disk-assisted in-memory BAF# H so-called 7K E[l:
$objectQueueHighWatermark number

$objectQueueLowWatermark number

i F§ MainMsg 5% Action & fX object,iX ™M i a] A 7E £ 14 B BA A1 535 4
ITHEF. A e AR BORTH B2 A number. 24 in-memory PA%1iE £
T EKALE B, eI ERE BB AR, FE— B LR in-memory BAFIK
N REEISRKEE X EE . IR BKENR 29D A LB S #EE, [
R T 7IH BN R, BONE NMEELSCH 2 A A 12 1 . BRIk, KA 2
LG #E AN P B 25 5 B SobjectQueueSize K. = 7K AL FIEEARBAHI K/ 2 8] ) 22 & &
BRI B R KM & A SR P X o 725 — 7, WOE mKAL AR AN b ZE 140
LT AR B .
7.24.2. EHAI

Fr A S8 1 BAB AT LL3E— 0 0 L DA A2 X R 22K o S8 mT LA R LR AN [ 4
L RAEIHATEAZI AN T B NF . BT, A 20 ZABAIISEATH, WAEZ .
Horb g — ek B W, HAE I TAEGIARE B, SR BAFIAT A 2 s,
PRELEBHPEH. fEEmgagES, el rsyslog HITERE, 17 HERA,
BB R G ST .

B fi1l BA B K 70

R T LARR i BA B AT DAL 59 B e, (T Nk E

$objectQueueHighWatermark number

i} MainMsg B3 Action /X object,iX NI n] L 7E £ 2 BA A1 535 4
AT RS FHAZIRT LLEL & i3 S8 H B4R number. 7T L E BABIHI RN,
A RAE N EATTSLBRAE it 2% B R/ o 2B 2 BA BRI HE £ BAF1 BRINBA B K /N Ky
10000, 447 BAFIERIN K /N 1000,

Disk assisted BAFIEERINIE DL N A2 TERR I, AREH TR A k5wl o/, HA]
DA A5 A BT AR B A T I B R A 2 1), (E DA R

$objectQueueMaxDiscSpace number

ffiF] MainMsg (% Action 21 object. 4BAFIHEIEHRT, Hril B £,
HRIBAFIRERL 1 2 e ) 25 (]
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EFHE
MBI BB —E EcR, O8 1 aslE, AT DERA S E S AR B
15 B, RE RIS RITH S . B3l ZFF AL B R BIE 7] B discard mark:

$objectQueueDiscardMark number

{6 MainMsg 5% Action #% object, /i 5T AT B H 72 915 £ DA 51l s 44
BB X, number FREEENEFOM BN AR . 5E UL
BERESR, 0T

$objectQueueDiscardSeverity priority

R T2 — (8—25%) X priority: debug (7), info (6), notice
(5), warning (4), err (3), crit (2), alert (1) 1 emerg (0). {HHILKE,
BB EFHE G, HWE AR ZEBARTER AT S A S BAZ I Ex .

15 FA PR

AT LABCE rsyslog 7E—MREE BN [A] B AR BERA S . A T X ANk, &nT DA%
il oy TAEBIHE S B o 2258 IRV, 36 0 LR

$objectQueueDequeueTimeBegin hour

$objectQueueDequeueTimeEnd hour

AT LR E R M AHESE, DU/ N Az AR 24 ANk, ASCRricE

BB TRERE

TARRREPATIH EABNRIFR E BAF o Blan, £ ERS], — A TARLRER
FESS R g A B N BB M AT S, IR LHEBAZIH S AT A . 2478 2 2
B, TR AR DHENRERR —E8EN, 51— TIHEL
e R Eh. e s, M.

$objectQueueWorkerThreadMinimumMessages number

FW B 2R B AR number Rl wb 78 TAEZAE . F1401, number &y 100,
100 2N B EIARE, —ANET) TARZRRETF 6. Siid 200 MH SRR, 2
EATARLRR R30S . R, FHATIZ AT R 2 I TARZRE AR, Fr LU AT BARR
e R KB, N Ps:

$objectQueueWorkerThreads number

number XK A FFATIZBITI LAELIEM S REH . X TEHEES, ERIAR
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#oN 1 AR BRI RCAIG, B HisTHIEN HI. 2
BN, 41N s

$objectQueueWorkerTimeoutThreadShutdown time

FIR I i) (LAZZFD AR B timeo RSB E time, LN 23
I, s BT DA EE R, TAER A2t . I RasE e -1, %
LR R A

HEE H AT

AT EEEAE, AT UABE rsyslog [N BAB IV BT, B BB B
BOH BB, A R A 4

$objectQueueDequeueBatchSize number

PRI 5 R 8 BAB (098 5 R e R3O H B e number. TEVERL,  HYBASIE B 4L
H B B B AR 2 1) TAR R RN 18 1T 2 S BRI WA TEAE =i

£ 1ERAF
BB PSR EE S, SR Bl I 45 5 I [) 1) e i AR LA

KSERBAFIALEE, DL H s 2K

$objectQueueTimeoutShutdown time

TREM time MAZMONRAL, IR —BUR R 8H — Ll A R, TAF
LR TE AT B AL P, SR Z1ERAA . R, RACFERE B ER. 51—
AN IS T T g R RALE A £ 58 1l e i PR A0 AL 2

$objectQueueTimeoutActionCompletion time

FEWEN time BN TET, AR TAELIREER R A AE AN EARIFEL
&, TR -

$objectQueueTimeoutSaveOnShutdown time

s LI AAEBEE 1, B BRI R EAEAE rsyslogd 28 15 B0 2 547 filk 2R
jétj_

L o

7.2.4.3. £ H rsyslog FAFIH 5
rsyslog 7 $2 4L T EE, BAIXS RAE action (O PHRE X, BEAT DLER A
F 81 /etc/rsyslog.conf 1 — ML EEAE o AT BASI B9A% K F -
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action(type="action_type" queue.size="queue_size"

queue.type="queue type" queue.filename="file name")
FHEPAT W HERAE B 4 FR B # action_type, FHVH EBAFIT] LAZE 4R 11 e R AL
H#ZAH queue size. X7 queue type, 7] LAIEFE disk BAZIEL M in-memory BAZ
Rk FE—A: direct, LinkedList FJ8Y fixedarray. X file name {45 € — >34
%, AR, HER, WERAE N80 H sk RAF HE S, SELinux £
I HE

7.25. FEHEMRSEE LBECE rsyslog

rsyslog 45 HE A it vl F FH kg AT H B IR 48 A B A Rk ki H
BB HERSSA 1WES W R R H S B RIREG S, BER ) i
rsyslog BLE (5 5.

rsyslog IR DAL AT HAENHEMS R/ RS L, HFHEFEH R
GilC B K HERIES HEMRS 3. BRI = RS B RIE RS V10 BT
LN 2% %% rsyslog, WIERTRE, DIHILR RAHITL L T rsyslog, LA root By 17
AL r4:

~]# dnf install rsyslog

Syslog it & B I PN 3 11 52 UDP F1 514, FLAE/ ete/services XXAFHFIH
SR1MT, rsyslog BRIMHEH TCP fE¥i [ 514. (EACE W fF/etc/rsyslog.conf 1, TCP
ZH@@F .

He W e A I 2 H 2, 281 SELinux BIERED B AN e v Rk Fn
WETE?U H ) 1 e

~]# semanage port -1 | grep syslog

semanage 3£ #2£/7 Hi policycoreutils-Python £ ff)— &8 43 $& £t . 4 2R 75 B 118,
LI

~]# dnf install policycoreutils-python

A, EERAEWL T SELinux [ rsyslog 287 rsyslogd t, AL E N
VYRR IE LSRR E rsh_port t [IZEFE shell (RSH) ¥k, H TCP ERilig M &
514, KL, 1XA&EAEVELH semanage B HA R L TCP ¥ N 514, %40,
BRI E SELinux VA AR Es H 514 3815, MA@ T:
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~]# semanag eport -1 | grep 514

HEEGITHEM N SRS SRS L, M TSR TRDE. EiXid it
(VT A2 BRALZI LA root B 47 AT A 2> 6

7.2.5.1. {EH GRS A B4R
rsyslog 7 B A Z MR E ARARRE 2. AF AR e R IH A K. 777 R
AAE R TG o AR, 4R s
template(name="TmplAuthpriv" type="string"
string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::secpathrepl

ace%.log")
template(name="TmplMsg" type="string"
string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::secpathrepl
ace%.log")
IR LA th AT LS AT AR AR R
template(name="TmplAuthpriv" type="list") {

constant(value="/var/log/remote/auth/")
property(name="hostname")
constant(value="/")
property(name="programname" SecurePath="replace")
constant(value=".log")
}
template(name="TmplMsg" type="list") {
constant(value="/var/log/remote/msg/")
property(name="hostname")
constant(value="/")
property(name="programname" SecurePath="replace")
constant(value=".log")
j
XFIXEE rsyslog BRI RUE, IXAMEAR SCAKE TR AR 5 15z, PRtk n]
LASEZE 5y M o
TE RO TRE R, A7 2 B AR s BN & &, ISR, 285
0 5E WAL, S RN DU £ A RN
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module(load="imtcp")
ruleset(name="remotel"){
authpriv.® action(type="omfile" DynaFile="TmplAuthpriv")
* info;mail.none;authpriv.none;cron.none action(type="omfile"
DynaFile="TmplMsg")
h
input(type="imtcp" port="10514" ruleset="remotel")
7.2.6. £ Rsyslog ik
M TR, rsyslog $RAEEMRER, XSG ALAAM I ThfE -
i LR R R AT DU 58 =T T R . RS RSN 0 dm A (LR ST
B BRAH LN SO AR ) o H A R S (i B AR BB AR ) Ry 7E Th RE o
Ing— MRS, FRT R AR A B D0 AC B 454 A, W58 LR RS

$ModLoad MODULE

HA$ModLoad & I#k$a & AL ) 42 J5$6 2« MODULE R/~ 18 BT 75 A
P Flan, GRS EIE P SRS A (imfile), f# rsyslog FHAT Al bnifE
FISCAR R R ARG HERE R, & letc/rsyslog.conf it & A48 7€ PL N T

$ModLoad imfile

rsyslog #fit [ VF2ARHL, XL HA 4 Jy LT 2l

> A B AT SR & MORIE AT S o S AT PR 2
PLim T2 45, 40 imfile 1 imjournal..

> A BT TR A R 25 & H BRI B a4 0k,
A ERIEESY, S NEEELE . MR a2, om AL, W
omsnmp, omrel p 555,

> ENTRLEL- XL ERAE B B ST RN, B AT e T R 2
HHE. H CEFHHEE, KT LEIE B ORI BT as. b dsih
R FR 2 Bl pm BTZITUR, W1 pmrfc5424, pmrfc3164, %5,

> HEBHEER - HEBKEREN ARG HSHEER N, KRR
RIAFRLL mm AT G . BB mmanon, mmnormalize, EY
mmjsonparse H: FH T~ & 4 B0H R IEH 1L

> PR - R B T E AR TR, RS
rsyslog TRUL BN D REAH B WA . A AR AR A4 PR S 2 DL sm ATZETT 46,
U smfile 8% smtrad 34
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> PEREH - PERER O H A AT I E R L T e o X BERLERAE rsyslog i
BN H N, AREH A BCE
I IS £ N T = | = o 41 N e < e S 7 BT Y W &
http://www.rsyslog.com/doc/rsyslog_conf modules.html $& %I,
B,
B R AT rsyslog MNEARIER, XAEARATAT LAYT A B O e A £
o X RIEAER LA . 9T HORBR > 224 s, AN AT AT {5
AR .
7.26.1. T text XA
SRS AR, fETFR imfile, ¥ rsyslog BT B SCAR AL R 4 H &
B, A LM imfile MBI B ORI SCA SO H & BN IR FP - 3 H ST
o ZIN# imfile, fE/etc/rsyslog.conf #NA1LL T %
$ModLoad imfile

$InputFilePolllnterval int
B UME imfile —IK, SAZANXAAHZA . $SnputFilePolllnterval
2 JR TR 248 E rsyslog o B ERE I SUA ST AR A AR . BRUA I [R] [ B& 2 10
P, ZHARE, FH U A EALI I 8] (8] FE B 4 int.
HNTHE AT SN, TE Jete/rsyslog.conf SCHEFRAE F AOEVER AN R -
# File 1

$InputFileName path_to_file
$InputFileTag tag:
$InputFileStateFile state file name
$InputFileSeverity severity
$InputFileFacility facility
$InputRunFileMonitor

# File 2

$InputFileName path_to_ file2

4 N BCER TR E MRS
> MO A2 54X path_to_file
> HIHEH tag % &R tag
> FME—PPIRE S 4 B AR state_file_name. IR SCAFERAZAETE rsyslog
HITAEH %, ARIER S RERFRD, PRic g B 5E M 70 X o an R AR
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AT, A SR E RN . ISR E T — AR SRR
> ¥ N$InputRunFileMonitor 15 e A . WAHRXNMIE, XA

A 2

bR T AR TR 4, AAAERT DL H RO AR LN E W E . &4
RS OB T severity RCE T AW B HME. HRHETE# facility
KE LA BT RSt
7.2.6.2. WHE S HUE B

AR FE v, AbEE H s LA BRSO AT LSRR, BE T . BT Pl
] DBMS P28, &P BB, #U1 ommysql, ompgsql, omoracle, BY
ommongodb. 1EJy AR, 18 FIAK# T libdbi )38 F omlibdbi % 4 . omlibdbi
FREH ST R P 58 PE 2 4t Firebird/ Interbase, MS SQL, Sybase, SQLite, ingres,
&3, mSQL, MySQL #l PostgreSQL.

7.2.6.3. {EREMNE LM
9 285 AL i (RO AL 25 PR R e 3 4 AT DLIE I TLS 8% GSSAPI N % h BORH 43t
2 2 At (TLS) J& B RS AEiE T 4GB S i 2 A I aE vl . 248
H TLS, rsyslog V8 S 4 Kk 2 BTN, I FRISEE 2 18] (1) 75 B2 AR HAIE.
W2 MRS APL (GSSAPD &M JyRE 75Uy Il 22 4= IR 55 1) S FH 1 2 12
B, N THEY rsyslog WHEREHEH, 0 0H —AIEH ) Kerberos P55 .

7.2.7. Syslogd fR&-MHERRZE

W LRI, rsyslog Al journal, RS LW AHENHIER, A LA
RIRE R, AN TE TR . ERZIEM T (L 7.3Syslogd HEZ)D,
AT LU E A, et @ g i 45 &, IR et £ — A ST Bdis b .
T XA AR B — AN 845 12 T2 A A\ R HE B A1), IXSEAIEL ) Rsyslog
F1 journal HJ3E{F socket S FFo

BRAIANEOLT, rsyslogd 8 imjournal BEHRAE Y H ST BRI A A 2.
fS XA, AT LU N S, AT BLFHH Journald $& 4t (1) 45 74 £ 4%
oA, BB % AT BLOM journald B AN C B OdE 2 1B H
$ ImjournallgnorePreviousMessages 1654 ). 2% 7.3.1 )\HE&EH AR H 5T
imjournal fJJEANHC & .

YENEAR, BCHE rsyslogd SKIHH journal R UL ERFAVEN—AFET syslog
N HH FO 5 H - B 1 42 /run/systemd/journal/ syslog . 24 8 A0 4EH rsyslog 1H S,
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B IR, ML imjournal, EEFHASEMLE ZThEE, WLl e MUK
HEds . B EETFAHELRYE, fE/etc/rsyslog.conf H 1§ FH L AL E :
$ModLoad imuxsock

$OmitLocalLogging off
I IRVEVE D% imuxsock AR I ¢ A $OmitLocalLogging 54, f#EEiHIT R4t
ERTSN. BRI 2 HITE /etc/rsyslog.d/listen.conf 5 5E, WIT:

$SystemLogSocketName /run/systemd/journal/syslog

&t ] LU Rsyslog i th 74 2 2 {4 | omjournal BEHLK] journal . fE
Jetc/rsyslog.conf HH T & fai HH W01
$ModLoad omjournal

* * :omjournal:
Bian, A B K A YRS BaEaE TCP %1 10514 £ journal:
$ModLoad imtcp

$ModLoad omjournal

$RuleSet remote

* * :omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514

7.3. Syslogd HEZ#

e AR E I H EHAR I R G b, —Aaitat s X H S5 50T P78 bl
g W ECER, IRESERRERE R, ARG THE B B HI e
ABRA—2 . rsyslog i JSON (JavaScript X R 57 5) kA2 HEE BHL
AL o

B @NE Sy AL AT RPRRTEPSE

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed

sequentially
AR HEE B
{"timestamp":"2021-2-7 T10:20:37", "host":"localhost",

n.n

"program":"anacron", "pid":"1395", "msg":"Jobs will be executed

sequentially"}

Aot P 0T 4 2R 45 g A 0 LA P L ) 3 08 2 R SCAR ST ) 2 B R B

A5 o S5 AU A W] BLLE S R SR N R A P A i AR R AT S - 5541, TSON
% 212 W/ *251W




FoEN R R IR 5 2R E R V0 RGUE B 5 T

A DAAF AR SCRY B 22, 0 MongoDB, ‘e 3t T AN M REAT 4> BT ThRE -
A, —AERARE R R E ARSI A T S 2 AL A ]

£ rsyslog, A uEE M HE(E EAEH imjournal BLE journal HEH . fi
F mmjsonparse 8, BT UU#ENT>K E journal FIHARRIE 3 A B dE, FFdt—2
XPHHEAT AR, fltn, VRN Rt . O T AT AT, mmjsonparse %
KEIATH B ARG, [ HAE lumberjack T H & ARE: .

Lmberjack 11 H (1) H 12 LA J& He 25 1077 O rsyslog 9 mgs 40 H Eid %
e — N EMATIE S, Lmberjack 18 €@ cee: A, HATE JSON 454,
F 4k, Lmberjack & X T % H7E ISON 5 brife 7B 4 FRIM SR . £ % Lmberjack
MEZELE, 1§ WAL,

T lumberjack #% 2 S 45T

@ cee: {"pid":17055, "uid":1000, "gid":1000, "appname":"logger",

"msg":"Message text."}
BAE Rsyslog " EXANGNY, — MERSHAEM, 20 7.3.2 gL
B R . NHETF ARS8 0] LR A libumberlog 72K A4E BY lumberjack %5 TE 2K
[P 5. A% libumberlog MEZAE R, HZS WAEL R .
731 NEEHIALE
imjournal HEHI2 rsyslog 4 AL KB H E30F (W, 7.2.7SSyslogd ik
FAHERZ B AN H B rsyslog 115, HEH S LLSCTARME Xpid sz . SR80,
baE P AL EE, FBRWENS B journal $2 A IR O EICHE BH R RS A A BV 2
AT M Journal ‘5 N Hi 3] Rsyslog, 7E/etc/rsyslog.conf A4 H 4 F T THI fic & -
$ModLoad imjournal

$imjournalPersistStateInterval number of messages
$imjournalStateFile path
$imjournalRatelimitInterval seconds

$imjournalRatelimitBurst burst number

$ImjournallgnorePreviousMessages oft/on
> [ number of messages, &N LAEELRAF H BRI . &Y
15 %) number_of messages 15 7E ITH BET, wio il & E s R A7 o
> FPIRAS SR B 842 B AR pathe M OCHFERER journal i3k, Ho2 AL HHY
a— Ml
> A3 F seconds, 1B 11 PR il 3 2 [0 I [ [A) [ o 1bb ) o A ) Ak 288 7 9 A2
FIACEANRER I AE burst_number 5 %€ FI{E . BOABLE AR 600 £ 20000 (7
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B.o Rsyslog 2= &7 7EHLE I IR A I B K burst_number {E (178 2.

> f#$ ImjournallgnorePreviousMessages RJ LA ZH& 24 H7E journal F*YH

BATH SR, XS SR e RS g . BN IE ok

Mo TR, WHIxwE R RN, WARESXME, A journal HIVH B2

AP, BIEAATT CAAE rsyslog PART I 2 if g Ab B i .

EE:

& 0] LA B8 imjournal A1 imuxsock A4, imuxsock HEHRZE [H R4 H
LN R, AT EAEHEESR, EUJFHIE imuxsock 2 journal ) RAEE
By, EEIIX— 4, i H$OmitLocalLogging 54 :

$ModLoad imuxsock

$ModLoad imjournal
$OmitLocalLogging on

$AddUnixListenSocket /run/systemd/journal/syslog

AT LLE A A7 AE journal MEHEAM CEHEBIERE MALIEE . i) —
LE L T AE A 5 5245 “journalctl 1) verbose FitH” HHIH, AHIRHEL journal $5H]
SEH| K, 1ES 1 systemd.journal-fields (7) FHFUL. Flan, =] LK E SAEN
% jouranl 7B, IS N AZAIUR AL BT S

7.32. TIEHLER

BRI — rsyslog fENTIEERFE ZEY lumberjack ¥R, 15 LR
W

template(name="CEETemplate" type="string"
string="%TIMESTAMP% %HOSTNAME%
%syslogtagd @ cee: %$!all-json%\n")
XA TS5 S @cee: T LARLF ) JSON 45 5, i, 401 2 4f F omfile
BB H SO . EER) JSON B iR, S g Biltn, #RAET
T I8 25 A BV R, F8 € 1 VH B EHLA A UID.

($'hostname == "hostname" & & $!UID=="UID")

7.3.3. f#HT JSON

mmyjsonparse B T M 25 F AL B o X EAE BT LK H journal BLH A
ANV, FF H 2520 HH lumberjack T H A )77 k476 204k X 249 B 72 HH @cee::
TR RN ET . 85, mmjsonparse 245 2 JSON 45472 15 & X,
SR G %A B AR -
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AN T B mmijsonparse 15 Bt fi# #7 lumberjack # X 1 JSON W B, 7F
fete/rsyslog.conf SCA: A3 FH T 1 L & -

$ModLoad mmjsonparse

* * :mmjsonparse:
FEIXAMITH, mmjsonparse BEERAE S —ATHINEL, P B B K458
HAT, #&A7HREEZEH T mmjsonparse.
7.3.4. 5] MongoDB F 77457 B
rsyslog S #Fi# it ommongodb i Hi AR HAE MongoDB 1) U A £ 45 e Hh A7 i
JSON H &
B H & B ) MongoDB H, TE /etc/rsyslog.conf fifi F DL R i v£
(ommongodb Bt B 2% H & F 1B e B A% = WL 7.2.3 48 A B E A% 2O
$ModLoad ommongodb

* * action(type="ommongodb" server="DB_server" serverport="port"

db="DB_name" collection="collection_name" uid="UID" pwd="password")
> F MongoDB Jilk 55 %5 [tk 535 4 7 48 DB_server. Pt & ¥ [ 75 2
M MongoDB k55 @ e — A AEbr ik i3 1. BRI EZ 0, JFHIEH
A LESR 2B
> fiiF] DB _NAME, ffi& A8 H 40 H 2] MongoDB [ IR 55 2% _F )Wk
N - XA GRS A 1 A FR 4t collection_name. £ MongoDB H,
L 4Ry, B4 RDBMS #2531
> iET B E UID A1 password K N &40 15 S .
AT U AR R 28 1 e 2 Hdls P i tH T2 . BRIMIE LT, rsyslog i H]
FIAE AR 3 TR IE Y lumberjack FEE 44 F5

7.4. K Rsyslog

7t debug fRAIZAT rsyslogd, fd FH U R 4

rsyslogd -dn

fEH a4, rsyslogd F=A A E B IFFTEN 2R dER H o -n 7R “no fork”,
AT LME SO A AR, B, W RAE B S R e R R . RSN
rsyslogd Z A, fEMA2AT BT DU #4E:
export RSYSLOG DEBUGLOG="path"
export RSYSLOG DEBUG="Debug"
F T e s RS S S A7 B B 3 path. XF T 7] H F RSYSLOG _DEBUG
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BRI CEY|K, 1ES0 rsyslogd (8) FHIAHRE T .
K B 1E Jetc/rsyslog.conf SO HAH F REL & 5 A 2L

rsyslogd -N 1

Forbr, 1 3R T S AR R A GO0 o 3K 2 1A AR A B T, RO H AT
RE—ADRp AR, B, BRBINLESECRIETRIE.

75 FERHHEZE

journal 7 systemd [ — A4, BRI AFRMEHHE XM ©nl HATHH
S EE— N HAY syslog P #EFE, 41 rsyslogd. journal (KT K2R T vk 5 1H
) H B A R, & RS RGN HRIMOER, X2 M HE DR
RN )& H H &S

O BAE HH journald RS, 7, JFEEE. E0IEMNYEY 4N journals
() B SO, X DS S Bk H WA, P RS, prddm s, AR i
o iE N A APT FIPRAERS R HTH « IX 2 journals B &5 ML FFHE R 5], BIREET I
BURE A HIER 8] o journal 2% HA — PMME— KPR IRAT. journald R S5 UEE &4~
HHEAZ IR 7B .. HEXH_ZEN, At T3l .

751 BEFEHSXH

AT V5 journal H &, i journaletl T.H. DL root S &F H HESAIF)FE
ENFEYSY

journalctl

A A WA & RGUI A H E S PR, AFE RE AR P A B B
Zhn H B 5 H SR T /var/log /messages SCAFHYH B 45M,  (HA — e ot
> AL IbRIC T W . BRI PN S AR SR A T
S, RN AVE 5 A S A L ITRE ) A
> WAV o R G ACHRIN X .
> AR SR, AFERENHE.
> G RRTHER RS BT .

7.5.2. i iEI{EH]

BRANIEIL T, A root AR journal I FY, REEEFR B ENT AR HEX
PF. RGETEAT LR INEE R 8 adm 41, B FAATV5 R 5238 H &SRR
PR B EIIX— 5, Lhroot H PRI :
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KYLIN
OB

usermod -a -G adm username
I N
&

FHES A adm A H 7 4 24X username . 1% A F )5 £2UK journalctl
[ H R root AP SREX B — A . TR, V5SS R A 240N journal JE A T

FEALHEA = TAE

7.5.3. fEH Live view
YA ZHO A, journaletl MUEE I 1 & 12k H UG, 2ok B 5225
Fo AT live view, &r] LUEEESER I HEHEE, BT H B I S s T e

k. EIFJH journaletl 1 live view iz, FA:

journaletl -f
A A IR [E AN o ) H AT 53R o journaletl T HERFFELT, R0

S B B R AT
754, SEHEE
AN SHIAT journaletl v &% S BRIBZ K, R RT DU H & Fhid

TETTERIEIAE 2, AT 2 753K
HETH S8 H T ERER R L EARAIAT N . BRI E I BCE R e g0l B

VA LT i

journalctl -p priority

FEIXH, TR — (B Bt debug (7), info (6),
notice (5), warning (4), err (3), crit (2), alert (1), 1 emerg (0).

sef. @R e uE
EEM LA error BE SHIVHE, HH:

journalctl -p err

pBULi NN EIPUR:S
HEAENMNHATG R HEFH

journalctl -b

MREH/RESEHAI RS, b A EZHD journalet] K . 7EXFEH]

THOUR, LW R s 2 E A 5 B
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journalctl --since=value --until=value

f F]--since F--until 3. &Er] LLEFfEN FVEHE NN HEEE. &
A LARA time [RIA% FNEE data (RS B DI #AT %38 value 253X IR,
LA 7Rl

S EREPUSEL AN ]S I8

AR HAAR R R B AT LA &, DA > A 45 RSt o Bt AN 1]
s, BREGTEEREHRIHEE, W

# journalctl -p warning --since="2021-3-5 23:59:59"

=S GuR

1E AR 75 524 “journalet] 1 verbose Fir " #l Hig € H &5 BH I —H 7B, HAT
AP T g U8 . X T systemd B AFE 6l B9 T IR R R UL, S A
systemd.jounal-fields (7) FM . &4 HEE BRI cEdE# I, miqs P
TP I T SO, EAT R 3R AR IE; BARA IR & WL,
HE B AT DL e 2 ME

BEE RAEAE MR g™ A W ME— B F1 38, TE I BL N

journalctl -F fieldname

F IS AR 7 Be 44 B X fieldname.
ZLR R PR E AR H K H, WA LU IEE:

journalctl fieldname=value

H7FB Az B AEEB fieldname 1 value. 25, fFEIXANFAM
HIAT 4

R

Wi systemd £7fif F TCEHE 7 BUW LR S AH 2RI, EARES 5 Mad B
BT AR . WRAREME, THEA:

journalctl

HEPIR tab . XS R Al A7 BEA% . Tab SEAAFRKNST 2 EE T 7B
BN SIS B ST LA BB 7 BF, SR A 1% Tab HEK B 358 X 44T
IR, AT Bh s mE—{E.  Wh.
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journalctl fieldname=

1% tab BEPIR, B8 %I N journalctl -F fieldname —#F .
AT LE— T B EEZME, W

journalctl fieldname=valuel fieldname=value?2 ...

Al >y Brda E A Al AL ECRIME, BRIEH or —#FILAC. £ 4 ULACME 1 5L
H2 W& HS R,
AR, AT LR E 2 A field-value X SRk — i i -

journalctl fieldnamel=value fieldname2=value ...

IARARE TP FER B A ILES, e 525 AND 45 . SAULE
KA SRR A =R
I+, TR EEE or HEILACE 7B

journalctl fieldnamel=value + fieldname2=value ...

Za R B BB ULEE— DR AR H . AU TR SR H
S "SRR RE
Bl avahi-daemon EY, crond.service Bl @ 2% H - HiZa5H 8 H 7 UID
N 70, TERHIBLIR a2
journalctl _UID=70 _SYSTEMD_ UNIT=avahi-daemon.service

_SYSTEMD_ UNIT=crond.service
T SYSTEMD UNIT “FEr LA BE M AME, VLECHE & R Er, H
_UID= 70 24 DA 250453 /2 o IX ] LA PR 3R 7~ (UID=70 and (avahi or cron)) .
T DU 2 ET i SR 20k pEds, FLL live-view AR ER ERik 41 H &
MEPSSIE T

journalctl -f fieldname=value ...

7.55. fERERREEAFAE
BRMEDL T, journal HAE PN A7 B/run/log/journal/ H 5 F [ /NAHE G [X
fEfig HESCE . AT journaletl W m i P sk HAERUEY 1. % HFA 5 KM,
HEHIEA S KA. RN E T, syslog s H &L, B HA M/
var/log/ H3X T o HFrEEMEHELEHE, HESHFFELE/ var/log/journal, X =
WK BB A s ST RAFAE . X —2H ', journal BEACE rsyslog.
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fERERF S Ao A T DL A

> BT a] AT FH A AR e e R B T s il SR

> AT REELZIE R A, B S S AT DASRECE 3 AT AR

> JRSSEiEG G AT A H B s BEE, AR B B0

FE S AR oA B LE R

> FREAE A A I BE B BUR T B IN I NAE, ANERIE AT DA 3545 58 1
N [ 5

> B 2 A (R A H U

journal Ji FFFEEEAEfE, 4% T BBl FF3h )& journal H3%, A root
EDak TP

mkdir -p /var/log/journal

)5 journald >k 2 5 B AR

systemctl restart systemd-journald

76. HIMRGIES

f£55, WP TAE, PTLLEdRE, £ NMaefHB, f£—Maern
[N, B0 A RGN AT 0.8 I, HBHIEAT,

BRI LR = IR S AR E R A TUCELE T8 /T — S HEER RAMTS, MRE:
ARG H. B0, locate fv 2 1# FH 1 slocate B IEERERE S H. KRG EH A
A DME ) H AR SR IAT B IPE R & . B RS 1817 B € AR SESE

BRI LR v IR 55 A R RGPt T LU BB ESS LA cron. anacron. at
#1 batch.

T—Fh T EEEN T HEA R FMES R ML & H, Cron F1 Anacron i
LR RAERES, At Ml Batch i —RPERIES (35207127 7.6.1Cron Al
Anacron H1 7.6.8At A1 Batch).

BT REL IR = IR S5 SR BRAE R GE V10 SCREH systemd.timer 7£— M8 52 IS
(BT — MES5 . 2 0 systemd.timer(5)H 7 M LH 1R 215

7.6.1. Cron H Anacron

Cron M1 Anacron #\/& REf% U B B & MEAT 55 £ — M IS [A] ST I 147
BERE, INFIA) SO AER R TR . AR RS R . Ay — AR R ERE
X

Cron WESS W LLRE380H0IE1T . (H2, XA TREERF2FEIS1TH,
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URAEAESS WL HE I (] RGO F A 84T, MRS A2 BT .

F—J7M, WRRGAEAT S5 HE BT [ 4 1247, Anacron 2xidfFix />
O ZHMES . —BRGIHRIET, KMEFRPS AT S0, Anacron
F—MES - RABEIEIT K.

7.6.2. #&%& Cron Al Anacron
B4 Cron Ml Anacron, 8752 %%% Cron ) cronie 1 Anacron K]

cronie-anacron & (cronie-anacron s& cronie H)—">TH),

BB RG LA AR VMK, FTRHITEL N 2
rpm -q cronie cronie-anacron

MR EL 2R T, Fikar A% 9 cronie 1 cronie-anacron £ F) 52 B &4 Fi,
75 KR 388 S A8 AR B I B AN BT
B IR LA, DL root F P LI R H A% SR AE H dnf iy 4

dnf install package
B, EE K %%% Cron A1 Anacron, ] DATEAT SATH/RFT FHIALL T A4
~]# dnf install cronie cronie-anacron

BT e R AR IO S IR 55 SR R AR R P L, TESIL 424 %
R

7.6.3. 1&1T Crond R%%

cron I anacron 1F45#5 & H crond RS KAEHIMT . AT UM E 3. 17
IEFEE S crond j%5, VAR WIAIECE L HHNLE G380 £ T E 20 AL i
W v R S5 SR B R V10 TRl E B IRSS BIE A s, ES W 51 A
systemd B H RG] -
7.6.3.1. Ja3h Cron iRk %

B 8 A5 TS IEAEIEAT, M L N d:

systemctl status crond.service

AR YA 21 I8 4T crond IR, 15 LA root FH I AEAT AT IERTF FHIALLT
systemctl start crond.service
TR E RS ITHLE RS, 16 LA root FH AT L R 4
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systemctl enable crond.service

7.6.3.2. 1=k Cron RS
B U AT 252 1E crond BR%S, 5 UL root F P ZEAT AT HORTT FHIALLT

ANy
FIITJ/Q'\:

systemctl stop crond.service
TERERSITHLE RSN, 15 LA root I $HAT LA R i
systemctl disable crond.service

7.6.3.3. EJ3 Cron k%%
BLH 5 crond IR55, 1 A root H P AE AT A ATHERTF REIANBL R4

systemctl restart crond.service

i 245 LRSS e R AR BRI FE R B AR 55
7.6.4. BLE Anacron /2%
VA AT 45 1) 32 B B S A Jete/anacrontab SCF, & HAE IS root F F#EAT
Vil AR A BN AR
SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/ust/bin
MAILTO=root
# the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=45
# the jobs will be started during the following hours only
START HOURS RANGE=3-22
#period in days  delay in minutes  job-identifier = command
1 5 cron.daily nice run-parts
/etc/cron.daily
7 25 cron.weekly nice run-parts
/etc/cron.weekly
@monthly 45 cron.monthly nice run-parts

/etc/cron.monthly

BT =475 X HRECE anacron (E5512 4T A BE K AH 4R &=

® SHELL— R T/E55 1 shell #1455 (45| /& Bash shell)
% 222 W / #2517



FoEN R R IR 5 2R E R V0 RGUE B 5 T

- 1:1 4 7S

® MAILTO——i#i i H T HBAF42 U anacron 4554 th (1 P I 44 B

WMPEEA E X MAILTO & (MAILTO=), NIASKIEIA.

R RBIPIANAL B RAE I SUAT55 1 BE I [

® RANDOM_DELAY——¥-& NS AREME 558 7€ I delay in minutes 22 5
IibF PN

BRAINFE LT, I/ NMEIR B BN 6 4358

#iltn, 4% RANDOM _DELAY ##% & A 12, JF4 XM E 1) anacrontab H1
(14— AMMES5 I delay in minutes [E#HE 400 E 6 ] 12 7341 . RANDOM_DELAY
FHEWRATLLEE N 6 LR, 55 0. HEEN 0 M fE, MIASIEInEEHLLER .
BEATLAE IR R B R ARA I, B, 42 G ILZE—ANMEERN T EHLRE Z5 R
# T A R B R I

® START HOURS_RANGE——it XI55 7] LIS AT ISR B, BAZINES D HR

AN

7 o

—Ei TIXANE TR B, B, BE SRR, R RS A S
AT
/etc/anacrontab SCAF I RATARFRIMES:, I HIEM LIRS

period in days delay in minutes job-identifier command

P RO TS AT B

Z @ AR T DA E N — DB EE — AN E (@daily . @weekly B{#
@monthly), @daily FI#% 1 KRHZ R —ME, @weekly FIHE 7 —F¢, 1M
@monthly WFERAES—NH Rl —k, AERXDMHBREGEZ D,
TEHATAESSHT, anacron 5 45F 10 70 B 4L
ZJE AR AT DA 8 SO — A8 I BZAER R E N 0, RN EA R,
® job-identifie——H T~ H B 3CAF SCI—AMREEAF 55 1 e — 44 FR
PR AT I iy 2

X B iy A BE AT PAAE — 2548 s /proc >> /tmp/proc 4>, WA LU — ANk

17 B € AR a4 -

DS () TR AT ER R, A tiab B,
7.6.4.1. Anacron £ 74l

PA R 52— # ) /etc/anacrontab SCAF )71 -

® period in days

® delay in minutes

® command

SHELL=/bin/sh
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PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

# the maximal random delay added to the base delay of the jobs
RANDOM DELAY=30

# the jobs will be started during the following hours only

START HOURS RANGE=16-20

#period in days  delay in minutes  job-identifier = command

1 20 dailyjob nice run-parts
/etc/cron.daily

7 25 weeklyjob /etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >> /tmp/proc

FEIXA™ anacrontab SUAFHRE LT A AESS, B BENLEIEIR 6 3 30 704,
F HREAE 16:00 ] 20:00 Z [FAIBHEAT

B —ME LTS B AERER 16:26 F 16:50 (B # i’k (RANDOM_DELAY
FETE 6 3] 30 73802 18] delay in minutes J&PEE A 20 7081 1ZAT55 Frde € B4
¥4 H run-parts A (run-parts BIAHE S — A H AR AR ATSEL IF0F i
PAT H RN ) $dT ete/cron.daily/ H 3% FHIFTEFEF . 2L run-parts
P F M0 1 #5244 5% run-parts A RS B

BTSSR E AT — IR ete/ B 3% T 1) weeklyjob.bash JHIA .

BEAMER BT A0S, 1Zir 24 /proc A 455 2 /tmp/proc I,
AN H—k s /proc >> /tmp/proc) .

7.6.5. ELE Cron {£%
Cron 1155 I IC B S A2 /ete/crontab A, & R il root 7 AT V5 ).
XS LT AR
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
HOME=/

# For details see man 4 crontabs
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# Example of job definition:

# mmmmmmmmmmmeee- minute (0 - 59)

A I hour (0 - 23)

I day of month (1 - 31)

2 month (1 - 12) OR jan,feb,mar,apr ...

#| | | | .----dayofweek (0-6)(Sunday=0 or 7) OR

sun,mon,tue,wed,thu, fri,sat

#l

#* * * ok kyger-name command to be executed

A =474 % 1 1 anacrontab (A (A2 & % X : SHELL.PATH Al MAILTO-
B EZHERXINLENEE, ES N 8.7.4 FLE Anacron 1155 .
AL, ZSCHE R BAE L HOME 28 & . HOME A8 &g X — A H%, Z%H%
FEAR 55 AT i & BUBRIA I R g N 5K H 3%
fete/crontab SCAF IR ARATAE I RIESS, FFEM L%
minute  hour day month day of week username

command

LR % i ST A 5545 ZHE AT I )

® minute MO F 59 BIfFE = EEEL
® hour——M 0 3| 23 T = 2%

® day—— M 1 2| 31 PEEEE (an45E 7 A, WX B H R 22
AR 12 H A 208 H 31D

® month——M 1 2| 12 FEERL (BE A MREE AR, Bl jan B0
feb)

® day of week——M 0 2| 7 PEERE, 0807 REEMH (EFFHE
Ji & RN EIFE AR, 10 sun B{# mon)

AR & T0E X TARS B

® username— R EPATIESHIH P .

® command—— EHAT K4

X B A BERT BLE — N2 1s /proc >> /tmp/proc 4, AT PLig — 3
T B SURIA I A 4

MFLLERIEEMAE, BS () nTULHRERITE A ZE. B,
% 225 W/ #£251 |



FoEN R R IR 5 2R E R V0 RGUE B 5 T

RIEHs month (EE SCNE S, MNZAESS AL HABSKAF LR T B4 A #HAT
BB HIETS O RET —ADBUCERE. B, 1-4 ZoxBHC 1. 2. 3,

HIZS ) FRNESIFREE T —MIER. B, 3,4,6,8 BRI 77X
IR S

RAT (D FTLLRBRIBE R KA. 18E T KAEM U Z DK e R
SRIK. Flhn, minute THIE E SN 0-59/2, WIRREERE—28. SRAEHERTLL
MES—'MH. i, @WFR month BFMEE L */3, WAESHE = H
17—k GRS HD.

DS () TR T AT ER R, A b

3k root A AT LAE A crontab T HRECE cron {155, ) € X1 crontabs #f
{RAFAE /var/spool/cron/ H3x T, I HUABIEEATHIH P RHUAT .

BLLL—AREE A P ORAIE crontab, 8 UUZ A P kT &%, JFHEAMS
crontab -e Kf# ] VISUAL #k# EDITOR FRIEAR & $a (1 g 8 4% X P 11
crontab HEATYm%E . 1% A {F FH Fl/etc/crontab 58 & AHFEI IR 0. 24 H F % crontab
B R RAFIN,  crontab 4% 8 FH - 44 KR 1F, F£5 N/var/spool/cron/username 3L
e A H 2457 P crontab SCHFEINEE, {1 crontab -1 74> .

fete/cron.d/ H 5 N L& (30 Al /ete/crontab SCAF HA MR TEE . RAE root
P8 VAR 1% H 3 T B S SOt

@ cron Sy HERE 4 AR B A4S 2 fetc/anacrontab SO A Jetc/crontab SCA:
letc/cron.d/ H s Hll/var/spool/cron/ H (A2 4k, FEHEAR I 21 A2 SOm 22 N A7 o
PRI, 24— anacrontab B crontab SCAFAE S, FFA R EH G P9 HERE

7.6.6. FZEHX Cron Ky

FRR X Cron iG], 145 7] LA fetc/cron.allow Fl/etc/cron.deny SCfF. X
ey [ P I ST AR R A% X, B AT — M 4. i, IS ST A
FOVFEH A H

WHAFLE cronallow SCPF, R fEIZ SO B P A ReAE A cron, I HL
cron.deny SCAEHE i 20 o

R cronallow SCEEATEAE, N cron.deny SCAEH A1 AR 2 B 4 25 1A
Cron.

AR YT SRS AE T, AL EE Cron sFPRERE (crond). &R
BT INEMBE — > cron AR50, #1742 il SO
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ANE VT3 AR P 224, root H P ERUG 4 RES {5 cron.

st AT DL 4R AN RERLE: (Pluggable Authentication Modules, PAM) 3k
PG 1) . AH N )V B A7 7E fetc/security/access.conf XU . filtn, 7830 g
s —47 2 )5, ¥ A root ) AEE A2 crontabs:

-:ALL EXCEPT root :cron

PR L S AL SR AETE S 1 H B, 80, 48 crontab -e 4
B, RBERFRERHE, ETMEZEE, E2% access.conf.5 A 7 FM UL

7.6.7. CronfEHHEHZH

25 1) 58 B 44 B R TE AT S5 I E 3800 AN TR ZEAT « {742 —> Cron Hx
B (f5l4n, fetc/cron.daily/) M run-parts JEIAHK XIRA M. w8 A EXAH
NIRRT B4, run-parts A A2 ATiX LaFE

A — B2 5, 15 7E run-parts A AT I B & H A1 — jobs.deny
. Flhn, hn S T M etc/cron.daily/ H 3% T 2 — AN E FIRR R, T 2
letc/cron.daily/jobs.deny U FEIXANSCAEH, 48 5E T ZEAE AT IN 45 208 RS 7
MaP CRAAMTE—AHZ NOEFRE AR W —TUESHIT—
4, %4 Mletc/cron.daily/ H X HATHER, 140 run-parts /ect/cron.daily, M
jobs.deny A1 5E SRR FF AL HARAT

BN — 1A%, 1502 jobs.allow X

jobs.deny F1 jobs.allow R HALNAT 8.7.6 4=HIXT Cron I n] S AR 1)
cron.deny 1 cron.allow 458 FH R — ¥

7.6.8. At Batch

Cron # FISK I E R MEATS, At T HAEHRAE— M8 & WS [ — ok
155, Batch T HA4¢ FH SRV BERAE R G0F 38 5 8UIR T 0.8 IS4 $0AT I — IR PEA T 55
7.6.8.1. 223 At Ml Batch

e RBMNARF LETCELE T attl, HPATU T4

rpm -q at

MRCEREET, LR AiRE at WHTEEARR, UK @M E AT
He
BIRRE P, B root HYPHZ I AR HOR(E A dof @74

dnf install package

% 227 W/ #£251R



FoEN R R IR 5 2R E R V0 RGUE B 5 T

Billn, E[EIN 223 At A1 Batch, A LAERTATHRRAT M LL N i

~]# dnf install at

7.6.8.2. 21T At k%

At Tl Batch AT 55 #52 H atd IR RAEHI . AN ST R3], 5 1R E
J& atd k%S, PAR e E AL NLE & 5.

B At RS

BAE RSS2 LA AT, BN
systemctl status atd.service

LAE AT 2 IS AT atd k55, 15 LA root FH P FE A AT IRAT T LA A

P

systemctl start atd.service

ERCE RS TFHLE S8, 1 LA root F P AT LA R 4
systemctl enable atd.service

© WK atd IR TEE I R G HECE AFFHLE B3

=1k At RS
LT 2 E P IR atd RS, 15 LA root FH P EE ST AT R IF R I LT A

4

systemctl stop atd.service
AR LRSS ITHLE RS, 16 LA root FH AT L R A4
systemctl disable atd.service

& At RS
B JH atd ARSS, 16 LA root H P EM AT THIANLL T 4
systemctl restart atd.service
ZAn 215 1R IR 5% Ja B AR TR b P VR 8 B IR 55
7.6.8.3. il & At {F5%
B At T HAE — KT fe e i AT, 1%L DR EE.
1. 7EAITHH A2 at TIME, X B TIME £Rar AT BT
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TIME Z4(A] LAd FH DL T A — i 7€ e
HH:MM: f5E M) 0 /Ns A5 50, filhn, 04:00 £ B4 £
midnight: #§E AT 12 M.
noon: f8ENFF 12 .
teatime: F5E N T 4 5.
MONTHDAYYEAR #3(: #1401, January 15 2021 7% 2021 4 1 A 15
Ho 0 F{E 2 ATk i

® MMDDYY.MM/DD/YY 5i# MM.DD.YY #%3(: 5141, 011520 7R 2021
F1H15H.

® now + TIME: X B [f) TIME H—~ %01 minutes.hours.days (¥ weeks
JUANERME R E L. B1an, now + 5 days Fonin 2K 8 MBI S K S5 i [7) — I
[E1E 7

W e R e R, HE AT AR e Tk i H . BT AR EE 22 00 TN [R) A% 2L
{518, 1527 /usr/share/doc/at-<version>/timespec LA A4,

WUERARE RN A C2end 1, JUAE 5544 AE B R IV (5] — IR (RIS 44T

2. HERIRHE at>fg SATHRRTT N, € ES L

A IS NAZPAT IS, JF4% Tl 2. ki, 7] DLE S P IR,

RULZ 2.

B. TEM A ATIRARAF PN —A shell BIAS, FHERIAMS—1T 2 54 H 4
i

{E55- 4448 FH A P 1) SHELL A5 AR S BT i B 1 shell. FH 7 B8 5% shell, B
/bin/sh (LIRS EITE—).,

3. —HEIANGE W, B —NTATHIE T Cul+D A, B H AT IRRFT -

WRIX — R Y & 5 A AR bR e f SR 5 g 2 DL 7
A PR T XORE 25 FH P o

B HSAFPATIMES S, W atq @4 . 1550 8.7.8.5 BHELRAHAT
HES TR 2B R

AT LR at 2. ETEEZELE, S0 8.7.8.7 Xt At
F1 Batch FI5 17 .
7.6.8.4. fic & Batch {145

Batch 2 /575 & 48 744 Sk B 2] 0.8 LA N FIIHESAT 258 X — IR 55 o

BL5E L Batch 1155, 164% UL T DB THAE:

1 fE A AT 4N batch A7 4
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2. (E N 1) ab i SATHRANTT T, 8 TS 4
A FINESROZPAT I 4, 4% FRIZER. ik, nJLLES D
B, "2,
B. TEMAITHIRTF AN — shell A, HAEMANE T2 G T
[l 4
R 55448 A P ) SHELL P 85578 B BT s B 1 shell FH P & 3K shell,
5 /bin/sh (BRI BIE—1).
3. — HEINLE W AFE— D47 %N Cul+D 41 &4, B H g 2175 17
AKX — 25 i A B A R AR bR A R R B S, W ks 2 DA
R A ) T ORI 25 F P
WA FHSHFPATIMESFIE, HHEH atq L. 1520 8.7.8.5 BHELRHAT
AES TR 2B R
AT LR batch dx &M H . 2 THEZEL, ES N 8.7.8.7 it
At A1 Batch 151 o
7.6.8.5. HEERPATIES
LAESERPATH At F Batch (155, W LAAT atq i3 4. atq 244 B —
ANERFPAT TS 0FIER, AT BB R N — 1T « AT NS S0 5
HIA. ATSRAAA P 28Rk P REEAEMmATE QTS . WH root H
17 atq 4, W BRFTHH P RITEES.
7.6.8.6. FAIM) i A AT T
at F1 batch iy 2 FIE ST AT LT W1 P :

FH& 8-5 at M batch ArA4TIEI

IR iiipa
M A SO BB A 2 B shell JIAS, T AN 72 iy

-f

RATIRTT T A & BUHIAS o
-m 255 S U TR A% R TR A
-v BIRAE S BARAT (I 1]

7.6.8.7. % At fil Batch 1) 1]

f&mI LA H fetc/at.allow Fl/etc/at.deny SCAFRFR #il X at A1 batch iy 4 H 15 ] .
X LE s e 45 ) SR AR E A X, B AT — AP 4. A, A SUIREER
AN SR VAT 245

WERAFAE atallow U, RALEZSCAE 1 H A - 4 RedEH at 57 batch,

% 230 W / #£251H



FoEN R R IR 5 2R E R V0 RGUE B 5 T

It H. at.deny ST 4 20

Wik atallow SXHEASAELE, W at.deny SCEFHR I H B9 Pl g 25 B at 5%
# batch.

WER T SIS B T, A E S at sSFP R (atd). &R P EIL
17 at B batch fr &I, # o BYT R R H SO0

AN SISO N BSR4, root B P ERIE A RERSIAT at AT batch iy
%
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BI\E RERE

8.1. TEFEMRSE

8.1.1. Ph.kKHE

7 kB2 RGN FEERN 2 T H, AR 2 2B firewalld SCRF
WZ& ) B KB IX I (zone) & X MZ8HERE | R H 22 RIN SR K hEE B
T H. B3R IPv4, IPv6 B KAGBCE DL LUK MM, JF HARA & 17 I e E AN
K A HC B T . B SR SO VE IR S5 B N AR PP BN N7 K B 42 11 B RT
DA A T K3
8.1.1.1. FEI)hE

1) SEIBHAE T, TR ) B oA P R ) AN K

2) 1Rt firewall-emd iy 47 A #4748 B BC B TAE;

3) S firewall-config EIEALECE T H;

4) LIRS R S AR BT K R0 P A R

5) XHSLHF
8.1.1.2. JeAMm4

2

dnf install firewalld

JR 5

systemctl enable firewalld.service

systemctl start firewalld.service
KM

systemctl stop firewalld

systemctl disable firewalld
BEIRS

systemctl status firewalld

8.1.1.3. X
A T 9 % 4] A [R] R X 4 GBI L R ARON zones), il % AN A X 3802
[i1) F18) 77 T 42 ) SR s A 2 o) R T A 38 OB U o 4910 n LB PP 2 AN P AT B IXC 48, 17
PR 1S 0 2% s v JEE A A ) DX, DB 2 4 SR R A L ) — il 45 . BB AR X
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AR ( —DNEABERXE ) M—PDANERNZLE (—DEEERX
) I H bR PRS2 1 8 AR A R K P B3 AR X I80E I 22 4 R s 47 A
I A 2 AR B DR BUE . Fldn: AL WIFL M Z85EE N AZAME T,
M 2K BE A 2o W 483 N% TE 2B A o 28 22 AR W] DAFE 226 . WIIRE B
IR IR ST N 28 T S BT ARA o A YRR 1 LT IR AN o 28 PRI 1 AT {5 4%
Gl FEE ST HERR AT 7E ete/firewalld/ FIX I E & — R AT LK
PUEPAT B WX 2842 PR E o A JURRAS R 46 40 X 35

drop (E7)

PR ) X 28 B L e 5 78, A AR R . AN REA RIE H 250 N 48 1%
o

block (PR

AT ART F22 AL 1) Y 8% ZE 2 B 4% TPv4 [ icmp-host-prohibited 15 2. A1 IPv6 1)
icmp6-adm-prohibited 15 & i 4.

public (A3

BRI N, ASREAE P28 N I AR TSR, R aeRellogsid ik B i
o

external (4

Rl e N AR R 7O ThaE AN o EANBRAS AT R B 28 i Ho At 1 5
ML, REeRis m s mdsz.

dmz (JEZEHX)

T IR XN B, XS A FT 0708, AT DA PR AN TS AN
ML, AU IR PRz .

work ( TAE)
T TAEX . &0 LAIEAARAE WX 2% Py 1 At FE i A 2 fa E IR F i . AN 32
Wit PR .

home (FKJE)

TR BEM 2% o ST DAFEAAZAR I 28 4 () Fe Al v S AS 2 fa 1 o S5
UL R 2 iR P )z .

internal (PYHE)

F TN BRI S o ST DAFEAS FAB AR P28 PN %) oAt v SR AS 2 BUB B 1) H AL
UL FE =2 22k iR P )iz .

trusted ({541

% 233 W / #2517



FoEN B BB R IR 55 SRR RGEVI0 RGUE BT

AT HESZ T A I 28 i 2 o
Vi firewalld 1544 X352 public.
R SRR X 81 R

firewall-cmd --get-zones

BB BE XI5

firewall-cmd --set-default-zone=home

B AT X

firewall-cmd --get-active-zones

BEE 2 A X R

firewall-cmd --get-zone-of-interface=enp03s

BRI A JLIXIE (public)

firewall-cmd --zone=public --list-all

IR IHE 2 284 10 enp0s3 AP EBIX 38 (internal)

firewall-cmd --zone=internal --change-interface=enp03s

IR AMESIN 5 F2 T enp0s3 NN HEEIX I (internal)

firewall-cmd --permanent --zone=internal --change-interface=enp03s

8.1.1.4. o5& He
amanda . ftp . samba 1 tftp SFHEEMIRS W firewalld FRALAH NIk
%, WLMIHmSEE:

firewall-cmd --get-services

R HTRSS

firewall-cmd --list-services

N http RSS2 A HIX I CGinternal)

firewall-cmd --permanent --zone=internal --add-service=http

firewall-cmd --reload
B — RS I3 45 X

B —DMRSIAR X, HlanfodF SMTP AN TAEX:
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firewall-cmd --zone=work --add-service=smtp
firewall-cmd --reload
BN XIS, I TAEX B FR SMTP:

firewall-cmd --zone=work --remove-service=smtp

firewall-cmd --reload

8.1.1.5. um &

FT T3 1

191 443/tep B AEAN X I (internal)

firewall-cmd --zone=internal --add-port=443/tcp

firewall-cmd --reload
iy [ 55 %

firewall-cmd --zone=external --add-masquerade

firewall-cmd --zone=external --add-forward-port=port=22:proto=tcp:toport=3777

ETEERA A R, HYem Fh3E (masquerade), ZRJEAEAMAIX 45K
(external) ) 22 ¥iI1%: K% 3777,
8.1.1.6. EI%EHE

firewalld A — /M PR A “direct interface” (B H:#H), En LLEBEIET

iptables. ip6tables F1 ebtables RN, Ei&H TN AT, A& . firewalld
ORFEXS BT NI H B3B8, BrLVEIERERTM firewalld A1 A HIL H A ] B9 0w 145
FFE T B B . B4 RGN --direct ST A . BB CEEAGE H T
k55 BB RE Y, LAEAEIZAT IR 18] A B I s 52 BB KBS RN o 3K SR AN 2 7k APk
o Blandshnsm = tep 9999 % H .
firewall-cmd --direct --add-rule ipv4 filter INPUT 0 -p tcp --dport 9000 -j
ACCEPT

firewall-cmd --reload
8.1.1.7. &N (Rich Language)

JH It “rich language™ &y, T UL B8 O 5 =08 5 BRI vk A B R
Bi7 K BRI o e AL RE R AR B B E . X F0TE T AT LA ORECE 73 X, HAT9R S H¢
PATHIBCE e BT 2L AILL root H 7 SAIEAT . B0 — ITHE I ) iy 4
v/
#firewall-cmd [--zone=zone] --add-rich-rule="rule' [--timeout 9=seconds]
M I — TR «
firewall-cmd [--zone=zone] --remove-rich-rule="rule’
R — TR ) R A7 -
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firewall-cmd [--zone=zone] --query-rich-rule="rule’'

—/NEAREF, BRRE— TP Hulik (192.168.0.0) FIIRSS 2300 & b5 k85 7t
YFUn R R4S http, https, vnc-server, PostgreSQL .

'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="http" accept'

1

firewall-cmd --add-rich-rule rule family="ipv4"

source address="192.168.0.0/24" service name="http" accept' --permanent

'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="https" accept'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="https" accept' --permanent

]

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="vnc-server" accept'

'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="vnc-server" accept' --permanent

'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="postgresql" accept'

firewall-cmd --add-rich-rule rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept' --permanent
firewall-cmd --reload
8.1.1.8. BIEMRSS

HATEEI MRS & RTMP(RTMP & Real Time Messaging Protocol ( 5K
W B AR O MEFEAS . ZhIET TCP) imH 5 1935, fE
fete/firewalld/services/ H3xH, FIFHIA KA E A nfs.xml 7 J9BEHR .

cd /etc/firewalld/services/

Y % H SRR E IS I 5 A 1 24, R T5%, A
REfE XA A3 R ST BBl I 28 iR 55« AE 1% H 3 i 5 SR 2%
MR35, ARG xml 5E€ 3, JE sl B & n] BLE .

cp /usr/lib/firewalld/services/nfs.xml /etc/firewalld/services/

Vi : M T B R 75 2 A RS R xml SO RIXAH &, i
Uity 1 A2 A U AT DA el A A
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# cd /etc/firewalld/services/
FHIE nfs.xml A rtmp.xml

#mv nfs.xml rtmp.xml

THAEAH vi gAESHEL rtmp.xml ST N

<?xml version="1.0" encoding="utf-8"?>
<service>

<short>rtmp </short>

<description>RTMP Stream </description>
<port protocol="tcp" port="1935"/>
</service>

AR G MO AT 4 MR RS T T T

FHEISC S FURIREER 4% o AR5 SRR 55 N B K S LU o o

firewall-cmd --add-service=rtmp
firewall-cmd --add-service=rtmp --permanent
firewall-cmd --reload

8.1.1.9. firewall-config

firewall-config ¢RI K& A Rt B 2 AT DU 8 R R G el
Filg L firewall-config FH /' vJ DATC B By k8 o Vs (IR SS <o 1 W Pke
Uiy R« A ICMP I JEZR A% zone (X)) % B S ThRe LAERT Kk E

SENEE . 22 R

BiciEiE
X{H(F) &m(o) BAE(V) #BBIH)
v EEHEISE EE: B~
bi3;: XiE BBE  Psets
enpls0 (enpls0)
EAE: public FirewallD RIEX T HEMMEER. BOURRAMEEE, KE2RS. B0, Y. 1rH
#n £, BO/MRXER. oM iSLIREAMNMES, Kol S ERIFOLM LRI,
R block WS WO B EMO 6B wORE
dmz
drop A UEREEXKIHPHLRE R {58, aEREHEIXIXENE
external #. BOMBSAEENNMER ~ S LLkR I ERS.
home B
internal amanda-client
public amanda-k5-client
trusted amagp
work amgps
apcupsd
bacula

bacula-client
bgp
bitcoin
bitcoin-rpc

. bitcoin-testnet

BEIZE firewalld B9EH,
BiAXi#: public LogDenied: off &85 : ZXf Automatic Helpers:system (off) Lockdown: ZF

& 8-1 B K E

firewall-config TAE S HI 3 B =N 8847 LIHZ 385, WA i B TR .
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TR XIE RkRSE. ICMP I, A REREIRTUR,

YL FEE T T A SHROGERFR/, XIREE firewall-config TH C&#%
ZEIH P XE GEF firewalld. EE, ICMP K8, HEKE (Direct
Configuration) FI8HE H 4 ¥ (Lockdown Whitlist) #r2% RIEMN &F TR L
WG REE W

1) firewall-config £33

firewall-config FRHAFRPINED: O, &, &F, #Hh. Hok
TR B i E 2, ERFE LA

HEPT K AT KRR B0 A AR S AT B B G0 R A 1R
KAREHAE, BARGERGEEE.

B SRR DI B o X % e X B X 3

DR BRI DX 33 B 0o 288 R 42 1) P g X 342 11

MEAE A MR EME A AR A .

BiE: BUe T Do Br KB E AT o, R avra s BN R P AT
M3, BUERHEN firewalld R0 7481 E Al N 53 R 45 c B 00 a7 50 B 07 20
B PR R N PR Y SR

2) BoEEMFR

firewall-config Pt B REHE: B1TIAIKA

IBATHY : IBAT I E N A ET A G E AL . 84T I B FE AR AR A K
FEE PN AT UK, T RAEE RS ES . (FIEN, KR~ E K.

KA FREE BRNAE 2R G0 80 il 55 355 B g fdi FH o 7K A IC A7 72 D
B, BV E RSB RS E S . RT3 3k S .

3) XBIEWF

X ez R 2 — A B E A

W) 24 B B K B X H0E X T R P E AR . firewalld $RAE T LM TIUE
XX, X EE XGRS ImO . il Ph3E. ICMP H RS G =R
DX I AT AGR e 214 IR R o IR S5 -1 T0-R E SOMIR L [X I8 IR 45 = AT AE o 7]
BERIRS T UGR e % IX AR s 0. Ak

i RS IEDR
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B BRI LS R B FARIRE RAVI0O RAEH L TFM
PikERE - o El
XfHE) ®W(O) EHE(WV) FEBIH)
v EERIE BRE: &7
353 Ei& [BE Psets
enpls0 (enpls0)
BAK: public FirewallD KIFEX T HENMEER. BOURRMINEEE, KERES. HO. il P
#0 . BO/MBXER. IcMPTEUREMANNES, Kige]UHEREOURRIEE,
R Dok C BE B0 WY EE0 pE mORE
mz
drop FUAXBEXEHPHLRERTEN, TEREHEEXTEHME
external B, BOMKRPE ENMMER ~ o LUFR B ERS.
home | £:3
internal ._,...:.,-.. -
cfengine
public N
cockpit
trusted
« condor-collector
wor ctdb
dhcp
dhcpvé
[¥ dhcpvé-client
distcc
dns
docker-registry
Change Zone Anrlarcwarm v
BEIZ firewalld 89%EE.
#3AXiF: public LogDenied: off f7&j#s: Zf Automatic Helpers:system (off) Lockdown: 2

& 8-2 fR&ETE
TR RSl S
Ui T T4 FH SR W B FO VR B AL 281 n) 1 i Y o

- o
XFHF) EMO) EEV) BEIH)
~ EmpE RCHE: | Ef78d ~
EE Xi§ MBE Psets
enplso (enpls0) |
BIAE: public FirewallD EHiEX THENMGEERE. BOURBOLNEREE. KHERS. ®O. DL wfy |
®O #. WO/MRXEE. cMPl ELREMANMNES, Ko UgERBOLREDL,
RE Dok « WS  ®0  ®¥  EE0 BE  sO0RE
mz
drop I FRh0alik &rikinléh 40 skinl, ﬁﬂﬁ%ﬁﬂfﬁﬁn
exter “Dﬂm
homé  jzss ABOAN,
intert
publ HO #EOEE: |
trusti .
work e | tep v
@EGH(C) Wz
T
N +Am(A) RIE(E PR

ange Zone

BREIE firewalld B9FHE.
FLAEIE: public LogDenied: off fF@#s: %7 Automatic Helpers: system (off) Lockdown: 25

& 8-3 ¥y O-FEm+
B VIR Rl A By ks BTA R A s 1, WS 3N firewall-config JEbHE AR
FEOBOE I 2% X I, e w0 AR IR R A A ) W %41, Port and
Protocol FL¥TH 1 -
B N\ B B O 1S R, SRAS VR AT o MR R i 4% tep B udp.
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i, Py ai-k
Dy 2T 5 I RATRAAT W0 255 1k AT AR WS 2 A TR R TP

Hiu

BIoaRE - o
X{H(E) #EM(O) HH(V) FWEIH)
v ERREE KB: EAR-~-
<374 Rig MBS IPsets
enpls0 (enpls0)
2K public FirewallD B EX THENMEIEE. EOURBMLATERE, KE2RS. BO. ik, e
{n) EOBOMXER. cMpRELREANNES, KEJUBEIROURRIEL,
xR :'“k « BE WO WY GBS0 pE sORR
mz
drop NECERE—ABCNARREEEIEBRANINNERES, (i
external SREAN, EHXBMEBFRIN, BZINSUE—thatafHn
ome EERRD, BERERT Pva,
internal HhEXE
public NPCRAHE, BLHEH Pva MERFA P 8L,
trusted

work

BRIE firewalld BIEE. EELEH.
Bl public LogDenied: off FF@#Es:

#m7 Automatic Helpers: system (off) Lockdown: 25

& 8-4 AR TFHEIF
B IPv4 HihEF Oy — AN AR L, U )S Bl firewall-confi

g T HIF

PR E Atk (28 X, 183 Dy ARSI IR LAEAE TPv4 HuhibHe it

J A B YL
iv. i R TR
i 3 e m] ARG 1) 55— o LT DL K/ B Hofth 3240
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RIOBR BRI LS R B FARIRE RAVI0O RAEH L TFM
PR [ x|

XFHHF) EE(0) EE(V) FHBi(H)
v EERVEE fEE: EfTe -

353 Kt MBS IPsets
enpls0 (enpls0)
BIAX: public FirewallD BIEX T HENFEER. BOMURBANEREE, KERKS. WO, il 1P
0 . BO/MBXER. cMpTELREANNES, K UBETROURR DL,
*E block « BS W0 WY EE0 6% mOsk
mz
drop ANEERFERED, plLUEMNEAZN—PROES— KO, B8
external HLRMEBRFES— TR, BRIAS—ITARGERERORMEMNE
home BA. BORAIERT IPv4,
internal w0 i BEME0 SNkt
public
trusted
work

B FRmA) | e MR

BRIZE firewalld B9%#,

AR E: public LogDenied: off fF8i8: =FH Automatic Helpers: system (off) Lockdown: 2

B 8-5 ¥ ¥R FIEIF

NN R B A R N il R 4% I R B “packets” ) — A P 5 L ki B B AR
I, EOcBOEthEE 1P suhl, ARJEEEE o O RFRS. fE% D5 A%
Sl P BORT v 1 B o VG o 58 R B A T B E s 485 1

FRL R B — A DRI R — R 88 B 1, Rk A & S IRAR,
i N LB Y R P A Mty 1 B oty V(B Bl o B R 2 oA TPv4 Shhik,
VIR 5 B oy — oy VSRR, N EH B RE TP ki R 1B o VS Bl 4
i O B 2 BRIERA R BIR — Ao o il i S AT 58 2

v. ICMP i JE28FiEIi-R

ICMP Iy AT LLEHE Internet #HIHRSCHR AR L X EEHRCAT L2 AE
SAH SRR AT 0HE G SR B R A R G (1 a5
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BIOAER - oKl
XfH(F) #EH(0) HE(V) HWEI(H)
v EREE RE:  &EH~
i Xif MBS IPsets
enpls0 (enpls0)
BHAK: public FirewallD KIFEXTHENMEER. BOURBGANCERE, 2RSS, #O. HiL wpH
#0O £ WO/MBXFER. IcMPREUREANNES, Kigo] SER@OURERL,
*% t8ack B EED BE EORE  cve RS BAN
dmz
drop EERESIRXHIN (cvp) TRATFERMOTRENERZHEE
external B, BHRZEEM ping BRURENEESR,
home IcMp %R EFIRPIRICR ERIELE ICMP
internal address-unreachable ~| X8, FREHE ICMP XENE L
public bad-header il s, MARBEREGER
trusted beyond-scope o
work communication-prohibited | MIREHTRETEE (Invert
destination-unreachable Filter) , {ET#RIZAICMP B
echo-reply BREWER, MRGXFENER
echo-request 4, EFHHER DROP BIX
failed-policy 2, eNz%ER
fragmentation-needed RETER
host-precedence-violation
o Zof host-prohibited -
BRIUE firewalld 895,
ELAX1E: public LogDenied: off [@&Es: ZF Automatic Helpers:system (off) Lockdown: 2

& 8-6 ICMP FyB#FERIF

FAFHECHE A — ICMP 1d3E, MIJE3h firewall-config T HIFik#FE
PEHAZ B X8, 5 ICMP Filter EFs kBT ELIER 1ICMP
5 RIS A AE 75 R SR A AE DLAE F I 8 o SRR 0 A2 B 1) 1), BRA Fo V430

B AR~

HERE GRS =ATEmi: 58 HOUAEE. Sl — TR AN G
R BRI S BE B R I SE BT KBRS RN IR AR A R
JHAEWH firewalld i D-Bus £ HE5). HH . EHE S5 THEEHMN
H o

BoBRE - oK
X#(E) &EMO) ZTE(V) HEHH)
v ERRYE RE: XA ~
iR R MBS IPSets HERE
enpls0 (enpls0)
BAK: public HERES FERHOMIOGEAR. XERAFEAFTRESN iptables #E, HNR. & &<,
#0 LUAEN. EREENZNBT UM firewalld EEDF o BHORSFH,
B SME1ES 1PV 287 ipv4 5 ipv6 5 eb, ipv4 T iptables, ipv6 fF ip6tables, eb FFLL
AF#itE(ebtables),
# AN s
SN REEREIHINE
ipv Table Chain
+&m(a) MRIE(E

BRIE firewalld B9:%H,
HiAXM: public LogDenied: off f@#fizf: #/F Automatic Helpers: system (off) Lockdown: 2

& 8-7 HERLEXRIF
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4) P KEERE

BT SRR DT KGR A, A E STl E R 1BATH BiE AR
P LRI K A (Permanent), i TS 31 5 G803 B7 K 58 BOFT NN 04T
R E

FEIZATIY (Runtime) A& 3T 58 Bl kb U BCE Ry, — B R Sh e 5 FRIE
PEMR S B S IEHE, BT RIA R, 7F Permanent F X, 58 2By KBS % 8, X
AAE EHT IR KB EH RS H R 2 J5 AR AT DS SRS 51 B BT 4k
Br, B R IR TR R, R ER N AR YT K K

BdERE - oKl

XfH(F) &Emo) JAB(V) & szisay

v EEENEE BE: XA
g R S IPsets HEEE

enpls0 (enpls0)

HIAX: public BEREBESTERBABHIEAR. XEERAFERF THREL iptables 2, IR, 8. 52,
0 BYHET. BERENZNATLEM firewalld HEEH R BRNREF R,

P SMEES 1PV B8 ipv4 5 ipv6 5% eb, ipv4 BT iptables, ipv6 T ip6tables, eb FAFLL

AR (ebtables),

# AN @

SHNHEERETH InEE
ipv Table Chain

- AR B0(A)

BRI E firewalld B9ER,
#iAXiE: public LogDenied: off ff2i8s: 2/ Automatic Helpers: system (off) Lockdown: 25

K 8-8 PR KIERE

5) BEERARKX

B E — MR B BB D XA N BRI, WIS 3)) firewall-config,
MBI FR IR, P hs B i i P BRI X, NG HY ) 1 3R T e B4
S o IXAE BRI X, Rl # B B AT
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XfF(F) &EG(0) E/(V) FHEIH)
v EREE K8 ErH-~-
E# i MBS IPsets
enpls0 (enpls0)
BIAK: public SIfER IPset QIREBERBEE, UERT P il BOSHE maC itit,
&0 HiARE
B3
B FEFIREFRIAX timeout ETAEY ipset FEUREEH
o FEFIHERE ipset S$RMAE B,
block I
dmz
drop
external
home
internal
public
trusted
work
DEA(C)
TT
Zone QX ARENBDEIERBS Pset

ERIE firewalld 8955,
BAESE: public LogDenied: off ff8i85: #F Automatic Helpers: system (off) Lockdown: &/

B 8-9 BHEINSTX
8.1.2. WiIEH (audit)
8.1.2.1. fajfy
audit T H o] DU vt BN HE S A HE I R G A AT SO )
EH AT DR SR N &, #E 2 S ELEIRE (N2 ICRMIE & R, 8
& H PR RGOSR T ) o
8.1.2.2. B SR B4y

audit.relus
L
> L
o] Task  froreeanenn |  Exclude
BE Se
il a‘:;g% | audit.log
Exit  fre-eeeeees | 1 rlﬁ
g ausearch aureport
Linux PIE5 H
auditd.conf

B 8-10 EHREE

Vi SEERAREIRR, WAERRAMFZmPEHICR. GRA M RE:
R E) R N AZ R LA RS H FH Cuser, task, exit, exclude), A2 — Z 41N FHFE

F 244 W / #2511



FoEN R R IR 5 2R E R V0 RGUE B 5 T

J¥ (auditd. audispd. auditctl. autrace. ausearch F1 aureport %5). Linux W%
HE LM RF A 2

User: icsk 7 2 B = A HAEs B RIE RIS IR B, WA LS4
Ha R E e

Task: FREZN RO THERE (fork); M— AMESS BRI, o2 Qe
L fork AR T HERE RO SZ A

Exit: 24—/ RS0 45 HIW & Sl szl

Exclude: MFRAEMEM; Exclude A& RITIEH B, tHERAEE RN
H B AT DULE X B 5 R g AT i

audit R WAZHF I — M, NS audit Hridsg, XA
KN A2 AR 2 PR IR E R WA audit BEERE BN 2 B — AR R T
auditd RF=HI1) . audit A FKEPEA =EX ] auditd F1, SRS H auditd i3
ITHE#AE. auditd.conf 2 auditd HIBCE . auditrules 72 audit FFIINSC
4, #aE audit 1 HE I RKMBEEEEE . el —AN audit BT S BN HFE
J¥ auditetl #EATHEERIE. root H P AT LAE A auditetl #EATHERIE. auditd 1
FIMEAR E 2 EMA L4, A2 HELRAEAE auditlog ST, BRINERAE
Ivar/log/audit/audit.log. 55—/l audispd # HE#HAT 70K -

B2 IT RG AR MRS Bk a. AR RERLRE
. BEE S HaA, s, AEEA audit sEy bR AT H Al
K, e fr AR R THHR A TR H AR OR B S o A R

Fi P43 e 8 it 240 auditd. audispd. auditctl. autrace. ausearch F1 aureport
LN AR AR AR

auditctl : RO 3& 6] &8 1P 3 @ERE AT NI T B, ands inFiu &5 .

auditd : audit sFHPRERE D TTIEAN L AERE B EARIEA B, XE(EEH
R R M R GiiE sk =4 . H P Al T R gudid auditd f5 & RN
ZH I RGUEILRHEIHER, #¥EES A2 var/log/audit/audit.log.

aureport : A FH AR H TR ) T Ao

ausearch : &4k THFAFH LA

auditspd : R @ AL HABR TR, A S NS T HE X+

autrace : — M T IREREREMI AT 4. RLT strace, FRERIE—AHERE, M
FRERIE R B NHE 2 F.
8.1.2.3. K LEE

1) fEH dof THZHEHRMAEM
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dnf install audit -y

2) audit P& SCHF

audit % %% J5 & A B 2 N E X fF ¢ fetc/audit/auditd.conf A
letc/audit/audit.rules . /etc/audit/auditd.conf & 57 37 FE 7 # 2R B B SC 4
letc/audit/audit.rules A ic s THRUNASCME . H kA audit 5, HIFRUNE A
i

letc/audit/auditd.conf <73 F2 7 B BRI BC B S 2 ok S

N A B E — 4 fetc/audit/auditd.conf

#vi /etc/audit/auditd.conf

#I B H &S

log_file = /var/log/audit/audit.log

#i B HE SRS E, B 0~99 ZIaMEL. W EANNT 2, W
AR HE WREAERE num_logs H, EMEINN 0, BWHEMKATER
H 0

num_logs =5

#ULE H B2 B LA TR

name format = NONE

#BCE H SR, DR T RAKRKH S EE. HERRXINAEE
i, 2347 max log file action & MaN{E

max_log file=6

#BE H S RIE s KB R IEE, X Bk ROTATE (F2if)

max_log file action = ROTATE

8.1.2.4. auditctl €4
auditctl Ay A% 2R

auditctl [1£ 7] filter,action -S syscall -F condition -k label

FK 9-1 auditctl ArdEMR

i &S Tt
filter T 40 156 B WIE AN P9 A% 300 0] UG C st 358
filter user,exit,task,exclude 28N HIEF A, T84S task. exit. user

DL exclude

% 246 W / #£251F



FoEN R R IR 5 2R E R V0 RGUE B 5 T

B HEZFEM (always RnsE) (never

action always, never .
TR
. BioH B R % W # R L
syscall all, 2, open %§ ‘ i
/usr/include/asm/unistd_64.h SCAEHHE ],
TEYH U oAt 10, 3k — S SO )k
condition euid=0, arch=b64 E¥E ik, 4 ID. 32 1D fMHAh N
B R A AH DL
label (A=9'E2 it # R F IR R H &

-S FRARGHA T4 T
-F R
-k FN L E TR F i g O
8.1.2.5. audit #F 1HLI
audit #THRLN A3 = AN
1) SN XA T T R R A S W E MR E .
2R AT DAAE fetc/audit/audit.rules FHEEE . 3 EALTE:
-D #IHIBR BT 24 i 2B 28 A R U
-b 8192 #1E N A% H 158 e KB I AP E B B I X 9 8Mb#
-e 2 #BUE B LI B #
2) XHFRGHN: XL R E SR AR, FRATTET DA
B AZ R E SRR H S AT AT R B 7 7]
AILLETE auditctl AW E . W RFEATH KRECH HRIBIRE
PRI
F A =X
-w AR
-p PR
-k R
Hr-p BERIBE R DU F-
r— BHCCHRECE H 3%
w— BASHECE B3R
X — BT SRR H 3%
a— HURAESF L B R
1 L s 4% fetc/passwd SCAF B AT N, AT DAE X AN 4
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auditctl -w /etc/passwd -p wa

Hr] PLE 2% b B I Bl SCAF fete/audit/rules.d/audit.rules  H B 7] S22 E)
A2 SCAH ) WA
T THH A% %JL)”JJ 105k T AR E 15 2 /ete/hosts SO 224

auditctl -w /etc/hosts -p wa -k hosts_change

3) RGN X LeH U T WA AT ] AR B s P 3T I R R
WH .
W R G F AT RE 2 51 i g 1 H 3G 30, 1X 2k AR S B K fus
FIT AL B m R A R SR A TS EU 3 auditrules WP WRE AR H SEAE,
HAEXT1Z B XA SR T . RS T NI serF, HJE—-—FH.
ARG g
-a N2k R G W3 R )
-S RN B DU R G ) A4
S 71 K UL o KO0 <
-D IR AR
-d B — 2 FD-a X8
-w BN H .
W B — 2R R -w 5%
-1 B T R0
25450 8 SO A WREE S, R B (UID A 10001) 7 i) FIFR 21 H &
2 B I E)

auditctl -a always,exit -F arch=b64 -F auid=10001 -S open -k userfile

Y. userfile ZH P HOWER —MMA T, U EREHKETE T, 5
ALV AR T . HANED auditetl @ IR K AG R . N Tk
AT B3R B Bl 5 A R, AT LUK WS 0 21 52 £ fete/audit/rules.d/audit.rules .
8.1.2.6. ~FH kL

JE 8

systemctl start auditd

SRR
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systemctl enable auditd

service auditd stop

HJA:

service auditd restart

1t Ivar/log/audit/ H % H e % H &S0

service auditd rotate

R %S 0B 5 BTG, GIUNAF LB 2% AL 70 X 23 R R fRAF
B % H &SRS D

service auditd resume

WRIBATIRES

service auditd status

A T i S AR DU RO 2 4%

auditctl -l

PCE auditd ) H ESCHFREFE L

¥ audit ARSS 284 P52 kylinl | ip il 192.168.0.1; audit 2 ) i 44 FR A2
kylin2, ip Hiht 192.168.0.2 .

16 AU 55 i i L SO
vi /etc/audit/auditd.conf
#I B W Wrim 4y 60
tcp_listen_port =60

=) AR 55

#service auditd restart

7 2 A SRR I HLEC B
#dnf -y install audispd-plugins
16 Bie B S0

iR

#vi /etc/audit/plugins.d/au-remote.conf
# fEH Az HERES HE RS &
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active =yes

#vi /etc/audit/audisp-remote.conf
remote_server =kylinl

# B Wi oA 60
port = 60

#vi /etc/audit/auditd.conf
log format =NOLOG

SR JE A iRk S5

#service auditd restart

8.1.2.7. aureport

A R VN BRIk R, AIfE A aureport fv4. WIRIRAT aureport B VEH
AR, W Bl aik®. T LA+

Az B B E I TE] P9 PR AR

aureport -ts 8:00 -te 17:30 -f -1

HEROITAT P RIS B R SR T

aureport -u --failed --summary -1i

AR G R AR

aureport -s -i --summary

8.1.2.8. ausearch

fli/H ausearch , W LU PEAMPE R FAFRM . Eab AT DL BUE B
NFEINEM A (RSB 742D KR, Ll root H #1447 ausearch
wrad, MEIRERN, FMOEH 4 ZELAEBRN—ATRRT, BRI
NI T FR A o

7nf5l: ausearch -f /etc/passwd
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[root@localhost audit]# ausearch -f /etc/passwd | less

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.800:1468): proctitle:"whoami"

type=PATH msg=audit(1584676474.800:1468): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n{
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_ fver=0
type=CWD msg=audit(1584676474.800:1468): cwd="/root"

type=SYSCALL msg=audit(1584676474.800:1468): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f830dd3bl5e a2=80000 a3=0 items=1 ppid=42011 pid=42536 auid=0 uid
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts® ses=34 comm="whoami" e
xe="/usr/bin/whoami" subj=unconfined_u:unconfined_r:unconfined_t:s0-s50:c0.c1023 key="
passwd_changes”

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.803:1469): proctitle=6964002D757200726F6F74
type=PATH msg=audit(1584676474.803:1469): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_ fver=0
type=CWD msg=audit(1584676474.803:1469): cwd="/root"

type=SYSCALL msg=audit(1584676474.803:1469): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f4b43e7615e a2=80000 a3=0 items=1 ppid=42011 pid=42537 auid=0 ui
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=34 comm="id"
/usr/bin/id" subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 key="passwd_c(

& 8-11 FHER

LTS I E R

time : 5 T [A]

name : B 11X %

cwd : HHTEEAT

syscall : AHICH) RS H

auid : # it~ 1D

uid A gid : Vi SCHRI A ID AP

comm : F U7 in) SO A 4

exe : LA 4 AT PAT LA
TS LM T
MR RGEFRM AL T A2

ausearch --message USER_LOGIN --success no --interpret

BRIANN, B, MORE, fHBN e

ausearch -m ADD USER -m DEL USER -m ADD GROUP -m
USER_CHAUTHTOK -m DEL GROUP -m CHGRP ID -m ROLE ASSIGN
-m ROLE REMOVE -i

FZ M E I 18] B R SR G A, A LR

ausearch --start yesterday --end now -m SYSCALL -sv no -i
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AR C key) R IFHADR

auditd ZE R H AN R, WA BB R Y, EARIE R
FR T C key) AT RURERCE:

B auditctl Ay gL — MR

auditctl -w /etc/passwd -p rwa -k passwd changes

TR IR AN ) B R R R V5 R BB B [ ete / passwd K BN FE AT
2. — B NMESCT Bl S, nTRME A an et ¢ key) #RFITHF
fRid %

BT ( key) #ZRFIFHMILR

ausearch -k passwd_changes | less

R A SR R BB R [ ete / passwd ORI H EE R, HAbE R 20K,

% 252 W/ #£251 W



