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HIATH Bk S K A RIS E WS TR, AR L@ A A SR GE
G, AEA BERIIHIR BRI AN NS B BT B A AR, I SR IR A
MNE B IESN

3 ARA AT R AP IX 2643 B

BAIBs I P G B it irbs, CApTEE R ER ASMEH . RE
FAXL T ) B 7% o

TRATRAE S PRI 22 47K AT 25 22 4 DR i i LA DR B A 801K 22 4.
WAV IS A (Flin, SSL/TLS). B4k A BT BORMEI A I N5

S|

it o

PATELL TR B . ARG CLOREE(E B A 22 4. filn, AT ™%
BR 05 15 B N RV ], BESRABA I <7 R 55, JFEEATH T

4 REN NG Bl F5 5 2 FF, HAT2UIE RN MR, HikgaeH
PER, JFUFEERIE A A5 E G S LRI FO A RE IR
M A S FRAT TR SRR PR A B Tt o AT TR 2 IR R e #8 T T 25K, Bl
MNME B ZaHE AL E L

=, A EEERNANER

p SRAHE O PR AR LR AT AR 5077 i 2 B0 N A5 B ik R, S TR TR A
Lol 55 5 B2 R S BN FH 0 S NS S AR SR ZhRE 7 i 1E U VR ]
RIS . RGEHT . VR

FEAE FHARTAT LR R Gt EAE RS =05 A, iEEE D AR

M. RTEB=Tr AR A

S AE A AR T LB IR AR Gt b 22 B P 58 =T IS 38 = R AR I B
AAPRIAE A DT h 5 =7 A B AT 95T

e A AR T RELIBR R AR Gt b 2 2 Bl P 58 =T I 335 F A 4 ) 5 A
B 0T R FERA 7S B B TR NBS AL IR

B RTREENEH

SRR R R GRS P S ERE N, R ERRMEN, W75 24
P 4 N TR] T A P A7 o O (R A Rl 55 2% 3 o S BRAT 7 AR BRI 24 1Y
FRITHE T ORAP R AN, 035 B O BT LB R 48 R A7 i A

N~ A BT B

FATI DR B G I BB A B ORCA, A s WA AR AR SR, AT i 7 i %
PO RE B F] Mot S s A R [ B, ARSI R R, Bl =14
ST JE 0 AR . S AR S R
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L. WA RIRAT

UNAE AR FE B AELEAT AT S8 1], BAT AT AR ORI F . B0, TR R &
IR##ZE 400-089-1870. B J5 Mk (www.kylinos.cn) LUK JBR I B 3t AT 5 ) B e
W, fA8 T DL KA MR S market@kylinos.cn J5 U5 FRATTER &R

ZHIERN G, AT KR ZEAE ., —RIEN T, AR 15 4
TEHNS TER.

AP E R HR AR, A AL RSSO R R AT, DL B AT SR W 1
X, DA SChRA Ay .

BT HH: 2019 4£ 12 A 18 H

REUBE AT PR 22 )

Mk BT R ET X R RS S 22 ki 3 5% (300450)
el vE X ALVU AP % 9 SR A K2 20 & (100190)
KD AR X = — Ki 156 5 T3 K& 10 # (410073)
Hi6: R (022) 58955650 Jb7T (010) 51659955 Kb (0731) 88280170
fE¥: KA (022) 58955651 L% (010) 62800607 ) (0731) 88280166
AL www.kylinos.cn
B T-HEF:  support@Kkylinos.cn
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e 3 Be B

HRRT BN R SR ST AR A ARS8 VA0 [RECSCRF WG, Tt WL RS, i
BEMSSE 5 CPU TG . AT 32 A R GUE B KA RBOR N B, A
T ARBEEMRIR AL, A3 7522505 SR BB AT A PR 2w SR AR 55 #8117

B s

ATFMran S BREDEERGINMSE, a2 PIT 105 G B EAEA R
CPU V-5 B A A F R G sl M RRAS T R mT e AT D VP57 AR TR En L
W AT 2250 2 Ak, VR DUHRIAT BEREE = 28R 55 2 R R 48 V0 £ B4R CPU 1 & 1
SE B4 By A5 B O HE
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R EALXRGRE

R AN ARG E LS, WEARE. HIA RECE . 1M
A E DL B

1.1. RGHX A4S E

ARG X O B 18 RGUIRS A S 15 5 A E . A s e 2 TR
SCAE I & A TR R P ST A A R RN . IX 28 B T DL O & v fetel
ocale.conf At B A BLfE ] localectl Ao Bi4h, %R LAFE R ' IR St R $AT
%, #EESHZRTM.

111 RERGHKX

RO HLIX E & SO Aletc/locale.conf, 7E &40 JA I 515 systemd sp9 kR .
XANAC B SO AT DA R — AN R S5 B P gk K, B IR S5 Bl P R AT iR RO B
SO BIANTE F ONTEE, HIX 94 E ¥ /etc/locale SCAFIELE N AT :

LANG=de_DE. UTF-8
LC_MESSAGES=C

LC_MESSAGES &I E T2 B AR s SCAKS =0, FoAthsk T 1t B
BEEIERNRE 1-1 BTN

M 1-1 fE/etc/locale.conf SC48:H A L B IR

=R iR
LANG AL RGN X [ ERINME
LC_COLLATE S8 SXAZIR S R HE 7 A0 LA R
LC_CTYPE T 50 777 B AR, 6 BT R/ i Ab 2 7 =X

BFEFFIRID, FrRRFER 2T, WATFTENS.
e HE AR

LC_NUMERIC JET2 T ot X

LC_TIME 1) A H R =X

LC_MESSAGES PoRE RIES .

1111 SRR E
Localectl fy 2 7] I TEC B IE & A S A . Bon MaricE, IR

AP
HI'J/Q‘\:
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# localectl status

1.1.1.2. Born] X 5%
R AT R X H) K nT A R R 4

# localectl list-locales | grep en_

1.1.1.3. Fit' B Hh[X
LB RAEBIAMIX, FFELL root P S43i217:

# localectl set-locale LANG=locale

FH 7 aT DATE B 38 A 1 H X AR os #7 AR B locale, AT @ 1T localectl list-locales £
G EMHLX
112, REEREMR

AT R T B A SO ) 5 R BRI P T A R N
1121, BoRHATE

Localect! 74 7] H M. B G & MR AER AT G . B 4EiicE, vEHn T

Ay
i 2

# localectl status

1.1.2.2. Wona] HEESA =R 50ER
WoR AT X H) R AT R a0 R 4

# localectl list-keymaps | grep cz

1.1.2.3. o B 45
fit B RGNS R, FTELL root H 7 S3iafT:

# localectl set-keymap map

F P AT DLRBC B & A 18 B AT R bn s /7 LAAC T map, WTiE I localectl list-
keymaps f ZiE & IS AT R . Zar 0w T RCE X110 & 1 3R A = s
{HAFH- - no —convert ZE T MIAA . [FIFFATFH— T a2 AL B X11 &
SR R -

# local ectl set-x11-keymap map

BORFH A EL XAL B LA AT S8 S A A R AN — ., AT LR A T i
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# localectl --no-convert set-x11-keymap map

1.1.3. HABHHRE
Hoth 5 G B ARG X AN AL AT = K N 2 1T LA S 25 238 T . RN i il 25
1.6 SRIPURFALEE ST AN 6.1 &5,

1.2. MY REE

1.21. ZhEMKEE
FTIF %, LAMIIET ethO A4l
o 5 1 fete/sysconfig/network-scripts/ifcfg-eth0, % & BOOTPROTO & dhep:

TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPVEINIT=yes

IPV6_AUTOCONF=yes

IPV6 _DEFROUTE=yes

IPV6e _FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=a6d9f432-1ca%-4df4-874e-TdafaefhbTec
DEVICE=ens33

ONBOOT=yes

DMSlle.l.lD.ll

1.22. BEMEEE

FI 23, LA ethO Sy :

Y %E 1 ete/sysconfig/network-scripts/ifcfg-eth0, % & BOOTPROTO 4 none,
HE IP. TR, PR
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TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=none

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPV6EINIT=yes

IPV6 _AUTOCONF=yes

IPV6 _DEFROUTE=yes

IPV6 _FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=a6d9f432-1ca9%-4df4-87de-TdafaefhbTec
DEVICE=ens33

ONBOOT=yes

DNS1=10.1.10.1
IPADDR=192.165.1.10

PREFIX=24

GATEWAY=192.168.1.254

1.2.3. HZE DNS

1.3.

T %, Yniletc/resolv.conf, ¥&E nameserver:
#IGenerated by NetworkManager
nameserver 10.1.10.1

SRR pET]

ARG X 7 LUR RIS X

> S TE (RTC), il HAF v E 4, B R DIRSZ T R 48 S DR TH
FEEHLIHUIE DL N B AT

> RGUNTE], SEFET SN R A B3R R S AR GET A 1) . S5 R4
JR BN ARG R GES 8], 2R Geit [ e AL TSI I 18] B AT T

ARG B ISR — B ARG —RE(UTC), T B ARG HRIA R X,

AR 8] A2 P B IR DX S [ o

PAE RG L T =R AT RS HE T, timedatectl. date #1 hwclock. LA

T A B ST EH R .
1.3.1. Timedatectl T Ef# FI¥iBH
1.3.1.1. TR 4HET H R )

4 timedatect! 1] DA 7R 2411 R GBS (8] AL 2% O 0 B a) K L pEgiqE S . an

TR NTP B [E]20 (1 & G ]
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# timedatectl

A chrony 8¢ ntpd TR 55 REA 2 5@ K1 timedatect] T.B, 40 RARZETE 3
MRS ERS S, EHITUL Fard:

# systemctl restart system-timedated.service

1.3.1.2. A HE Y HTH A
PL root F FI2 4T PA R A4 A) DS 250 Hi RS (] -
# timedatectl set-time HH: MM: SS
Hodr HH AE/D, MM RRE S 8h, SS AR E, WHEWM R R XA
A [FAE AT LSE B SR G iy (R A B 8], 28R 2R8I T date --set F1 hwelock --systohc
P

AR

>

%Z SERART AL BT UTC, WAL T AR B R B RSt H], &5
PL root H Fiz AT BL Fan 2B

# timedatectl set-local-rtc boolean

R F AR 8], 75Z5%F boolean FLE N yes (53 y, true, t B 1),
WIRAE A UTC ], U4 boolean AL E N no (8 n, false, fI& 0). R4
2R\ boolean 4 no.
1.3.1.3. A2 HE T H M

A root FH 3247 LAF i 2 W] LME S84 1T H

# timedatectl set-time YYYY-MM-DD

Hp YYYY (REFE, & 4 MERR; MMAGRA G, HMmAick r; DD
RER W, TR A RIE 75 E R E W 8], W] LLAN 78 B [ 25, o flan T

# timedatectl set-time ' 2020-02-17 23:26:00'

1.3.1.4. BHHTIX
HAT L N a2 vT L R Y BT [X

# timedatectl list-timezones

LA root FHl iz 47 BLTE dr & R BB BTN [X .
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# timedatectl set-timezone time_zone
BB XOR BT -
# timedatectl list-timezones | grep Europe

1.3.15. [A R 5 mfE fe 55 #s ek []
P root F P I2 47 LA a2 m] LU F /28 FH I 1] 5] 20 R 5% -

# timedatectl set-ntp boolean

A 525 F 75 B & boolean {4 yes Bi# no. BN E HE S — AN fE
IR 25248, AT LAPAT — R4

# timedatectl set-ntp yes

1.3.2. Date T Ef#F#iHH
1.3.2.1. o T H A A

4 date TU\mTél ARG A BX . HIAE S FHrr bl 240--ute
N A ATE XS] JEITE “format” Az s fF K RF e IR A . HW AR format 15d B
LU

x#% 12 2HN4H

¥ iR

%H PA HH # 2 H 4w

%M PA MM A% 286 H 4 1l 53

%S PA SS & 2t AT AP 4

%(d LA DD #% 2 H 4 i H 3

%m PA MM % = e >4 1 H £

%Y PAYYYY kg2l a0y

%Z B X, #i4n C EST

%F L YYYY-MM-DD #& U 4 aiE H H, Eh T2
H%Y- %m- %d

%T DL HH:MM:SS #&  t 4ai iy |), 0 T2
$%H: %M: %S

ZNL AR
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# date
Mon Feb 17 17: 30: 24 CEST 2020
# date --utc
Mon Feb 17 15: 30: 34 UTC 2020
# date + ""%Y-%m-%d%H%M"
2020- 02- 17 17: 30
1.3.2.2. 25 H Y H7H A
PL root F P I2 4T PA R A4 ) D& B8 Hi R (] -
# date --set HH: MM: SS
Hrp HH ARE/NE, MM ARFE 28, SSAREMEL, WFENALER. X
A [ERE AT LLABE B R Gy () A EE R |], SR 2T hwelock —systohe 74 o
KRG BRI [A) e B T ASHB T [R], an SRAB LT UTC B8] SRAC B & 4eh [a],
T E D root F Fiz4T BL R fin 1E e
# date --set HH: MM: SS --utc
1.3.2.3. AHEYFTHY
PL root F Fig4T A N a4 a] DM wr H #:
# date --set YYYY- MM- DD
HAYYYY REED, F40EERR MMAREAD, FTHAEEER; DD
REBA, TR WA T B & W R], nf LAk 7e bk [a] =80, mpilin .
# date --set 2020-02-20 23:26 :00
1.3.3. hwclock T EAEFi8H
1.3.3.1. o4 HT H BAAIRS ]

#irA hwelock 7] DL 7R Y4BT RGN A, B X . HEAZE R, LB S5
--utc B--localtime &7~ 241 UTC B X I 8] FOAS LR 1) . 7~ 49 40 T

# hwclock
Thur 13 Feb 2020 04: 23: 46 PM CEST - 0. 329272 seconds

1.3.3.2. ZZ i H HART[H]
P root A P I 4T PA R fr 2 A] DAS 280 Hi R (] -
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#hwclock - -set - -date "*dd mmm yyyy HH: MM*™*
Forf dd A& HH HH KRB, MM ARS8, SS ARFMEL, HIFTHAIR
e MmmARE A0, PLAMIEAF R EERR, yyyy &S, LA
FRR. XA IE T S5 --ute Bi—localtime [X 4B E 41T UTC I [X B 8] Fi A
HB B[]
BT UTC I [aRACE RGN TH], 75 ZELL root iz AT LR a8, 7=l
.

# hweclock --set --date "20 Feb 2020 21: 17" --utc

1.3.3.3. [0 R 5 FE R 55 23 B (]
L root F Jig AT LA R fiy 4 B D FE I 1]«

# hwclock -- systohc
14. APERE
HPABCE AT UG P AT d 5 B, R R ->1E il AR -> P K 7 >4
B—ANFRS LU A, HFEATBE MG REEE R LKA,
NG D REAY S &Y RN el pe 4= DRl MRl =:95/95) 8
g | x |

L EnER
® tRERR

RERPRIERAS ST, €
TRRERGNERTZHFIERFE

) BEBR

BERERS LI AIREN
ook, BEREMART.

Vi

& 1-1 K/
FH P BN R 5, v DA P 250 DA R Sk AG03E 4T 58T B0 o4, o S s i ”
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PAR: “EEHRAR” RIAl BE .

BAER | x |
EHERLR
BT
Y REE
M root
' BERP
SR EBR(LHAP)
A Rieme
FliEfam user
PP fRERP FHER THLE
FER(HEE)
Y EHEE
27
b1
P

1.5. Kdump HLi

Kdump J&3&F kexec FIPAZ AR IEABNLE], TE RS FEBIEIEALIT H
KEAENAAIBATSE) AT RS, FH RIS A AZ B 5 I g™ £ 1) crash
dump. Kdump #2324 A ikl 58 B N AZ AR, SR IR sLE T A ot e i
Kol vT A —ASH0 R B AL B R SCHRERE, AR AN B AR )BTRS

Kdump FEEANAF HOFINZ, Er2WAZRR % A5~ Wiz 2 i3k
WIZIRE IR R RZgi— B, A EERNRSEEINET/ET, 18
IXANHEAS B Kdump 7248 — N TRJCU T E RN, 2R 5N
() ramdisk RN DL : B AR I H AR — 4 i — AR R,
W G I () A TR B T B AT RS AR (5 BB 21— dump core SR, —
H WG RIS, REBSHSIEN.

Kdump AL 3= ZEFER DA kdump F1 kexec.

kdump fiH kexec JE#hFIHIRANZ, DUR/NNAEE B LA AE 54 -
AN T AR SRR AR S A . BT kdump FIA kexec J&
RN, gL T BIOS, FTLAZE—ANPWAXIINAEF LAREE o 12 A% 5t
L FAN RN

kexec & — MR 55 kernel FIHLE], BIS TR — IEAEIEAT ) kernel
H, RS — AT kernel 17 AN B 42 5d BIOS #inl ASEE 8. RoAN—
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BIOS # &AL FARK IS 6], JEHRAE KA I H R &8 VF 2 AN % % 11 Server
RIS, BIOS 21697 58 £ Al

kexec G 2 MM : —RNZZRIN RS kexec_load, fi5ifE
AR AL S SRR SR N AZ IR B R E k. R P S E R TR kexec-
tools, A4 IR A A% b AR 3 25 AR P~ I k%, WATTTE 2R G0 15t 1 B i B i R 2
RN R 817

VLEH: BIBYEL, Kdump HLEIYAE ARM. X86 “F &R, it FaE AL
o
1.5.1. Kdump & 1TEE
1.5.2.1. %% Kdump 75 E I AE R

FH# 1-6 Kdump FrEMKMEE

KL WA B
kdump kdump#R £
kexec-tools kexec HAHEL, kdumpHH 20 &Fh L E AR AL

kernel-debuginfo ~ F3K4r#T vmcore (14
kernel-debuginfo-  kernel-debuginfoff #i i,
common

fEFHKdumpllr %%, FRob X THA, ZRam2uh:

yum install kdump kexec-tools kernel-debuginfo-common kernel-

debuginfo

1.5.2.2 Fi & grub

Kdump )48 FH 75 ZECE kdump kernel [EI A7 X 3. Kdump ZR#EE RS IE
BT ARG, ASBE(E T kdump kernel BT 5 A BN AT, Tid B XA TR AL
Iboot/grub/grub.conf SCAF, BB 5] 34>, M crashkernel. Crashkernel
ks

crashkernel=nn[KMG]@ss[KMG]

Hor nn FoRZ Ny crashkernel T £/ N 17, ss #7x4 crashkernel T8 A 17
(R SYGI A=
BMSERIFE R, A LLE cat /proc/emdline 7 kernel Je B BT,
HPEZL AT crashkernel T,
1.5.2.3. /s & E Kdump IR %%
B Kdump RS2 W
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systemctl status kdump.service

4R Kdump 55 ARJT R, AEA a0 A 4ok J5 3 kdump Ak 55

systemctl start kdump.service

1.6. FREUFAL

ARG Lﬂ%FE’JﬂKEﬁTHE’JKE%U FLLOE LT I8 7 7 AT E 0L A
FIRUR A BEBAT B A4, BRI AT UEIE su 50 sudo i 2 3K 45 8 B A IR AFAL .
1.6.1. Sum4THR

P AR su a2, 75 2% root %45, Sk d 5 ml LASREL root (1)
A, — B su 28N, XAH P RITE EESSR root I 44E
H1 T su BT AZREX root A= EACRR, PR SR HCHAD A P AR, P REAEAE — 8 %
Grir) R, R AT DU B A AR wheel SEEEAT IR, LA root P HRAT LA R A

# usermod -G wheel username

LR N wheel 2HEE)G, TL)BE%UD%?Z/\?H%‘%‘?E‘J?HFTLM%?H su
AU . BCE su i) PAM A LAZw %R /etc/pam. d /su SCHF, 38 7 I e 75 ok
%m%MJWMMPW@O

#auth required pam_wheel. so use_uid

IR N RN B wheel N P RTDUETS su vg R AR P
1.6.2. Sudo #y4 T E

Sudo A4 FLVF R GUE P 1L I P AT — L EE 2 ER ) root iy . 4]
& H A HAT sudo fir &I, FFERMAATA A%, 285 LL root BERIAT

o

FEAM) sudo AT
#sudo command

Sudo AR KHFEME, A 7 etc/sudoers I#EP%BUB#E’JH%FTH%
FEARATTE T shell FEHHAT sudo a4, 1A root (1) shell 2RI, X EMRFE

7 257 root f shell IA5E 29725 115 17 )

FCHE sudo w2t it 4B fetc/sudoers SCAF, T B R A3 53 P 4 AT DB R
B, UAUEH visudo 4. < ATLMEH visudo HWANERE, —& T REMEE 1EH
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PMHPFRIESE: e BT - SHIEERE. LA root B4y visudo T
JFECE SR, AL N2

#juan ALL=(ALL)  ALL

XA B R A juan H 0] PLBUEA EALEEIE@EE sudo AT 4.
X 4515 BB users AT BUASH =ML AT BLSR AT /sbin/shutdown - h now

X

%users localhost=/sbin/shutdown - h now
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HE BRI RIAR
21. Qt-511.1

Qt S 1 Android F1 i0S FrI4x1HI SCHRF, 75 B8 g 19 RV ) LA 1) 2% 1]
RN AR T B sh i s b . HIRBINEE DI REMPERE. Qs 2 Qt FIHRHT
AR, TER N DAReNE LUEDILI F P SR e 0 24~ B AR R R o il fE Qt5
WX JavaScript A1 QML S FE, H RN RA] AR E AR, [FBASCFE C++
M Qt Widget. Qt5 5 Q4 mES, ARSI EF Qt Platform
Abstraction, #3551 ACAS A AT RS AR

Qt5.11 FIHr Thie

o FJBT Image JURMNEE LU 1) SCRF  SCHF ktx Fl.pkm 2845 S0 A% 2

« QDoc f¥H libclang fi## C / C ++4X1H.

o IRINTXIIET ID MBI SCHE

o CF ALPN F HTTP/2.

o 1A DevTools, o715 FH i 1 0B 30 B 25

e LinuxPrinting BL{EiE T QPrintPropertiesDialog H1 ] Advanced 1% T 1< 37 ¢

% CUPS BT, T S0 VFREAT V2 oAt ¥ B CHrp AR R DTG D

L FT R B R 5.11.1, 52 ke A M hitps://doc.qt.io/qt-5/.
2.2. GCC-7.3.0

GCC &1 GNU JFAMIgMIEIE & dikas, SUF LMt S %%, Fla C,
C++, Objective-C, Java %5, [A] & IXE81E 5 10 3. GCC & — MR
KRIE, SCHRHEZMIEREN, 5 T3 MM,

R N CRER AR

37 HF GNU hrif;

A AE T GPL AriE:

A AW E R HE AT, AR

YT R RRCAS 7.3.00 VEAH LB AR B RHE & B https://gee.gnu.org/.
2.3. GDB-8.3.1

GDB 7& GNU RS iRiA#E, &SRS NEHATRE, BCE R ERE R
AR . GDB T 3 E AL

o AT LEREME L IRE P IS AT A5 R HHRAE,
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e BB et 0 I 55 S R R EHRITVA0 R G0AE B 0 5 M

o TEFERE MK ME LR

o (ERRFIFIRIBATR, AR AR E THA

o BHRE, USRUERES bug XPRES IR, [RIN SR BIRE R V2 AR
Mg, Bl BIESE

GDB SR M feiE 5 -
e« Ada

e Assembly

e C

e C++

e« D

o Fortran

e Go

e Objective-C
e OpenCL

e Modula-2

e Pascal

e Rust

Zamish G A2 gdb”, BIR$THF GDB ik T H.

[root@localhost ~]# gdb

GNU gdb (GDB) Euler0S 8.3.1-11.kyl®

Copyright (C) 2019 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html=>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86 64-Kkylin-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word".
(gdb) W

& 2-1 BRI E
MOoEr OB &= R A 831, 1F 48 A ¥k Bl H fih B OB IS
http://gnu.org/software/gdb/ .
2.4. Python3-3.7.4
Python & —Ffia i iy s R Tl [ 50 R w215 5, 75 Perl. Ruby. Scheme
5% Java FHGE
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Python [t — & i ZZ K5

o IBAMVE, TR ST L

o FRFIBATHH, XfH1F Python BCAVF 2 gmfidT 55 M3 ARIE SRS, [RIN SOA
AR /Al

o PR ASKISRAEEE, SRR ZE WHIAIRESS, WHEEM 2RSS 25
IR RIS R SOAR S IME OU 55 .

o Python 28 B AL A 450 1) 2 R A QRS Fr Be 2 AR 25 &, python JF & 34
14 IDLE.

o EIIASINLAGE FEVE S (U0 C B CH+) SEPLRHM L, v VR FABREAT I g

o LT DARR N BN HFR 7 DAAR A n] g f 4 1

o (EATAHLTIZAT, 3% Mac OS X, Windows , Linux Fl Unix, JEF i
A8 AT FF Android A1 iOS.

o Python &k Pk flh. T el Python, B3 & AL & 78 1 1) N
FEF AT BATM 37 A, Python 0] LI H A& SORTE 3 & A6

Python [ — L84 F5 1 & e PE AL

o A % Fh I A EYE S A 7] H :number(floating point, complex A1 unlimited-
length long integers). strings(f2#% ASCII 1 Unicode). lists A1 dictionaries.

o Python SCRFAT A 51 £ B 4K 7K [V TH 1) 0 R AR o

o ARRETT LA AR HUFI A

o ZIE T SCREII RN R E, I SEI FE S I A R AL

o HUARRALZ BRI RA, IRENMAMRB W, KEHmMm—
FRFER M — N ) = BTN R R, TP R AT 1R

o Python & 2 gm A4, 4 generators A1 list comprehensions.

o Python 1] H 3l 4 A7 5 BRAS I8 AS 06 T3 43 FL ARE JECRCAS A 1 Y A7

YT RIS 3.7.4, VEATURHE T https://www.python.org/.

2.5. Openjdk-1.8.0

Opengdk 1E4 GPL ¥FH] | Java “1- & FFEALSEIL, 1 Sun Aw|FFk, $eft T
—/ java [IIE4THAE, SCFF Solaris, Linux, Mac OS X B Windows % Fl i {F %
5.

T RSUAS B BT AR 1 T A

o Lambda ik Stream API;

o IfIE5 H B API;

% 26 W / JW2363


https://www.python.org/downloads/mac-osx/
https://docs.python.org/3/using/unix.html
https://docs.python.org/3/using/unix.html
https://www.python.org/

e TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

o MGEEREIH;

o LT AR IR FH ATAS AT I B B A

o DT HRE RS

YR B B ARAS 1.8.0, TEANTRHE A http://openjdk.java.net.
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= KAEBHIA

31 ZIFIR
Brasero & EHEMZIx T H, S iG->076 #2)F->Brasero, 1] LA %

AR, BdE CD/IDVD. #i4i DVD/SVCD VL R &4 %5, WTFE:
Brasero n

WE(P) H(E) TAM HEH)
BIE—THmA: =iimE:

~ BT (0)
E—TMEREHER

REREEEDNTRE

o SERTIE (A)
gii2—¥E co/ovD

— SAME (V)
82— ##i DVD = SVCD

@ EHI¥xE(C)
fili2 co/ovD B 1:1 Bl

o ZIRHER()
* ZIRMTFH CO/DVD FETHH KA

& 3-1 ZIF TR

3.2. Wi
3.2.1. MAEHE
3.2.1.1. WifEHE T AAH

R B T — KRR S B T A 43 X DL R B A B 4y X T,
A LA E AT G AR A 73 X RO D 30t 4 DL R e A R AR B A
3.2.1.2. WAEHEE T AR R

s T A- UFR), SRS ers, faRFE->Ha->ma, 7716
BT T R AL
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-1
P> ©5

FrEERF

(IES [l
V 2%

@ =3

OFr it

&

TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

@
© xTEmes
® neEs
d ites

e

me
B Pluma

3-2 BRMNAERF

fbA e BRI, AL o H AT SO A SR & H o, A BoR ikt i s

T3\ 1) S P RE £ AT A0S ) B £ OX B 45 o

VA S Ol REfR
p
16 GB & i

QEMU QEMU HARDDISK

(@> cp/DVD EEN3E
QEMU QEMU CD-ROM

13 GB HRig&
Jdev/klas/root

QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 F1)
GUID X

drive-scsi0-0-0-0

1.6 GB Hig& #(v)
Jdev/klas/swap
XERE TERE
- 73
HEL: EF HE2 . s
qu MBFAT 1.1 GBXFS 15 GBLvM2 PV
* > * >

3

210 MB — 204 MB o] (EH 3.0%)
/dev/sdal
D D676-26B3

EFl R4t
FAT (16fiiifZ) — 2HEHZ /boot/efi

&

Ed

3-3 MEAEHEAE
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3.2.2. BAEETRMA
3.2.2.1. 4r[X ik

R R, s [+ ERRTR A X OO, sl 5008 7 X
RN, midi 32, MABLAEERAE SE [E1), Al ssEIE R
T s SR A3 X

» 16 GB B = - O
/dev/sda
16 GB B& 1S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ 16 GB (16,106,127,360 F73)
CD/DVD JEE)EE
QEMU QEMU CD-ROM 57X GUID FE&R
13 GB Rig&H 5|5 drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB RRig#& B(v)
Jdev/klas/swap
XERE THERE
HE3
HE ' K2
ZlDlMHE;IAT 1 lyEB XFS 15 GE LMz by
*[> * [
O|—|&
#/v 210 MB — 204 MB FIA (B 3.0%)
&% /dev/sdal
UUID D676-26B3
SEZER EFI R
A% FAT (16fikad) — BEFHE /bootsefi
& 3-4 flgsX
‘ - 16 GB B = o
dev/sda
16 GB & %2 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
s 16 GRIIAINA 12T IEO.Z)
@\ CD/DVD K
QEMU QEMU BUH(C) BRnE
13 GB %ig#
/dev/klas/root

1.6 GB 12181 HA(N) |
/dev/klas/swap

mBR(E) *i

X8 ©@ QAT Linux RERIREBEE (Extd)()
ERBRIFE (LUKS)(R)
5 Windows # (NTFS)
PRI REMIRE A (FAT)(S)
Hfth(0)

& 3-5 R ibE
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3.2.2.2. srX#% itk

W B AR B X, G R I E R MR, IR
A X, ANGES, EFERNE, b0, A& UML), MR
Ak, %A T B AT IR A A

» 16 GB B = - ‘
dev/sda
ﬂle GB & RIS QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
P _ 16 GB (16,106,127,360 F15)
r,gcwovo IEzhaEs
QEMU QEMU CD-ROM 7 GUID HER
D 13 GB Rig#& £5|S drive-scsio-0-0-0
/devjklas/root

1.6 GB HRig# &
Ideviklas/swap

ZREE s
SE1: EA S $E2
A0MBET | 11GBXFS

1> BAKHE - shirscerir

(]
REDR-
REXERY

21
5é [d¢

JUID DE
’ BEAN-

BEXFRY
BEXARYE

x4 EF

HE FA

HAEHET -
U
HRSRRE
BRI
HELEWiE-

& 3-6 1k

3.2.2.3. X YwiE
BT ERER X, Al DRE]Y Al Fhses, S [
X1, TE3H FIgmiE o X i D P ag Bt W A, S B BT,

» 16 GB B = - 8 x
dev/sda
uls GB B2 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ _ 16 GB (16,106,127,360 ¥75)
(@ CD/DVD WEHa
QEMU QEMU CD-ROM GUID FE&
13 GB RiR& =F|S drive-scsi0-0-0-0
fdev/kasfroot
1.6 GB Rig& E(v)
fdev/klas/swap
wAHE | x|
£E(T) | EFI B# (12a7328-81F11d2-badb-00a0c93eco3b) -
Z#F(N) | EFI System Partition [
RESE(s)
MEHIR(E)
e Blos HEHASIZE)
(%] v:{(e]

& 3-7 HwWESX
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3.2.2.4. gmiE XM ARG
RPFFEEGAIRE X, Ay DRE Y %40, 3 N, Ad [t
YHRA), HHREHRERE D, WA XA, S,

- 16 GB B = ]
dev/sd
uls GB B2 #1S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK :
_ 16 GB (16,106,127,360 F¥i)
(@ CD/DVD WEh3E
oW MU emU Co-RoM GUID HE&
0 13 GB Rig& £5|5 drive-scsio-0-0-0
idev/klas/root
U 1.6 GB Rig& &)
(dev/klas/swap
XERE XARE
SE1 EAS
0 MB FAT HEXARAEE
* [
= 1 EX#RGEREEERLHBEHEE.
oy 219 0|
/de R
ORUHC) FH(H)
JUID D6
EFI R 4E

Z FAT (16fiF7) — BT /boot/ef

& 3-8 mBXMHRSA
3.2.2.5. 43X K/N#E
EREFBEBUCNIS X, i OB &8, sl Fhses, Sl [
WEER/NY, R/ NE O, Hshik 8RN TR/, R
2N

’ » 16 GB B& = ‘
sev/sda
ﬂlﬁ GB B2 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= = 16 GB (16,106,127,360 1)
(@ co/DVD Bh3
dosmu QEMU CD-ROM GUID EX&
u 13 GB RiR& ——
/dev/Kiasfroot QBH(C) BBEXN
‘J 1.6 GB Rig&
/dev/klas/swap

BEXHREANFTRESRMERR. BUASHENME, NRERS
HIERESD, ARAWRIERERERNNE. 2/ A/MUBLHNA
BFRiE, REGHOXGRGTTADEURET FRTIE,

HEANNS) | 210 MB v
EENFELEE 0 MB
#510) | 0 mB

Bl 3-9 iR/
3.2.2.6. 4y X EIEANHE
PR EE X, R ) (e BT,
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‘ » 16 GB Wi}

16 GB B2
QEMU QEMU HARDDISK

(@ co/ovo Wihes

S QEMU QEMU HARDDISK (2.5+)

16 GB (16,106,127,360 F75)

QEMU QEMU CD-ROM X GUID BE&E

13 GB Rig#& [£5S drive-scsio-0-0-0

/dev/Klas/root

1.6 GB HidH &)

/dev/klas/swap

SRR RERE 2

HE L EFI 5~ HE2 e
20MBRT | 1.1GB XS e ez

* >

* >

210 MB — 204 MB B (BA 3.0%)
/dev/sdal

JUID D676-26B3

3 ER R

FAT (16{ifR %) — BHEF S /boot/efi

B 3-10 4rXEE;
HE SRR, WEDRNAER, RN e R T A

" 16 GB & = — °
'dev/sda -
ﬂls GB B& 45 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ X/ 16 GB (16,106,127,360 1)
(@ cD/DVD BihE =
=% oy gEMU CD-ROM GUID SE®
13 GB HRig# £5|S drive-scsio-0-0-0
Jdev/klas/root
1.6 GB 12188 #W

deviklasiswap

EERE -
HEL EAS 2 68 LyM2 Py
ZIOMBRAT | 1.1G8xs 15 e v

-
X 210 MB (209,715,200 )
& [dev/sdal

D676-2683
3 EFI ik
T FAT (16f18R%) — XEH

B 3-11 4 XH#ER e
i [AY A7, HERGERE, WHERRN SR H .
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‘ » 16 GB B = a ‘
fev/sda
16 GB & 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
P 16 GB (16,106,127,360 F i)
(@ cO/DVD KihE
QEMU QEMU CO-ROM GUID HE#
o 13 GB Hig#& %5|S drive-scsi0-0-0-0
Jdevjklasfroot
1.6 GB 12ig& #V)
Jdeviklasfswap
XERE XERE
HEL EAS HE2 o
20MBFAT | 1168 WS ez

* [ * >

210 MB — 204 MB o]/ (EA 3.0%)
a4 /dev/sdal
JID D676-26B3

E#E EF Rk
% FAT (16l %) —{ EE#E /bool/e

B 3-12 5 XHER
3.2.2.7. 4y X kxR

WFEEMBR 2 X, Sy C-1 3 HMER 2 X 5Eos, iy OIMERT BT,

‘ ) 16 GB B =
jdevjsda
alﬁ GB BE 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ 16 GB (16,106,127,360 F75)
@ Co/DVD Wb o
oV Gy gEMU Co-ROM GUID K
13 GB Rig#& F5|S drive-scsi0-0-0-0
Idev/klasroot
1.6 GB g% &)
[deviklas/swap Ex
2054 P BREEHIRIL S XE? .
HEL EAS | 15 GB Ly
g HE LNFABEBEER
*D 2EmNRE
- g B 2K 1/16-devisdal) [
i 210
g% /devh
) D676
! EFI A
EFATQ mpiK(e) (D)

& 3-13 4 XMiER
3.3. WREEM
331 VNCEER

TigerVNC Viewer J& — 3 7 @ LR L i & E i, S-S EER
->VNC &EE %S, i\ VNC R& 236 S Ak, s,
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VNC ER:: SHET [ x|
VNC R%3: | |
| oam. || @A || ®En. |
| o || s
& 3-14 VNC EE

st BT HEER, RTRA ISR, KA. BN B DL RCRIEE HEAT AT R

fit &
VNC BFE: SE4H Ex

Cl=Fpz=d
L BEXEEES:
¥l 4 iF JPEG FE4E:
| omE || me
& 3-15 VNC BE B E

3.32. TEHEEFEEF SSH

ssh THALLEH P ERE— G mBEE B, JFEZILS BT 2. B
XJ rlogin. rsh 1 telnet F2FHI— M. A telnet a2 AHLL, AT
iR s e Rl = B vy e B o

~]$ ssh hostname

BN, BEFH—E% N penguinexample.com EFE ML, ATLLLE shell
AT IR R LT 4

~]$ ssh penguin.example.com
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A= LU IEAE A Y RO A B 2 1O FH P 44 85k R AR E — A
AFEEH 4, BN a2

~]$ ssh username@hostname
4, LA USER %&3%#F| penguin.example.com, &EH#iANLL Fr4:
~]$ ssh USER@penguin.example.com
VSR —IRWIURIETENS, R BIAIT WA HLLRIE R
The authenticity of host ‘penguin.example.com’ can't be established.
ECDSA key fingerprint is 256

da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff. Are you sure you want to

continue connecting (yes/no)?

FE [R5 TEAE o ) o) 2 W, FH P R iR 2k B FR BN 5 1B . B AT LA
7] Jik 55 i ) 380 3 AR DA B85 02 IEA I o IX N AZ DA —Fh 2 421 . S 5e 48 I T7
AT WOERA w] DUE AR 553 (0 ERLE B, w] MEA LAR ssh-keygen 4
KA A G EN:

~]# ssh-keygen -1 -f /etc/ssh/ssh_host_ecdsa_key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff (ECDSA)

BN yes HESCEHEPIFHINIERZ . M BSE B Rk S i L ga N
FlEMPENIRFRE S, DM RAE SRR

Warning: Permanently added ‘penguin.example.com' (ECDSA) to the list of
known hosts. USER@ penguin.example.com's password:

MY R SSH MRS ENVEASE T, %P wiks 2@ s FoE
BEARe kSR, B AR AR 55 vt () AL 25 85 M~/ ssh/known_hosts A4 A5 . 817
TEAT AR 2 10, WEER SSH IR UG RAEHE T, WIFARS A = 2| W
o

LM~/ ssh/known_hosts S H IR — 2650, AT DEH T a4

~]# ssh-keygen -R penguin.example.com # Host penguin.example.com
found: line 15 type ECDSA /home/USER/.ssh/known_hosts updated. Original
contents retained as /home/USER/.ssh/known_hos ts.old

FERNERSZ ), PR 2B NIERE N shell @ SATHRAT T . ATLEH,
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ssh A2 /7 AT DL RAEIZAE ML AT — 26 &, TN SR 2 shel | i 4T3
ELE

ssh [username@ ]hostname command

i, letc/nekylin-release SCFRAEA RHERE RGRANGEE . EAFE peng
uin.example.com iz CAFIAEE, HiN:

~]$ssh USER@penguin.example.com cat/etc/kylin-release
USER@penguin.example.com's password:
Kylin Linux Advanced Server release V10(mips64)

EFH PN IEfRIELZ G, B BRafREIMEERGRAGE, 5
F ¥R B B A ) shell #5 ATHRTT .

3.4. Cockpit mFEE
3.4.1. Cockpit

Cockpit & —> Web =il &, BA % TMHHMIEET Web 5, {H4AT L
FENRSS 2% EHATE AT S .

Cockpit Web ¥l G 7] LAPAT Z MAE BAESS, BfG: ERRS, EHH
kS, EHMEMARGERS, BEMEEOMP KR, BFAGHE, &8
AL, GBI IZWRE, WENZHEAEACE, FE SELinux, FERHM, &
ARG %%

Cockpit Web #% il & 181 F 5 ¢ i AH [F] (1) R 48 AP, H HAE & AT BT
SIIH S RLE Web $2i & . Shah, IR RT DLEBEE Web $1i] & o sid it £
i I L 1
3.4.2. BBFEE Cockpit frs

AW N2 A A A cockpit k%5

#systemctl start cockpit.socket

#systemctl enable --now cockpit.socke t

[root@localhost ~]# systemctl enable --now cockpit.socket

Created symlink /etc/systemd/system/sockets.target.wants/cockpit.socket — /usr/lib/systemd/system/coc

kpit.socket.

#systemctl status cockpit.socket

% 37T W/ W2364



R LS 7 20 R 5 S8 0 R GARITTVI0 RG0S FE B M

[root@localhost ~]# systemctl status cockpit.socket
cockpit.socket - Cockpit Web Service Socket
Loaded: loaded (fusr/lib/systemd/system/cockpit.socket; enabled; vendor preset: disabled)
Active: since Fri 2020-03-20 15:07:57 CS5T; 25min ago
Docs: man: cockpit-ws(8)
Listen: [::]:9090 (Stream)
Tasks: 0
Memory: 4.0K
CGroup: /system.slice/cockpit.socket

38 20 15:07:57 loecalhost.localdomain systemd[1]: Starting Cockpit Web Service Socket
38 20 15:07:57 localhost.localdomain systemd[1]: Listening on Cockpit Web Service Socket.

ARG AT R G0 BIgAT firewalld, U7 AL U0 a2 AT HF B Kt (9
Cockpit ¥ 1 9090.

# firewall-cmd --add-service=cockpit --permanent

# firewall-cmd --reload

[root@localhost ~]# firewall-cmd --add-service=cockpit --permanent
SUCCEess

[ root@localhost ~)# firewall-cmd --reload

Success

3.4.3. Cockpit Web ¥l &
Cockpit {1 9090 ¥ 11, FFH A SSL N viinl, @iy a5 M, 7528
MEASH, JEIE PUF URL $T7F Cockpit 25421 5 -
AHb: https://localhost:9090
AR RS AR =LA B 1P ik, 4.
https://192.168.17.205:9090
Gl A RN R A e A, RSN A

Insecure Connection - Mozilla Firefox

(@ localhost.localdomain X (%) localhost.localdomain % | A Insecure Connection ® [+

€« c @ @ hitps://192.168.17.205:9090 v oo O n @
&

% Your connection is not secure

The owner of 192.168.17.205 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

A 3-16 W/ BRER
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Insecure Connection - Mozilla Firefox

(@ locathost.localdomain X (%) localhost.localdomain X ‘Alnsecure Connection x \+

« 5 C B | @ https//192.168.17.205:9090 - O w i @

The owner of 192168‘17.255 has configured their website improperly. To protect your information from being stolen,

Add Security Exception x

You are about to override how Firefox identifies this site
y AR Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: | https://192.168.17.205:9090 | | Getcertificate

Certificate Status

This site attempts to identify itself with invalid information View..

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site

Unknown Identity

The certificate is not trusted because it hasn’t been verified as issued by a trusted authority using a secure signature

¥ Permanently store this exception

Confirm Security Exception Cancel

Add Exception...

& 3-17 #imfsh
3.4.3.1. [
1E Web # & B s bi s, ARG P 2 MEET S, WEFR.
W ik B sudo ReBL, AT ABAT & BAE S5, Bl InfE Web #5416 e
W, BB ARGl E SELinux 5.

localhost.localdomain - Mozilla Firefox x
%) localhost.localdomain X (¥ localhost.localdomain X | (® localhost.localdomain x |+
« c @ @ £ 19?.16£.l?.205 ) v o @ i mn o =

COCKPIT

localhost.localdemain

& 3-18 BF A M|
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System - localhost.localdomain - Mozilla Firefox

(® System - localhost.local: X | +

<« ¢ @ D8 19'&.168.17,205 )90 -9 W n o =
COCKPIT :
[ tecathstincald . (@ Authorized users only. AU activities may be monitored and reported. X
System
60c1ec83fed24d90a4ecf80d8S547dc
kylin10()
erprir
I caidomal;
inD:
2 200
Restart
& 3-19 Bx/EHE
3.4.3.2. iBFEE
[ RS TN —
AL & #EAT D), B pTR.
System - localhost.localdomain - Mezilla Firefox x
) System - localhost.local: X
€ cC ® DR 192.168.17.205:9090/syst I v O % N @ =
a root

[F] tocathost.locald...

System

@ Authorized users only. All activities may be monitored and reported

QEMU Standard PC (i440FX + PilX, 1996)
60c1ec83fed24d90adecf80d85f547dc

kylin10()

2020-03-2020:26 @
Restart

rtual-guest

& 3-20 IBEEYI#H
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Display Language k

Choose the language to be used In the application

Polski
Portugueses
Turkge
YEpalHCeKa

A

& 3-21 IEE%E

R IR - localhost.localdomain - Mezilla Firefox

(%) F4t - localhost.locald

« c @

3433 HE

x +

@ & hitps://192.168.17.205:9090/sys i @

¥ QEMU Standard PC (i440FX + PIlX, 1996
60c1ec83fed24dd0adecfB0dE5f547dc
7 kylin10()

«' Chacking for updates...

& 3-22 IEE%E

Cockpit Kt H A7 B 4% ) A B AR BEAT AN R 1) 702

% 41 W/ W2364
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B - localhost.localdomain - Mozilla Firefox x
(® B3 - localhost.localdor x | +
<« c W @ & https://192.168.17.205:9090/system/log o @ 1 mn @ =
COCKPIT 2

March 20, 2020 ~ F=1% | Error and above - |

20:31  Jusr/Llib/systemd/system/minfod. service:3: Invalid URL, ignoring: n... systemd
20:23  PAM adding faulty module: fusr/1ib6d/security/pam_console.so gdm-password]
20:23  PAM unable to dlopen(/usr/lib64/security/pam_console.s0): fusr/lib, gdm-password]

19:52 GetManagedObjects() failed: org.freedesktop.DBus.Error.NoReply: Di... pulseaudio

19:52 Failed to start Crash recovery kernel arming systemd

19:52  Process 8219 (gsettings-helpe) of user 0 dusped core. Stack trace ...  systemd-coredusp
19:52 Failed to load module 'r‘ndule-gssthng; [argumn[ "'J anitializ pulseaundio
19:52 Unable to read or parse data from client. pulseaudio

9:52 PAM adding faulty module: /usr/1ib64/security/pam_console.so gdm-password]
19:52  PAM unable to dlopen(/usr/1ib6&/security/pan_console.so): fusr/lib... gdm-password]
19:52  [pulseaudie] bluezS-util.c: GetManagedObjects() failed: org.freede pulseaudio
19:51 Process 2233 (gsettings-helpe) of user 42 dumped core. Stack trace...  systemd-coredusp
19:51 [pulseaudie) module.c: Failed to load module “module-gsettings® (a... pulseaudio

19:51 [pulseaudie] stdin-util.c: Unable to read or parse data from client pulseaudio
19:51 SELinux is preventing /usr/lib/systemd/systemd from setattr access... setroubleshoot
19:51 FIEWRE N ZHERSIF fusr/Tibexec/qem-kw: BEITXFZER libwirtd

19:51 Unable to watch (/root/.ssh/*) Mo such File or directory restorecond

A
a
a
a
A
A
a
4
a
a
A
A
a
a
a
a
A
A

19:51 Failed to start irabalance daemon. svstemd

B 3-23 HERAH
3.4.3.4. M
9 28 T THI AT LA B AN T AL RS ARG FE I B o 3R mT LU 31 mT B R
MF12, AT -RIEATE CE, MriE, DUABCE VLAN. i -REERT L
HEAT g AR A

PR - localhost.localdomain - Mozilla Firefox x

(%) [&5 - localhost.localdon x| +

&« cC @ © & hitps://192.168.17.205 retwork v o O n 0

COCKPIT

— 20:31 20:32 — 2034 -

4 Active Rules

#0 FNHE | FHE | TOEK | FI0VLAN
W 1Pt E 2 T

ens3 192.168.17.2 0 bps 6.51 Kbps

virbro 192.168.122.1/24 il

FEERMED

E-10 1P it Hikd ek

& 3-24 MLKRE

% 42 W / W2364
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3.4.35. k%
RS T 5 AN Hbr. REMRSS. BT THR 2R,

&35 - localhost.localdomain - Mezilla Firefox x

®) BB - localhost.localdor X | +

« cC @ D & 192.168.17.205:9090 i f : Vo @ m @ =

BiF | R&ES | EETF el BE

[E] 1ocalhostlocald...

X D *E
Accounts Service accounts-daemon.service

Deferred execution scheduler atd.service

Security Auditing Service auditd service BE (ET
autovt@® service ik autovt® service

Avahi mDNS/DNS-5D Stack i HE (BT

Bluetooth service

NTP client/server

Command Scheduler crond.service
firewalld - dynamic firewall daemon firewalld service

GNOME Display Manager gdm service BE (ETE)
getty®.service i getty@.service

& 3-25 AR%ATE
3.4.3.6. &
Cockpit ST H2 AL S 2L ATAF 5%, 7T UAREE 75 5K 75 Web ST AL 2
B E ), AT DURIEHATAE S, #AEIES (3.

£2{ - localhost.localdomain - Mozilla Firefox x®

(#) %K - localhost.localdor X | + 3

&« c @ oF 192.168.17.205:9090, f - 0 0 [\ in ]

& 3-26 &AM
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3.4.3.7. [
A AR AR AL 34T 2 EHLIESE, Sl A M+ i E R 0.

{%F1H - localhost.localdomain - Mozilla Firefox

(%) (4] - localhost.locald x | <+

<« C @ ® & hitps://192.168.17.205:9090 d v o @ I @ =

& 3-27 fRBAAE
35. R4iHZE
BURT S V10 B E RGN T REH P A H ST A, ff
HZ THEEXN T /A& TN H ST HENES . BR. JIEMSTH.
35.1. EFENH
AHEEETHDESRMN A LN HRB, 28 “HE”, X
PREIRI S o R S ) ST a0 B s

F 44 W / W236H
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=F E = — O e

EZERAFAE

AERE

WA ze g_object_unref: assertion 'G_IS_OBJECT (object)' fail--- 20:27 -

BmBE Eo g_file_info_get_attribute_boolean: assertion 'G_IS_FILE-

REQE [FE#E[F See https://www.tigervnc.org for information on Tig--- 20:21
[ 2% Copyright (C) 1999-2019 TigerVNC Team and many ot--

XorgB&E
[ 2% Built on: 2020-06-24 01:05

R EE . . .
[ 2% TigerVNC Viewer 64-bit v1.10.1
(725 applet_factory, None)

[ZF#E[F Jusr/lib/ubuntu-mate/mate-menu/mate-menu.py:644: -

fifEigs applet factory, None)
B 3-28 H&
M “HES” ST EREFEEENHERN, R LAREE
AFERGHE, AZHE. BalHE. ZEHE, Xorg HE M HER KM
H&E.
“HZERE UM TR B R E, D A B H SR
BT S B R RO AR, B AT DURYE B O 7 SRk i I 4 AT
RIS KA R A HE R B S RRTE “HENE” X,
s “HESH” fdl, Lok H BN B RAT N S
sl “FEFPSRER” A, W RME R PR AR AR T R
3.5.2. HEKERMTIE
P HERNE SRR I Be . E PR PN E R 45 R E AT

HR.
ARG H BN HESCFREIETIRE, RS0 H &SI 8] R 7 A e e
UE, N H &SR CNHBIR” I E.
CINFIAL R ) G BRI AR AR IR =RT “ir— R iR
A7 CE=AHY NAh S R
PR RIEISCRR T BRSO g H A, A R LRG0 7.
% 45 W / W2363k



R LS 7 20 R 5 S8 0 R GARITTVI0 RG0S FE B M

“AF B AL 7 R R UL B S DA B 7 R R B B
CORBEN UL BT, BN EGOT, CRARET M “Erago” UM A&
SRR

R H S “BHAIER” SIS “ HEEE” M R/RERE” Wi
TEIT,  SCRFILIE H X PR ) H &

P FroR LA e “Aailed” #8200 =K L PR E MOV IR AL BRI H &

BE E = - O e

TEZERAFAS

RHERE

HEE: | E=X v | TEE: | ARSI ~
mEES [session uid=0 pid=2658] Successfully activated service 'or--- 20:27 -
BHES [session uid=0 pid=2658] Activating service name="'org.gtk.vf--
ziERE g_object_unref: assertion 'G_IS_OBJECT (object)' failed

g_file_info_get attribute_boolean: assertion 'G_IS_FILE_INFO (i--
XOFQEE - - - - - R -

See https://www.tigervnc.org for information on TigerVNC. 20:21
EEBEE

Copyright (C) 1999-2019 TigerVNC Team and many others (see--

Built on: 2020-06-24 01:05

TigerVNC Viewer 64-bit v1.10.1

applet_factory, None)

B 3-29 HEMHER
353 HEKFH
Z L HE SRR 8 ok I H B N A 5 3050
MR TRESHAE, Adh LA “BESH” &, AfE#REmEPR
I SCAFRAERIEAE, FH P AT LUARYE B R sRie 85 H IR R, Boe S
HHER SRR, R RSE ORI RO ES

% 46 W / 2363
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FEEE E
W) | RHES

@ X8R 4 froot | EIGMH ]

= S=@\ & ~ K saan
o #m

= BR
pe-}
4 FH

irl

&

Kylir

RibfiE

EXH(C) #¥#(s)

& 3-30 HERNSH
3.5.4. HAhIhkk
R CL A “RESRE” 50, BEAFRHALTIRE, 0 ER.

EEEMARBS
FMEON)
RgHE EEthEE
BHEEE: | E=X ~ EEH: | FAELS = FLEN(H)
= a
RERE [session uid=0 pid=2658] Successfully activatg XTEE - 20:27
BHAE [session uid=0 pid=2658] Activating service name="'org.gtk.vf---
wER= g_object_unref: assertion 'G_IS_OBJECT (object)' failed
g_file_info_get_attribute_boolean: assertion 'G_IS_FILE_INFO (i---
XDFQEE - - - - - R -
See https://www.tigervnc.org for information on TigerVNC. 20:21
FABRE
Copyright (C) 1999-2019 TigerVNC Team and many others (see--
Built on: 2020-06-24 01:05

TigerVNC Viewer 64-bit v1.10.1

applet_factory, None)

& 3-31 FEFRE
CHE O DhAE SR — AN R R E O, TR R A A
MERHE.
CHERTPRGERE” DRENTLMEF P T MR i TR P R
“HE” R ATHIZ TR FM, S P A
“RTHE” it SERZ T RN ER.

% AT W/ W2363
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IR ZRMEERM

Yum 23T RPM QI RT BT E HE, Bevs T AR S5 4% B 3 4%
RPM ) H %%, I LB shARBMHE G &, JF H— R P OB B8,
TEAEBI— IR T8 %

R T LG« AT R A 6 22 3805, yum R BLZE 76 rom T H (48 2h
fe, JERrE e ST RE . Yum 38 W) DURIE 8 BRAE AL b 22 38 A0 N 30
rpm £, WRIHIA A SRR T SRR

4.1, MEMAZKGE

411 HRAEEFENE
BE ARG R CL RN A RS T LT ASRAT LR dr 4, BL X86 T
EENZLUNE

# yum check-update

B A

> PackageKi t—— 3/ & Fx;

> x86_64——1ZH M SRR CPU 224,

> 0.5.8—AI TR A ELRCA

> neokyin——nJ F+- 2 IR A4 B0 BT A7l B

iR % AT DAE IR T TR A% kernel, yum AT rpm LA 5 DA BT AR
KR
4.12. FEHMAE

Yum SCRE— IR BN B AL, TR B 22 285 T A B (P AR 0

1. FHs— a2

# yum update package name
T+ rpm B AF R %
#yum update rpm

Fa A AN R

a) Loaded plugins: langpacks, product- id——& 7~ B\ %25 A1 0] F ) yum plug-

ins 15 ..
b) rpm.x86 64: F/7 BT &I i AR A B AR R AR AR R
% 48 X / F283%
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d)

Yum BN R AR EARF S, JFER2 SN, HPm
PAIEAF ] yum r 22 IS 2 -y, RCREER T H IR 1s this ok [y/d/N]:
I yeso fN d WIEHAT AR T 3.

R FE R R B R S B R Bk, T RUE A yum history A4
A VYR

AR E AR, TRLLL root I AT dr 4

2.

# yum group update group_name

HEE TR A S AR

IR T ETH R ARG AR, T LT a2

# yum update

413. FIAHRGHRESE yum BERAX RS
Y ARG T B ARG B TCVE V5 0 B 5 RS, AT DR T RGOk
B A yum JEHHEAT T . BB

1.

QI RGOERHHEE 3, L root J 7 AT

# mkdir mount_dir

¥ RGO EZ A, BLroot Hl AT
# mount -o loop iso_name mount_dir

¥ RS eE ) mediarepo S MEEE H 3% #5 U1 2 fetc/yum.repos.d/ H %
e

# cp mount_dir/med ia.repo /etc/yum.repos.d/new.repo

Y% /etc/yum. repos.d/new. repo Bt B SCHE DL IG5 % 42 -
# baseurl=file://mount_dir

FEHT yum YRFEREATF S, LA root AP HRAT

# yum update

TG, EERGOCE R H

# umount mount_dir B34 rmdir mount_dir

WA FEAE XA yum JEHEAT 222 2%, BT AL root FH P I SCA

% 49 W / 2833
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# rm /etc/yum.repos.d /new.repo

42. BHEREL

Yum 4L T SRR RGP BRINRE, OERR. BEE R R
538
421 RERHEL

AT yum search y4 A DU R EAAL, 61 U0AS 2 AL S “meld” F1“kompare” 7
BRI a4, LL X86 ‘& w T

# yum search meld kompare

R yum K 45 R % %, AT L@ shell A B 1) grep B 1E U A8 20T
422 ZEAF|IR
BTN O B AN AT 22 B B A A R AT DAAT LR

# yum list all

W R T AT ) O RN Al 2B A A SR R PARAT AT i
# yum list glob_expression...

EoR abrt MO RAIR B a0
# yum list abrt- addon\* abrt- plugin\*

R BRI O R A R BB AT AT A T A2
# yum list installed glob_expression...

B A krb BT 2R BAT AR FIIn T
# yum list installed "krb?- *"

TR B AE R AT I A R AT A R T LLAT B i %
# yum list available glob_expression...

SR BTG ] H ) gstreamer plug-ins %1 84-60.51) 2 -

% 50 W / JW283#&
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# yum list available gstreamer\*plugin\*

BEYMHCE
FIEM S, AIdE A yum SRS B
e ] R 28 AT DL DL A4

# yum repolist
AR SRR 205 BRT PN b-v #8350, 5 H yum repoinfo iy 4% HAE B

# yum repolist -v

# yum repoinfo
U R e SR BT A AN T R A e, P LU BAE A2
# yum repolist all

423. ERHRHERER
BRI EA A A LUEH LU 4

# yum info package name...
TR abrt A B A4
# yum info abrt
F i my DU IS 2 ) yum 2008 P 2 W R B A OG5 B
# yumdb info package_name
RN yum FEAI(E B Ar 4
# yum info yum

4.2.4. ZEHREL
FH P a7 BLRA root FH P i A DA R fir & 22 25 34

# yum install package_name
24 sqlite [ 1686 S A0 R 151
# yum install sqlite.i686
bR T 223, IO T DL BRI gk S, ST U N STk, B
% 51 W / W283#
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root FH 7 AT 2%
# yum install /usr/sbin/named
ZAEAT U
# yum install httpd
IR BRI AT AL, AT PASRAT -
# yum localinstall path

425 THHZHAR
FEPAT 2R, BRI N RIRE -

Total size: 1.2 M
Is this ok [y/d/N]:

W d, ATUHAT AT #. AR EBA T i 41 /var/cache/yum/$base

arch/$releasever/packages/-

4.2.6. MBRHHEE
T B B ) AFAAT BA R i 42

yum remove package name...
TR totem -G«

yum remove totem

43. BHEHBHR4HA

A AL AT LIRS — R VIR E DI Re L, i R g T AR
LRI A AL AT DL — 2 22 2% LA
431 HARHAFIE

Summary e I0A] LR R A B R AE B

# yum groups summary

LR Dt s 1 -

% 52 X / F283%
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# yum groups summary
BIRFEAN A H S BT LU AT dr 2
# yum groups info glob expression...
PATR 975 23 B R 20 B o )
# yum group info LibreOffice
YRR
ORI I A AR N R R
“E AR AR AT AT O B H T R R e e g
“=E AR g3 BAR A EHN 5.
No symbol: HfF a4 wd:, HAETa4.

432, ZEHRHELAH
FANREAHEA E S ID, EE R4 id 7] DUEH LR a4

# yum group list ids

Ak KDE S 1 B AT H AR 17 Bl
# yum group list ids kde\*

AL AEAE R LB Y, B, A58 A R L iy 2 e TR 161«
# yum group list hidden ids kde\*

B AN e n] Dol b e H A R e de, Wl A id 2.

# yum group install "group name"

# yum group install groupid
AT R AT P A a2 22 2

# yum install @group
# yum install @"group

N2 4 ks KDE SRR 4L 7w

# yum group install "KDE Desktop™

# yum group install kde-desktop

% 53 X / F283%
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# yum install @"KDE Desktop"

# yum install @kde-desktop

4.3.3. MBRZAEH
AT DL3E I S 2H 44 B A id IR S . B root ALPE AT

# yum group remove group_name

# yum group remove groupid
IR A @bR%E, Wl LT ar MRk LA root B ndiiT

# yum remove @group

# yum remove @”group
MR KDE S8 73 4H o1 -

# yum group remove "KDE Desktop™
# yum group remove kde- desktop
# yum remove @"KDE Desktop™

# yum remove @kde-desktop

44, BHEBMETREE

Yum T AL S ERAFAE CCE Ivalliblyum/history/ H 5%, 35 0] LA A yum
history 7y & AT & B ER1E .
4.4.1. BEEE

BRUME 20 % yum #AE il s, ATRMEA DL R A4 . DA root AR AT

# yum history list
WA T RTE yum EaEids%, ATCUEH LI 4. B root AR AT

# yum history list all

U SRR R 5B 4 yum #EEIC S, AT AVEER BA TN a4 . A root AR T

# yum history list start_id. . end_id

%5 % yum 15 BBl T

% 54 X / K283
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[root@localhost ~]# yum history list 1..5

DAt yum history list 4 H s NS SEEH a0
ID—— R iE R FR s 2

Login user——[X 51 yum iy 4 FI4EF s
Date and time——1i% s& 1.3 1) H A AT 8] 5
Action(s)——#1E 1 2 AR A 2%
Altered——ic /R 52 1A 1) 5% H 24

T SE Action [ASE VLA ;
=K 4-1 Action PiBH
Action =] ik

Downgrade D TR
Erase E M0 o B A
Install I R
Obsoleting o) A OARE R FE
Reinstall R WA A
Update U TR A,

R AR EL[F]ZE rpmdb 503 yumdb £ 22, AT DS BL R a4
# yum history sync

N RAE R R yum [ S R PEARESAE BT BUEFH BA T dir 4
# yum history stats

4 yum history stats 7130 -
[root@localhost ~]# yum history stats

Yum &SRR 5Dk R EE S, B root S AT AT E R
# yum history summary

IR AEERE - BRRidsR S84 EE, B root B AT PLTHE B
# yum history summary start_id. . end_id

% 55 W / JW283#&
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KYLIN
tarm

# yum history summary 1. .5
Yum i R IE OB AP AT Bk,

# yum history package- list glob expression...

442, HERE
TR R LB RN BEARZGRERE, TP ATL F i

# yum history summary id

FHorbid SR ERAFHIRY id.
IR TR E BRI BRA LR TR S, T RME A BN A 2

# yum history info id
R R BRI B BAR R ID R VRIS B, FTEME A AT dr &
# yum history info start_id. . end_id
2NN
# yum historyinfo4..5
[FIRERT, e AR E R, adunT:
# yum history addon-info id
PA S S i i B A s B DN A S8 i 2
# yum history addon-info last

ZN LI
# yum history addon-info 4

4.43. MEEBESHME
0 AR B A yum EE, BT RLLL root BUR AT — T HRAE:

# yum history undo id
W T E A A yum £24E, AT PALL root BUFR $AT — TR #AE

# yum history redo id

% 56 X / F283%
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4.4.4. B RFTRIBAED 2
Yum FHEAE D T AE Ny — N B SQLite 5 SO, An R T B E TR AR
i3k, ATELLL root ALPRAAAT i 4>

# yum history new
XAar 2 fEivar/l iblyum/history/ H =< G158 10808 2SO, TH #1225
(RPN 73R
4.5. EEAMIT

Yum J2%T RPM GLHRT B RS, Aefg TR & I IRSS & H B T 3
RPM L H 2z, TLLE S BRI R &, I H— R BT HOmUR B e,
TN E B — IR N EL 2

AT CLEIEE . S DA B B 22 3605, yum TR &5 rpm T RA) 40
Uige, FFnn@d g ar SN iEe. Yum I60] DU & BAE AN B 22 e R
B rpm AL, WER A E SRR TN B
451 KRERHGE

PAT yumsearch fir & FJ AR AR, B4 2 AL 5 “meld™ Ml “kompare™
B AT =BT

# yum search meld kompare

Loaded plugins: langpacks, langpacks, product- id
Updating Kylin repositories.

INFO: rhsm- app. repolib: repos updated: 0

=============== N/S matched: kompare === == ===

ko mpare. mips64el : Diff tool

Name and summary matches mostly, use " search all" for everything.

Warning: No matches found for: meld

Wi yum R R E L, nJPUEE shell K&/ grep B IEMIERE
AT -
452. BEHHEMHE

Yum SCRF—IRTHREA MR RAT AL, I [R5 SRR L PR AR A 0
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WU i I 55 R R E R GHMTVIO0 R G0 BE 53 T

1. THEHR a4
# yum update package name

THE rpm BAF R
#yum update rpm

Loaded plugins: langpacks, product- id, subscription- manager

Updating Red Hat repositories.

INFO: rhsm- app. repolib: repos updated: 0

Setting up Update Process
Resolving Dependencies

- - > Running transaction check

- - - > Package rpm. mips64el 0:

4. 11. 1- 3. el7 will be updated

- - > Processing Dependency: rpm = 4. 11. 1- 3. el7 for package:
rpm- libs-4. 11. 1- 3. el7. mips64el
- - > Processing Dependency: rpm = 4. 11. 1- 3. el7 for package:

rpm- python-

4.11. 1- 3. el7. mips64el - - > Processing Dependency: rpm = 4. 11. 1- 3.

el7 for package:

rpm- build-4. 11. 1- 3. el7. mips64el

- - - > Package rpm. mips64el O:

- - > Running transaction check

4. 11. 2- 2. el7 will be an update

- - > Finished Dependency ResolutionDependencies Resolved

Updating:

rpm mips64el 4. 11. 2- 2. el7 rhel

1.1M

Updating for dependencies:

rpm- build mips64el 4. 11. 2- 2. el7 rhel

139 k

rpm- build- libs mips64el 4. 11. 2- 2. el7 rhel

98 k
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rpm- libs mips64el 4. 11. 2- 2. el7 rhel
261 k

rpm- python mips64el 4. 11. 2- 2. el7 rhel
74 k

Transaction Summary

Upgrade 1 Package ( +4 Dependent packages)
Total size: 1. 7 M
Is this ok [y/d/N]:

R R BB

a) Loaded plugins: langpacks, product- id

Box 22 m A yum plug-
ins 15 5.,

b) rpm. mips6del 4:  FH F 7 2N # AR R R .

c) yum BRIAS RRFARBAAMEAGER, HRRREMINLSE, HFw
DIFEMEH yum @22 MSE -y, FOREHE T HIL Is this ok [y/d/N]:BS#i
yes. N d MIFEATEAE TR

d) ZdEd bR a2 B &k, FTRMEA yum history i
LB VAR .

R T B e — AR, FTLALL root F AT R4

# yum group update group_name

2. fLE TR S A -
IR T BT R ARG R, w2

# yum update
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FEAE HEARS

ZEFNBUTERE KRGS . 5 G daemon PAMEFEVT A Kylin Linux
Advanced Server V10 &% .

5.1. i systemd HH ALK

5.1.1. Systemd 44

systemd #& Linux F—/N5 SysV Fl LSB HIUAALBHIA 25 (1) R G AR 554
A . systemd 1§ ] socket 1 D-Bus >kH 5 k55, $RALIEE T iR K% 7 B 8h
HHE, PREE T Linux cgroups M RRIEEEThAE, SCHRAIAEAI RGUIRESIKE, 44
RO B O, SEIL T AR SS TR T B o8 SR I — AN BE R 4 ()2 A ], 3
AHT BHIIFATIERE . systemd T 7 L AT RS B AT LA A sysvinit.

systemd T3 FIIE B A RS0 EET unit FIES . unit 2 B —A S E SO
X N PR 42 7 AR R AH R (B 40 - avahi.service unit A > BE M R 4 7 O TR B S
i, spd s Avahi B— D EEZEFIG). unit A BUT LR

FHK 5-1 unit BRIANEH

Unit 28%! XHER 3%

Service unit service PRI E SN fEiE, EHE M E
i it

Target unit target BB unit A unit 3H T2 41

Automount unit | .automount 2K unit B3 RFEWZ P H—NHE
HE# .

Device unit .device U626 unit B3 —NFELET Linux B
B o

Mount unit .mount U626 unit B3 RG G JE P — A
L

Path unit .path IR unit ARG — A SR EE
H%.

Scope unit .scope 2K unit AN AT

Slice unit slice 2K unit N — 4B RGN 2
unit.

Snapshot unit .snapshot 55 target unit AL, PRIGAR S AT 4,
ME— ) H B2 51 HAR unit

% 60 W / JW2834&



e TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

Socket unit .socket IR unit 35 2% 5 G0F BN A ) — A
socket.

Swap unit swap I unit 35235 swap & E# swap
.

Timer unit timer 6K unit 3 3% RG0S [A]

Systemd unit 13 F H Ut BT
FH#& 5-2 Systemd unit 428

B3 E1:5%)
lusr/lib/systemd/system/ | RPM 322351} & A i) Systemd units.
/run/systemd/system/ IZATI AN Systemd units, 1% H RTS8 5 %

R H 45 ) Systemd units.
Jetc/systemd/system/ RG0S5 N Systemd units, % H R RS SE
Iz AT Systemd units.

5.1.1.1. FEME

systemd AL LL RN

> T socket (AT YERE: SN T ITEEEAS R GRS AFEAT IR BN 2 Bk,
systemd 7E SRR A 2057 3R 2 BT AN ST socket , SR JEAEE: socket 45 SRk
o fERGVIIEIIT, & e A P A2 a1 socket, 2A)5 B 3 A 574
HERR e WER—MIRSS A 25— MRS SRR 584 Ja 3, XS]
RE IETESE HE IR S5 (R BAF R FIERA , I8 3 AN 25 P s ik R AE I T 3K st Ak T~ FHLZE AR
B A HRSHX N it R ZE, T HAUR R IX — IE K PR ZE .
IR 55 TR) PRI 0% 8 A0 AN T 75 20 0 i B R S L IE I AT B B (R — B T
FrA 1) socket , fAR — MRS TR EH AN AR S, & AR AT DU 42 30 AH B
socket).

> D-Bus BUEHEEEE RS AT S ZB0E S, jSS AT DAEEE IS
5 FJEB) . RN, SIS RS R RG] LN FESS I D-Bus RSG5
RAEE 5HEREMFEDITRIER. (FANFFEZ MRS, R R R 5k
W A IR S P AE D-Bus HERAIIE SR, B BIHARE I B SRS E S
MiE).

> PRSI R R TR R B R

> {RE VA Linux cgroups BEFREMIEERDhAEE: B HUT T IHEFE SRS
BEHOMK—A cgroup , BCE sysytemd AT AAFALE cgroup H &L Ak
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A E MRS HEH . (anf$EH  libegroups utilities)

> SRR RGUIRES KR . PRIRET DLRBRIRAE MR E R AW IR AT BT A (1)
MRS unit ARES . EA MR ZEM AN RV PR EAN MR
"Emergency Shell" FIRFFCIRAS, 21k ST ARSS ;s AL —4N (51 20 56 BiRRAS (1) ] 5
Jiik, EHTR SRR N 2RSS .

> e RN B AN systemd IR I EE S 0 S OL, AT LA
RAE R BE B HE B A fete/fstab 1 RT DAAE g S35 i (10— AN B DR c B U it

A comment=fstab % i1 H 2 0] PLFRIC fetc/fstab 2% H i H N H systemd
Gl =EES P

> LTS MRS TR T O OC JR B — MRS 4R 2 B 4 . systemd SCHRRAR S
(B unit)[B] 1 2 B OC R £ unit BLE SR After/Before. Requires Al
Wants JEI0 AT PAE 2 unit 0GR . Requires A1 Wants & 7x— /N 1E [7] (58 )
B AR 7SR AR OC &, Conflicts Fx— AN A 1) fa SRAMKIOC &R . HoAthik
WU/ 2] R —A unit FEEFNECH], systemd HUIEE A E RIS &
IS INENEE AT ZNR, RSN BRI B¢ R 5 —B(E A unit 158 5
FRESEIEIR). RERREERE, systemd K252 &, MIBR AT DL BRI
WA TAE
5.1.1.2. etk

> 5 SysV VIGALIIA SRS : AR, E4FIH LSB Al chkeonfig 13k
BEANE, BN, g HER, W fetc/red o XEYIIEA AR
RN INRBECE IR, LA sysytemd AR 45 [E A RS H .

> letc/fstab FCE M XARS —AMRCEVE. Wi EH comment=fstab &
Tjitnic, fetc/fstab 2 H, {# systemd AJ LAFas il B 20 5 .

> SRR SE IS B an A —ME R B getty@.service ST
i, AR RNISAS getty #RAE S —ANECE M. B O B2 T DAy HiEgkK,
ok 2 U, A BLfE R g A avahi-autoipd@ethO.service Rk 45 I B
dhcpcd@ethO.service , #5747 eth0 FOERT DL EL @ B AT TR A 2.

> TE— 2 FRE L3R deviinitetl o XA FEMESEFR BN T AT FIFO-
activated %% . (& i Bt R S G SR A% 4 il D-Bus 15 3K)$Hsk b, X
BIREIHA) Upstart F1 sysvinit H [ shutdown. poweroff A1 At AR #r 4 0] LA
7t systemd FHEkLEAE A .

> 5 utmp 1 wtmp %

> B R DA H] e R A MR

% 62 X / K283



KYLIN
[BerTi

TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

> ARG B SCIF S desktop SCAFAHIT AUTRTE: AR 2 P 20 FR AT X
AR ITEILR I M as o B R B O I B PR AR AR S5 4tid TR, TE7L G2

FAACALRY) A I B 2 2 IR

5.1.2. BHEHRGMRS

systemctl J& 5 FE T H. ‘e fG service Al chkconfig (IThRET —1&. fr]
DU FH B 7K AP BUA AR 2 2 1d v s AR IR S5

FH& 5-3 service 5 systemctl )X 5

service systemctl iR

service name start systemctl start name.service MR a8 — MRS (GF
AN EHRBA 1)

service name stop systemctl stop name.service | FREIE—MRSE (OF
ANEERBA ).

service name restart | systemctl restart name.service | FSR{E 1E3F B E— MR
%o

service name systemctl try-restart 5 — M ELEIEAT IRk

condrestart name.service %

service name reload

systemctl reload name.service

TSR, BT A
B ST AN R T S A £
(=

service --all

service name status systemctl status name.service | &R SRS
systemctl is-enabled
name.service

service --status-al | systemctl list units --type TR RS IRAS

FH#& 5-4 chkeonfig 5 systemctl )X 5

FE R R B I Bl a2
il fid A 26 A I e B AR 55
NIEH

chkconfig name on

systemctl enable name.service
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SR

TE N Ja shit el £ 2 | chkeonfig name off systemctl disable name.service

At fi 5 2% A4 8 152 B R 5%

T

RIS A — RSS2 | chkeonfig -- list name | systemctl status name.service

GBS =) =hsE! systemctl is-enabled

A2k name.service

AR IBITYA] T | chkeonfig -- list systemctl list-unit-files --type

k55 1 a3 AN A% service

S unit 5T B B3RS | chkeonfig - list systemctl list-dependencies --
after

7R unit J5 58 80k% | chkeonfig -- list systemctl list-dependencies --
before

5.1.2.1. BRR%
i HE IO B LG
# systemctl
PAR i &S5 3L
# systemctl list-units
Un i 0TS RS B T, AT A T dr
# systemctl list-units --type service

B AR S K BTT, AT A T A2

# systemctl list-units --type service --all

S T RS I BTT, AT A TR A

# systemctl list-units-files --type service
PAUR N2 7R 00 AT A0S IR 25 1A 2

# systemctl list-units --type service
BRI 2R RS It LW

# systemctl list-unit-files --type service
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TELBE i IR 55 s PRV R GRITVI0 A GUEEE

SR

5.1.2.2. SRR
WRRESIRES NS

# systemctl status name.service

K& 5-5 IRSFHITLEBAIR

X Ei:3%)
Loaded k5572 5 e
Active ke 55 2 A5 T
Main PID LT RS RSHI PID
Status LT R GRS I InE B
Process FHOCHERE I3 2
CGroup FH% CGroup B Infs B

&7~ gdm.service Ik 55 R &R 1 -

# systemctl status gdm.service

7~ gdm.service k%5 Ja s T ARSI 55 1)

# systemctl list-dependencies --after gdm.service

7~ gdm.service k%5 )5 85 5 RS R -

# systemctl list-dependencies --before gdm.service

5.1.2.3. JBEIRS
JA RS 4

# systemctl start name.service
Ja % httpd AR 557~ -
# systemctl start httpd.service

5.1.2.4. {F1EARS

1B RS54
# systemctl stop name.service

&1k httpd AR 557~ B -

% 65 X / JW283%




e TELBE i IR 55 s PRV R GRITVI0 A GUEEE

SR

# systemctl stop httpd.service

5.1.2.5. )55
A RS 4

# systemctl restart name.service
3 httpd Ik 557~ :

# systemctl restart httpd.service
5 IEFEBAT B RSS2

# systemctl try-restart name.service
HERSS %

# systemctl reload name.service
4 httpd ARk 557~ :

# systemctl reload httpd.service

5.1.2.6. & RS
Ja AR5 a4

# systemctl enable name.service
HH R RS S

# systemctl reenable name.service
J& H httpd Iz 55 7~ 451 -

# systemctl enable httpd.servi ce

In - s ' Jusr/lib/systemd/system/httpd. service'

' letc/systemd/system/multi- user. target. wants/httpd. service'

5.1.2.7. ZHR%
A AR S5 A

# systemctl disable name.service

2% FH bluetooth IR 2% 744 :
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# systemctl disable bluetooth.service
rm ' /etc/systemd/system/dbus- org. bluez. service'
rm ' /etc/systemd/system/bluetooth. target. wants/bluetooth. service'

513 BEHEWR

A CrunleveD) s& —ANHPIRES . BLE, systemd S| T —AHEBhZ
) D REAFAL AN [R] PRI 2 Hir (target). NMEEFHRARWE s, FAH
PR AR Th e, JF HRe R A H 24 . — L8 B AR bR AR B b5 IR %
IR BF RS . systemd $RAL 7 —LEBf; sysvinit 53 E H AR, AR DUEH
IH Y telinit 5 3020 a2 Dk .

JABhZI 0v 1. 3 5. 6 #BEIR T4 H g, FH H#XT R —A> systemd [ H
bro EESZILH P B E SUBR P Tise, 7T LALUE A IR shZon hELal, 60 —4
B M H Arx letc/systemd/system/< B H b5 > w] DL & %
lusr/lib/systemd/system/graphical.target), Gl%E /etc/systemd/system/<:#7 H ¥7>.wants
H i, a3 in SIS IR 55 18542 (FR1E) Jusr/lib/systemd/system/ H ) 86D .

FH¥ 5-6 SysV BBhZAIE systemd HAFXTEL

BITERA Ep7N: e Ei:3%)

0 runlevelO.target, | H I R4 Chalt)
poweroff.target

1 runlevell.target, | HiF iR
rescue.target

2 runlevel2.target, | F 7 H & A 30400, @85 R0 895

3

3 runlevel3.target, | ZH /7, JTCEITEF . A /AT LLEE 4
multi-user.target | JmER LR B .

4 runleveld.target, | F 7 H & E 30400, @85 R0 8905
multi-user.target | 3.

5 runlevel5.target, | ZHF, EJEAMH. dhAZ00 3 FIk
graphical.target %, I EshEE R ARS

6 runlevel6.target, | =3
reboot.target

emergency | emergency.target | SUBURE (Emergency shell)
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R 5-7 SysV #ItEHAr &5 systemctl X EL

IH#r & Frind i)
run level systemctl list-units --type target R AT H AR
telini trunlevel | systemctl isolate name.target AR 2 HT H bR

5.1.3.1. &F I Hbr
EEBINEbrir 4

# systemctl get-default
LU BB B AR ITHI 7l

# systemctl get-default
graphical. target

5.1.3.2. &E4u Hr
BEYH H b2

# systemctl list-units --type target
B AR A ARRY L IT, AT LR i
# systemctl list-units --type target --all
PAR D9 7 24 11 B 0 3 AR s 1«
# systemctl list-units  --type target

5.1.3.3. ZBFEEIA HAx
EEE%U}\ H *T NS ?

# systemctl set-default name.target

LA AEEE 22 F ' H Aol
# systemctl set-default multi-user.target
rm ' /etc/systemd/system/default. target’
In - s ' /usr/lib/systemd/system/multi-user. target’
' [etc/systemd/system/default. target'

5.1.3.4. AFFE 4AT HAR
AR B T H AR a2
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# systemctl isolate name.target
LA AEEE 22 F 7 H Aol
# systemctl isolate multi-user.target

5.1.3.5. V)RR

systemd.unit=rescue.target s& — MR E ARG HMFIE shell FIFFPk target
unit (55247 1 AHA);

AR AL

# systemctl rescue

W R R S AN RER A H A H &, b N
# systemctl --no-wall rescue

Ik Sseryr SwRiiE

# systemctl rescue

5.1.3.6. YJE S

systemd.unit=emergency.target 54% R B 2401 init=/bin/sh 25 R4if R4t
MAZARZS JE BIARAEL o

N 2 A A

# systemctl emergency
MR TFEFNE A AL HE, W Tmd

# systemctl --no-wall emergency

5.1.4. FEZmENEE EAEA systemd
RN 28 R systemd Ay 201 -

# systemctl --host user_name@host_name command
O P Ay 2 251«

[root@localhost ~]# systemctl -H root@server-01.example.com status

httpd.service
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5.1.5. BIEAMEE systemd B 630

5.1.5.1. BN

BTG S S =AM

[Unit): EAECED, WHZ unit BEEAE R

[Unittypel: Unit 288!, A[FEZEAE AT LS systemd T/ N2
Cinstall): EL36 7 B4 2e%E . 0 HAZEHA RS N2 .

g 5-8 [Unit] FBECE I B

[ =R

i35

Description

A, BRI  FEAE R, DGR A,
— BT IRST U

Documentation

e ESHECRIMFNR, DRI URIL B, a0
http://, https://, file:, info:,man, IX/Z&H TR, BRIF2E%
FEREIX AN RS I B R4, SR 52 A TR E Y,
PR e R, XANMETAT L2 XKIEE, 22T
&, mEfaE 7T N, WAsHE D, F
W B AR

After/Before

Bic B AR S5 18] A shIl 7, Ebtn—4> foo.service fL& 1 —
17 Before=bar.service, -2 MAhATT R 5 BhE,
bar.service £x%f% foo.service EENEME A A5, R
XANBEE A Requires= [FAHE ALK, [FIEFELE After=
A1 Requires= 2% WA, MDA PAdg e — kUL Lk,
X A& AZ N 2 38 )5 3

Requires

1o E MRS IRA ) B RS, WERA RS, R4
Requires J& MRS HS98E, k2, 1R Requires
Je T AR S b B B, WAk S e =1k, X
ANIEITRT DAFR 8 2 IR, B4 BB SR TG i 7€ B IR 55 B 4
WOE o T B R AR XA IR TS0 5 2 54 1 R
Fr, Jashi e s ) After= Fil Before= SRACE .
fil4n, ik foo.service fKHfi bar.serivce, {HfZRBLE
7 Requires= % f5 After= B¢ Before=, #f4
foo.service JA A2 [F] I #E foo.service Al
bar.service. i@ H Wants= f£# Requires= J& 5 411

%® 70 W / W283#&




KYLIN
[BerTi

TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

W, MR G E U A AR AR 55 R 1 DL o

Wants

FIXTE9ALIY Requires= , X B FIH RS Sk EB, H
R TCE B S ETGIE RN B F 55 B, FEA R A IR 55
MR — MR R Bl o IR ARAERE TN IR 25 R BRI 77
o XFRHR AT ARC & SR, it wants/ H S
m, BAKRTT LA TR .

Conflicts

Bi B — MK o, WREE T, A, H— Mk
%A shit, BUF b R IRSS, Radsk, anSix E
SIS a8, BaARIRS Tk, RS B3IA
EEH. &, W EM After= F1 Before= &AM
. RIS A B MR, HAE B A 3hHIEHE
B RS, MAF R RES B RN (FRHEL D 8iE
WUMEEE (HEZ —BREARLTFRRD, JF—FE
L, WATEREMHOBMIER, Bz 1ErpoR,

FH 5-9 [Service)] FERELE M

Ao E 3

ik

Type

WEHRNESRA, DI FFEL —:

simple, forking, oneshot, dbus, notify, idle
> W N simple"(W'E T ExecStart= {H AWK E
BusName= B FJBRIME), IEAZFRR ExecStart= FriiE
IRERE LA 12 R 55 ) R
> R R R N HAD R SR AR S, B4 L aiAE
ZHERR I B W S L AR TR (B i), LN
P 4k BT B .
> "dbus"(¥ B T ExecStart= 5 BusName= HJHJERIA
) 5"simple"J&fLh, AN[FZARAETZHERE TR ZAE D-
Bus F3/8—/H BusName= f&5E 4 k. systemd
YRR IT R, B eMRZERE AT
PIREL e E 1) D-Bus #AFK. WE NIRRT
EHIMHCHR T dbus.socket #LIT.
> "oneshot"(Ai% & ExecStart= I IERINE) S
"simple"ZS1EL, AN[AZ ATE TR A2 systemd S
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Sk BB H . ARALEE FE N E
RemainAfterExit= 3£,

> R A forking”, AR ExecStart= Frik e
PR SE RS fork() RFEHH. X2
fE45 UNIX P3P R 22 il . a2 A prf s
GRS L RSO G, SRR SR
H, TR AR RS I ARk S IE AT . X T
UEFpERE, @I ER & E PIDFile= &I, LAHEH)
systemd #EffE LIRSS I HERE,  HET TR S 4k HE T
1) JE B8

> "notify" 5"simple"2&fLl, AIEZATE T Z R 2
R R JEEIE sd_notify(3) Z M KIE—
ANMEFNH S . systemd ¥ AE BB EAR R AT, H
R IZIERE DA M RIE TIXAMEE . WREE N
M, A4 NotifyAccess= ¥ R AEWR & A all"ol ¥
"main"(3kN). VER, HHEl Type=notify M AFETE
PrivateNetwork=yes & N 1EH TAE,

> idle"5"simple"ZS L, AN[FZALAE TR 2 pk
SEIR B BT B #5782 G AT « X FE ] L b
G LRPRESERES shell A% B IR 4E—
.

ExecStart

15 JA B Z R 55 I 75 EHAT B i AT (i 2+ 240) -
NAERE T Type=oneshot &ML T, A AILEETEA
AT (EFEEAD), HNLOH HEERE — 21T

LA AT RE T DAZE R —A ExecStart= % &, A PLE
i BB 2> ExecStart= JIA A [F R
WRBEA— AN E/E, AT E T 1T 8
WiES . WRAEBEIET ExecStart= $54, A4 DR
WH T RemainAfterExit=yes 154 .

T AT LA — XS AR RS (AT PAT SO I s, IF HL
F G BB S HOR AR IRAE Jyargv[1] argv[2] ... f& i 45 1 1k
T BERE .
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UNARAE LS AR TN B TR 1" @ AT, A4 L R L
ZHCEIKIRAE A" argv[0] argv[1] argv[2] ... fEIE L AT I
BEFE .

U SRAE L AR AN B T - A 2, A RIS i A LA
RICIRA BN nAEFFIR FHEBCE HOU )R H, etk
MAETHE . FTLLFER "5 @ /2], HIPE

=z
o

MARWE T 2017, BAXEdr47R” DLHAE 030
1 rb BB FPAR RIAT

AR BT - SR I A AT AT R IR A PR B A 24T
RASHIAT, RN TTR AL Y R (failed) R

MARBEE Type=forking B, X BEImA1THTEINH
R BN IZ IR S5 1) Pt e

ExecStop F— ke S, AT R E %R S E KT R B
PATHI A 24T« 1BEMNS ExecStart= 522 AH[A

PAT TS B I T2 )5, 1RSI A TR KA
ZHR4E KillMode= )& B AIE(Z I systemd kill(5) F
).

WRAGE IR, A4 Y BEAR S 42 100, Z RS AT
HHRRHK 2 YE KillMode= 3 B W7 BN 48 48 .
L ExecReload= —#f, A —/MREHRIIAEL &
$MAINPID 7] DL 37 EHEFE ) PID

—fekul, UNEE —DNERIRS K4, AT
B AR

KA AL BB K AT B2 5, AR B R 2
SIGKILL 155 2 IRFE, XAlRee RBEE E %k,

PRI, 3 B A A U AR FD A, AN RE 2 S o4
k.

ExecReload | Xi&— MR HIIR<, M T E M IZIRFPEREHHEAN
P BN P pAT B e 4T 1A S ExecStart= 5¢ 44
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G
FEb, BH AR & SMAINPID #] DLA 3R
INEHEFER) PID, 5l dne] DL AL -

/bin/kill -HUP $MAINPID

HR, B EEIREE, @dm s R IRE NS S, R
FEFnEmC B S, AR A IR
A — AN b A, B DAASE T 75 ZE 4 IR R e 7
TNk AL B SRS

BRATTBRZIE I ExecReload= 4 & A—ANGEMS i {5 5 50
BC B SRR [R5 58 B i 24T

Restart YIRS FREIEFIRE . REIRE. PR8I0, @R,
VARIEN=N 1 P RE S

"R BEFE 2 1R ExecStart=, ExecStartPre=, ExecStartPost=,
ExecStop=, ExecStopPost=, ExecReload= ¥ & (3L .
YR T systemd FIIEHEAEWI A systemetl
stop|restart) M 45 ILI, IZARSGS A EHT B3,
"R E] DU A TS "keep-alive ping" i@, AT LU
systemctl start|reload|stop FEAE T .

ZIETA LR 412 —:  no, on-success, on-failure, on-
abnormal, on-watchdog, on-abort, always
"no"(BRIME) TR AL E T . "always" R m 21k T 4 1
#HH.

"on-success" KN AE R 55 B RE IR IR IS B /S, B IR
IR H TR

IR AL Y0, B AEYCE] SIGHUP, SIGINT, SIGTERM,
SIGPIPE 15 57 HiB % FF& SuccessExitStatus= )i
Ho

"on-failure" R /R AE R &5 AR S IR I LS, B 7
R

RS AN 0", B B RE A 5 ) R AE (B H5"core dump LA
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Fi#) SIGHUP, SIGINT, SIGTERM, SIGPIPE 2 41 ) HiAth
59),

BE R T B [ s systemd  FR45 AR B I T 4 R BT

Remai A" yes B o (BRIME), Ko 4z IS5 I T A R 4
nAfterExit | fRHZZ G, KORGS5 97 Bl (active) IRAS

## 5-10 [install] BB R

L= R E1:5%)

Alias T HRAE FH R B (R4 . &l
FER S A G R RS CBIRFERIZRAY,, XA IR
LR EZ IR, FTA A THEIER, 4347 systemctl
enable &I, 2EIAH I EERE .

RequiredBy £ .wants/ 8% .requires/ - H 5k AR S5 3 STAH B (1)

WantedBy o IXPEMMBCR R UAIR T IR R B, ARSSthe
JE 3

Also RS e B[R T e MRS . S

RIS A E T I, W systemctl enable iy
L PATI 2 H B Z R AR T 5 5E IR S5 -

DefaultInstance

27 unit J5 FH I BRI SE 4

N A& postfix.service HLIC AR -

[Unit]

Description=Postfix Mail Transport Agent

After=syslog. target network. target

Conflicts=sendmail. service exim. service

[Service]

Type=forking

PIDFile=/var/spool/postfix/pid/master. pid

EnvironmentFile=- /etc/sysconfig/network

ExecStartPre=- /usr/libexec/postfix/aliasesdb

ExecStartPre=- /usr/libexec/postfix/chroot- update

ExecStart=/usr/shin/postfix start

ExecReload=/usr/sbin/postfix reload

ExecStop=/usr/sbhin/postfix stop
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[Install]
WantedBy=multi-user. target

XASRBIH, [Unit] 2B ERIR RS AR S ikfirh 235 8. . [Servicel fL%
K IRSSAE S o EnvironmentFile FATUE LIRS AL &, PIDFile &R
IR 2548 B A 1 PID. 565, Linstall] G B R Mz IR 45 1 A 25 .
5.1.5.2. BIEH E X Huft

B4 B SR IO P R

1) & H 8 SRS AT S

FIPAT SO AT DL A, T ORI 5 AR T, SRR, NAE
SRS B FEFFERERS—A PID 3, —fRIE PID fRIFFAE . 5 4ME AT BE R 2
e B AT B A, B R BT DA ACES A rT AT R M A TR 258 HL

2) fEletc/systemd/system/ H A H G, FF HARIE R BEHE root FH 7 4

e

# touch /etc/systemd/system/name. service

# chmod 664 /etc/systemd/system/name. service

AT EPATAR -
3) FTHF name.service SCAF, WSMMIRSSBCE, PR & WfaT e 20 B i in i
MR 25BN 7, I THI A& — M P 265 IR 45 FAT T 4] 7

[Unit]
Description=service_description
After=network. target

[Service]
ExecStart=path_to_executable
Type=forking
PIDFile=path_to_pidfile
[Install]

WantedBy=default. target

4y JEE systemd A ASHT AR SN0

# systemctl daemon-reload

# systemctl start name.service
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B1)78 emacs.service LI 1
1) AU, IR IR IE AR :

# touch /etc/systemd/system/emacs.service
# chmod 664 /etc/systemd/system/emacs.service

2) IINEELS R

[Unit]
Description=Emacs:theextensible,self-documentingtexteditor
[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
ExecStop=/usr/bin/emacsclient--eval”(kill-emacs)"
Environment=SSH_AUTH_SOCK=%t/keyring/ssh
Restart=always

[Install]

WantedBy=default.target

3) %N systemd I E AR S

#systemctl daemon-reload
#systemctl start emas.service

B2 sshd-second fIR 45 H 4511
1) #Ul sshd_config 3¢

#cp letc/ssh/sshd {,-second}_config
2) 4wt sshd-second_config SO, ¥sHN 22220 f I, FTPID 14

Port 22220
PidFile /var/run/sshd-second.pid

IR T BRSO S EL, 15 BB .
3) ¥ IEITI
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#cp /usr/lib/systemd/system/sshd{,-second}.service

4y i sshd-second.service
1B id 7 B

Description=0OpenSSH server daemon
VI sshd.service 5575 After A7 2 )«
After=syslog.target network.target auditd.service sshd.service
F2 B4 sshdkey 617
ExecStartPre=/usr/sbin/sshd-keygen
BRI —17
FEPATIIA R, A0INeE — sshd R 55 i HC & S A
ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second_config SOPTIONS
&2 1Y) sshd-second.service S04 A &40 F »
ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second_config $OPTIONS
5) tnSAE A SELinux, N tep % H, 415t sshd-second AR 4% ) H it 2 4%
E{ERA LS el
#semanage port -a -t ssh_port_t -p tcp 22220
6) BCEITHLE BIFNA-

#systemctl enable sshd-second.service
#ssh -p 22220 user@server

TR BT K S8k o 1A
5.1.5.3. B DAL R BT A

systemd A IGHD B SO BRI RAELE lusr/lib/systemd/system/ H 35, 5 485 FE G
AW EEABEOXAN B NSO, B € XS lete/systemd/system/ H 5%
WRAY RKFTER, ATLMEHT TE:

B —AN H & /etc/systemd/system/unit.d/, XA EIEFH—F R, ATS
FHIGE I FTC A, i B AC BOSCRY FR BRI BC B, X BRI ST SR T
Pk AN F AL

MJusr/lib/systemd/system/#5 DL —17 [ 4G TC B SC 42l fete/systemd/system/, 24 J5
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B, EHIMMAERFEHEIE, XM ARG EA, HTAR
L I Th REI7 5

R B BIEAN I B SO, R R ZEM B /ete/systemd/system/ T [ BC B
SCAFERATLL T, ATREEENEE, EHWT a4 N H SR siaT P

# systemctl restart name.service
P EN I B O
RNTY BRI E, 752 a1 letc/systemd/system/ T il & — 1~ H
3K, H root $HAT AU I A 2
# mkdir /etc/systemd/system/name.service.d

FENIA B H 32 T B R B S, 2 BL.conf SCAF4S R
Blansl—A H e ORI, NARIR:

[Unit]
Requires=new_dependency

After=new_dependency

FAN—AT, WU E B R R, EEHRIR A 30 AR, RE
RN

[Unit]
Requires=new_dependency

After=new_dependency
HER R P A — AN, A SO R AR 583 — AN DhRe, XREIC E SOt
TR 20 4% B o A 4 38 A IR 95 % O TE L H s
N TR RIA BEE, A root $hAT LR #4E:

systemctl daemon-reload

systemctl restart name.service

17 ¥ & httpd.service IR 55 &
N TS httpd JR55 R SHEIRHER AT FH P B € CRIIAS, 75224202 httpd HY 5
TUHC B SO, $AT BUR J L8R, B 56808 — AN E g SO H 5% & E g SO
#mkdir /etc/systemd/system/httpd.service.d
#touch /etc/systemd/system/httpd.service.d/custom_script.conf
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R % 8w XA B 1E Jusr/local/bin/custom.sh , ¥ iX AN {5 B ¥ hn 3
custom_script.conf H & X A<

[Service]
ExecStartPost=/usr/local/bin/custom.sh

o7 FH B

#systemctl daemon-reload
#systemctl restart httpd.service

5.2. OpenSSH

SSH (Secure Shell) & —Mf F % F - IR 55 i 2844, AHAS AN RSt 18] () %2
IEEARA S P R iEH IR R B RS RN R G . FIH e
U1 FTP 53 Telnet M AREE PR UCARIE], SSH % 78521k, SUEANZE X
DLIE o S 42 R ORI % 1) 257

ssh A2 P4 5ot F T B 4 0 telnet B rsh, iX 26 LR I ) L 22 A AN =1 T
R EFEfE ENL ARG LN R T . 5HAHRK—A 4 scp e, AT
B i rep X R HORAE ML 18I ) ST AR T o« RO S22 H R N FH AR
AN N AR P v A IR 55 i (A0 88 R 3605, BT AR 1% A e b b (58 FH e 41T
22 A SRR RS, Rl RN PR i R AT AR LR SR

BRI LR S IR S AR R E R G B & VA Y OpenSSH %2 #&——openssh,
LK. OpenSSH AR 55 iy 22 3% f,——openssh-server F1 OpenSSH %% 7 bif 22 25 1, ——
openssh-clients. &, OpenSSH AT OpenSSL [)%4% 1, openssl-libs,
A REE A EERINEE, 115 OpenSSH REWE F2 it in & 15
5.2.1. SSH #HX
5.2.1.1. Jytt4fiiH SSH?

BERNREA VR Z 0T MR T, et b iy, #2800 =57 % o
gemaE, MM EERBOS — D RGEH U7 RAR . — Mok, IX LT LAy Jy A
L.

1) FEEHHEN ARG EEE

ek 5 P Re A0 T35 U7 P 2E ) 2% B Ak, SEIARAT T 2 TR0 A% 388 AR AT S
f AT e R REE R, BB BOUE Bk H IR 4 v R e

TX o A o 08 o A S P O L MRER A SR AT 1Y), B B RER A e — PR
LRI 2 TR, v LA SRA SR 2 i A, i 2.
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2) H7kEFENL

B M RGN E R B e fh ik I BUHECE o iR B SRR e 1
M REHUA S KL E F SR AR — MR B R AL TIE(E

XA wT LB —Ff 4 N DNS A7 R, sl pris K
“IP KU SRS . AR — PR, NRE A — S I DNS ARk 55 25 K5
®P RGN GHBEER FH . L ZMoRGIT, AR KRNI X 28 B8
A, AR EIEAE KGR — G BRI FENR .

TX G AR R 0% H2 8 T R A7 AE R BURME 2, 17 HL i R e 02 TR
IR DAL, TR 4 S 72 ¢ MEIH 1Y) o W SR A SSH SRgEAT I F8 B s A S S Al
2 39 BB A R b el T e 22 A iy o XS TR SSH %% 7 i R AR 25 vty 158 FH 450
ZERIE S . MhAh, P AR S R G B T IEAE R IE . ANE
SRR IEAS W —J7 AT B 0 SR B AR 2 AT AN IR, B — N R AR 2 A —
A A RGN FE R G874 HIIE BRI 1 .
5.2.1.2. FEHHE

SSH i FE i T AN ORI 8 it

1) T T I IR 25 vt

TENIUGEFE 2 5, 27 Ui Be 0 Bor i e 22 1 BT 422 (%) IR 45 B (1) A 2 B 2 I P e
Fead (0 5] — > IR 45 i

2) TIEMPONIERE B

% P v At FH R 128 A7 hn s B SRA E BIEAS B AR 5 45 IR 55 i o

3) LikEiduE(E

FE— il A ROE RIS B R #1216 FH 128 £ i Bk & 1y, ff15
F2 AR 1) i P i RS B PR KRR

UEAh, SSH HhsUaFAt T LU I Tl

1) $R4E TAEMZE B A B AR AR 1 2 T B

WA A X1 B R IER, 2P s aets MR S5 i & X11 (X & H &
g0 B .

2) POt T —F R H A A T

SSH Pk B R IR FER ) — DIEAT N o i A5 FH 48 g oy VG 0 R,
SSH AR 453 AT LA — MRS B A 2 2 (Bl POP) {54, M i i
T 2 G 1) 2

3) WL SRAIE# 2 4 iEiE

OpenSSH Iz 45 i FH 25 = By 1] LAY T B >R 4 il 55 i A2 P i AL 24 <2 ) P TR 285
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T, BV — AT R AU X 48 R P IE

4) SZFF Kerberos iAiE

OpenSSH IR 45 uity 125 7 ity v LA I B R A A Kerberos 9 2% I\ IIE B 3 1)
GSSAPI GHE 224 il 55 B R T dmAe 42 1) SHRIFATIAIE
5.2.1.3. PhARA

SSH HHTAFAERANMRAS: hAS 1 AVECHT IR A 20 4RI LIS = 2 IR 25 2 4 AR
ARG OpenSSH EAFE ] SSH A 2, iZhA R A BRI B H b, A
53 BIRA 1 e riRIAM St . AT, N T AREMERR ], OpenSSH & A4:[F]
FEAHSCRERROAR 1 HiEEE.

HEPH:

N T RS TR N R ARt #UE N T s 3% SSH kA 2
(180 IR 55 i FH 2 7 i o
5.2.2. SSH EEMEHFF

DL — R BV 0] LR P ML 8] (1) SSH 1S I 2 8

1) BATINERTF, DUER S i A 05 50 UE & 1 7E BR IE A X AR 25 i idE A7 i

2) KRG RRIN S SRR 2 7 i A IZE A 2 AL 2 T () e 4 R A B S g AT 0%

3) & i Il R A5 i idE AT H FRAIE

4) Pt i A B AT R E LT A .
5.2.2.1. )2

P2 10 A EOR R IR P A N 7] B8 AS 2 LA AT 5, BRI IER
I DA K A B S 03845 B TR o A 2 30 5 6 5 3R A7 I s R i 5 kb 3, DA R i
PRAR T B A R IR TR USR5 B AR, SR SLIIX — H 5 o A5 5 2 IR AL R4
Iig (S BB ThRe .

SSH & 7 ik R IR S5 v B, K AT S B A e, (AR S R G0 R RE A5 11
MEAERE . B PP R

1) S

2) HE NI

3) e X FR N Ik

4) HE i BANER L

5) fEMAEIE

TEBEAAE AR, RS vty FH — ASME— B AL R & iR B S B
U SR 7 i DA AR TR AN R E R 55 i 8450, AR 5% o (40 = L2 R0 T2 1 iy
KU RN, B/ ANSERE . OpenSSH 8 i 42 52 iRk 45 3 1) BN Bk 30
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WEXAN ). P e, I EE I ENLVEH e MR uE 2 5, 4kl a8t
o FEZJarEREY, 27 hnes F O ORAE I RRAS KA 25 IR 55 dim 1 EALEEH, LA
PR Ui B S A2 75 A0 0 R 25 il 15 o W SR AR R WL R A T84k, P
WA IRAE 34 2 TN B 25 P i 48 PR AT B RRA

HEPH:

Wik & Al RE ST I B R BB SSH B 453i,  [RRARH R 88 FE A
T8 TR A9 IR 55 S AN B s 250 T PRI 55 3 2 T A 4 X 30 o R T 7 1R IR R A
KA, WS — RIERECE ENLE AL, B R IR 45 o i 2R 02 DABG UE SSH iR
55 Ui 1) L5 SE B A

SSH # 1H JLT- v DA A] B 1 A S SRR B i Gl 2% . 7E Bt
RSB T — N T S A B — DB S, WA RGN
BUHRCET S NG, LRI AR B AR AR AR .

TR R E M AR — e B (ERIIEBUR T SSH s28l) %dE
ZJa, B RAEN—RERA S, A —ERAEM— AL E %l . BfE
Wi 5 R B e Ve A (B RN 3L 2, X — (5 B AR IR A BR A — B T A H
5.2.2.2. \iF

— BAERE M — 2 R BRE A N R G BAL IS B, RS o R 2
i He T SCRFIAS B GIE 725, Blanfli F — DM FABHgR S 125 44, B oA — %
5o SRJG % P s S A FH i SRR v — b 7 32 ) AR 25 i 36 AT DA IE

SSH ik 55 i A1 %5 1 g AT LABC B A AN RIS AR 7 20, k& 7 882 i
ARG R . MRSS T DAk e 2 T2 AR, e n DASCRER L s ik &%
g A DA MRT 36 T A 32 438 S5 IE 7 V2 RIS
5.2.2.3. jHiE

7E SSH f&4)Z 5E IR INWIEZ J5, BBl s 2 iHEAR” (£
M HEEZRZME S AR, XEE 5T AN IEER . A R T R
XF SSH K, AN[EHEEERAE — NI FE ) 2 RIL) P ARIT T2
HIEE . B 208 7 ST BN A 1) 2 i 2 1 AN R XL 231

AN A B Ui 30 IR 55 B 8 AT DABI T R T o g — B A S P P i
BT — A T o 9% o SR T —ASE I I, 25 i SR 8 3 2 5
—EAIE I . XA B SS Im IRAFAER, B TR 3 R R IEE . ik
—K, AFERBPZEASHER, IFHS—MEERRIEE R G, KPAE
PyE TE Ao H T 2 B SSH .

ITE ] DS, nr ALk @ L — Mg Bk B 5 2R 2 A IS R
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PLXRP 520, R 5% P iR B8 TE 2T S, HdE 4 2@l @ iE Kik .

B S AT 55 i 9 50 P G A 2 AT FRVRFAE » DR T2 7 S SR R 55 2R AR A
Lo A R 2% (75 30 IXRETT DUEEAN 6 A BIMBL R S At et A 17 L T, D9k
BN [F) SR P R I R e RAR R 1 R M

5.2.3. ECE OpenSSH
5.2.3.1. fcE

Be B A AR B 250, — RS T2 7 w7 (540 ssh.sep Fl sftp),
FHb—ZFIH T 55 (sshd 74 dE ).

REVEHE R SSH L B A5 B AR fEfE etc/ssh/ H R, FENFERK 5-11 RGTuH
(RC B SO . R AP ) SSH e B (5 BARAFAE~Lssh/ H X T (i H S AEFRRE H -
Mz H B, VERRM 5-12 Kfe 7 i & SCrFs

g 5-11 RV E R B

pais Ei::py

f15 7 Diffie-Hellman 54722 e 75 E 4%
[ Diffie-Hellman 4, Diffie-Hellman %4H
MRS T 2 A A R S S . Y
Jetc/ssh/moduli FEATE—A SSH 21 R WIB B A e 11
s, — LR AR AR, ZEE L
V5 AR S — T i g . XA EEAE B
Je 15 SRR AL AR

BRIAM SSH 25 i B 3CfF. TER, Wik

Jetc/ssh/ssh_config ~/.sshiconfig A7 7EHI1E, 2SO BC B ¥
#~1.ssh/config 78 5 -

Jetc/sshisshd_config sshd ¢ 3 BEFE AL & SO 4.

fetc/ssh/ssh_host_ecdsa_key sshd P4 ZEFE {8 H () ECDSA F44H .

letc/ssh/ssh_host_ecdsa_key.pub | sshd =73 #-FE AT FH 1) ECDSA A%

SSH WM ARA 1 1) sshd <747 A% i 45 FH 114

[etc/ssh/ssh_host_ed25518 key
RSA FA4H.

SSH WM ARA 1 1) sshd <747 2 A% i 45 FH 114

[etc/ssh/ssh_host_ed25518 key.pub
RSA A,
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XA Ei:3%)
SSH PR AS 2 [ sshd F 3 3EFE AT f FH )
[etc/ssh/ssh_host_rsa_key
RSA FAHH.
SSH S BAS 2 1) sshd <p 3 HERE AT {114
[etc/ssh/ssh_host_rsa_key.pub
RSA A%,
Jetc/pam.d/sshd sshd ~FH #EFE R PAM BC B A
Jetc/sysconfig/sshd sshd Ik 55 HI L & SO AF
KK 5-12 ¥ AP R EXXH
XA Ei:3%)
MRS v R B — MR AHSIR . 4% i
~/.ssh/authorized_keys FEBIAR S5 i, AR S5 i 8 A A AR AEAE 1% S R
(1) e 244 A HRINIE R P 3 o
~/.ssh/id_ecdsa 3% F P i) ECDSA FA%H
~/.ssh/id_ecdsa.pub F 7' i) ECDSA A%,
~/.ssh/id_rsa SSH B AR AS 2 1) ssh AiTfd F i) RSA ALEH .
~/.ssh/id_rsa.pub SSH B AR AS 2 1) ssh AITf F I RSA A%
~/.ssh/identity SSH M AS 1 K ssh B F i) RSA FA%H
~/.ssh/identity.pub SSH MM AS 1 K ssh B F i) RSA A%
028 F P U7 Al (1) SSH R 55w B EALEEH . 1004
~/.ssh/known_hosts X TR PR SSH 2 7 ity 1IEAE ZE B2 IE A Y SSH AR 45 i
SEIREEN.

SRECE ¢ SSH L B SO/ A Frfd FH I &Rl 48 2 1I{E 2., 15575 ssh_config(5)
A1 sshd_config(5) -1 T .
5.2.3.2. JE3) OpenSSH AR 45 ¥ifi

1B b7 %5 openssh-server 12 J5 7 &1z 1T OpenSSH fIR 55 i o

PE AT 2159 R 3l sshd sFHRERE, 1% DL root I 1E shell fr 24782~ FF N
LD i

~]# systemctl start sshd.service

B MR UG T 1EIE AT sshd sE4EFE, 1 LA root FH FE shell #y 247 #8 7R
FF RN LL N4
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~]# systemctl stop sshd.service

WRIGAEAE R GRS B 3R 3 sy 93t RE, 5L root F 7 AE shell A 174
ZIH TN S R

~]# systemctl enable sshd.service

In -s "/usr/lib/systemd/system/sshd.service'
'letc/systemd/system/multiuser.

target.wants/sshd.service'

5.2.3.3. f#iH SSH HHTimfEiE R

NTAk SSH HIEAFEIEM, MNiZ2s b A 24 fiER i, &, fpe
RS AREE— i TR A SSH I B ORISR EF, HREEZJE{EA Telnet
ORI T . T B RS54 telnet. rsh. rlogin AT vsftpd.
5.2.3.4. fHHETHHIAIE

NTHEB—PMIRE RS L A, ATLUER SSH B8}, SR 55 i & T
TEHIRIE, FFAEF B IE . S, T vi 803 nano S5 3UA Y48 4T
FFletc/sshisshd_config it & SO, F1K PasswordAuthentication &S SO a1 N »

e

5
PasswordAuthentication no

WRIEANRAE—AF RN 20 RGP AT A, RS E SR
1 1% B PubkeyAuthentication no 2. R LT FEERE B, AN AE 4% )
BECE RSN R, AR A B AE 2 AT A — T 2 T A S R AR

NT RERSAE A ssh scp 5L sftp M— N2 P AL As i e B iR 5 vty T R LA
TR EPE R . FE, X P AU A P 430 AR R

HRIT L e IR S5 AR R ST VA0 BRIAE A 2 B SSH P RSA
.

H R
ARG A root B3 7E B TP BR, A A root HI T RERS 1 Al X 2L 4]
FriE

R EEEIE RS, XELRE AR A, & ~lssh/H. 1E
FHEE, BEEHREEHRHR. X—IdETFEILRS ERATAH P47, 5
root A /.
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5.2.3.5. AN

FAE A SSH WMSUIRAS 2 ) RSA BT, 15 1% DL R 2D R4 A

1) f£ shell s 2ATHERFF FHIALL T Ar 242 RSA %%

~]$ ssh-keygen -t rsa
Generating public/private rsa key pair.
Enter file in which to save the key (/home/USER/.ssh/id_rsa):

2) IR GH A B BN A4S, B ~/.ssh/id_rsa.

3) HA—HL, I HAEFRRBA RN & BN % H % N T =2t i,
T AN ST ARG SR AR T R[] 1) 25 A

4) BONELLT, ¥~Lsshi H xR E N rwx------8F DL\ Bkl FRiE &
ANH) 700, XA TR AA RN USER R BR AN E. Wk
AE, FTRME I B fir & R BEAT A -
~]$ Is -Id ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) AU AMaS, BAHEH R — GmfEyLes L.
ssh-copy-id user@hostname
R AP AR ARG, %72 B HfHRIL—IRKIE U~ sshlid*.pub 4.
AR, AT LR E A SO 44
ssh-copy-id -i ~/.ssh/id_rsa.pub user@hostname
% fir % 2 ¥ ~lsshfid_rsapub ) N & B H] B A GE B P &

~/.ssh/authorized_keys SCErh. iR authorized _keys S CLAEAEAE T, HH¥K <
BNERZSCHF IR R .

B R SSH B ERA 2 1) ECDSA 48X, 154 UA T D IRk
1) 1£ shell ag 2ATIRARFT T A LLT a5 242 i ECDSA #£H%}
~]$ ssh-keygen -t ecdsa

Generating public/private ecdsa key pair.
Enter file in which to save the key (/home/USER/.ssh/id_ecdsa):

2) Fn AU CHT O 1 E I BRI 42, BI~/.ssh/id_ecdsa.
3) HA—AES, HHEFREAR R RN Z DL N T 24,
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Vi AN ZEAE A G S R T R[] ) 2 0
4) BRAEOLR, Re~Lssh/ B AIBURBCE N rwx------B0F LU\ HEfIFRiER
AN 700, IXFEAN TR AR NI USER RES ER LN . AR
ALEL, ATLAEH LT dr & R AT A -

~]$ Is -Id ~/.ssh
drwx------ . 2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) AU THEANmS, KBAPEHE— 5Bl L.
ssh-copy-id user@hostname
IR NP HAR LI, 1% dn 22 Bl L — B S~/ ssh/id*.pub 24
ALY, RS AT DR E A PRI SO 44
ssh-copy-id -i ~/.ssh/id_ecdsa.pub user@hostname

Z fir & 2 ¥ ~Lsshfid_ecdsa.pub [ N & & il B & A E B AL
~/.ssh/authorized_keys 4. #n % authorized_keys X CATEfE T, Hi¥K <
B INENZ SRR R

L

A BEEAN N, B EATMA, X—fA e EEN.
5.2.3.6. OpenSSH % ) i

1 Wh 24 %% openssh-clients £ 5, 4 B8 N P i ML 25 1% 82 21— 4> OpenSSH ik
Zity (GBS 4.2.4 L2258 T MR AT 7R AR ] BEURBE /3 IR 55 2 A E R G h
AL
5.2.3.7. ffiH] ssh TH

ssh T H AT DIEE &3] — G fEpLas b, HE LPAT a4 B 24 rlogin.
rsh #1 telnet F2J7 () — 2 2B 4.

A telnet dr A AHALL, (EH LLT &8 5% 3] — GmfEpLas b

ssh hostname
B, FESF|—E 4N penguin.example.com HIEFE ML, A LAZE shell
ATIRARFF NI LL T a4
~]$ ssh penguin.example.com
&y AW 2 DU IEAEAE FH B AR L3 10 FH P 44 B 3% . RS8R € — A F
W4, EMHUL N4
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ssh username@hostname

fdn, LA USER 3% % penguin.example.com, &AL R4 :
~]$ ssh USER@penguin.example.com

R —IRWIURIETERS, K F BT N AHLEE R

The authenticity of host ‘penguin.example.com’ can't be established.

ECDSA key fingerprint is 256

da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:1f.

Are you sure you want to continue connecting (yes/no)?

TE [ 0 TEAE ) ) @ T, F P RO AR 2k AR B2 15 1R/ . P AT B

7] e 55 v P 2 B 3 DA A B EH A IE AR ) o IX NIAZ DA — B2 1 . e L)€ i 1 )7
HEAT o An 2R mT DA R 9% 3im B0 =L 9, AT RAEFH B ssh-keygen i &K
(RS IEIF

~]# ssh-keygen -1 -f /etc/ssh/ssh_host_ecdsa_key.pub

256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff (ECDSA)

M yes #AZEPIIFHINES . RS B RS I D aganin sl &
M ENSIR P RIES, P MBS IIER:

Warning: Permanently added ‘penguin.example.com' (ECDSA) to the list

of
known hosts.
USER@ penguin.example.com's password:
B

ISR SSH AR 55 um ) EHLE LA 1, 20/ i @ R P IE R A R4k L,
5 A48 A 25 i ) 2 A1 % 55 A~/ ssh/known_hosts SCEEH IR « SRTTT, 7EREAT hAE
I, TEBKAR SSH S5 i i R GUE R 5, S0 UE AR 55 I 5 A WA B Bt o

LM ~1.ssh/known_hosts S il BR — A28 8H, AT DA a0 R dr 4

~]# ssh-keygen -R penguin.example.com

EINEN 2 5, B NI fE EALE shell fr 24T HRRFTF T .
Al e, ssh FE AT DA SRAEZAE B EHAT — 54, 1A B2 shell
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M ATIRRTT
ssh [username@]hostname command

) 4n, fetc/kylin-release XA KEERGM ARG E . EEFE
penguin.example.com FiZSCAEFINEE, HiA:

~]$ ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:
KYLIN Linux Advanced Server V10release V10Update2 (Potassium)

AN LS 2 )G, e Bonim R EALERIE R GRAE R, RRE
W3R [F1 B AL 1) shell Ay 2ATHRFF T .

5.2.3.8. fiif scp TH

scp A DLASRAE ML (AT — AN 2 e g e ot . it b, &
A1 rep FEH FHBL

BRI — A RIEE RS, v R a4

scp localfile username@hostname:remotefile

i, ARG AEK taglist.vim f£%i% 4~ penguin.example.com iz FE 4L
F, ATRAEE shell fp 24T 5 RFF MR LL R g4

~]$ scp taglist.vim

— AT LB SE 2 A S0 . EAL K vimdplugin/ B 3% T A 25 26 R AL
penguin.example.com FIAHRE H & T, AT LU A BL R 4

~]$ scp .vim/plugin/* USER@penguin.example.com:.vim/plugin/
TR — AR RS B A R g L, AT DU DA

scp username@hostname:remotefile localfile
fhn, EMEFEFENL ERECvimre BLE SO, AT

~]$ scp USER@penguin.example.com:.vimrc .vimrc

5.2.3.9. fiif sftp TH
sftp TH AT ARRITH — %2 ZEAR FTP 216 . kit b, B
T ftp, AFRZATET sfip FH T — N LERNEERE.
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EEPIERERGH, ATLME A MR a2

sftp username@hostname

filhn, EAFH USER H P &% 344 penguin.example.com [P EAL L,
A LA «

~]$ sftp USER@penguin.example.com
USER@penguin.example.com's password:
Connected to penguin.example.com.

sftp>

I IR 2 )5, BSE R —A sftp N AT IR, sftp T A
A LMEH— RFIH ftp R4S (S LER 5-13).
R#& 5-13 HHH sftp i

né ik
ﬂﬁ—AﬁﬁE%%W§ WA P H
K, B 2400 AR H %

Is [directory]

cd directory JE)J?%ZE&IYE HxEHEEMHEZT.
mkdir directory B — N H 3%
rmdir path B — AN e H 3%

put localfile [remotefile] | KAt SCAFAE A Bz AE AL L.
get remotefile [localfile] | Kz e EAL EH SO B AL L L.
TREOT H i & e B8R, WS % sftp(D)H P F ML .
52.4. ARR—AZEH Shell
—N AR AT AT A A A2 SSH %‘%@fﬁﬁiﬁﬂ‘]ﬁﬁﬂ”ﬁ &P E Y
%6, AILAHEE SSH IHIEREAT X11 2 ih i A . B, i TCPIP ¥k, &40
DA RIS 22 4wy 1 3ZE 45 v DABLSH 2146 7€ 1) SSH l_féio
5.2.4.1. X11#%
FLELT SSHEHATIF X11 £1%, FTLMEH LA N a4

ssh -Y username@hostname

4N, FEAFH USER FH /& 3£ 34 4 penguin.example.com e 341 1,
G PN
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~]$ ssh -Y USER@penguin.example.com

USER@penguin.example.com's password:

N4 shell iy 2ATHRTF N T —A> X F2FIT, SSH & i Al AR 55ty 2
B —ASET I 22 A IEIE, X A2 Ed 8 1 X A T8 B L B AL A

W, ERAE XL ¥R AT, DAHERIE RGP 23 X & H & %8. Ll root
F P3N BAE i@ AT BL22 & X1 B a )4

~]# yum group install "X Window System"

B RRTHAAUTHNEZEE, HS T 42 EHEME.
X1 B RAREA M. filln, X1 8RRy LITENseE ] THRE# 4
LAERIEAN S BXFE, S ssh EE 2RSS0, SRJEHIA:

~]$ system-config-printer &

CITERRE ] TS BRI, R P vl U/ fE 4L b2 e i &

FTER,
5.2.4.2. MR

SSH W] LI i uify 155 & 22 4 I HoAh A 22 4 (%) TCP/IP e TR FHIX —$
RIS, SSH RS uiti N T SSH % 7 uify 1 — AN s S48

i 1 7 R BR) A iR B g 2 P iy ) — 1 A i 11 R S5 380 AR 5% v P — A Jz
i 1 b SSH AT RAM IR 55 St 45 A 7 i 11 R Bk 2810 80 7 s RO 33 1o X — B IE
AN T B 115 B AH UG R

P

B By G R MW 1024 DU B3 1, 7522 root 25531 B@iﬁl‘ﬂmao

BRI — AN IEPT localhost LRz TCP/IP iy 4 iliE, w] MBI LT
TR A2

ssh -L local-port:remote-hostname:remote-port username@hostname

i, EEH POP3 @it —/M % & #7444 mail.example.com Ik 55 #%
R, AT RS DU 4

~]$ ssh -L 1100:mail.example.com:110 mail.example.com

— H% P i LA R S A2 iR 55 4 < 1) 1 iy 141 2 b ad e v % sk 4 5 » 3t mT DA
—> POP3 Hilif: % F s ££ localhost A% A 1100 i R As B FTHBAE 1o ARATER
Fits A G5 R AE 1100 3 11K SR, #9064 453 5 17 mail.example.com IR 45 %%«
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1% mail.example.com ¥ A IE1T SSH MR 55, {HAZ[R— ML H 55— &l
#1817 1 SSH M55, A4 SSH TSR AT LUF KA ERE AT A il . 498, f#
F 81 42 218G AN A :

~]%$ ssh -L 1100:mail.example.com:110 other.example.com

FEX 7R, 2 Pt LA ) 1100 3 1 HY ) POP3 i3k, Keilid 22 i
1 1) SSH I 4245 3% % 21 SSH Ik 55 i other.example.com . 24 5, otherexample com
42 mail.example.com 1) 110 S R A 23857 B o v =0, 7248 X — BRI,
WA % 73 A1 other.example.com IR 2% 3 2 1] (132 & 22 4 1

i [ 2% R AR AT DA FH SR 38 ek [ 28% (977 2K 3t 22 A M SRS B o G SR BT K B AL & M o
VERUAT 8 AR v 1 CRP 22 3 1) 17 SSH Edisint, (E2 FHZE 1 5% e 1 1 15
], ABAAEEAE P & ML 6] 48 A 4 B 28 i @2 E AR R AT RERY, REDE Y
AT TA] 3@ A5 T8 — SR 7 5 1Y SSH IE AT H 7€ [m] BRI A o

HEY

PLIX A7 2CRAE FH I V% ARG ERE AT 3 K, W SUVF P om R 4t AT
o FH AR RE R BIAH N AR 55 b o N2 7 i R NAR , Bk & W [ RE %
7] 4 R RS o

FHOou R KB RGE B 01, 7] LALE IR 55 il fetc/ssh/sshd_config ST ()
AllowTCPForwarding i£ 1% &~ No, FfE 5 sshd k%5, SRR um ¥ Kk Thie

5.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) & — M EIFEAL S HIL 2= R4,
A DAk AR ) e T L

TigerVNC K FH Mk 55 difi- 2 P i 2844 . IR S5 om 3L e %t Cvneserver), %5 7
Ui (vneviewer) LR 1
B
DA A0 AR RIS v 2 IR 25 245 R RAT A —FF, AR TS v 2R 55 2454
A48 V10 F11¥) TigerVNC ffi [ systemd RS FE P B e gk T iCE . e & ik
letc/sysconfig/vncserver £ ¥tk T fetc/systemd/system/vncserver@.service.
53.1. VNC fR%5%%

vneserver T H H>RJE8—4~ VNC (Virtual Network Computing) 1. &%
o A& 24 (IR TUZE AT Xvne, FR7E VNC S0 8 20—~ & EE8S . vneserver
VAP E— S Wl LTI AT 2 AN 21, 2 e X e iE o] AT S 4=
%5 P i MR AL B VT 7]

% 93 W / W283



e TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

5.3.1.1. %% VNC AR 55 b
b TigerVNC MR%5 0, i LA root FH PP HUAT BA N a2

~]# yum install tigervnc-server

5.3.1.2. AtE VNC k%5

VNC M55 o] I E T A— NP (ME XA K P RET R
gl Bsh—ANER, TURERWERNEE. WghbfNg D, Pk wekE
ERIRSHL.
5.3.1.3. Ja3) VNC k55 i

LA EE THLE JE 3 VNC %, BTEm AT iEE Bondms. 75 5.3.1.2
FCE VNC MRS R El: < RNH—HHPEE VNC Sl H I E SR
FEBERR 0, SO %0 K4 systemd 1 2R g 5 B e 8 —NE S 2
NS RPAT L R A4

~ J# systemctl start vncserver@:display_number.service

1T DAL IR 25 6 RGUE Bhi EA SR Bh . 205, M40 3, vncserver C14¢
FBESN T . BLroot I #UAT AR A

~ J# systemctl enable vncserver@:display_number.service

IR, HoAth B SR DU — A VNC BEFRE, LLARE UIF I R g 5 A
AR IERE] VNC Ij S5 ui. B Ceedely 17— MRIBARET, HeBRiZE
T — NS5 o 3X AN SEATRT H AR HILAS EIEAE S s 1) S AN AH R )

AN F P AN AN [F] B R B B VNG R 55 v

NFMRANEELEE TR YNC iR % 4 vneserver-USER_1@.service Al
vncserver-USER_2@.service, &0 LR HARIM ERgm5. Hla, PLFads
fff USER_1 7 VNC M5 imfE Bndm's 3 L/E3), 1 USER_2 1 VNC 55 it
FER R % 5 5 _LRE):

~ # systemctl start vncserver-USER_1@:3.service

~ J# systemctl start vncserver-USER_2@:5.service

5.3.1.4. %1k VNC £iF
KALTF 55 F vneserver IJTHLE B 3h, AT LAAE FZ RS HIJTHL E B 3 -

~ J# systemctl disable vncserver@:display_number.service

B, JUEBH ARG EEBITE, B8R PLLL root H P $4T PL T Ay 22k 45 1 VNC
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k55 -
~ J# systemctl stop vncserver@:display_number.service

532 HE—ANCHFENEE
BN LT, —ANCERIH P A — Nl X RS it £5R%m5 0
. H P AT DUEH TigerVNC i B ) xOvneserver >R 3L S AATT 1) 5 1
SEf: HE—AN X EEH
FLEH x0vneserver = —AN OGS IR, 1H& L B IR IEAE:
1) Ll root A HAT LA T A%

~ ]# yum install tigervnc-server
2) N BE VNC #:

~]$ vncpasswd
Password:
Verify:

3) UEEFMI S HIITU T s
~]$ x0vncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

M5 KBS AR E T R ERE 5900 w1, TFE A A S HLE T L& S
oty 0 b, HEBCEFHIPPIEMI I . 520 5.3.3.2 4 VNC BLERL K
B,

53.3. VNC BEER
vneviewer & —H Sk BoR BITE H P AL 2 5 H vneserver E"Jﬁth
N T EEE vneviewer, B —MEEFL KB BT SR, X L2 H Al A

PAT )R BN A BE A L IR MR 255 2 R Ehz*iﬂﬁ, ety Ll
i Ze K AR vneviewer. fEfT 24T H 4 vneviewer -h AT LA vneviewer ]2
5.3.3.1. %% VNC AE &

24 TigerVNC (1% P i vneviewer, i LL root 7 $47 BA R iy 4

~ ]# yum install tigervnc

EFER] VNC IR bt
—HECELF 1 VYNC fessim, &l LMEM VNC BF S %R 55 i
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5.3.3.2. 4 VNC [t & Py k4%

A5 AE N 22, firewalld 7T Rg S PHIEZERE . Oy T ik firewalld 7o VNC
e Aidad, &nT DU E 1 TCP i o 448 F -via iE IR, Zcisiniis
it SSH i 7 H g [, 1f1 SSH Ky 1 7E firewalld HrER AT BT
UE:

VNC ik 55 3 (BRI 15 5900, H45 B e 4 I REAR UG e (3 115, ) A
FI BRI 50 B P e o 5 o Blan, TS AN E RS 2 + 5900 =
5902,

P ERGRS 0 B 3, Al LLE A A firewalld X} VNC R4S 1) 52 B R4 4F,
B2l DU R HIR 1) service IEBURIEAT I VER, X T KT 3 M ERHM T,
XTI B8 137 4% AR o (R4 1< R IR T VSRR I

5.3.3.3. f#F SSH iEH: % VNC AR 55 iy

VNC =& — /MR B SCAR M ZE L, AR E T3 FH . 1) 22 2 HL R 6T
BEMI BT o N T G 2 4, R mT DU A5 FH -via 3% 100 R 0 25 165 1) R 45 -5
i R . IXHG S TE VNC AR S5 s %5 7 s 2 (8] 61—~ SSH B& i

I VNC R 55 diii- 7 1 i e 422 1) i 26 X 1

= g

’1

vncviewer -via user@host:display_number
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BANE RFEH

6.1. Web JR%28

Web fil 5523 BEE N P SRt —Fh L T web HIMIZEARSS, 8% LM TR E
LS FH P T e N2 45 B o ETHm AL, B AT DA Y 5 22 () 5 Fh ok 1.
N web JIR 55 2548 F 2 SCARAE S (HTTP), BT LAFR web R4 4% 4 HTTP
&

6.1.1. Apache HTTP fR%2%

BRI BB = IR A5 A R R G HR At v F web Al 55 4% & Apache HTTP Al
%75 (httpd), httpd FIRRAN 2.4, ‘BEJ&H Apache B{HFE 4 S H K B —Fh A
web 5545 .
6.1.1.1. HEAH

httpd Al 552 il

WEEITHIEFE T SysV VIt A, RGE B I RZEH apachectl Al
systemctl Ay 2R B FARSS, MASZ{H ] service 74 7. N4 T &F httpd ARk
55 B4

A
Al

service httpd graceful

PR T

apachectl graceful

B35 httpd 1) systemd TG SCAF AR UG AL BIAS , A 40 R B AN [R1 B4 -
> HEFINEARS R, ERIAE A Z graceful 5 5
> YiFIEIRSSE, BROAE I E graceful 57 1k 7 2

AN
iaey

service httpd configtest

PRk T

apachectl configtest

AR ftmp

NTRERG 2N, systemd FLIGCAHEAT httpd ~FFHEFRRS, B A
ftmp 2R, FARFHImp 270 FF 1.

B B A7 )

HET RS, AT AE0E BB E U AF I T fete/httpd/conf.modules.d/
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H%N. 7 httpd $2AHR M — L8 0] 0z I () e & SO A7 Tk, e php.
letc/httpd/conf/httpd.conf ¢ fF 1) 3= E AL E W Include #t 2 A K # &
Jetc/httpd/conf.modules.d/ H 3% I include SCAF1. X al B R LE httpd.conf [
RZ AT, JeEALEE conf.modules.d T 4L & {4, fE/etc/httpd/conf.d H3&
K30, FEEH IncludeOptional 57511, 7£ httpd.conf S (8 fa i bAfE, R
BPsg i, X2 AE httpd.conf T4 2 fE AL B .

1 httpd B A L3R A i) — L LB e B

> [etc/httpd/conf.d/autoindex.conf --- Fit & mod_autoindex H 2 5l

> letc/httpd/conf.d/userdir.conf --- FC & ] U5 W A & H 3%, B Wi
http://example.com/~username/ ; N | 4 W, MAZZER X MERNTI I

> [etc/httpd/conf.d/welcome.conf --- 7EAS FH FHARRCAS, 24 http://localhost/
BAHWNAEREOTS, Bk S E R T XA T

ERINACE

BRAIMEOLR, $EALR httpd.conf SCAF R /ML E . VP25 ILECE D, -
PLBTERIAFC & o i) Timeout Bt KeepAlive #AS 4B E 1 Figmid ik Btk
BART o &5 T TC B 48 7 T g ) 15 B 7 P 0 A TR

A FHEA BB

WURFHZ NI 1) httpd 2.2 BL BT 2] httpd 2.4, WAFER KEHTE A
K httpd BCEIEETEB SN B2 H KL H Apache XY, EZFH
http://httpd.apache.org/docs/2.4/upgrading.html .

Aib FRABEARY

FEERIAT RN = 20 IR 55 38 A RGN R IR A, AFEE) 2 B A (MPM)
PALTAFEMN httpd —HEHI SO, a1 BT 7R FEE R AT LU A “prefork” A3
lusr/sbin/httpd; F&T- 28 FEA AL 1] DL “worker” fX3R/usr/sbin/httpd.worker .

FERRIT B = R 55 ds e R girh, R 71 httpd. 3 > MPM 1
AN IE A B . worker, profork (default) A1 event, 475 hn#—4
MPM HEHet, A LLiE i 4w % /etc/httpd/conf.modules.d/00-mpm.conf it & S04,
FHIR MPM ABEELET VR AT 251, i mT DASEE MPM BEER R IR 1

AR B

FH ST 20 mod_ldap SEEUE) LDAP S I0EAIEIAL. B HT I 6
mod_session #2LH mod_session 1 helper. Hi#7#7> £ mod_proxy html #2fit
FEH mod_proxy_html #1 mod_xml2enc. X £645 {46 #8 AT LA AT i 450 rh k45

TR R Gl Rl
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AN F3A% F Ivar/cache/mod_proxy/ H 3, B A2 [ =& /var/cache/httpd/ H 3%
] proxy A ssl FH>% .

httpd 2% {48 BT FE (L FT 6 N 25 © 28 MIvariwww 3% 2] 1 usr/share/httpd/ -

> lusr/share/httpd/icons/ --- B.& 7 —HH T Hx R B EPr. FIARALE
Ivariwwwl/icons/ H 3¢ F, BIZEIE# E] T Jusr/share/httpd/icons H % K. EERINIE N
T, http://localhost/icons/#&= 45 %[, 7E/etc/httpd/conf.d/autoindex.conf SCFH, T
DATC B b o7 AT ] FH 42

> lusr/share/httpd/manual/ --- /var/www/manual/ H 5% & & i #% 3| 71
lusr/share/httpd/manual/ H 5% . XA~ H 3B & 7R H T httpd-manual 344G A 2
5T httpd 19 HTML JRFF . 2R 22 3é 7 ax N4, ) http://lo calhost/manual
IR . fEletc/httpd/conf.d/manual.conf SCA4H, AT DARC & T 0 A2 & A a]
P

> lust/share/nttpd/error/ --- [variwwwlerror/ H 5% © & i B 3 7
lust/share/httpd/error/ H 5. fEERAECE Y, CMMFR 7 HE X ZEES HTTP &4
s B A & . 7F /usr/share/doc/httpd-VERSION/httpd-multilang-errordoc.conf ¢
b, SRAE TG E ST

Sy I, B iR $a ]

F T4 B gy ik . FAH UG R sl L E 8 2 O AE TR SR, 7
WA B ScAEd ) Order, Deny A1 Allow 54 Ri3E H T8 i Require 1575
H X Apache X M M OE Z ¥ @M 5 B, W &H F
http://httpd.apache.org/docs/2.4/howto/auth.html .

suexec

NTRERGW 24, O 2% suexec 3k 7, BUMAZ K& S0
ARG He g, RUPERINREE. 461X %%, suexec A AL
Ivar/log/httpd/suexec.log H XM 1 #H%, HEESERIEZ] T syslogs BRIAEHL
T, i BAEvar/log/secure H &S

B O

FH T httpd 2038 7R Bz e 3, TRk, 25T httpd 2.2 MIEEIEE 3 7 Xt
httpd 2.4 R AFAENT . XFE, BT AR httpd 2.4 BBz 12 L, W HREERTERAR
ML EREY, &5, FHEK. HX httpd2.4 API A WIE4HE SR, ES
&

http://httpd.apache.org/docs/2.4/developer/new_api_2_4.html .

T MR A @ B apxs BT $4AT SCAF 248 M Jusr/sbin/apxs 1T #% 2| |

% 99 W / W283



e TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

lusr/bin/ap.
DaillER RN
FEAR TR RS = R S5 St E R Girh, CABMIBRIY httpd BEERBIR M0
mod_auth_mysql, mod_auth_pgsql
7t mod_authn_dbd ', httpd 2.4 #2417 501 SQL 4 ZEAENL -
mod_perl
7t httpd 2.4 1, AFIEASCEFE mod_perl 1.
mod_authz_ldap
7F httpd 2.4 11736 mod_Idap ', H mod_authz_ldap #&ft T X} LDAP 13
Fo
6.1.1.2. HEHME
NY §EH Apache HTTP Server version 2.2 it & 30, T B 52 LA R B3R
1 HTHARRA TR 1, Rt 772\ B A R 2 5 IR .
X OAARE AR, T EA A% LoadModule $i5

NI,
2. ETREMBEE =7 BT, FEFENRETA]. XEWEEWE FE S0
IO A AU

3. W R EAF ] mod_userdir £, NIZE UserDir f8 /M, FERMLHS
AFR GEH Y public_htmD.
4. WIREAE ] Apache HTTP 2245 @3 i01h, WA KB Z2EHYE
(SSL) ML EE(FE, H2FE 6.1.1.8 5 H mod_ssl k.

AT BLU R A4, A A B SO T BE H AR iR
~]# apachectl configtest
Syntax OK
BRUWATH Apache HTTP IRSEMBCE N 2.2 IRAF R 2.4 fRA, EZSFE
http://httpd.apache.org/docs/2.4/upgrading.html .
6.1.1.3. i&1T httpd k%

AR MRS, (E1EFE S Apache HTTP, LA Wi{a#: 25 Apache HTTP
[ HDIRAS o O 1 REAEH httpd 55, NS BA R ar & BN & 5 & %245 T httpd.
~]# yum install httpd
W, AR S B S A RE RS, A kL8 B AR S AN e A B R &
FHHEZEE, 1§25 5.1 H systemd B2 RS R 55 .

A B RS
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Hi root FH P HATEL R4, 30 httpd A% -
~]# systemctl start httpd.service

PAT LA 4, AT DMEASAE R 4851 1, 30830 httpd k55

~]# systemctl enable httpd.service

Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service

to /usr/lib/systemd/system/httpd.service.

T
R DL 2 4 45 22 7 B 5 Apache HTTP RS 4%, NIRE RSB35,
SPUR TR N SSL FAAH N SR (1) 350

(R &
H root I P AT L w4, 151k httpd k%5
~]# systemctl stop httpd.service
PATLL T4, FTLLE httpd IR BEERE RS H S -

~]# systemctl disable httpd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/httpd.service.

H A RS
HLLF 3 M5k, ATUAE S httpd AR5
i root P HATEA N 4, SE e R IRSS
~]# systemctl restart httpd.service
XH, HAEEEEXNEITER httpd IkRSS, REHERE. @%, fE272%
SR — AN B A I Can: PHP) B, AN 4.
i root H AT BA R A, AT LB R N 2 A & -
~]# systemctl reload httpd.service

KR 2 FEESATE [ httpd ARS5 25 OB INAECE FOBC B S AT IEAE AR B Y
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FETHER A 2T, 2 PO YL 8 -t 2 B0 B (3 R s 5B
9 T LT ARAL FLT SRR 24 AT ROUR, TBLEY root FTPTRT LA

T

~]# apachectl graceful
X FEISATE B httpd IRS5 2 AT IMECE KRG E SO, a7 IEAE A FE Y
FEARTE SRR 270 Y TH BB B 4R SR A0 2

FEARVAT LIS R B S5 2 BRAE R Gt rh, AR E B AR GRSEZER, F
2% 5.1 {fifH systemd & R GRS -

LATIR &R N
fE shell $27-7F F, PATUL R4, ARG EIEATHE 1Y httpd A 55 PR

~]# systemctl is-active httpd.service

active

6.1.1.4. YmiE e E I
BRANIEILR, 24530 httpd B, 2 iEERE 6-1 httpd AR5 & SO 51 H )
httpd [z 55 fic & S .

FH& 6 -1 httpd FRSSHEC B 4

B & R
Jetc/httpd/conf/httpd.conf FERE S
[etc/httpd/conf.d/ A9 FE 32 B SO R R B A
(R LE B 5%

AR, AR ERE S T RZBIGHMEH, SR, Pk — Lo B H
e BT AR . VER: N TR BEERREAER, SEE S A
J& web g5t . A8 T AN S httpd IRFHIEZAE S, 1§23 F 6.1.1.3 1217 http
HA R 55 v B
GRS
CINDNSE 1D b R W 0 S R e s B Efaf 2 g
~]# apachectl configtest
Syntax OK
i R R 1) T8 BT V2 B AR e I B SRR BB AT RS
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6.1.1.5. fsf LR

TENBBRAL S5/ IR, httpd iR 55 4% K AT I A K E RIS AL Z X &

(DSOs), RHE T ZEATAT DAAEIBAT P Sh A I B 2. £ 4RI BUBE = 2 IRk 9%

BEAERG, XELBHY A7 /usr/lib4/httpd/modules/ B 3% T .

pIlIERTEER

N T In#EE E ) DSO #idk, 7% H F| LoadModule $87-, & : DAL
A R L AR, 3@, 7E/etc/httpd/conf.d/ H 5% F#A & H S RIEL B .
. ARk
LoadModule ssl_module modules/mod_ssl.so
eRE, T H S web IR RINEAE . AR E S httpd IkR95HIE 2
55, WESFE 6.1.1.3 117 http MRS H 11

HRARSS .

iR

T R ELAN T DSO FEE, I 75 222244 httpd-devel FAFAL . AT LA R g 4,
5t AT DL SE 82 2
~J# yum install httpd-devel
XA B S W EBESLFTFE R include ST, header SCAFANZw 3 A4 i T
H Apache eXtenSion(apxs) M FH R

— H 55, T AR fr R R R 1

~]# apxs -i -a -c module_name.c

B R, B AT BUF n#k Apache HTTP AR 4528 Hoe BB i 7 ok N e .
6.1.1.6. WE BTN

AT LAE R Apache HTTP iR 5550 N B UL RS, SEILEE T AR IP, £
BLAa A 5 SR AL AN [F] P 2845 B IR S5

NTREET EN AN EB FEN, b BLEE I Jusr/share/doc/httpd-
VERSION/httpd-vhosts.conf At & 3C 4 £ fetc/httpd/conf.d/ H 3 &, I & # 3=
@@Port@@ 1 @@ServerRoot@@ (5 7147 - MR 75 2 % il I Til, s P 541
J7 o
Sl BN E S
<VirtualHost *:80>

ServerAdmin webmaster@penguin.example.com
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DocumentRoot "/www/docs/penguin.example.com™

ServerName penguin.example.com

ServerAlias www.penguin.example.com

ErrorLog "/var/log/httpd/dummy-host.example.com-error_log"

CustomLog "/var/log/httpd/dummy-host.example.com-access_log" common
</VirtualHost>

7R ServerName L2024 %41 DNS 44 . <VirtualHost>%5 2 1)) H & X PER

U, AIDARERZ ERSS S R IR R E . A ash a5 1 User A1 Group 1
AR T, BUMARZ 12 SuexecUserGroup.
Uk

A SR B P R AU, AL T e AN BN, R AR SRR ER, Bk
T letc/httpd/conf/httpd.conf H 4 R 875 T Listen.

N T BRI E R TN, FEES web RS- as. A XU E S httpd ik
ZMEZEE, 1H55F 6.1.1.3 1217 http MRS H 1
HEARSS .

6.1.1.7. iz SSL k%548

CRBEHTE (SSL) 2 — PR MR 5545 A% 7t 1HEAT 2 A 40738 vy s
. &8 2 224 (TLS) WU SSL (9 R RIS RR AT, BERS B { Ba AL AN %
a1 22 N SE B . Apache HTTP iR 5528 A1 mod_ssl #RER 45 A, 7S H T
OpenSSL T B AL, Retig At nt SSL/TLS B, i@ % FR'E N SSL RS 25
B TRT TR = IR 55 AR E RS RF AL T TLS SR MozillaNSS. mod_nss 15
Pt 7 % Mozilla NSS 132 5.

AMEHTTP iEH:, AR Reas 2403 & W A# T LU e Brid HTTPS
HURAE HTTP 3G N 17 X% SSLITLS [ HF, & Be TR 3 & 5 N 25 A 27 T FIAZ 24
AR FEAALE Apache HTTP IRES2RECE I, Qifal 5 FH bR H i) — e A Ty
%, A8 S WA AR SR B ZSAE P A R

NEIRUE 5 A 22 4

FHFEH T 2@ W, EERBONFRINEE A S, 9555 00w iz FHAH R Y
R SRR . SR, AEAILBEERFRIN SR ARG, H 2 MEHIAE
AN RERE R AR AT IEER, AR A HmR S HEE R
BEF S DL AL B R AR s AL R Gt 1 5 1 B FE 0 I FA A BH R A

N T HET SSL SEEL A A IE I, SSL R S5 # 0 ZEASE FH H IR AR ALA (CAD
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AW U RS A RS AR SR NE (B RS FNA; A
%y AL E S, TS HEHNZE CA MAH. XANZEA AT LU R4 iE
TR R4 Tk, I AR DM 7 B e

0 AR T web BEEENLHT1 SSLERER , 246 7T web RS ER SR AL AR
N FAE A # TS CA MU, B IE i ) ML FE _FoR I ML AT
Be, web M55 2 R4 L@, @ H 7 RSB R 1 RS S

NN R ji%’ﬁwd"F%ﬁﬁﬁﬁﬂﬁﬁ—éﬂ%ﬂir{zﬁﬁﬁE‘J’a\%ﬁ%ﬁ%o ER
N, WERARSAE, Sn UEFE—NEER CAUET, XFE, mARP
FoAT DL REIERE T, B, SUREIRERENRE R, X, {ENAEZ—

AME . BT CLZEIE AR, (H02, S EfRdta T DREiEiEs,

b, SRAJEFERATRAE P (S CA. MHXMEZER, IHSEREN 622 BHN
WA R oE T I CA

Rt 6-2 AEN ST EETTHE CA

web 1 YE4% o
Mozilla Firefox Mozilla root CA %13
Opera Opera 1] F FUARAE 15
Internet Explorer Microsoft Windows 7] F FARIE 45
Chromium Chromium project 7] FH AR IE 15

FERES SSL RS 280t 75 ZA B —MIETE R —AN %8, R, KIEIE
TR, A A S A UE ISR BREB UKL . — B CA Bk 1 R HIE 515 K
S IEW], B RKIE DA AR S a5 — B4 IR . Si4h, AR
B NMEZLAINER, EAEEA CA M4, Bk, XMUGEH T LI
BN HBIA
6.1.1.8. J&i F mod_ssl fEHR

SRR T mod_ssl A&k, #AL—A> SSL B HTTPS k#8107, WA RE
FAN—AS N HBUESE (n: mod_nss) A% AHE #2113 1 443 Z2ERIN HTTPS
Uifg [ o

9748 mod_ssl B AT OpenSSL T AL, #ar—A> SSL RS 2%, |75
2% mod_ssl A1 openssl #4410, | root 7 34T DL T iy 4 il T DL S8 Al 20 2 -
~]# yum install mod_ssl openssl
I, £x60% mod_ssl HIBC & 3% /etc/httpd/conf.d/ssl.conf, ERINEHL T, BEE
£ Apache HTTP k55 &8 i) FRCE SCAFrhe D 7B, 52T httpd k55,
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HSBE 6.1.1.3 1817 http MR SS 0 5 AR SS -
L
1E4n POODLE: SSLv3 vulnerability (CVE-2014-3566) 41 Fifiii& ], Kylin A

Het7 5 ssl, EUANAE AT TLSvA.1 BF TLSv1.2. fd ] TLSv1.1 7 LIl ) 5 3k
K. BARVFZ M MZ O FMEH SSLv2 5% SSLv3 #hil 1, FHERIAE H T B,
B2, DAL RANIE GRS HEFREAE e

7t mod_ssl Hj5 A AIZEH SSL F1 TLS

YA I ANAR FHAE SE RS SSL AN TLS ¥, BER DAZERD & b, it
78 ## SSL Global Context” #5438/ ki SSLProtocol 87~ WK 4 & 3 FH /4%
SSL, A PATEREAN“VirtualHost”f“# SSL Protocol support” A B fi 2 45 BRI\ ik
S R RN Ve, WS MRERMINRE. AT
EEH — AR A, O3 BE AT AN AE“ SSL Global Context” 73 K & &
SSLProtocol, tHA] PAZEREANE L EHLE o da e e, HEREW ESHall.

6.1.1.9. i FIAF7EH B PIAHIE T
A LU EA B HIANIEF KRB E SSL RS 4%, IR SIdEsm. HE, A 2
P& T Fe AN AT LA -
1. IEEER P Bilf 4
UE T2 BT R 8 1) 1P AR A AR R PRk, REH 2z —kA 72481k, iF
TR
2. IELEFE N VeriSign Ak T ES IR 55 28
VeriSign J& — M HREBMUE NI, B E AR E AR, 1P bk A4
WURAENS . — BEE 8AE dh, IEBl & B
T8 FIRWRRE LR A, BT EEF AR R A REZHKRE R, S F 6.1.1.9
A BT R A ANIE T
WK BT CA S ARNIE TS, 5 5T # A O SO 2l fete/pkiltls/private/
A1 letclpkiftls/certs/ H 3 T o AT APHAT DL T i 2 523 :
~]# mv key _file.key /etc/pki/tls/private/hostname.key

~]# mv certificate.crt /etc/pki/tls/certs/hostname.crt

SRJ5, {Eletc/httpd/conf.d/ssl.conf Bt & SCAFH, AR 4T
SSL CertificateFile /etc/pki/tls/certs/hostname.crt

SSL CertificateKeyFile /etc/pki/tls/private/hostname.key
NTAEEHMELE S LA, ESFE 6.1.1.3 1817 http MRS I E JE RS -
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Bian. fEHKRE Kylin 224> web Ik 55 &% SHAHESS, WH Fros:
~]# mv /etc/httpd/conf/httpsd.key /etc/pki/tis/private/kylinos.example.com.key

~]# mv /etc/httpd/conf/httpsd.crt /etc/pki/tls/certs/kylinos.example.com.crt
6.1.1.10. & BUHT % S ANIEF

AT HERBCH FARUET, /£ RGEH UL E T crypto-utils FAFE . H root
JIPAT LT fir @ A LA e R 22 3
~J# yum install crypto-utils
AL T — AR ORI B SSL UE B AN TR & genkey N,
B R B IATAE A
HEUL
WA — e S B bi O A RGEY, It R FHEE — AN AENF5 .
XRE, AT RAB DR 27 S ) U0 4 AN AR P SR 1, e I DU A . v T B
XFF S AIEEERIET, 5 H root AP H R 8ar 4 & AR genkey A4
~]# openssl req -x509 -new -set serial number -key hostname.key -out

hostname.crt

- SE

FERGET, WA E X REE B B PSCHAFAERT G, IRAT genkey S FE
Fros k. B, S root FH P AT EA TS 64, MHBR B S S0 A

~J# rm /etc/pki/tls/private/hostname.key

Hi root F 7 04T genkey N HIRE IS, TEAHEFE—DEER ENL (Fln:
kylinos.example.com), 1 fff7R:

~]# genkey kylinos.example.com

6.1.1.11. 2y HTTP A1 HTTPS B & [y -k 1%

BOAEOLS, BRI LB = R 55 2 E R G A E ﬁﬁ HTTP A1 HTTPS .
ERGEE K1 web kS a:)5, FIH firewalld ARSS, @5 kB, sinlbla
F HTTP Al HTTPS T .

H root P HATLA N4, RILLE ) HTTP:

~]# firewall-cmd --add-service http

SUCCesSs

i root FHH P HAT LA T an4, ®ILUB R HTTPS:
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~]# firewall-cmd --add-service https

success
FRRGHEBE, REBEORANT . N TR BEUR AL, RFHEAE
PAT L &8, fn_k--permanent JE .
A HTTP A1 HTTPS [ /2% 7 7] 4 1]
Hi root A PP AT LA A4, AT DAR 2385 B K o VEDT Il (R LS
~]# firewall-cmd —list-all
g MNERA R T, BB R T, B, HTTP Al HTTPS A7
YRI5 K BE 1 V5 ] Y o
— B AR VFIE B KBS AT LAYT ) HTTP AL HTTPS 1, I A$UT ka4, it
S5 F services 1T L H WSS
services: dhcpv6-client http https ssh

6.2. HFMREH

6.2.1. OpenLDAP

LDAP (& H U i & —4FF i, HRUi MM FEF A7
i (145 8 BT X500 H st hnifk, (22 5D 1953 4 B F1 BT s 45 2L, BT LA,
LDAP #HR1E X.500 xSl =2k 1) — M LAR AR .

4 X.500 —#¥, LDAP R H H skl 2R 53 J2 77 7o 1X 88 H s n] DL &5 P E 2
s, ik, FEE S, FETTERLIT M5 BIRS (NIS):RAEH, i
AR NTEATATTALAS Lodid LDAP Fu 1 (%) W 2 #mT LA7 [l b AT T (K 7

LDAP il TP A A, AP SRIEs K5 E. CHaEEN
— ARG E S, RVEE P ER D A P RE R A, TSI A
R Al LDAP R4, M4 —ANRE A & BRAE BRI . SR, B
B3 DL B T BN LA, Bk as . BUMSTT I AR A A

6.2.1.1. LDAP /4

i FH client-server #& R 454y, LDAP G — A~ i W4 n] i [l 1) 05 5 B
Ko % P B EOX AN B ok B S B, RS E S muEH A RS A BN
MIRLER, ARG WIRA TR S INELE BN L. N T B R0 G /& 224 (1), Transport
Layer Security (TLS) % b5 B34t FH KBy 1k 38 ik AR AL fan >k Bt .

LDAP IR %5 2% 3 e 2 MR IE 248, EH A0 UIREAF TR, HHE L2 1L
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. BIACAH & Ui 1, BefSF1 LDAP k5538 4T85 I N AR T A
RZ, JFHABEME FEAERE.
6.2.1.2. LDAP ARiE

N A AEA T A LD AP-specific AiG -

entry

LDAP HgM s —4 . B— entry i3 B 1 73 3 4 5K € XL (DND

attribute

5 IR ELHEAN entry SCERI 40, R 40— ANHZRRIR 8 —1> LDAP 1] entry,
MNZALICHRIY attributes ELAGHINE, 2 BN 5555 KUW, PARRAI—
entry, G N HE SIS HRAE HbE

—~ attribute P DL — N R—{E, BiE 2 —HLFRMESIR. BRFLLE
PRI A (B AR L FH A . LB attributes 42543 ] objectClass K& X, IF
"H .7 etc/openldap/slapd.d/cn=config/cn=schema/ H % T ] schema A b $£.5

1% attribute )75 B A1 (ME 4 FR N Relative Distinguished Name (RDN), /N[
F DN, RDN StF— entry i &M —T 1,

LDIF

LDAP #4228 itk s0(LDIF), & LDAPentry (4 SCARR I 720, 40K fis

[id] dn: distinguished_name
attribute type: attribute value...

attribute_type: attribute value...

id JEIE — N E X, RS entry. & —> entry AT LA 24
attribute_type # attribute_value 21, A EAFEMM B HE X T . 1E entry
wE, BE—FHAT,
6.2.1.3. OpenLDAP %

OpenLDAP F2 it 1 1R 2 B Z i etk

> CFF LDAPV3——7t LDAP kA 2 4, bl 2o it & ok

fRIUE LDAP BEfn<c4r. Hedt, GdEZH Simple Authentication and
Security Layer (SASL), Transport Layer Security (TLS)#1 Secure Sockets
Layer (SSL) Z5#piY
> LDAP fff] IPC——{# F inter-process communication (IPC), 5% T %4
P 3 e ¥ o Ik DX % 3R AT 1 R R 2K
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> IPV6 )3 HF——OpenLDAP ¥ IPV6 P25 i3
LDIFv1 [ 37 #——OpenLDAP 3 #F LDIF il A 1
> HEHIER C BO—4ui C Bk TR REREAEH LDAP H
SR S5 A T
> JNEE T ARSLI) LDAP RS B ——EL G TR T U R RS, iR,
WU TR,
6.2.1.4. OpenLDAP JIK 55 #4223
7E Kylin 248 %35 LDAP JR&5#8 5 U
1) %% OpenLDAP ZHff, 2l 6.2.2 %% OpenLDAP 41}
2) BLE 2 6.2.3 BLE OpenLDAP flz%5#5
3) JHzhslapd k%, S 0. 6.2.5 1217 OpenLDAP fiz%5 .
4) A Idapadd ThEE¥s N entries 45 LDAP H k.
5) &/ LDAPsearch Dgeffifr slapd Ml 55 O 4 IEFH3R1S1E 5
6.2.2. %% OpenLDAP A4
OpenLDAP [ p& £ A1 T H i DL B g fit .

A\

FH#& 6-3 OpenLDAP B5)FE

& iR

openldap ZALVEL 7 i2 1T OpenLDAP Jli 5528 F1 % F i I FH Bt 7 22 1) bRy
K

openldap-clients B A7 1 0] DLy ] A& LDAP 55 s () AT FE T

openldap-servers  iZf {14 11547 LDAP IR s HIARSG LA KB BERE T, 5
T UK LDAP Daemon, slapd

compat-openldap %L G757 OpenLDAP H3Hit 25 22 BRi 45

IbAh, DLURALIEH A1 LDAP JIRSS #3458 -

RH& 6-4 FEHMIN LDAP &%

£, iR
nss-pam-Idapd ZAE - nsled, — MUK LDAP ZFRARSS, SRV A
17 Hh 2
mod_ldap Z A E F mod_authnz_ldap 1 mod_LDAP #&H, FHrh

mod_authnz_ldap #ti&A Apache HTTP Server ff) LDAP

ISUFAEL . iZ A AT X LDAP H s 5AIE I 7 AE,

I H R s b T s dI R T H A 4, BRI DN, 4R R,
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—/MERE attribute, EiFE DR BREEER . XD
mod_LDAP B AL & 78 [/ — A, 44—l e A 3
N AF cache, Jy [ G E B HTTP 155K, SCRF SSL/TLS.
i A yum Z2E DL AL
yum install package...
filln, 3% LDAP s #%
~]# yum install openldap openldap-clients openldap-servers
RS LIIRA S P AR, A root H P T 8RG8 4. W8
FTE S 2 2RO E R, ESFE42.4 R,
6.2.2.1. OpenLDAP i 55 233 Fe e
N T PATE TS, XL openldap-servers 1223 1 LL N 4440 slapd 55

FH& 6-5 OpenLDAP k453 TEFIF

rd iR
slapacl FOVFRE A & ) J& 1 ) 51 3
slapadd RPN entries A LDIF 343 LDAP H 3%
slapauth RYFEREVIERAUR 1D 53
slapcat RFEM LDAP H & H L LDIF #% 30 fRAF entries
slapdn VR E DN 413
slapindex VRS AT A EE iR slapd Ht. BN E

SR SE, VRt
slappasswd FVFE QI — AN W P RS, O Idapmodify 4044, 8%

F 2 FIAE slapd Bt & 1
slapschema TO VR IE I A R AR R A R R S A A e
slaptest RV LDAP RS 25l &

6.2.2.2. OpenLDAP {5 /7 i F2F
openldap-clients 2225600 5 LAF A4, DhReEFE74E LDAP H N, Bk
I entries:

FH 6-6 OpenLDAP & ik T HF|FE
é ik
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ldapadd RVFEL: LADP B3N entries, 7 LA RE— /NS08
FEbMERIN, ZAn 4 A& Idapmodify —a 1 —AMEERE
|dapcompare RVFEE—ANEE M attribute F1 LDAP H 3% entry 317

L3
ladpdelete RVFEMER—A LDAP H 3% entry
|dapexop FRYFEAE ] LDAP 3 24 4F

|dapmodify VGBI LDAP H % entry, S8 S bRvESR N
ldapmodrdn RYFEB S5 LDAP entry ] RDN {8
|dappasswd RYFEBE LDAP H J 35

|dapsearch RVFEE LA LDAP entry
Idapurl VIR Bl o) fiE LADP URLS

Idapwhoami FVFIEAE LDAP k55 ds EPAT IR2 iR
% 1 ldapsearch #i&-4t, Heam & @ UIUE SO 7 Nt Ar g ek, AR E
FeAdi Ham 23 7120 7T BL@E man ay & &5 SCHAS .
6.2.2.3. LDAP % /7 it b F /i 4H
BIRAVFZ LDAP & i n] LB S LR 55 45 om B 3%, (2 SR JUEE /=)
PS5 a1 E R B S AR H A —Hp 5 IL REAE DL R S XUy 17l i 55 4
H*HMNA, 45 Mozilla, Thunderbird , Evolution, =¢# Ekiga.

6.2.3. HZE OpenLDAP fiR% %%
2RINFK), OpenLDAP Bt B {177 letclopenldap H3% . T IR
TR B e A H S

FH 6-7 OpenLDAP LB B FRICH4:513%

R E13%)
letc/openldap/ldap.conf 1] OpenLDAP J & ¥ %% 7 St S FH A BC B S
4, %5 Idapadd, Idapsearch, Evolution 254

letclopenldap/slapd.d/  Slapd Fjfic & SC4F

OpenLDAP AS{EAi [ fetc/openldap/slapd.conf Bt & 044, & 18 FH — Mg & Bt
J&1E letc/openldap/slapd.d/ B 3% . W& 2 i i) %3 4 T slapd.conf S0, &
A DU DL i & 3547 e e«

#slaptest —f /etc/openldap/slapd.conf —F /etc/openldap/slap.d/

slapd fic & £ 4% LDIF entries, fE—/Nor 20 HFKHRLEEMF, vl LLgHATAH R
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) 2 4 o
6.2.3.1. Bl eRiE

LDAP i 555 1) 4= Js it B S 14 PR 4775 letc/openldap/slapd.d/cn=config.Idif {4
. WHUL TR

olcAllows

olcAllows iy 41247 1845 & MR LLAF k2 v] DL FH A, 138 FH BA TR 6 X
olcAllows: feature
AR, Z R 6-8 FTHIHY olcAllows 155 . ERINHIIETE bind_v2.
i 6-8 ATHK olcAllows I

b, AU #iR
Bind_v2 LDAP ] 452 1) bind 153K
Bind_anon_cred 2 DN A2 75 1 I fige 422 52 5 44 1) bind
Bind_anon_dn 24 DN 275 Iz 42 52 B 44 bind
Update_anon Pz e 4 T AR

Proxy_authz_anon P2 A2 AR PR |

filtn: {#F olcAllows 154
olcAllows: bind_v2 update_anon

olcConnMaxPending
olcConnMaxPending iy & o145 2 B 4 2 i i KGR R, AW T:

olcConnMaxPending: 100

olcConnMaxPendingAuth
olcConnMaxPendingAuth iy 4 #4872 38R 2 16 e KGR S/, i

olcConnMaxPendingAuth : number

FRINEZ 1000.

#idn: 1§ F olcConnMaxPendingAuth #ir 4>
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[BerTi

TELBE i IR 55 s PRV R GRITVI0 A GUEEE

SR

olcConnMaxPendingAuth : 1000

olcDisallows
olcDisallows iy 4 OV e MRLEAF HEATT . &R

olcDisallows: feature...

R RS RS % 3Lk 6-8 T HIHY olcAllows BT

INESZa

FHK 6-9 ATH olcDisallows 7

IR i1

bind_anon AN 44 bind TR
bind_simple A VR L) bind 38 uEAL ]

tls 2 _anon A SR o B 44 20 24U B STARTTLS iy
tls_authc M ARG A UV STARTTLS fin 4

f4m: {$ ] olcDisallows i 4

olcDisallows: bind_anon

olcldleTimeout
olcldleTimeout #ir4 08 ELEFL I —> idle i
WmAUWT:

olcldleTimeout: number

ZIEIEMEREAAEH (BEZEREN 0

it . {4 olcldleTimeout iy 4
olcldleTimeout: 180

olcLogFile

olcLogFile fip 28 — Ml HEF R, W

olcLogFile: file_name
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H A5 BER A B R AR v g A A% X

fil4n: {4 olcLogFile iy 4

olcLogFile: /var/log/slapd.log

olcReferral
olcReferral &I OB TE E — MRS 2810 URL RALFETE R, 2 W1

olcReferral: URL

ERAAE
4. 3 olcReferral 4>

olcReferral: Idap://root.openldap.org

olcWriteTimeout
olcWriteTimeout 12E 11 70 V145 Fi8 8 76 9% P — AN AR 58 Jl I 5 18 SR EF2 e, 7]
PLEERFET A] . AT

olcWriteTimeout

RUATTE (BREZEN O

Bt #FH olcWriteTimeout 774
olcWriteTimeout: 180

6.2.3.2. 2R Bd I &

BRiLH, OpenLDAP Jii55 #44% FH| Berkeley DB(BDB)/E o i ¥ e . %%
5 R e B 174 7£ fetc/openldap/slapd.d/cn=config/olcDatabase= {1}bdb.Idif {4, LA
M E B A A

olcReadOnly

olcReadOnly i< Fo VR A8 A R SRR UM P Kl e, AR

olcReadOnly: boolean

B TRUE (HiEiEs) B¢ FALSE (AJiEifi=), 2R\ FALSE

filtn: f#H olcReadOnly fiy 4>
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olcReadOnly: TRUE

olcRootDN
olcRootDN & A LA LDAP H4e e . W F:

olcRootDN: distinguished_name

I DN. ERIAME N cn= Manager,dn=my-domain,dc=com.

ltn: {%FH olcRootDN #y 4
olcRootDN: cn=root, dn=example, dn=com

olcRootPW
olcRootPW iy & R VFIE N F ik B 505, AT

olcRootPW: password

A DARCBA INE I SCR A R, BB 2R E, /£ shell &, M
i LS A A

~]$ slappaswd

New password:

Re-enter new password:
{SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

B 4n: # F olcRootPW iy 4>
olcRootPW: {SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

olcSuffix

olcSuffix fir 4 FLVF 45 € 1R MAE S AYER, AT
olcSuffix: domain_name

U FQDN, EBRilJ& dc=my-domain, dc=com

wltn. {# ] olcSuffix a4

olcSuffix: dc=example, dc=com
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6.2.3.3. ZLHyd

i M. OpenLDAP2.3 LL3K, [letc/openldap/slapd.d/ H 5% £ T 2 Wi 77 i AE
Jetc/openldap/schema/ H 5% Ff)—4& LDAP 5 .. OpenLDAP fii flliXeLn] LIy f&
T7 %, SRR attribute 28 B FIN RS B ZE S0/ . KT XANTT T 2
{5 2, 7L http://www.openldap.org/doc/admin/schema.html .
6.2.3.4. FLUEAES:

OpenLDAP % F uiii Fl iR 2% 2% i 43 - Transport Layer Security (TLS)HEZE K2
WEZE 4. TLS 3L 4@ (5 2 A M . ETsE 0y, 7Eaum gt & 2k
% 28358:4/F 24 OpenLDAP 1% 1] Mozilla NSS 1F 4 TLS #2235 5230

i TLS @ L&A iER:, E4@i Mozilla NSS ff ] TLS/SSL, #H:
http://www.openldap.org/fag/data/cache/1514.html . |1, 55 AR 2 7 i A AR 55 w6 i
BHATHRECE - 20, R4 wim ms B E CA IE TS A G5 IR & 25 E B ATFAE .
% P vty it EEC B AL RTE AT CA UEF A .

BT, RS #Rum 5 E e E — A CAET, B/ imAHBiE 2 — L2k
S ax v, R IG RE EEAE HLRC B0 LI 4R € nTE AT CA

i TR

ZE TSI T AE OpenLDAP IR 5548 8 H TLS, 7527 slapd 7 21347 42 )5
B &, #£letc/openldap/slapd.d/cn=config.ldif Fic & SC 4L & .

2 WA [T B AR FH B A T S SO, 3@ 2 Jusr/local/etc/openldap/slapd.conf,
Hrhi B4 A slapd i s icdis 2R R A7 EL &, f- 47 H S /usr/local/etc/openldap/slapd.d/.

PAF A 2508 T 57 SSL SR Ui 2 A 24, B 1 TLS ok, R EAERS
Bumghy SSL FTH—ANu I, — MR 12 636 Ui [ . 4 /etc/sysconfig/slapd S,
INI0 \daps:/IIZFFH , $55E SLAPD_URLS 74 URLs.

olcTLSCAC rtificateFile

olcTLSCACertificateFile #7445 T Privacy-Enhanced Mail (PEM)%af5 ]S
P, WERER CAER. W

olcTLSCACe rtificateFile: path

path N7 CAUEBRISCH, 5 WAL Mozilla NSS (1)1, ] LLZUES
AR
olcTLSCACe rtificatePath
olcTLSCACertificatePath iy 441 & 7EAN [F] SO HR AL 2 B CA IEB A7 B
. 1% H W20 OpenSSLc_rehash BEAT & BE, A= A48 m) SEFRIE 5 SO O AE %,
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— M S, W4 A olc TLSCACertificateFile 1 A&

4N Mozilla NSS #1# /1, olcTLSCACertificatePath #3% Mozilla NSS 4 22
AR G TR . FEXPEOLT, c_rehash 2 A 75 2 (1.

(E LI

olcTLSCACe rtificatePath: path

f5ltn: 1% A olcTLSCACertificatePath Mozilla NSS
J@ i MozillaNSS, olcTLSCACertificatePath 15 5€ H %8815, 1% H #% NSS
UE 5 AN 2 SCA:

olcTLSCACertificatePath: sgl:/home/nssdb/sharednssdb

certutil iy 4 FI R4 NSS #di FE ST CA WE

certutil -d sql:/lhome/nssdb/sharednssdb -A -n "CA_certificate” -t CT,, -a

-i certificate.pem

DL Efar2dsin 7 —A> CA ks, L. PEM-formatted #%\frfF, &FN
certificate.pem. -d WEIiHE & HHE A B, ZHFE S NSS E B FE S,
-NIETEEIE DA, tCT,, MERIETSEEEN, 7E TLS % i MR % 2%
v . -A WSINCAFLE PRIE R 2 UE AR, -a RVEEH ASCIH 8 AE i
Niinth, -i % certificate.pem i AL LS A2

olcTLSCertificateFile
olcTLSCertificateFile 7y & fi5 & 7% slapd /I 55 2% E T i) S

olcTLSCertificateFile: path

path L7 slapd IRS5#EFI SO, @S AEH Mozilla NSS, HCNIE+H 44
PR
fil4n: JEid Mozilla NSS {1 olcTLSCertificateFile
{4 F Mozilla NSS AMHIE+5 5B H 4 P ST A1 olc TLSCACertificatePath #ir %
olcTLSCACertificatePath H K45 EIEBHI AP B, FIH NSS HdfE B s A ]
FRAET .
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certutil -d sgl:/home/nssdb/sharednssdb -L

EFE—AMET, B e aFREIE% olcTLSCertificateFile

olcTLSCertificateFile slapd_cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile iy &8 & X, 1% B & FAH, RHAMGTIRA
olcTLSCertificateFile FJUE T /2 ULELT o A HTASCRIINEE FAEH, PR i S 4 20
WA R ORI

olcTLSCertificateKeyFile: path

M PEM TEFZET, path & A SR . 418 Mozilla NSS B,
path ¥ A — A S AR, Z S olcTLSCertificateFile 448 & LS
(K0S (2% R Hi4d ] olcTLSCertificateKeyFile A1 Mozilla NSS)

fi4n:  {#F olcTLSCertificateKeyFile 1 Mozilla NSS
Y {F A Mozilla NSS B, Zar &t — N XHPEAK, ZXHaH
olcTLSCertificateFile fi5 & FIUEFi 1) key f) 58 o

olcTLSCertificateKeyFile: slapd_cert_key

modutil 74 B 18 FIAR AL AL 65 R4 B A8 NSS Hidfe e A3 1Y

modutil -dbdir sgl:/home/nssdb/sharednssdb -changepw

ZPmicE

Bic & S fF Jetc/openldap/ldap.conf £ RG24 /), WF B H P E
~/.Idaprc B & AT E G E

FHFEIA$E 40T LA — > SSL 4% . 7E OpenLDAP 4 Lt i Idapsearch
Idaps:// 747 5 AR 1dap:/f . 3 s Ay A FH AR 55 25 it BRI SSL 3ty 1 636,

TLS_CACERT

TLS_CACERT i 4R &E — 3, B&% ) il nl i A B+ . 06
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2 [H) F R 45 8% 19 olcTLSCACertificateFile iy 4. TLS_CACERT [ i% £ S fF
Jetc/openldap/ldap.conf ' TLS_CACERTDIR %7 §i # 45 i€

TLS_CACERT path

path: CA UE SRR

TLS _CACERTDIR

TLS_CACERTDIR i 4 fi & 72 A A SO Fh AL 2 5l CA IR H A7 H 5% - BR
olcTLSCACertificatePath iy & 251L. 1% H 42l OpenSSL ¢_rehash #E1T%E #,
$252 Mozilla NSS ¥ PE SRk AR, (EIXFEHL T, c_rehash B ANTEZEH.

TLS_CACERTDIR directory

directory: 7 CA IEHi H X% . 1 H MozillaNSS I}, ik 5o i %k
P 2SR BR AR

TLS_CERT

TLS_CERT {852 Mk, A& %M. %A RAEH 7~/ dapre L4
Beta €. £ MozillaNSS F, Zdr & E M2t 45, H TLS_CACERTDIR

A THE -

TLS_CERT path

path: 7 P uiilE PSR4, B0 & NSS 0 FEIE 15 1 44 B

TLS_KEY

TLS_KEY 58 & 1 & FABHI S, FAH 2 VLR A7 AE TLS_CERT #85€ HIEF5.
ZINREFI AR S5 2% olcTLSCertificateFile 2Bl I (1 SCAF AR, FTAiZ T
PR RN OORY, ZaE TR e E P B~/ 1dapre ST E .

2§ H Mozilla NSS Bf, TLS_KEY #8E— N3, BEFME, K
%% TLS_CERT f&E ML . THEEM olcTLSCertificateKeyFile J5MBL, &R LA{f
F modutil iy 2 H 20

TLS_KEY I~

TLS_KEY path

path: & P uiilE 15 SCAFBE AR, B /& NSS i 2 b i1 3 i S 4 R
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6.2.3.5. WE&KMH

BN I E R, N—4 LDAP k4% (provider) &—A~k%
A IR 55 28 B2 P i (consumer ) . — ) provider #5473 H 3% 5 1 2 consumers,
PRSI EFBe 4% consumer & #E 2 H B RS 48 m, l—A> consumers 1]
DL 2445 — provider. —> consumers A A& —~ LDAP AR 55283, &7l LA
AN R — AN P i o £E OpenLDAP, 5 Z Fh &4 15 2%, 5 LI mirror A sync.

N7 A E &, FEAE provider A consumers [
letclopenldap/slapd.d/igE 5 LR o —Fi g =

olcMirrorMode

olcMirrorMode 1 ] mirror £ {4

olcMirrorMode on

b serverID 215 syncrepl — i #5 5E -
olcSyncrepl
olcSyncrepl i sync £ 115X

olcSyncrepl on

6.2.3.6. HNZAFHLFN 5 i

] DU R shAS g e sk i o slapd RS . 7EFCE slapd fIIHfig, w] LA
{4 i --enable-modules &KL & AL A DL ST FR A ER . ARHRAEAE la 45 1S
A

module_name.la

Je S A5-A AR AS 2R LT LDAP 153K o e S a8 (1 4 3 28 slapd B 2Rk
FEMCCRE, ENTRE SN, X TE#E, N AmALE

back_backend_name.la

N T NS ER AN 5 v, {E/etc/openldap/slapd.d/ig 5 :
olcModuleLoad

olcModuleLoad i 5& 5 25 N #% F) A B
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olcModuleLoad: module

module: — AR EHEEUR G, KZRINE.

6.2.4. fF LDAP R.FI I SELinux SRE&

SELinux A& —/ME linux PIAZ A SEBE0— AN S 1 5 1) 2 AL . BROAI,
SELinux <N Vi iH) OpenLDAP flR%5#%. N 1 FLr A8 LDAP Kk,
SELinux ¥ allow_ypbind @ 20 #% & R~ v 09 . &N A 7 =
authlogin_nsswitch_use_ldap 2 # FeVFF. DL 2 B0E 2

~]# setsebool -P allow_ypbind=1

~]# setsebool -P authlogin_nsswitch_use_ldap=1

-P IR TR R IX IR EAE R G E R — EARREA R

6.2.5. 14T OpenLDAP fik%

ZENHIR TEMES. FiE. EE A AT LDAP RS RS
6.2.5.1. JAzhR%S

{FH root KPR, /5 slapd Iz %%

~]# systemctl start slapd.service

f8H root BLFR, BeEITHLEZN slapd 55

[root@ft4 slapd.d]# systemctl enable slapd.service
Created symlink from /etc/systemd/system/multi-user.target.wants/slapd.service to

lusr/lib/systemd/system/slapd.service.

6.2.5.2. {5 IEHRSS
= 1R RS

~]# systemctl stop slapd.service

BEE YA R B R 55
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[root@ft4 slapd.d]# systemctl disable slapd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/slapd.service

6.2.5.3. HERS
E=)iE

~]# systemctl restart slapd.service

Zn e Rl IE RS, B EEERRS. %S EHnEACE .

K slapd Ak 551217 IR %S

~]$ systemctl is-active slapd.service

active

6.2.6. ECERZEH OpenLDAP {EAKIE

NT B RG] OpenLDAP 1 NIGAIE, FRfRFTH 123 07E LDAP IR
ez Pl O g, BA S H T 6.2.2 %% OpenLDAP A 141
6.2.3 fic & OpenLDAP %5 %% . 7% /i b, A& R

~J# yum install openldap openldap-clients nss-pam-ldapd

6.2.6.1. IR IHMIEIFE B2 LDAP #% 2\
IR T HARM THFZ shell f1 perl A, v PAHE BT IH IR E B2
LDAP #%30. 23Xy, 4.

~J# yum install migrationtools

7% 5E Ja, M OAR fF R B 3 : Jusr/share/migrationtools/ . 4w %
Jusr/share/migrationtools/migrate_common.ph SCA4, &5 LT 47 P9 28 F Sk it B 24 iy
o7

# Default DNS domain
$DEFAULT_MAIL_DOMAIN = "example.com";
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# Default base
$DEFAULT_BASE = "dc=example,dc=com";

o, AT e R, #lin, 1217 migrate_all_online.sh lIAs, fi
FERNFISEMHE, % & dc=example,dc=com

~]# export DEFAULT_BASE="dc=example,dc=com™ \

lusr/share/migrationtools/migrate_all_online.sh

GE (i RN IIARIZATIE RS P Bl i, 253K % 6-10 # 1) LDAP i
BIIA o

F# 6-10 ¥ K LDAP T4

OFERRS  LDAP RBEIT 55 FH B A<
letc flat files yes migrate_all_online.sh
letc flat files no migrate_all_offline.sh
NetInfo yes migrate_all_netinfo_online.sh
NetInfo no migrate_all_netinfo_offline.sh
NIS (YP) yes migrate_all_nis_online.sh
NIS (YP) no migrate_all_nis_offline.sh

EaffHXEHA, % README Al migration-tools.txt £, 77E
{usr/share/doc/migrationtools-47/H 3% T .

6.3. SCHRITEIRS2R

XANEAT F A Samba (LR FECE, —> Server Message Block (SMB)
A common Internet file system (CIFS) W I FIRSEIN, vsftpd, R 7AT BERE = 2 il
ZBEERGN FTP R4, M4h, BNATEAMHITERS & TELRE
FTERHL.
6.3.1. Samba

Samba JEFRE linux FFJE windows Z4IH . &5 T SMB A1 CIFS #4i3.
B ALV E I R G55 Microsoft Windows®, Linux, UNIX %%, 1717 3% F windows
HISCAAIT EPFLIL = . Samba ) SMB i I 25 48L windows /il 55 &5 5 windows %/
Ui —F
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samba %%
~]# yum install samba

6.3.1.1. Samba /44

Samba & —/MREZEAM, EATHELEN Linux IRFSZHFEME Active
Directory (AD)¥ 8¢, & Al LAMEA—AMEEHil 45, B0 25 I 5 .

Samba BE AT A4 -

> RE B WAL Linux, Unix A windows 2% ) i 4T EIAL

> P 2%

> Windows 38347 B 13 560 10E B 5%

> HAt Windows Internet Name Service (WINS) 44 i Al 55 filt vk 7 &
» Windows NT®-style Primary Domain Controller (PDC)

» Backup Domain Controller (BDC) for a Samba-based PDC

> A RS A R

> S Windows NT/2000/2003/2008 PDC/Windows Server 2012
Samba ASBERAT 4 :

> {F7y BDC &AX windows PDC

> AR A RS AR A
6.3.1.2. Samba LA K AH GRS

Samba & = AN PP EFE ALK (smbd, nmbd #1 winbindd). =Mk 4% (smb,
nmb H1 winbind) i35 PR B3, A2 IERER RIS DIRE . X LRSS
YERNAFEE init A . CUR A A9 bR

smbd

Jik 55 %5 s smbd ¥ 47 #EF£ 45 windows %F‘iﬁﬁmﬁtiﬁ EEAMATEIIRSS - 7 4h,

BRTTH P S eE, BIERSUE, HURIL=IEE SMB P, BUAR, ARG

5 SMB A&46rs 114 TCP 3 11 139 11 445, smbd <y 3 #ERE 2 4 smb Al 45 F1.

nmbd

nmbd sF4 R T NetBIOS 448 k%5 113 Kk (SMB/CIFS in Windows-based
systems ) A7 PR A N, XU R G $E Windows 95/98/ME, Windows NT,
Windows 2000, Windows XP, il LanManager % 3. BRIAARSS 2% % NMB 1% %
¥ F15& UDP % 1 137,

winbindd

winbind JIg 55 fi# ¥k 7 H P AT AE 2 M I8 AT 7E Windows NT, 2000, 2003,

Windows Server 2008, or Windows Server 2012 JR 4% 2% b (i o) i, X fdi 15
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windows Fi ;' FIZHAE EREAE . UNIX “F&il%l. X Z&# Microsoft RPC calls,
Pluggable Authentication Modules (PAM)#1 the Name Service Switch (NSS)Fr 23 .
X 0 YF Windows NT A1 Active Directory F /7 #2444 UNIX F P HEAT#4E. &
SRFN Samba FEAT T HHSE, {H2 winbind AR 5521 smb 2 FF AT 32 51 1

4% Samba JL

AT LS Nautilus 5 ar 247 247 H 1) Samba HL 2.

HHIL=E
AR, FEEXT Samba HLEFATHEIRAE, FEALH root HFER, w4
R

mount -t cifs //servername/sharename /mnt/point/ -o

username=username,password=password

% 2K sharename % 2 A< H/mnt/point/ H =%

6.3.1.3. FCHE Samba 554+

BRI AT B S fete/samba/smb.conf SRV A U5 HIEATTHI home H FAF N
samba 3t . &R DAL A I B 4 4T EDHLAE Y samba JEEATEIML. W] LAFE
ARG — AT BN Hs T windows HLESFT EN A7

pA =
fid & Samba {# FH B E 1, 0] LLZ2% http://www.samba.org/samba/GUI/ .
WmAITHCE

Samba {3 FH /etc/samba/smb.conf 7E AL & A . BEUX N E G, T
i J3 Samba 4 BEB A%

~]# systemctl restart smb.service

& 52 windows TAFEZHL AN Samba Al 2525 (47 75 FO R, 4w /etc/samba/smb.conf
A
workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER

% 126 W / W283%


http://www.samba.org/samba/GUI/

e TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

1E linux &4 F6))%E Samba JL= H 3%, fE/etc/samba/smb.conf S04 LA

INSEST
Biltn: Samba ik 55 4% BT B

[sharename]

comment = Insert a comment here
path = /nome/share/

valid users = tfox carole

writable = yes

create mask = 0765

ZA R P tfox I carole JEIE Samba % F i %F Samba i 5% £%
/home/share/ B 1T 5L 5 #4F

Ik
I A AT LA 10, MBI BT 2 e . O — M A

R, it

smbpasswd -a username

6.3.1.4. Jo B¢ Samba
Ja s

~]# systemctl start smb.service

KM

~]# systemctl stop smb.service

A

~]# systemctl restart smb.service

condrestart (JFERKMF T HEE) EX4HIIEEBITHEN T4 SB35 smb. X
AT A R AR B K, St kg s mne, BASEs).
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~]# systemctl try-restart smb.service

= Hr 4k N letc/samba/smb.conf BC & S, AFFEHITRSMER, m2W T

~]# systemctl reload smb.service

JFHLE R 3)

~]# systemctl enable smb.service

6.3.1.5. Samba Z4
Samba & 7 Fh 2z 415, share-level 1 user-level. share-level 2 &85 H T,
User-level 7] DL =Fh AR S2BL T 30, X 8677 AR 2 i

User-Level %4>

User-level security /& Samba BRIAHEEIECE . B8 security = user %A 7+
letc/samba/smb.conf BCE LA A, ERFESHAEA . SRS A T % P i
(P 44 AR, 2% 7 ity 75 FE 2L =2 1 I Bt e 0 AN 75 B2 4 8 %15 . Samba 1.6
RS BIE T P A AVE RS TG SR 2 P il F — S 5 UID 4ERRC 5
HERTIRES o

letc/samba/smb.conf ST, security = user ¢ & user-level security

[GLOBAL]

security = user

Samba Guest =

ki a$E 201, share-level security B0 O &4 5T . B ABLE Samba guest
L, RS security = share & 1. S LT 5.

2. BoE Samba Guest FLE
1) G ML e, fildn/etc/samba/smbusers, LA 47

nobody = guest
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2) 1&if/etc/samba/smb.conf, ASE A valid users

[GLOBAL]

security = user
map to guest = Bad User

username map = /etc/samba/smbusers

username map: 1 IR E
3) f&t/ect/samba/smb.conf, ASE g valid users

[SHARE]

guest ok = yes

TR S AT user-level security SEHL T IR

Domain Security Mode (User-Level Security)

XM, Samba IR%S#A — M HLa K5 (domain security 15 1FHK
), PSR RS SR ES T B I A H) %% . Samba RS g EAE IR A, 7R
fic & /etc/samba/smb.conf.

[GLOBAL]

security = domain
workgroup = MARKETING

Active Directory Security Mode (User-Level Security)

fRunfEH—~ Active Directory 3855, MIAIRAE N —AAHLRR 722 AT REI
BRI 22 4= S m PR 1) 48 . NT-compatible JGAIEHRY, Samba Jik 45 %% AT DL i f#
Kerberos /il A\ ADS. Samba 7E Active Directory member #%=X, T~ 7] L4252 Kerberos
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tickets,
& fetc/samba/smb.conf

[GLOBAL]

security = ADS
realm = EXAMPLE.COM

password server = kerberos.example.com

Share-Level % 4:

FEAZAEAR, RSS2 % P IR R — AN A B P A 3RS . IR %5 2%
W —NEEA LGS A L=, MROBH P 4. 2w E4Et, Microsoft
Windows & F ity 2% share-level security A 55 #% . 1ZACL &4 Samba #1177, AL
E T security = share DAZiE T+ 25 i user-level security. 1AM, &S User-
Level Z4H)fl1: Ko Samba Guest HLE.

6.3.1.6. Samba [ 4% 31 %

W 2% WS 43 Windows 1 Samba IR 45 % H 8L £ Windows Network
Neighborhood 1, 7£ Network Neighborhood H.ifii, AR45#sE E CHIEFR, FTTE
b, RSS2 T F B F T EAL AT DA 2.

9 28 3] U5 75 22 NetBIOS i TCP/IP. NetBlOS-based ’ 4% il UDP & 3%

SER A R EE . %45 NetBIOS Al WINS £ TCP/IP M4 Frfif k5 23
ZIKE"JE‘F&‘, He A 50 1 (lete/hosts) Bk DNS 2 0 25 A% FH 1) .

AN = 0 5 R 5% AT DX e ) A e T 0] Al 5% e SCEE AR ON BITAT )
PSR, BRI A 2 A0 ] m] DAAH B Y

s v

FRINHT, —> Windows il 554 PDC {1 y— Mk, 12 1238015 32 3 W IR 55 4% -
Samba JIl 5548 AN RLZAEAE 9 — A~ 00 AR S5 45 .

EVFZ T M, A Windows k%5 #% PDC, [Ht, Samba x4 T LA
AN A H IR S5 2 . i B Jetc/sambal/smb.conf SCAAE A — > A 1 32 00 U IR 5%
 (EUAMEDY, ENEMARE R (SN 6.3.1.3 Bt & Samba k5545 .)

WINS (Windows Internet Name Server)
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Samba F1 Windows NT Jiie 55 2% AT LU AE 9 —A~ WINS iR %548 - 24 WINS 5%
A5 NetBIOS — e IS, UDP %5 5 % 1 4 A 1E W 28 Hh Fu VR4 44 BRI
A WINS 55450, UDP ££3% R BEAE 45T T AL A Be e gl i k B H BT,
AR BRUFEE WINS &0 Dige, ANEAEH Samba 1E %) WINS k%5 %,
(K24 Samba ANSCHFE WINS 477

7E—> NT/2000/2003/2008 % 55 2% F11 Samba Y& & 38355 7, #4748 F Microsoft
WINS. 7E—4RH Samba #53rh, #E# {8 Samba /4 WINS.

NTH & —/ME ] Samba 7E R WINS iz 45 45 415

Fltn. FCE WINS RS 2%

[global]
wins support = yes

6.3.1.7. Samba Distribution Programs

net

net <protocol> <function> <misc_options> <target_options>

net iy & FIE I ATZE Windows 1 MS-DOS R4+l E— NS €
AAF I . protocol IR AT LLSE ads, rap B rpc. Active Directory fifi i ads,
Win9x/NT3 1 Fi rap, Windows NT4/2000/2003/2008 1 [ rpc. {f 0 protocol i% 3
WABE, net 2 HB)=IAHE E .
TR T ENLA N wakko BRI SLE
~]$ net -I share -S wakko

Password:

N F B8 T wakko FALE A Samba H 1%

~]$ net -1 user -S wakko

root password:

nmblookup
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nmblookup <options> <nethios_name>

nmblookup 7] LAfi# R NetBIOS 4 FR¥E4 )y 1P #ihik. 30 HAE T &) Hk
I ERA B AR ENLEN
T A5 5 s NetBIOS 44 Hk trek (1 1P Hihik

~]$ nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit

pdbedit <options>

pdbedit i H & FE SAM 8 A4 K 7 o BT 1 )G S B35 2 FF smbpasswd,
LDAP #lI tdb $#E
N EIB A, AR AN H A P

~]$ pdbedit -a kristin

new password:

retype new password:

~]$ pdbedit -x joe

~1$ pdbedit -L

andriusb:505: lisa:504: kristin:506:

rpcclient

rpcclient <server> <options>

rpcclient T H ) U B dr A4 F Microsoft RPCs, XANEZ5 %13 Microsoft
RPCs & 2 H 8 FH Y
smbcacls

smbcacls <//server/share> <filename> <options>
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smbcacls it H 1224 Windows ACLs 34 #1 Samba 3t 2 1) H S 5# /& Windows
5575
smbclient

smbclient <//server/share> <password> <options>

smbclient 5& UNIX RS R o, DhReA ftp 22480,
smbcontrol

smbcontrol -i <options>

smbcontrol <options> <destination> <messagetype> <parameters>

smbcontrol T H /1% 45 #17 B k247 smbd, nmbd B{ winbindd sF33E L .
smbcontrol —i 32 B.3ia17, HE2|HI AT 8 o A
smbpasswd

smbpasswd <options> <username> <password>

smbpasswd il H & BN %05 . 1% 00 H Ge 588 2 B SO A I PR
WA 20 E 2 Samba #6.
smbspool

smbspool <job> <user> <title> <copies> <options> <filename>

smbspool T H /& Samba —/> CUPS & HIFTENE L. BARYIEE AN CUPS
FTEIML, smbspool FJ LLFISE CUPS 4T ERHL—&fEH .
smbstatus

smbstatus <options>
smbstatus i H 7~ 2| Samba HEERA

smbtar

smbtar <options>

% 133 X / F283%



e TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

smbtar f£ 730472 T Windows L2 SCHFRT H A0 AR . BARAN tar i
DAL, PR

testparm

testparm <options> <filename> <hostname IP_address>

testparm F£ /7 £ /etc/samba/smb.conf SCAFFTEE, B A0%E ) smb.conf 7
TEBINALE (fetc/samba/smb.conf), WA ESEE. faE BHLAAM IP Hlkgy
testparm F£/F & hosts.allow 1 host.deny SC2F & 5L & 1EHf . testparm 25 AT LA
27 smb.conf SCAFAIIRSS S8 FUNAEMN RS o £ R IHR T LLZS 3-8 K50 1)
HARMEEHMER. Fla

~]$ testparm

Load smb config files from /etc/samba/smb.conf

Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[html]"

Loaded services file OK.

Server role: ROLE_STANDALONE

Press enter to see a dump of your service definitions

<enter>

# Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size = 50

socket options = TCP_NODELAY SO_RCVBUF=8192
SO_SNDBUF=8192

dns proxy = no

[homes]

comment = Home Directories
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read only = no
browseable = no
[printers]

comment = All Printers
path = /var/spool/samba
printable = yes
browseable = no

[tmp]

comment = Wakko tmp
path = /tmp

guest only = yes

[html]

comment = Wakko www
path = /var/www/html
force user = andriusb
force group = users
read only = no

guest only = yes

whinfo

whinfo <options>

whinfo 27 &7 winbindd <7 " #EFE {5 2 . winbindd BERE A AREIZ AT

6.3.1.8. HAth B UK
T
/usr/share/doc/samba-<version-number>/
A LAAE man T3t
» smb.conf(5)
» samba(7)
» smbd(8)
» nmbd(8)
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> winbindd(8)
A F Yk

> http://www.samba.org/

> https://wiki.samba.org/index.php/User Documentation

> http://samba.org/samba/archives.html

6.3.2. FTP

Z B 241 FTP P B A% vsftpd (Linux 5%t FTP IR452%)

FTP i B 2 7 - Al 55 i 4R A 8 kAR i ST A4, A6 TCP 8 0. Ry FTP
T MNRFE PG A SRR P S AT IR . JE TR ANEE, FTP &
BN AL AR BRAFFFIRTE LT AEWEH . By FTP fEM %% &
EFEIATH, BLEHA RS =X Ft, fEh— MR, FEMIE SR
FEFE

AT IR T EARE vsftpd SRE ZAERENL TLS MEA@ET
SELinux RKAn5® FTP (224 . FTP I — AN LF I EUR i & sftp, 72 1 OpenSSH
A T R R AL BAESREEE 2 OpenSSH & LA K& SSH #4152 % 5.20penSSH.

AFETHED, FTP FEZ AU A GIER TAE. 2 FTP &/ iz —
A2 FTP 5528 0m 1R, B2 im0 21 7EIR 5548 bii— 3% il om 1o 31X/
I3 F R A A 2 B RSS2 o FIT A MR S5 5 i 3815 7 iy EA) 0080 37 5K 72 B % T T ) 4k
vy A o B e e 1, DL SR B UG A MO T2 7 B 1 SR 2 7 =X
active ¥, passive fEz .

active mode

Active mode #& FTP ¥ i3A& 4 2t 70 BT F 21 1 B R 2R AR =K. 24— active-
mode i #E Ltk FTP 2 Fum#liatl, MRS auma4THF—> 20 ¥ 145 IP Hidik,
A—NBENLERAU G 10 CRT 1024) . XFER 22 HE R R E 2 7 I HL A% 0 20 70
VFREZARAT RIS 1024 [ H R BEE A2 22 g, 8RBT KBk R
& AL I AR 2 1 o PR A3k 87 g B K B8 S o A B AR AR N i
$%, FrbA passive mode # 5t H Sk

passive mode

1% active mode —#¥, Passive mode ;&4 FTP & F i dl AL . MRS 2%
T SREHE FTP & /i 8 W & A8 4E Passive mode Fi7 e, MRS ASEMRS %8 1
SRS 1P s bR —ANFENL. TR I (CR T 1024). R )5 %5 7 i R 2
Zaih R R 45 35 L R 0BRSS
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IR Passive mode i SR PR A % 7 i 77 K8 T HEBICHR T B 0] A, AT DUfSE A
R 25 2 v 97 K 8 o 465 RT DAZE — N R 2% 2% bl ik BIR il 10 3 R R g L1 7E FTP
IR 252 9800 I s 1 R . XTI AL T RSS2 I B B s R0 (e A
6.3.2.1. vsftpd IR 55 %%
vsftpd BETH AR, Fae Ml e 4, vsftpd S 89 IS = IR 55 2 E R b
FTP 95 s . RPN AENS A F K& B RO 22 4 1k
vsftpd FITfs FH () 22 B = AN 251 -
> SRR IREBURI ERERL 7 2 b R ST (1 30 R A BEAS [R) AT 45 B — A
HFRIBAT AT S5 R 7 B/ MUR
> TR TR AT 55 AT DUE Y d5e /SRR 34T A BE——F F libcap e fe 5
PERIREME, 752 root REBURL PR IRAE 55 v AR AR /INRERL SRR AT
> KRZHEHFEIEATLE chroot T——RERTRE, HERE AT DASUR IR P $AT I 2
AR H AL E SRR ER H 3. XA H SN 82 chroot H 3. il
i, R nivalftpl H 32 H 5%, vsftpd $8 & Ivalftp/ 93T root H 3%, 1
Nl X BRI
f1 FH IR e 22 A it %) vsftpd Wifer Ab 3R SR AR, AR
> SUHFRIEAT MY TR B D R —— SRR BE W B S BT B/ N S
W RS e /M o TR A B B 2 5 7% P i A8 ELANUR AT el FH B AU SR 1247 .
P 1 75 BRI B E R — AN/ A FE AL BE—3)t 1% Apache HTTP Server
—Ff, vsftpd 73 R TCRFBUT T REFE R AL AL N &R . X VR SCHEFER
Al g/ N AT S
> T IARRFB T ERE R 115 SR A 2 SRR M e —— AN - AR AT R 1
seilid socket, AFRATK H R IE BRI,
> R FTP 2 7 o 28 H A3 =2 7E chroot R~ —— 1R 2 3k
RERLE), BEMTRAEERZEFZ TAEBANME, Ravrsed# aeas v it
ZHZ.
Ja sh A 1k vsftpd
LA root FH 8 %
Ja 3]

~]# systemctl start vsftpd.service
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~]# systemctl stop vsftpd.service

H A

~]# systemctl restart vsftpd.service

ARMER, HEOLABITINE, 4R IT

~]# systemctl try-restart vsftpd.service

BEITHLE R 3

~]# systemctl enable vsftpd.service
In -s "/usr/lib/systemd/system/vsftpd.service' /etc/systemd/system/multi-

user.target.wants/vsftpd.service'

FF 5 vsftpd £ B4% Il

BEHE, —ATHENLS B RIE N Z B FTP 8. XA AR 2 18 . vsftpd
(12 08 B VAR I AT 2 AR UL, & — SRR B O R B S

He, AT %S LT 1P,

IR, FTP H5 ¥ DNS AR 55 a5 06 006 87 1IE A AL 8% -

Y vsftpd W RNANE] P ISR, HEARR 2 % LA ST . N T 4K
vsftpd HERER 2 B S, — ANEFER IR 45 systemd service unit (vsftpd@.service) &
B vsftpd ELFEHER

NTAERZRS, — AP vsfipd LB SCHEASAS FTP R4 28 S22 7
B, PRAFAE fetcivsftpd/ H 3 o 1% 26 0 B ST AR 0 A ML B 2 BRI an
letc/vsftpd/vsftpd-site-2.conf), F£HIAH root RS AR .

B EREX, EHWNSEE BT IPv X2

listen_address=N.N.N.N

N.N.N.N 2y FTP il 5ii) 1P iuhiko R anfds )52 1Pve, W4 listen_address6
e & SO A A7 A leteivsftpd/ H 5%, 5 vsftpd 3682, TTRAEHLLR
LR k)|
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~]# systemctl start vsftpd@configuration-file-name.service

7E LA Effr 4, 1884 configuration-file-name 475 25 (1 Fid B SO AR & 8K . 40
vsftpd-site-2, VER, .conf G4 AT ERINHERA .
AR — A JE Bh 2 vsftpd #EFE

~]# systemctl start vsftpd.target

~]# systemctl enable vsftpd.target

In -s "/usr/lib/systemd/system/vsftpd.target' /etc/systemd/system/multi-
user.target.wants/vsftpd.target'

f FH TLS i vsftpd i&E4%

TR FTP A A2 (B SCE S . vsfipd HERERT AR TLS
RIE AL AT N . FTP % 7 i A2 S FF TLS.

FE T B A vsftpd.conf ¥ & ssl_enable 4 YES #TJF TLS HI3 #F,

fihn. FE vsftpd £ TLS

vsftpd.conf it & S+

ssl_enable=YES
ssl_tlsvl=YES
ssl_sslv2=NO
ssl_sslv3=NO

# J7 vsftpd service 4%

~]# systemctl restart vsftpd.service

Al LAEEF vsftpd.conf(5) ) man T T 58 £ A% 15 R

vsftpd [ SELinux %

SELinux TFmS A vsftpd 5747 3ERE (DL & HoAth ftpd JiFE), & X 7 — Aol vy
], 97 SOV FTP SPHRsE R U7 M RE e SCFEH 5%, 75 20 Bl e AT o 24 1)
PR

W, NT BN IE 44 3L, public_contentt ARZDAZI 4y it 45 3t T S04
FH . &L cheon iy 4
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~]J# chcon -R -t public_content_t /path/to/directory

Ipath/to/directory J& & AH 7 FUARSS I H B4, WS E T —A BAE s
M H 3, 80205 BE— A Fr £ 79 Fr 25 public_content_rw_t. [k 2 4b,
allow_ftpd_anon_write i L2 BN 1, 8 H setsebool & W E

~]# setsebool -P allow_ftpd_anon_write=1

AN AR LA @Rt FTP 15 1) home H 35, 5 4R T BELIE = 2 IR 45 28 R 1
RGN RBRA R E, ftp_home dir SEIAZIRE N 1. 40 vsftpd o4 LA
ML R AT, AR BB s RS B RIERA T E AN RRE R RE,
ftpd_is_daemon Wi E N 1.

6.3.3. FTHIEE

FTENTR B TR RATEINLIEC &, 4E9m 4T EDHLEC & SCfF, HTEIHER H s A K
FT BN AT EpAL A B2

Z T EZIET8 A Unix BRI R S5(CUPS). I BARTH 1) 22 G2 S 1T i AR ]
LB = R 5 284 E R G WA, (EHIZ CUPS, {EFZUS RN & ORAFFTEHL

EIS P
JaSHATERHLEC & T A
MAr 24T JE shFT ENPLEC & T B, %\ system-config-printer, FJEIHLAC & T A
JEall. BERFR->FAERF->ITHRE, TR E TABEzn~E.
{TENZH -- localhost E3
AEFEE(s) fTENHL(P) EH(V) FHBI(H)
c
THRSAAR. ExaHEIPEEREHEEEIS—
TREE.
BIRS EE

REE

& 6-1 ITEIRE
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6.4. fEH chrony BB E NTP

FE AT A7k, PREFFEA RN R AR B2, XARZEKE. Fln, £
by B RN H R TR B R IR R BR . 7 linux RS, NTP Pl sp 4t
FRISATLE 25 () S

FA P 2 18] <3 4 R B WS AT 7R WAL S [ I RGN B . R BPRERE £
Tt} b B2 PR PR IR (] VA BH (94 Time Stamp Counter (TSC). TSC & —/
CPU #7885 FIRUH S A HA%. e AEw B, M 0 JeR, 50

A WA TR AL EE, ntpd A chrony, K ntpd 1 chrony fil. A5k
A1 chrony =1 1A% IR S A RS 5 K B0 8T RGN B0 R G, A FF SR G K A 284K«

6.4.1. chrony Z4/+H
Chrony ZIZATEH P 2 P R S ATIE T, R WIRE H ML,

SACHAR Z W TR E I ntpd KX R GLH ]

6.4.1.1. ntpd A1 chronyd )2 5
B & B = T TN BB 535 . chronyd G898 EE ntpd {407 5

Ut o

> AR [A) KBRS [A] B B U7 B chronyd BE8% TAERIIRLF . ntpd 752
A RFSE A R HE A R T R4 .

> chronyd BENETE X 25 438 IR TAE 14T

chronyd 38 & AT LA [F] A5 B e B R A 5 4 14D N (DR 52

> chronyd BEELE I 4 1 B 5 SR AR Ak By X0V T S 47 2, ER T i AR AR 3 2 iR
F& 1254k, ntpd BT B8 75 ZLAR K 8] 4 BE F & BT K.

> TEERNBCE T, 7E RS A shE N R B4 RS, chronyd WA ERE, N T A
FIELHARIZATFE T - ntpd W A] LG & AN FIP I 1A], (H B D6 25048 F AN [R]85
OB IX 25 — SE R

> 1 linux #ER %8 1, chronyd B8 7E—ME R HITE RIS [AE % . 1X o
BAE— MR BCA R E LA AT EAE . BN, fE LB AL L.
chronyd BERE A — 1L ntpd ASGEAL A FE 1

> chronyd SCRFANST 28 I RS IE R ME— 7 V5 & Fhi AN o 0, 18 & 2 01 &
ISP, chronyd BEREAEANF B EFrhie & HE R E S, MRS 2 8%
SRS R 2R

> chronyd #Ht S HF TTAE FUS RR BI040 2K FR) 3 52 i I IS A8 - It b, 447 1 AL
FE R P58 ] DU X SO0 7E 2R 40 8 B I U B R e i [R) 4 FH R fm
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(1) S B B R R A AE . B AERT A ATLE Linux.
ntpd 7] LA chronyd ASBEM) 3515

> ntpd 8 NTP it 4 (RFC 5905), L& #k, 4%, manycast &/ b AR
55 i o AN LA o B3 SCHRPBILA M) B 03 B iE 7 28 5 T A R N (RFC 5906) -
chronyd f#i f§ NTP x4~ 3 (RFC 1305), FEZRA 4.

> ntpd GHEFEZ S H B IRENT chronyd ##T- HA IR H 140 gpsd, Vi i) 4
=R

6.4.1.2. NTP P4 dhfEpyik+

> Chrony 1] DA FETEIX L8 R 40 s F , dX 6 38 40 o 40 0 0 45 B ) kb 3 2
AEHEREM 2%, s sh AR LR S

> NTP P ifE (ntpd) POZFERELE RREAENRA L. R HEEH
IR 7 1P, BLRAT B 1 50 E Z0HE L 1K) Autokey BRI, B i% 25 FEAE F ntpd.
chrony fAX SCHERTFR B EH & 3k, fH MD5 ¥ 5 & 47 B iE RS (MAC),
SHAL B35 585 (1WA A5 3% 1 ntpd 14832 FF Autokey TAEPR, 1Z BRI LA
FIFH PKI £%t. Autokey 7 RFC5906 H 45 fifiif .

6.4.2. Hf# CHRONY KHEE
6.4.2.1. #f# chronyd

chronyd /& chrony FI5F3 3582, BT/ P aSia], HEEITE NI RGN
Bt o B I IR AR [RIYE, (A NTP B sCRIEAT %S . 4805 AT,
chronyd 48 FH B 5 B AL REE SO OB . B8 AT BAgE chronye FahiE T2
G
6.4.2.2. Hf# chronyc

chronyd 7& chrony HsF3iE#E, AT LARE ar 247 4144 chronye %1 X AT A
RALT — AN SRR RN — Ay 20 LK chronyd AT . BRIAMEC B
chronyd {XAY s A< #1 () chronyc #74>, chronyc AJ LLECE Ay chronyd 7] LAzl 4k
T4z, chronyc mJ LAUZFEIEAT )G 8 —MECE chronyd #2352 fEiEHz:. IP #ilik 7t
YEIESES] chronyd ™ k&A% o

Hf# chrony At & fir 4

chronyd ERiA 1T & S {t/etc/chrony.conf, -f 3615 7] LG iE — MG B SCAE I %
o

Comments
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Comments should be preceded by #, %, ; or !

allow

R, fRE DTN, TMEE MR IEZR — G UEN NTP k55 45
PLEs. BROAEA SLVFIER.

(LR

allow serverl.example.com

W FEHLA, FEE DL, IBATIER

allow 192.0.2.0/24

T8 — IR SV IERE

allow 2001:db8::/32

FgE— IPv6 Hidik

cmdallow

ZAr A allow & AHL, BR 7B ARVFREE T EL BN (A
5 NTP &/ i N ). (N, & IEJE chronye fEWigfT7E e BHL B HAE
i 368 I A Hh T BN IE B2 3 chronyd) ) E L —FE . cmddeny all i 4l

cmdallow all #4254,

dumpdir

{RAF chronyd Jik 5 55 ) Ol & I 52 H SR A

dumponexit

N iZ a2 218471, ‘B3R B chronyd 24 250 B A P s a)J5 ORAF DN 8 7 7 5
local

local =2 o1 chronyd i i3 % P i ek 4 A JEAT I ] [R5, R e i
[FD YR . 123 T 4 SR AE master AL FAEH, 7E— ML Mg, 21t
HEHLTREFE, master FHLTE i@ T Shin N OREFHER I H .

Bilhn.

local stratum 10
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KIS R IE RGEN 81 1%45 4

log
log i 43 B3 465 B B e Had . e8I BL R Tl
measurements
ZIETNE s TR LA G R, A A measurements.log SCAF
statistics
ZAEESE T RIHA A OAE R, AR Rk statistics.log S
tracking
ZAEICR | RGBS R T, A2 R tracking.log ST A
rtc
IXANETUL S T RS0 SEiT 03 2
refclocks
EAEIEL S R gESH I el &, 4 Ak refclocks.log.
tempcomp

XML SR M A RS AMEIE SR, AR tempecomp.log ST A
log H LR AFAFAE logdir 48 5€ 1) H 5%

log measurements statistics tracking
logdir
852 HESCHAF TN H 3k

logdir /var/log/chrony

makestep

%, chronyd H5 FR4E 75 K8 1T A8 BOINE IR 5, 15 R GLIZ D A 1L A i
Al ZE . FEFERFETEOL N, RGN M RESER TR, FEOZ BN AR
5 il chronyd £ 148 1K T 564 IRE I 25 3t 1

ARG, EIATLER DY chronyd J&5 2h i [A] L 45 5 PR Cal i A ek 25
BRI, AT 58 2 I b SR I A AR Ak

makestep 1000 10

maxchange

ZIR BT E R NI WM, WA E R TR ERIRIE, chronyd K2l
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FFHIBH, HH B RIEZ syslog

maxchange 1000 1 2

BB S, chronyd # ot B & — AN Bl m e 2R, o 2
2 UK T IBAE W w2 A 1E

maxupdateskew

chronyd FI4E: 55 2 — R ZEAHN T FLUE I & TH AL EI N #ha AT PR eig i
% . maxupdateskew ZHUR M E A THE 2 S A SERBE, FYEIE T, BIMER
1000ppm, iAKW

maxupdateskew skew-in-ppm

noclientlog

XA ASE, B AL log HE

reselectdist

2 chronyd EF [R5 AT FH AR RVE, €4 53 B 0 N RIB BRE . SR TN T
T G A B ) T B R VR AR R PR B B, — AN P BE S A . BRIAE LR,
PR 252 100 fFb.

SN

reselectdist dist-in-seconds

stratumweight

stratumweight 54 1% & 24 chronyd M AT IR FIE R FIP IR, SN2 RAZT
Iz EREIEE . BIAMER T, CentOS ¥ & A 0, il chronyd fEEFEIE
I 2GR JZ 2

AT

stratumweight dist-in-seconds

BRAEDL T, dist-in-seconds A 1 )
rtcfile
rcfile $525€ LT —NSCAFAHR, &30, chronyd 7] DAORAEERER R G211 58
B I HERRPE(RTC) S 8. EvA RIS 2!
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rtcfile /var/lib/chrony/rtc

rtcsync

rtesync $5 24 8 H— MR, Bz, RGN G 11 40 Bh 23 DL
FSEIF P (RTCO.,

chronyc #1224t

F1 Network Time Protocol (NTP)AHLEL, PTP & & B ML A2 1 S0 F, A
FEYFZ 1) network interface controllers (NIC)F network switches. %k i 1 i
() [ 25 (R A 1

6.4.3. ¥ chrony
6.4.3.1. %% chrony
5 H root F 7 & 5%

~]# yum install chrony

2RI K chrony A2 67 B Jusr/sbin/chronyd . fiy 44T 44 22 3% 7¢ Jusr/bin/chronyc..

6.4.3.2. fa & chronyd K7

~]$ systemctl status chronyd

6.4.3.3. J5 3 chronyd
Ja 5l

~]# systemctl start chronyd

BCEITHLE F 3)

~]# systemctl enable chronyd

6.4.3.4. XM chronyd
K H]
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~]# systemctl stop chronyd

BOHITHLE 5 3

~]# systemctl disable chronyd

6.4.3.5. fa 7% chrony &5 [F]2D
N TR chrony s2 & [E25, f# tracking, sources A sourcestats 4> .

K7 chrony Tracking
i/ INN

~]$ chronyc tracking

RN

Reference ID

k555 A k. B2 127.127.1.1, FomizitENLE A BN IR EAT ]
W, SEIEAEAEFH local B HRAE .

Stratum

WA R E G

Ref time

B Je — R JR) A JE W ) UTC I [a]

System time

RG]

Last offset

e — IR TG B A% &

RMS offset

T A% &

Frequency

W chronyd A BATMES, RGN HEFEER, Fli: lppm 2EE R
SiifiE) 1 AP, TTHESERRRF A2 1.000001 #5.

Residual freq

B T R R AR AR
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Skew

frequency HIfhiTHiRZE

Root delay

X X4 8 4 SR B e 2% [E) 5 1 S () stratum-1 HHEAL AT, 7Rt
W FTEOL T, RAE AT DUA A .

& 7% chrony K5
T

~]$ chronyc sources

M
TRV, ARIR— MRS, =Ron— peer, #RRAMIERES%
i
S

FORBHPRAE . *FoRIEEFD, +RRCER, RN O, ? RoRiEE
CFE R “x"HRIR— A8 chronyd WA\ h 2 falseticker(5 K 22 £ A Sk Y8 o B[R] 2
A=), “~FoR—ANURII EP A R 2 AR

Name/IP address

JEET 1P Hihk 544 B

Stratum

BRE, B 1RENN T ARSEN S, 52 1 F2RiEEHEE 2,
H5E 2 FBHHENAERE 3, LA,

Poll

TRV polled IR, FIWE N 6 HIEHEK, iR /R&E 64s FEAT — & .

Reach

BoniR e — MBIIREII T . —BORAE U BR 2 TH] . FEE mhd By BoR
a5 N LR B LA . 10 4F B R s A X AN

LastRx

BoRiRE — MENIE R T . —BORAE U B 2 18] . FEEmhd By BOR
3 NI LR B LA . 10 4 B R R BT IEX AN A .

Last sample
B 1) S 7 A I b 5 i ) 000 U ) ) D 8
K25 chrony KI5 45 it
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sourcestats -4 3 71 24 B AR A YR IOV AL 8 S A A = ROME S . -v S8EE
hite e, BRELTTEKR. EXMBNT, M7 ERA— DRI,

~]$ chronyc sourcestats

Name/IP address

NTP Jik 55 # B3 ik

NP

XA FEA S AR H AT R S5 d DR B o VA 1 30 R R I O A Al i I T
BEAT 2R

NR

X RIZAT I residuals FAAHH A [1HRF5 (14 .

Span

IX A i vl 2 AT B BT IR A 22 TR] FR B T TBD By o 40 SR s B s RE, TSR
INRAEJ LA BR A o AEIX AT H [E] B A2 46 738t .

Frequency

T IRAR AR, EIXFELN, THEALRE Bl 1/10° X T RS54
K

Freq Skew

it iR 22 AR

Offset

Tt A% &

Std Dev

KRG REA bR HEZ

6.4.3.6. T-3hii%E RGN B
R
~]# chronyc
chrony> password commandkey-password
200 OK

chrony> makestep
200 OK
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6.4.4. ANFEHIFHRIRE chrony
6.4.4.1. —MRDIEEZK RS A chrony

XA T T £ 4048 dial-on-demand 34 . 1E % BTG B N 2 2 50 A0 R
U B IR T 2 452 . 15 5, B e AlAf A Jete/chrony. BRI\ ¥ & B0 B 220 F DA R JU A

driftfile /var/lib/chrony/drift
commandkey 1
keyfile /etc/chrony.keys

command key 1D & 7 ¢ FE I i A2 B, N 4T & commandkey {H , /etc/chrony.keys.
I NTP AR 55 28

server 0.pool.ntp.org offline
server 1.pool.ntp.org offline
server 2.pool.ntp.org offline

server 3.pool.ntp.org offline

6.4.4.2. N—/ NI ML RS E chrony
FE— > IRASFI MBS P 28 3R AT 4 ML Y R 2% o, W] DL 6 — S THELLAE
NI AL, S FAUE A AL .
7t master F#HL F, Zw4E/etc/chrony.conf
driftfile /var/lib/chrony/drift
commandkey 1
keyfile /etc/chrony.keys
initstepslew 10 clientl client3 client6
local stratum 8

manual
allow 192.0.2.0

192.0.2.0 2 7T BLAC Vi34 ) -1 4 ik
% Pumblas b, gmiE/etc/chrony.conf

server master
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driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys
commandkey 24

local stratum 10

initstepslew 20 master

allow 192.0.2.123

192.0.2.123 & master E AL AL

6.4.5. ¥ chronyc
6.4.5.1. ¥ chronyc f%i chronyd
HEN chronyc 138 H 5L 1

~]# chronyc -a

chronyc 2 LA root A AT o -a eI AT F A H keys H 28 5%
chronyc iy 447 Jt i

chronyc>

&R LME A help BoR AT 4
] DA AR AL B S 34T AN

chronyc command

6.4.5.2. f#i[H] chronyc #FATim e #
B & chrony R chronyd, #30F:

~]$ chronyc -h hostname

$5 3 i 1
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~]$ chronyc -h hostname -p port

port +2& FH Sk 42 1) A1 W #28 #2 chronyd
5k 2 AU N D

chronyc> password password

200 OK

R NIRRT
BN R/ A MDS W, 1375 A5 51 authhash iy 75

chronyc> authhash SHA1

chronyc> password
HEX:A6CFC50C9C93AB6ESA19754C246242FC5471BCDF

200 OK

6.5. BCE NTP{#H NTPD

6.5.1. NTP /*&
NTP & /X 48 I ] B (Network Time Protocol), ‘&2 F K A5 /& th %Nt
SRERLFRT BN TR R PR 8L
6.5.2. NTP 4 E
NTP 73241~
Stratum O:
JRTE ARG 5T HE L& 1 GPS
» GPS (Global Positioning System)
Mobile Phone Systems
» Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40 and JJY-60
(Japan), DCF77 (Germany), and MSF (United Kingdom)
IXEE 5 0] DU - &40, AW RS-232 B RGu/E N— 14
2 Bt 1UYE A RIS 1) R 55 %

A\

Stratum 1:
FLA B N T JC 2R 8. GPS B 8Bl 5+
Stratum 2:
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M Stratum 1 5200, VRN BERZ RS 3%

Stratum 3:

M Stratum 2 5200, VRN BERZ RS 3%

Stratum n+1:

M Stratum n 520, VRN BERZ RS #%

Stratum 15:

M Stratum 14 2L, AR D9 SRR B 55 48
6.5.3. ZHME NTP

R RELBE v 0 IR 55 AR B R GUAE FH Y NTP IlRAS, 7E RFC 1305 Network Time
Protocol (Version 3) Specification, Implementation and Analysis #1 RFC 5905
Network Time Protocol Version 4: Protocol A Algorithms Specification & FE4H##iA

6.5.4. M drift XX4F

drift SCAFICSRRAFE RGN AR 5 UTC I S 2 11 w7 5 o
6.5.5. UTC, TIMEZONES # DST

NTP 5€4=7E UTC (Universal Time, Coordinated) ', Timezones 1 DST (Daylight
Saving Time)# A3 22 48 W FH . Jetc/localtime F&/usr/share/zoneinfo Ft#% D1 a4k 12 .
RTC Al RETEA ML (A 535 UTC 1, fE/etc/adjtime 28 —AT48 5 . XA SR LA
18 RTC B4t E . H P v LMRIT S System Clock Uses UTC f£ Date and
Time EJEHECE S0 T EC & 1.
6.5.6. NTP SR iFiE T

FERTNLS, Tl L@ &% NTP Ak T Xy o 224 A LA NTP U5
I, TR KRS, fEfete/ntp.conf U, A 3 MALIE. BRIIAH A
U5, ntpd K2 2SR o AR S I RS 75 22, AT LA BT 8 BN T IS B SenE

BRONI A RN T 2 7 BEIOUE I o B A0 A v 50 P B iy B i, AT DAAE
disable auth 7£ ntp.conf SZ
6.5.7. FERBFIHLA B ERm H

REUHLASREAS F ELSE Y hardware clock - HEEFHLIN A A Fa g . 78 4RI i
T = R 55 s BRAE R G, kvm BRIAEH kvm-clock.
6.5.8. HFEEHD

FEAD, RFR N ORER A S B T S I %, i PR v B R — e AR
CEIREAE T (AT REAEZEAR) X B thh Sy 34 ssoek /b 1 PR % . i T Bk F
A SR AR IS M (R ZE W BEE SR R, i AR (RARD
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FE 7 2 (A FE 22 i $1020.9 RO, mhimtt SEmf mprdk LB (EB, RE—0
By 59 B Bl SR LR CGEER, &E—28N 61 ) EHB—BImEA
FERBEATINAK,
6.5.9. Hf# ntpd BB X

SR RERE ntpd 7E RSt 2 ECE IRz EUEC B S fete/ntp.conf,  f& AT DU
N A B AR E S

~]$ less /etc/ntp.conf

T BRI T B 0
The driftfile entry
drift SCAFRR AT

driftfile /var/lib/ntp/drift

The access control entries

L AT B¢ BRIV i) 2] BR 1)

restrict default nomodify notrap nopeer noquery

nomodify ZEI: FH 1 E o B S

notrap &1 B 1k ntpde #5513 2 PG

nopeer JET: By 1l peer B4 I EK

noquery 3£ B 1k ntpg AT ntpde 2, (5 VA B A] 2 i)

A I fige & e AR AN R B 75 22 127.0.0.0/8 bk B . BRI restrict 47 FH LR A AE
RN

# the administrative functions.
restrict 127.0.0.1

restrict ::1

UG T B — NN R, T AR s it
FHEA TR A RVFI, ONERIAY restrict. O T i T8, Flan, 5t
Y 192.0.2.0/24 X 2% 347 i) 18] f) 2 1
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restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer

mR R B RTFRE—6ENL, #un 192.0.2.250/32

restrict 192.0.2.250

SR BE a5 mask, 255.255.255.255 ¥ 24 45 &
The public servers entr
BRI, ntp.conf Bt B SR 5 IS 2 3R R 55 45

server 0.rhel.pool.ntp.org iburst
server 1.rhel.pool.ntp.org iburst
server 2.rhel.pool.ntp.org iburst
server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry
BRIANET, ntp.conf (5 TR Z AR R I+, IXELARIR RARRE b2 H IR
B

6.5.10. ##& ntpd ¥ sysconfig X4

XA ARG AE ntpd J5 BIIR S HIAEACBAIA FRIRHR EE . BN A BT

# Command line options for ntpd
OPTIONS="-g"

-g IETAT LA ntpd Z20% 1000s I fmAL s R,  Sial 5] 20 i [a] B #2 &K
T 1000s, {HAZAANLE RS R BSHHIHE . 245 TR AN E A%, ntpd EWZ E
J< T 1000s i E BhiB .

6.5.11. 251k chrony
LI

~]# systemctl stop chronyd
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HUYH chrony FFHL)E sl

~]# systemctl disable chronyd

BEIRE

~]$ systemctl status chronyd

6.5.12. M EX NTP sFHHER B R
AT

~]# yum install ntp

6.5.13. ntpd K&

~]# yum install ntp

E ntpd JTHHLE SN

~]# systemctl enable ntpd

6.5.14. B2 ntp KPIRZS
2 ntpd J2& 15847

~]$ systemctl status ntpd

AREL ntpd KRR

~]$ ntpstat

6.5.15. FCE B k3% L 1F ntp BEEA
ntp /i F UDP 41, 0 123 . WZHEAENS R VFEI By kb,
for 25 97 K B I fige S0V ntp A% 4, 4388 H R 51 Firewall Configuration T .
Ja 3l firewall-config, i Super ##iEXN, FiA firewall 3F H %A 448, Bk
WECE DT SN P .

% 156 X / JW283%



e TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

T ATHEN
~]# firewall-config

TR ER—REL . XFEH firewall-config T E 33 ] /7 25 [6] S5 4
A2 firewalld.

6.5.15.1. &4 firewall it &
T BERSLLRC B AR, HifR TR H Configuration s& 13 B 4 Runtime. 5%
B E SHE N — IR B AR, AE T g ik % Permanent
6.5.15.2. 4] FFBJj K $iki i I
FTFF firewall-config T. B, e#EM2s, o IAR%, i Wi #4l. Port
and Protocol & T, H A1 123, Fh @ik udp

6.5.16. it B ntpdate ik 552%
ntpdate IR 55 /& R 1 BB I [ LE R G0 R S A%
¥ 2 ntpdate R 55 & 51247

~]$ systemctl status ntpdate
wEITHLE 3N

~]# systemctl enable ntpdate
TEER VAT REL R 1= e 55 A R AE R R 5, BRIl Jete/ntp/step-tickers SCAFEL &
0.rhel.pool.ntp.org. ¥sNANSME ntpdate A4S #%, 4’ /etc/ntp/step-tickers. A5 #%
HIECE A EER, KON ntpdate J2 A1 HIX AR — KIS (a5 B . R —
AR RIS TR IR 55 2%, 7R 28— AT N IZ RSS2 bk o 7E 58 —ATR & IR 55
o

6.5.17. BEc & ntp

BECERIA ntp RS ASICE, YwiE/etc/ntp.conf SCHE. 1% ntpd — i
6.5.17.1.FiL & NTP 45 v 1) 45l

Ym%E ntp.conf, fdH restrict A7 4>

# Hosts on local network are less restricted.
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# restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict {i F§

restrict option

option: FJLLZ—AMFIZAS
> ignore——PT A I HE E00K 4 208 B34 ntpg A1 ntpdc 2]

> kod—ﬂ/l\“Kiss-o'-death”@ﬁii DAY AN 0 L) A 1)

> limited——Un R HHR Gt e 7R R A, AR SE R . ntpg A ntpde #
HANZ 5

> lowpriotrap——fiX I Se 22 UL T T AL 1€ H P B

> nomodify——fH IFE it &

> noquery——PBH IE ntpg F1 ntpde 21, ARG A2

> nopeer——H 1l peer BT Ak

> B, ELTE A

> notrap——7 1E ntpdc % i 4 B B B

> notrust—TE?@/xﬁM = R L AT A € )

> HJCHEZ NTP UDP port123

> version——FEZ4ANTLIE 41T NTP hieAs 508

NTAFR A AW, BoE ARG, restrict ol LMEA limited £, %
U ntpd AR KoD #dE €1, restrict 24254# A limited 1 kod %79
ntpg A1 ntpde ) AT H T EUK B, ANEF R noquery 1ET

6.5.17.2. Fit B iE R NTP AR 55 25 0 33 2 PR 1
75 restrict Jn_b limited &I, GRS HERAABGERISE, v DUE
discard 7% »

Cig i/ Y
discard [average value] [minimum value] [monitor value]

> averag H € SOV B/ B B s )RR, B — NS4 log2 .
BRIMEAE 3 (2 =X, 4T 8)

6 5E RV AR AR EE, T log2 Fbe 8252 — NS4 BRME

> minimum
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212 —IkT, AT 28)
> monitor—8BE IR AR EFEMER, — B RrRR LB RRE . Bl
B4 3000 # o IXANEIE FH Tk 55 2% B AP 3545 1000 B 8HE 23 5k
discard iy 2 %11

discard average 4

discard average 4 minimum 2

6.5.17.3. %11 peer Hidik
£ ntp.conf At B LA N peer 4

peer address

address f&—-> ip HuhibEl DNS RJR I 2 F5%. address W2 7 [ — = 1 &
. Peers WAUHA 2/ —"ASF BB A1 .

6.5.17.4. 7N INAR 55 75 Mtk
ISI— RS A bbb, %R SS A a2Is AT NTP IR HALE R = )% . 7E ntp.conf
A, A# ] server #r 4

server address

address A& FJ I 1P kit 5% DNS R 511 4 5K
6.5.17.5. W8N —ANT HR B 2 6 IR 55 45 Hh ik

ININ—AT R FR Rk b, R Ui, | B B NTP G EA k.
1E ntp.conf {491, {4 A broadcast

T

broadcast address

6.5.17.6. s i1—> Manycast %/ Hidik
7R IN manycast & Pk, 76 ntp.conf SO, RN manycastclient 64
AT

manycastclient address
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Za I E RGN NTP 2 i Z48 AT LARIIN % 7 S A1 55 4% i o

6.5.17.7. %3l Broadcast &/ sty i ik
AN broadcast % bk, fE ntp.conf U4, ¥ broadcastclient 4.
LS

broadcastclient

Za I E RGN NTP 2 i Z48 AT LARIIN % 7 S A1 55 4% i o

6.5.17.8. %8 in—> Manycast Iz 5% 2% b i
R0 manycast k55 2 Hdk, 7€ ntp.conf SCEH, RN manycastserver 4
s

manycastserver address

i STLE RGER— - NTP IR 528, R 40T WAL o P SR 25 25

6.5.17.9. 7 I—A™ Multicast il 55 %% Hu -
75N multicast AR 2528 Huhik, #E ntp.conf 344, ¥0 multicastclient iy 4>
M

multicastclient address

A SRR RGN NTP JRS88 . R G00T WAL o 5 R 25 3

6.5.17.10. fic & Burst £

AEFAIE NTP RSS2 — e FHZE T, 1ZIE0UE 776 3 42U
FFEFP .

TE R 55 2% iy 4 45 RN N4

burst
6.5.17.11. B & iburst &I

TE IR 55 2% i 2 G5 R IZ A% 19

iburst
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6.5.17.12. i key Bt & Symmetric Authentication
TEMR S 438 peer 72 Ja, USINZIE T

key number

number J&— 1 ¥ 65534 KA. 1%k A DLAE S & R A message
authentication code (MAC). 1%L i1 peer,server,broadcast, 1 manycastclient #7 4
(EE

letc/ntp.conf, &%=

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30

6.5.17.13. B E Poll Interval
E BRI poll interval, 7EJR 55 2% 81 peer #r 2 J5, WS IHiZi T

minpoll value and maxpoll value

6.5.17.14. & R4 2 e
FaE — RS RIS %%, 1E server T peer iy 4 JG A %1% T

prefer

6.5.17.15. N NTP # a0 & Time-to-Live
1E server BY, peer i 2> J5 Us 1% 126 i

ttl value

6.5.17.16. [FCE NTP {4 F A
1E server BY, peer iy 2> & s 11345

version value
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6.5.18. Fc B AR AR 8P T
fic B AR GE R 5 A 4 (RTC), fE/etc/sysconfig/ntpdate 7 LA N 1% I

SYNC_HWCLOCK=yes

LRI

~]# hweclock --systohc

6.5.19. At B hIR
TE RSG5 H AT FH g

~]$ cd /sys/devices/system/clocksource/clocksource0/
$ cat available_clocksource
$ cat current_clocksource

78 5 BN BR IR, E N IY) GRUB BL¥S N clocksource, il

~]# grubby --args=clocksource=tsc --update-kernel=DEFAULT

6.6. ¥ ptp4l BicE PTP

6.6.1. PTP /44

Precision Time Protocol (PTP) & F T~ P £ Hr sy e [5] 25 B Ppis o A5 FH s &5 5 i
PECHE, BLLG@EM NTP B, PTP (SRR R N W AZ AT P 5 1] o ARV i
BB AR 55 A BRAE R G linux I AZSCRF PTP I %P linuxptp A2 Z P B9 SETH

XA linuxptp £3655 ptpdl A1 phe2sys I 4 [A I H o ptpdl F27 528 T PTP
GBI I e o AR VR, S T PTP BRI P 5 e FE, 5K
PR, EHT RGNS R EZD . phe2sys #2277 R 7 S R #, 5
RGN B A5 B PTP A IR 2 25 43 11 R (NIC) o

6.6.1.1. PTP ML/

Al Network Time Protocol (NTP)AHEL, PTP & 3= BRI A2 1S K, A
FEF 2 11 network interface controllers (NIC)F1 network switches. i K FIH& & 1 i
[F) [ 232 R 12k
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6.6.2. f£MH PTP
TR PP, P 24 R 3h  230 H A REA I FTE

6.6.2.1. KX IR B AT S Fr
1 F ethtool iy &5 1)

~]# ethtool -T eth3

eth3 JE AR K A 182 1

W SCRFRRIN AR, 2 2 DL 240

> SOF_TIMESTAMPING_SOFTWARE

> SOF_TIMESTAMPING_TX_SOFTWARE

> SOF_TIMESTAMPING_RX_SOFTWARE
R SCRERE LRI TR, it & LR 224K

> SOF_TIMESTAMPING RAW_HARDWARE

SOF_TIMESTAMPING_TX_HARDWARE

> SOF_TIMESTAMPING_RX_HARDWARE

A\

6.6.2.2. %% PTP
~]# yum install linuxptp

X ¥ 42235 ptpdl A1 phe2sys.

6.6.2.3. Ji 3l ptp4l

ptpdl 7] LU dr AT ECEE AIRSS H BN 24 ptpdl /EA— ARSI, W EALE
letc/sysconfig/ptpdl 48 & & T . A E ZAE ARG B v AT R 3, WAL
letc/ptpal.conf 5 E ik /etc/sysconfig/ptpdl SCI4H£L 7 -fletc/ptpdl.conf 17, X ik
ptp4l zE fetc/ptp4l.conf ST,

YE RS 5 8 ptpal

~]# systemctl start ptp4l
fiFH ar 2 ATI81T ptp4l
~]# ptp4l -i eth3 -m

EHEE R
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ptp41[81921.804]: selected /dev/ptp0 as PTP clock

ptp41[81921.805]: driver changed our HWTSTAMP options

ptp41[81921.806]: tx_type 1 notl

ptp41[81921.806]: rx_filter 1 not 12

ptp41[81921.806]: port 1: INITIALIZING to LISTENING on
INIT_COMPLETE

ptp41[81921.806]: port 0: INITIALIZING to LISTENING on
INIT_COMPLETE

ptp41[81929.604]: port 1: LISTENING to MASTER on
ANNOUNCE_RECEIPT_TIMEOUT_EXPIRES

103K ptpdl H &

BRAANTEIL N, H &S0 2 &i% Bl ivar/log/messages. -m $EIRFT T H & B bR
W, AETS N debugging FRALE R,

FTTFRRI A0, - &I, ERWT

~1# ptp4l -i eth3 -m -S

BN LEIR W AL

A 2 MR AER I AL, Be8% @A [F e T A T IR

P

-P 4% peer-to-peer(P2P) ZEIE &ML

P2P Bl ik, A X L Sh AR AT, T e bb F A L) SE YR A
T EIR .

-E

-E 4% end-to-end(E2E) 1E IR EHLH . 1X A& BRI LT

E2E il A2 request-response FEiR ML

-A

-A FTHFREIR ML ) B Bk 4%

H Bk T2 ptpdl /) E2E A3 WA 2, W RLSUK P2P i,

6.6.3. MEZANEOMA PTP
FEAS RN 25 1 22 452 LT PTP, A5 b 22008 I I AR e RS O P B 20
sysctl 201X WAZ AT IS o X IETEIZ AT I RS, 7] LM Ar 4780
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FE & B /ete/sysctl.conf A4
B loose B3, &R

~]# sysctl -w net.ipv4.conf.default.rp_filter=2
sysctl -w net.ipv4.conf.all.rp_filter=2

N TR DB U R B AR e KA, 48 net.ipv4.interface.rp_filter
247, N, eml M40

~]# sysctl -w net.ipv4.conf.eml.rp_filter=2

N T BB B K A R, & dk/ete/sysctl.conf ST Bl N T IS A
IR, & /ete/sysctl.conf, 1R Fow

net.ipv4.conf.all.rp_filter=2
INFFEB SR — IR R, R s

net.ipv4.conf.interface.rp_filter=2

6.6.4. #EE—MEEH
BAAABONIECE S, e 2RI AT I R T R, A -f BT

~1# ptp4l - /etc/ptp4l.conf
—ACE NS, AT eth3 -m -S IET, 41 F R

~]# cat /etc/ptp4l.conf

6.6.5. fF PTP &FHE Pk
PTP I HER P, pme 7] DL SRIKELAA ptpdl 15 B .

~J# pmc -u -b 0 'GET CURRENT_DATA_SET'

~]# pmc -u -b 0 'GET TIME_STATUS_NP'

B"E pme a4

~]# pmc --help
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6.6.6. [FIH &P
phc2sys T2 7 F Kok R Gii 8] [H) 25 2] PTP #Y hardware clock (PHC). phc2sys
JIk 45 Wi B S fete/sysconfig/phe2sys.  ERIAEC B 1R

OPTIONS="-a -r"

-a IETH A3 phe2sys AEHE [EIXDok B ptpdl N IR 8h . EXEEREE PTP i LR
WA, AR EE N R AR TR ) R I B, RGN Bl Ak FE, BRaE
- AR E o AR EARLE RGN PO —NIE, FRE-r I K.

f&&/etc/sysconfigiphc2sys &, o phc2sys k55

~]# systemctl restart phc2sys
IEEREOUR, i systemetl ir 2K a3, 15 1A phe2sys A% .
RIS AR F R4S )5 30 phe2sys, &0 LLUE I i 21T K IE 30
~]# phc2sys -a -r
-a LTSS phe2sys Befi [0k H ptpdl A B, a0 AL R Gem gh
FN— AN, HRE -r I K
s F-s e T[] 25 RGeS 22 5 5 1) PTP B4R &b, {514
~J# phc2sys -s eth3 -w

-W B IS RFIZ AT (1 ptpdl B A5 PTP WP, K5 TAI & UTC fmfe =
EHEEN T, PTP #/ELE nternational Atomic Time(TAI), ZRGi R {-FFAE
Coordinated Universal Time(UTC). 47l TAI 1 UTC [1{w#% & /& 35s. “4[HF 1
N BB B g, s B g T e, XN EEELUE S R AE IR M-w LT
AR, ALV -O s Wk AT % & 1 i B
~J# phc2sys -s eth3 -O -35

4 phc2sys servo AL T ORI, B EASE, BrAE-S iR i A .
X WRA phe2sys 27 L AUE ptpdl REFF LA PTP BEAEIN S R0 5 R 3l . 43
-w kT, phe2sys AHTE ptpdl JG R 30, BINE %R, B ptpdl &M
phc2sys A LI AR 5 50

~]# systemctl start phc2sys
Y PURSS AT B, AT LR I fete/sysconfig/phc2sys SCAFR 52
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6.6.7. HERTB][E]
2 PTP W 8] [F)0 AR I s, #7025 DA S RV B = 4T Ep
ptp4l A1 phe2sys. iX%e{E B 7] LLfE /var/log/messages SCAF & o

ptp4l1[352.359]: selected /dev/ptp0 as PTP clock
ptp4l[352.361]: port 1: INITIALIZING to LISTENING on INITIALIZE
ptp4l[352.361]: port O: INITIALIZING to LISTENING on INITIALIZE

phc2sys i Hi 11+

phc2sys[526.527]: Waiting for ptp4l...
phc2sys[527.528]: Waiting for ptp4l...
phc2sys[528.528]: phc offset 55341 s0 freq +0 delay
2729
phc2sys[529.528]: phc offset 54658 s1 freq -37690 delay 2725

ptpdl H— M4 summary_interval, B LA/, BROIAMESR T, B—f2
FIEI— 2645 5o i LME AR 1024s 4T Bl — X, {E/etc/ptpdl.conf SCAFA ML R A7

summary_interval 10
— ptpdl Hi tH 451, {3 FH summary_interval 6

ptp4l: [615.253] selected /dev/ptp0 as PTP clock
ptp4l: [615.255] port 1: INITIALIZING to LISTENING on INITIALIZE

90 M phe2sys frgar ey, AT DA -u 2300
~]# phc2sys -u summary-updates
summary-updates & i £ B E, Bl

~]# phc2sys -s eth3 -w -m -u 60

6.6.8. i NTP k% PTP BA]
ntpd <57 FERE AT DLAC B N R Geb (0] 43 R TR], R Geh )& 1 ptpdl AT phc2sys
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fEH LOCAI I [a) X zhit AT AP . Oy 7B IE ntod 1% R ST 8, ntp.conf ST 24
IRANREWSFR TEARAT NTP 5545 LAl 1

~]# cat /etc/ntp.conf
server  127.127.1.0
fudge 127.127.1.0 stratum O

6.6.9. {#/H PTP RS NTP B [d]
NTP £ PTP A 2 AT REMT. 24 ntpd & H K [EE RGEN TR, ptpdl 7 LA
priorityl AL A grandmaster BF8h, JEIE PTP R GER 80k 43 B (8]

~]# cat /etc/ptp4l.conf
[global]

priorityl 127

[eth3]

# ptp4l -f /etc/ptp4l.conf

i AR AR (R) 8K, 75 2248 H phe2sys K [FI2D PTP RELER 2 KRG 4. RN
phc2sys & —AMRSs, gwi/etc/sysconfig/iphe2sys S04, BRINAIECE 40 T

OPTIONS="-a -r"
1 root HI ™, %

~]J# vi letc/sysconfig/phc2sys
OPTIONS="-a -r -r"

FEIX L, -r TS E 2 R, fOiF PTP MR AR 4 A 2R Ge i b i3k AT [R) 25
#H J5 phc2sys

~]# systemctl restart phc2sys

B 1k PTP BB g 1484k, n] Ld IS W B 5 /NE P (proportional) F1 1
(integral)

~]# phc2sys -a -r -r -P 0.01 -1 0.0001

6.6.10. 8/ timemaster [E]F PTP 8¢ NTP B /a]
A LUE H timemaster F2 571k 2 Ge A 1) R 0] B B ()95 3047 R 20 . PTP B[] /&
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i phc2sys 1 ptpdl $#24%, &L f# A shared memory driver. NTP P i FERENS LL
BTA BRI AR AT A 2D

JA BN, timemaster i —MECE UM, ZBCE U1 E NTP A1 PTP
I TR, A AL (X 2% 42 1A B e =1 PTP A I 4, A2 f ptp4l #1 chronyd
oY ntpd fic & SCPF, 530 ptpdl, phc2sys £ phc2sys B ntpd.

6.6.10.1. 1/ N—"MR %% )8 35 timemaster
% F root FH F

~]# systemctl start timemaster

JAF, 2> HL fetc/timemaster.conf it B SCAF

6.6.10.2. FiLfi# timemaster fiC & SC1F
BRI\ BOEC B SR AT

~]$ less /etc/timemaster.conf

# Configuration file for timemaster
#[ntp_server ntp-server.local]
#minpoll 4

#maxpoll 4

#[ptp_domain 0]

#interfaces ethO

[timemaster]

ntp_program chronyd

[chrony.conf]
include /etc/chrony.conf

[ntp.conf]
includefile /etc/ntp.conf
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[ptp4l.conf]

[chronyd]
path /usr/sbin/chronyd
options -u chrony

[ntpd]
path /usr/shin/ntpd
options -u ntp:ntp -g

[phc2sys]
path /usr/shin/phc2sys

[ptp4l]
path /usr/sbin/ptp4l

ER B4R
[ntp_server address]

XA NTP RS 8% X317, ntp-server.local & — >4 LAN f¥) NTP
554 o
ERBF S mAn T

[ptp_domain number]

PTP domain s —4 PTP I 4f, EATREWE A B[R . EATA] LLEE A AT LA
He it 47 [0  $HA A0 R 57 41 A — M. IX B HE—AN PTP 1 grandmaster
(N EE S

E=E N S TN

[timemaster]

BRIAH timemaster FCE SCAFELE T ntpd A1 chrony EEE (/etc/ntp conf =¥
letc/chronyd.conf), N [ BefH0 & 17 Il R BC EAVGE S H . X RE 45
SE ) NTP JIR 4528 E0% A1 timemaster — 24l £ A
6.6.10.3.7iC & timemaster 327

sef). YREE timemaster AR B SO
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1) 4T JF/letc/timemaster.conf it & 0.
2) XFFRE—A NTP k5528, EAEIESI{E A timemaster, 1% [ntp_server address]
TB.
3) UNINEAEI S IR, gwiE#[ptp_domain O] B s in -, B+ T -
[ptp_domain 0]
interfaces ethO

[ptp_domain 1]

interfaces ethl

4) B EAEH ntpd 7E 8 NTP 7432 , 78 [timemaster] 7 B AZ LB A 1 entry,
chronyd &4 ntpd.

5) i chronyd {28 NTP ilk%54%, 7E[chrony.conf]== Btis ISk )ik 1
ZEERIN K include /etc/chrony.confentry .

6) fERU{EH ntpd A NTP 45 2%, 7£[chrony.conf] 7 B8 INAAM LT, 5Bk
PANH include /etc/ntp.confentry .

7) AE[ptpdl.confl 7B, WSIMEATIE 245 D13 ptpdl A= 5 Be B SO )ik I

8) fE[chronyd] 7B, WIAEMI 4447, 4% timemaster 17 ir] I % i & 75 EEAL 16

2 chronyd.
9) {fE[ntpd] 7B, WHUEATAT AT, 4% timemaster 7 in] i i% iy & 75 EAL &
ntpd.

10) fE[phc2sys]FB, WIATATar 44T, 44k timemaster 15 [al i 1%y & 75 224418
% phc2sys.

11) 7E[ptpal|FB, IIMEM 44T, 4% timemaster 15 [ 1%y 4 7 BAEH 2
ptp4l.

12) fRAFHCE SO, HJF timemaster.

~]# systemctl restart timemaster

6.6.11. 3R R

ptp4l F1 phc2sys I H fe Be & 8 H ¥ ¥ adaptive servo. Xf3- Pl servo K
U, ERMRALETATERE P R E . £ ptpdl H{EH, 7FEAE
letc/ptp4l.conf Ao B A MEL AT
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clock_servo linreg

5 ptpdl s
~]# systemctl restart ptp4l

7 phe2sys H# F, 75 B AE fetc/sysconfig/phc2sys fit B SCAF RN LA R 47
-E linreg

# J3 phe2sys 55

~]# systemctl restart phc2sys
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B-LE W E3ME

71. RGiRET R

HERERR I, ERWERRN RS E BN EREE, 2, BN%
B QTR H 2 N N AE e TR S A], ARy X7 %, DL ROEAEIs {7
RS BAESE AT K Ut B fer 4 B LA fi BR RS ok A FR ARV JEBLIBE Il 25 2 452
RATRREZXEGEE.

71.1. BERGHE
7.1.1.1. M ps &

Ps i & Won RAIBITHENE B EE M EETIR, 53R B2
HIEEPAT A I RGUSAT R I — AR R a0 R AR R 2 BB SC N AR 81 R
TR EATH top S M RGN

R A E RGP PTA#EFE, 7] CALE shell AT 54

ps ax

XTI IR, psax i@ & W3R PID, BEREAKHE &b, it
PR, BERE ST CPU I IH], AT AT SCAF 44 5 ol

~]%$ ps ax

AR SRR AL, TS

ps aux

%7 ps ax mr 2 HRHEHIE AL, ps aux i WORBERAA E 4T, R
CPU MR A b, PAF 5 N AL R 7R E AU N AF R/ INRAS e B N AF )R
N, BERETFARIEAT IR Ta] o

T LM ps dr&A1 grep e @ AH &R BB LR S EIs T, B, =
HIE Emacs & SAEIZAT, (M R IEX A2

~]$ ps ax | grep emacs

ARV A 2ATIR T e 83, &E ps(l) man Ft.
7.1.1.2. fiiH top fir %

Top fir & Bon RGBT HIFRR I SLIN B3R . b BRI E B A RS HE
BIFIE], 4HT CPU MITNAERIfE I ZR, 1247 R . IR AT LI iR i 5
B R, ] DAgs BERE HR P R AL — AR
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1Z4T top fv4, 7E shell AU T v 4

top

XFFAIHRIEERE, top i St RE ) PID, BERE A H 4 7, HEREIL e
2, BFE NICE 5, HEREMEMEMAL, SRR HRMEA LS, B
L AL, BERERPIRES, R WA AT CPU I 7 bk, BERE (5 A CPU
[ IR BT RTAAT SO 427

N IR top — S FH I EL A 2

FH& 8-1 X H top w4

e i
[Space] RYARIDTIF RPN
[h] N B B
. AICIEHAR . WP 1D DL RERESG IS
=
[n] MU R AR . B ER R ASE
[u] & A HE
[M] N &
[P] % CPU M H & HE T
[a] iBH! top

7.1.13. HH ARG RET A
F PRl DUE R Gl f T B A E &S B M EHRHERE, SRR s 2%
PLERIEIERE . FFER->Fr B R ->RG RS H I, .
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T [ x |

LWEM) BIEE ZEV) BHH)
#ie AE  XHR4

Bi—5%. . TaoHeFHRE: 011, 003, 001

#HiER v K& % CPU  Nice ID WG FRIE 853 %
[#]laccounts-daemon &I 0 0 1378 9.8 M do_sys_poll accounts-daemon.se E¥ °
B acpi_thermal_pm EfTH 0 -20 110 Faff rescuer_thread EES
[E]activation-daemon EfFH ] 0 3984 17.2 I do_sys_poll dbus.service e
[Elagent BT 0 0 3496 6.9 M do_sys_poll session-5.scope =z
[Elagent BT 0 0 2686 6.9 M do_sys_poll session-4.scope h$3
[Elagetty EfTH 0 0 2188 1.1 M do_select serial-getty@ttyAMA F%
0

Bata_sff EGH -20 43 FoJfF rescuer_thread E[3r— g
4 »

& 7-1 32

XA R, Raihixr TRESERERENLTE, W&, #HE NICE 14,
HEFEAE FH N AFAN CPU B ET 4 B, ERR G PID SRR A5 45 M A HERE S8 i
Y. I TR A AT DO HERR B R B B HEAT T U R RS
BINR G s THS BR (g H P i REsR, B g a5 28 T
ANRBEI, ] DA S
> BRI
> BRI
> BE UG R
> EE R
> Ak, AR A TR
> BB RE SR
> 3k HERE G RS HERE

7.12. BENFEHBR

7.1.2.1. ffiH free %

1] free AT LAEH RS WA C LM M NAE, £ shell TNy

L

free

Free fiy & 7] LI AL HE N AF A e 2= (B 1045 B . BT LR R NAF B &, fEH
FINAE RN, ZIRWAE RN, FEERAF RN, buff K /NAT cache B R/INCA K&
B H. BlFuF:

~]$ free
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BRI free LA oo/, anSRAB LI Y B ] UBN-m B350, 4nF

~]$ free -m

7122 HARGHETH
ARG TR SRR 28 UURT LA 2R G 25 R A A7 RN LA H 114
Ko, Rl BHIRAR 2 WA RGN A IS DL

RELNE Ea
BMEM) BE(E) FAHV) BHEH)
#E AR XARK
CPU [
y . —_— N
Il cPur 1.0% Il cPu2 10 Il cPus 123 I cPus 10%
RENZRAHE
¥ 4 Ol
Ef24GB (64.8%), S873.8GB Ef12.7MB (0.8%), 287 1.6GB
REHE
@ EEHER 11.4 KB/# ‘ EERZE 490.0 KB/F
BiHEEKg 5.3 MB SHoEE 387.8 MB
& 7-2 %K

TEWAF AL oy X BT, RS H% T2 R AERIAS 03 IX (1) )77 s 4 FH R
FUADER P ATFAIAE 4053 IX 10 R/ B B AT 26
7.13. BF CPUfEH
7131 fFHRGHE TR

MR AR TSR R4 CPU TSN, 76 CPU BT, R TAR
v CPU [ 7 S A RN CPU 4 Al H 2 (1) B R B R/ Bt & NS R
7.1.3.2. fiiH Isblk x4

Isblk i %A AR R R 400 DME I B & . e L blkid dr 2 3R 5 2 145 &
Ay A Iz H . e M udev EEEUE S, KR root AR AT LA . BoRBRLE
5K T A shell AW Mg 2.

Isblk

R — B B &, Isblk BRI RIR & A, FIRRSS, W& LUH
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bR, WK, WERSE R, WAERE, R&HERBKRAE. FlFur:

~]$ Isblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

|-vdal 252:1 0 500M O part /boot

“-vda2 252:2 0 19.5G 0 part

|-vg_kvm-Iv_root (dm-0) 253:0 0 18G 0 lvm /

-vg_kvm-Iv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
BRA Isblk dir & LA B S5 Fafi t s 4, an SRAESRBCE 2 1B & A5 B -1
28, Bl

~19$ Isblk -1

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

vdal 252:1 0 500M 0 part /boot

vda2 252:2 0 19.5G 0 part

vg_kvm-Iv_root (dm-0) 253:0 0 18G 0 Ilvm /

vg_kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
ARV 2ATIR T a4 53, &F Isblk(8) man T,

7.1.3.3. f#i [ blkid fiy 4
blkid a4 7] LB R ] G &R EE R . B E root AR, KIAE root
P Be{E A Isblk 752, LA root 51 shell i AN £

blkid

I RSB, blkid 2B E R HJEME, il UUID, ST R 4126
B, BhrdE. BT
~]# blkid
/dev/vdal: UUID="7fa9c421-0054-4555-h0ca-h470a97a3d84" TYPE="ext4"
/dev/vda2: UUID="71vY zk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"

TYPE="LVM2_member"
/dev/mapper/vg_kvm-Iv_root: UUID="a07h967c-71a0-4925-ab02-
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aebcad2ae824"

TYPE="ext4"

/dev/mapper/vg_kvm-Iv_swap: UUID="d7ef54ca-9c41-4de4-aclb-
4193b0c1ddb6"

TYPE="swap"

BRI blkid fiv &= Bon A Al AOER BE o IR R R — BBt %, FBAE
e N 7 44«

blkid device_name

i, AR RS /devivdal A5 R, LA root A AL BRHI A i &

~]# bikid /dev/vdal
/devivdal: UUID="7fa9c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"

£ _ET (2 AN -p Al-0 BB TR PAREUE 2 407155 ., dn 2[RI 7 2L root
BLUIR o

blkid -po udev /dev/vdal

B4

~J# bl ki d -po ud ev /d ev/vd al
ID_FS_UUID=7fa9c421-0054-4555-b0ca-b470a97a3d84
ID_FS_UUID_ENC=7fa9c421-0054-4555-b0ca-b470a97a3d84
ID_FS_VERSION=1.0
ID_FS_TYPE=ext4
ID_FS_USAGE-=filesystem

A RAT FH A AT R T e 853, &% blkid(8) man Tt .

7.1.3.4. ffifH findmnt iy 4

findmnt A& R KRG AT HEII SO 248, (£ shell AN 2

findmnt

BAIHESCE RS, findmnt d7 & BoREEda, R, RS
IESPNIEES- S
Bilan.
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~]% findmnt
TARGET SOURCE FSTYPE
OPTIONS
! fdev/mapper/rhel-root

xfs
rw,relatime, seclabel,attr2, inode64, noquota
}-/proc proc proc
rw,nosuid, nodev, noexec, relatime
| /procs/sys/fs/binfmt_misc systemd-1 autofs
rw, relatime, fd=32, pgrp=1, timeout=300,minproto=5, maxproto=5,direct
| —/proc/fs/nfsd sunrpec nfsd
rw, relatime
b=+sys sysfs sysfs
rw,nosuid, nodev, noexec, relatime, seclabel
| }—fsys!kernelfsecurity securityfs securityfs
rw, nosuld, nodev, noexec, relatime
| |-#sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

BRIA findmnt DU RL S5 M H S AF 2R 48, AR SRABSRIBUSE 22 (1) e 245 S s -
ZH, Bl

findmnt -I

(ZLUE

~]$ findmnt -I

fas ] DLIZE 3 R HE PP 2R AL () SO R G, i A -t IR I, SR TS SO R G5,
B4

findmnt —t type

Bln, SEasPra R xfs RS

~]$ find mnt -t xfs

A XA HAr TR 56 8 5138, & findmnt(8) man FHt.

7.1.35. ffH df fir 4
f a2 RGHER A R A FHHRGS , 7E shell A0 R4

df

H— MV CH RS, df S BER RGNS T, K (LK F
FIONEAL), G A S (A4S M F RS, R A8 2 TR) el s /NSO 3 - 45
TR
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~]$ df

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/mapper/vg_kvm-Iv_root 18618236 4357360 13315112 25% /

tmpfs 380376 288 380088 1% /dev/shm

/dev/vdal 495844 77029 393215 17% /boot
BN df A s 7 XK/ (BL K S5 Y B, WA = A sl &, R A e
R AR HE (UL K A8 AP M 758 G 1 o 75 248 H -h 1211,
2 AT PA LA 5 132 7 2 A% 20 s i A s ) K /)
Bian:

~]$ df -h

Filesystem Size Used Avail Use% Mounted on

/dev/mapper/vg_kvm-Iv_root 18G 4.2G 13G 25% /

tmpfs 372M 288K 372M 1% /dev/shm

/dev/vdal 485M 76M 384M 17% /boot
A RA] A AT R e B HIER, &F df(1) man Tt
7.1.36. fH du v

du &7 BLEF SRR/ du ar & A IS E0] DL R B H s 3eft

IR/ iltn .
~]$ du
14972 ./Downloads

4 /.mozilla/extensions

4 ./.mozilla/plugins
12 ./.mozilla
15004 .
BRNTEOL T, du A LT 215 N 8 o A A I Ol . an R A8 LL 55 132
77 (MB M GB) 7 kvh, ATRATRINZ4-h. 64,
~]$du-h
15M ./Downloads
4.0K ./.mozilla/extensions

4.0K ./.mozilla/plugins
12K ./.mozilla
15M .

FEFIRARSE du fir 42 o 210 H A SR/ NAT, dn iR AR os H sk
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HSCAR R RN AT LA N2 4-s, 4140 -

~]$du-sh

15M .

HRA AT SR, AF du(l) man Fit.

7137 (ARG EETA
ERG W T RS RG2S 7] LA RR 7 N EE SO RS AL

2[R RAE FA O

RRLE Ea

L##E(v) EW(E) FAHV) HEBIH)

#E AE  XRE&

RE B® v R 2 L) BL: =]

.‘:Idevlmapperlk\as-mut /l xfs 13.2 GB 14GB 14GB 11.8GB

I /dev/sdaz /boot xfs 1.1GB 689.6 MB 689.6 MB 373.7 Ma [ 35%

I idev/sda1 /boot/efi vfat  209.5MB 203.5MB 203.5MB 6.0 MB| 2%

I /dev/sro frun/mediairoot/Kylin-server-10 isose60 3968 0% ox% 3.9 e[ TN

& 7-3 XHRG

MK R S, RS TR SR es, HbsEdEs, X
RGERAUMNURNN, il 2 1) A5 FH R /NAR AR K/

7.14. BEEBHER
7.1.4.1. fEH Ispci fin 4>
Ispci fir 2 A LLE R PCIL US4 BRI &E R, RIRPTA K PCl 4 1L shell &

BN R 2

~]$ Ispci
] DU -v g 0% A 25 VEARAE 2., R -vv e T i 25 SR RIS B .

~]$ Ispci -v

AR Har TR e 8 513, £ Ispci(8) man FHt.
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7.1.4.2. M Isusb fiy4
Isusb iy 4 1] LLE R ush W55 . SBRFTA 1Y usb % 4415 BAE shell A
m s

~]$ Isusb

AT ATS In-v Z 8B R B VRN E & .

~]$ Isusb -v

AR Hag SATIEDI e 8B K, &F Isusb(8) man Fiif.

7.1.4.3. M Iscpu i
Iscpu T2 B YT RGN cpu (58, 155645 cpu B H, 228, B5, XK
W, A, cpu RIEHEAFESE, 1E shell A 4:

~]$ Iscpu

AR A AT IR I 5 AR, EF Iscpu(l) man T

7.15. MAERAHIR
LT RE = R S5 A E R G IN 1B A AR S LA o SX AL 2
DIMMs WC£E P 7748 15 AR R A 2 AN B ML R 5 B, JF FLAEER 3 m -
IR o P 2 T RSP R rasdaemon 234 SRR A R By Y A WL ER B O
AT EEME A PR AT 4R AR AR, R EAT. XA ThRELLRTH edac-utils £
fit, BLTE B ¢4 32 rasdaemon $it.
% %% rasdaemon 75 % root AR

~]# yum install rasdaemon

JR RSS2 iR

~]# systemctl start rasdaemon

BN T i 2 B A 2 B R de I

~]$ rasdaemon --help

4 1E rasdaemon(8) man it B 7T tH A fifiid
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ras-mc-ctl T HAZML T —Fpa] LU# FH EDAC BREhIK 732, ST KAy a] LA
A MR

~]$ ras-mc-ctl --help

#ir A 7E ras-me-ctl (8) man T/ HL Gt A Hiik .

7.1.6. fEF Net-SNMP W66

AR FBL IR 7 IR 55 2R AE RS Net-SNMP 8 E1F, Hh ads—A Ri%
FOAT 4™ F B4 T BA X 28 A B B (SNIMP) AR . 4R K LS BBk () S T RE 2 /T LA
PR TIARKEHN RGPS — RV T A, XL T HASCH SNMP )
W

ARHIME T T HCE Net-SNMP AR B8 L /0 4% 22 4 M B (i 1k R 3t 1 A
SNMP PSR ZEHE AN e SNMP AR EE LLER AL [ 58 I PEREFE T -
7.1.6.1. %% Net-SNMP

Net-SNMP SR 1F nf A R SRR OB = IR 55 3 A E R 48 V10 AT R I —
H RPM B4, k% 8-2 A A Net-SNMP # AL HER T RN EA TN 2

=t 8-2 HJF Net-SNMP #A4FH

e AR
net-snmp SNMP fRHR <3 J HERLRISCRY o 4 HH M R A 7 X AN
net-snmp-libs | netsnmp PEAHRZRIIE ELE B E (MIBs) o Hii th 1k BERdR 75 22

XA

net-snmp-utils | SNMP %% /75451 21 snmpget #1 snmpwalk. 75 Zi%H 44 LA
i SNMP 248 (1 A 585

net-snmp-perl | mib2c LA F1 NetSNMP Perl #5140 2 by ml e 38 3 SR AL A

net-snmp-python | Python ] SNMP 7 /' i i o 1A 2 FH AT e JEE S 1L 1T

ZIAEAT AN AL T 2 yum A4

yum install package...

Wtn, 2BELEARTT A T ) SNMP AR SE 4 iR AT SNMP 2
u, UL root B3 1E shell #0164

~]# yum install net-snmp net-snmp-libs net-snmp-utils
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7.1.6.2. 3247 Net-SNMP s34 i %

net-snmp AR HEE SNMP AREEFH 3 FE snmpd. A5 R AEA I 4nf 5
&, FIERERE 3 snmpd AR IS S . A TEHR TR BB = IR 55 s 5 E R &
V10 REHE RS WTEAE B 1E 20 5.1 i H systemd BB RA M55

AR

1247 snmpd 25 LA root B3 75 shell SN0 T Ay 4

systemctl start snmpd.service

e B 5 L AE R GUR 3 A B 2 IRIs AT an T a4

systemctl enable snmpd.service

(G &S
{5 1E snmpd 245 A root & 75 shell AU T Ay 4

systemctl stop snmpd.service

Fic Bk 55 (6 AR R GLR B e I AT UaisAT, AW~ a2

systemctl disable snmpd.service

5 RS
# J5 snmpd fiR55 LA root B4R 7E shell N0 F A4

systemctl restart snmpd.service

A 7 LIRS FE B T IR . BRI R, TR LR %, 2
(LU fir s

systemctl reload snmpd.service

X 2iaqT snmp RS L E N E
7.1.6.3. FHCE Net-SNMP

BAEM Net-SNMP AREESFH RN ECE , w4 /etc/snmp/snmpd.conf B & SC
4 ARV REILAR i % R 55 2% AE 2240 VA0 BE BRI snmpd.conf SCEE#E K&
B, AT DME A — AR I AR T B SR A

AT BB AHAE WLAES: WE RGE B E R, A5 R E
BEAMVEAE B, iEZ R snmpd.conf(B) Tt 7. #t4b, £ net-snmp B EA
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— %~ snmpd.conf FSEHFER, AT CLHIR LIRS B 7 AR AR AL &
B R net-snmp-util 81 £ 0 200 B 2 3% F B AT AT BT iR 1
snmpwalk ST

systemctl reload snmpd.service

WERGME L
Net-SNMP i@ it R G 1R t 7 —LeILAR M R G5 2. B, T snmpwalk
Frdi & wos B BOACEAC B RS

~J# snmpwalk -v2c -c public localhost system

AL, sysName X R e B N L4 - sysLocation F1 sysContact X 5
A LAfE fetc/snmp/snmpd.conf {31t 248 syslocation Al syscontact B #% L & -
Bilan:

syslocation Datacenter, Row 4, Rack 3

syscontact UNIX  Admin <admin@ example.com>

EBCE A, BRI E, IR EXIZ1T snmpwalk Ay IR
Hie B 5 AR AL

~]# systemctl reload snmp.service

~]# snmpwalk -v2c -c public localhost system

B B AR

Net-SNMP R EE 7§ F2 7 SCREFITE = AR H) SNMP Bl BTFANERAR (1
T 20 8IS FH A S S AL 1T B 00 B A BOrIE o 12 AT ER R AR R AR 2 P i 3
R 2 LRI R . LT R AR 4 BB SCAL 3, XN R4,
SNMP 3 EE 3 WS HpA H 2 R i F P AAEFIS BN . Net-SNMP X ER L
CFE SSH jdiE, # A X.509 UEF TLS WAUEFT Kerberos TAIIE .

Ec & SNMP fRA 2¢

AL E SNMP A 2¢ IFEIX, fE/etc/snmp/snmpd.conf Bt & 4 T fd F RO
X B RW 4 IX 54 . 4RI 2T

directive community [source [OID]]

Hrf, community ZFHAIX FZRFE, source s& IP Huhksl 7, OID %
SNMP B4 ] Bt Filan, R FIFHE 25 & im it i L REm Ui nl, 1%
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2 A A T BB AR D4 A “kylin

rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

i 1 snmpwalk iy & FE 8 In-v Fl-c 5007 LUK &

~]# snmpwalk -v2c -c kylin localhost system

Bl B SNMP R4 3

BRCE SNMP A 3, {# ] net-snmp-create-v3-user it 4. Mar 248 sk B
Flivar/lib/net-snmp/snmpd.conf Fl/etc/snmp/snmpd.conf SCA4, XA A AT BAGY
AP IR ) . VR, net-snmp-create-v3-user fir 4 WA BRI BATIN 4 fg
B17. FHPI/REIEIEE T “admin”H 7, Zi<kylinsnmp”:

~]# systemctl stop snmpd.service

~]# net-snmp-create-v3-user

net-snmp-create-v3-user i 2 rwuser $54 (E 4 F2 (L -ro Ay A AT e T
H rouser) Fl/etc/snmp/snmpd.conf F I rwcommunity FT rocommunity B4 3K
AH ] :

directive user [no authlauth|priv] [OID]

Hrr, user £ F 4, OID /& SNMP WHE(EUi 1. BRIAMEHL T, Net-SNMP
RIEFAL A 2B FZALTE R Cauth #£T50) . noauth &I AT LA 2 ¥F R 4 BLIE
3K, priv 346 005 i) 455 FH i1 authpriv 128 T 2 (19175 K 06 25058 i 452 BORH [B] 52 95 2%

Bilhn, NH—ATRRRTHS “admin”i5 15 1] A -

rwuser admin authpriv .1

NT AR E, EEMAP EHETEIE—A snmp H3, fE1ZHX A&
snmp.conf Y4 (~/.snmp/snmp.conf), #FHanT r4

def\ersion 3
defSecurityLevel authPriv
defSecurityName admin

defPassphrase kylinsnmp

snmpwalk iy 472 25 WA BRI 2 X S A

~]$ snmpwalk -v3 localhost system
SNMPv2-MIB::sysDescr.0 = STRING: Linux localhost.localdomain 3.10.0-
123.el7.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86_64
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[output truncated]

7.1.6.4. KA MERE

SRR AL 2 IR 55 PR E R G Net-SNMP ALHRAE SNMP Wil L3t 7 £
FRPEREE B M4, FTDUEIREEE ) RS+ 23 RPM BINFIR, RG4S
AT I HERE 51 3 AN 2 G5 1) X 25 L

ARATEAL T LT OIDs 7E SNMP _EFIPEREMEIR - B E & 5t 2% % net-snmp-
utils 6L, IF H A S 98% 7715 SNMP B, 40 8.1.7.3 it BALSR i ik i1 .

fif A TiC B

£3$5 Net-SNMP [1] Host Resources MIB #2417 FEHL55 7 it R 1 B AR 4 R 4 A
BiE . £ 8-3 AIHIH OIDs &4 176 MIB T 1] LLSREUHIAN R OID

FH¥ 8-3 HHM OIDs

OID

ik

HOST-RESOURCES-MIB::hrSystem

ﬁl/\__EX;%éﬁ{; Ty ﬁﬂ #/QHTHE Fﬂ
FIEH, s iR .

HOST-RESOURCES-MIB::hrStorage

B AR R G A LU

HOST-RESOURCES-MIB::hrDevices

BEPTH AL S, ML e Mt
RGINE

HOST-RESOURCES-MIB::hrSWRun

WGP IEAEIEAT R B3R

HOST-RESOURCES-MIB::

BEBERTHNAM CPU Gila

MIB::hrSWinstalled

hrSWRunPerf B, # B %X Kk BH T HOST-
RESOURCES-MIB::hrSWRun.
HOST-RESOURCES- 5 RPM Hd FE 51 3R

1F Host Resources MIB H1, i8F —Ln] A Z H 0 & B H SNMP £. T
T 4% 7 HOST-RESOURCES-MIB:: hrFSTable:

~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrFSTable

SNMP table: HOST-RESOURCES-MIB:

Index MountPoint RemoteMountPoint

‘hrFSTable

Type

Access Bootable StoragelIndex LastFullBackupDate LastPartialBackupDate

1 s

readWrite true 31
5 "/dev/shm"

readWrite false 35
6 "/boot"

readWrite false 36

" HOST-RESOURCES-TYPES: :hrFSLinuxExt2

0-1-1,0:0:0.0 0-1-1,0:0:0.0
HOST-RESOURCES-TYPES: :hrFSOther
0-1-1,0:8:0.0 0-1-1,0:0:0.0

" HOST-RESOURCES-TYPES: :hrFSLinuxExt2

0-1-1,0:8:0.0 0-1-1,0:0:0.0
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X7T HOST -RESOURCES-MIB [ 5 £ {5 &, 1] LA A& Jusr/share/snmp/mi
bs/HOST-RESOURCES-MIB. txt S 1,

CPU MINfEE B

UCD-SNMP-MIB K Z 8 R G Residi 2 nl H . systemStats OID #2441
— LIRS AT T A

~]$ snmpwalk localhost UCD -SNMP -MIB: : systemStats

¥inlse, ssCpuRawUser, ssCpuRawSystem, ssCpuRawWait #1 ssCpuRawldle
OIDs R ALHTHE AR AL 2 RGe e B BAE TR 1 K 1A &5 I [A) 78 N % 2 TR) B
Frs(a]ak 110 WEEH A H . ssRawSwapln Al ssRawSwapOut RJ #ffi & R 4% N A7 72 15
ZANIERCESITN

UCD-SNMP-MIB:: memory OID TR 2 7] i\ N A745 B 1 free fim 22510

~]$ snmpwalk localhost UCD -SNMP -MIB: : memory

UCD-SNMP-MIB )41 #3545 5% 7] A i)« SNMP ) UCD-SNMP-MIB:: laTable
2FH 18, 5 8P AT 15 48 ) B AR ) 1A .

~]% snmptable localhost UCD-SNMP-MIB::laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig laloadInt laloadFloat laErrorFlag

laErrMessage
1 Load-1 0.00 12.00 8] 0.000000 noError
2 Load-5 0.00 12.00 0] 0.000000 noError
3 Load-15 0.00 12.00 0 0.000000 noError
A RGBS S

Host Resources MIB #2 (i 30 R G I R/MERE B . AU RS (BLA
- MAFI) #£ HO ST-RESOURCES-MIB: : hrStorageTable % 45 — /N A [
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~]% snmptable -Cb localhost HOST-RESOURCES-MIB: : hrStorageTable
SNMP table: HOST-RESOURCES-MIB::hrStorageTable

Index Type Descr
AllocationUnits Size Used AllocationFailures
1 HOST-RESOURCES-TYPES: :hrStorageRam Physical memory
1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES::hrStorageVirtualMemory Virtual memory
1024 Bytes 2045580 388064 ?
6 HOST-RESOURCES-TYPES: :hrStorageOther Memory buffers
1024 Bytes 1021588 31048 ?
7 HOST-RESOURCES-TYPES: :hrStorageOther Cached memory
1024 Bytes 216604 216604 ?
10 HOST-RESOURCES-TYPES: :hrStorageVirtualMemory Swap space
1024 Bytes 1023992 0] ?
31 HOST -RESOURCES-TYPES: :hrStorageFixedDisk /
4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: :hrStorageFixedDisk Jdev/shm
4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /boot
1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB: : hrStorageSize I HOST-RESOURCESMIB::
hrStorageUsed 1] ODI # K 1T HHH U R HFI R A E .

1/0 #HE1E UCD-SNMP-MIB::systemStats A1 UCD-DISKIO-MIB::disklOT able
Kp#E R . EERM T EIRANEdE, J5E OID A disklONReadX Al
disklO NWrittenX HAZ it 14028, H T8 R0 )8 S0 UM 5 A Bk & 1) 5

~]% snmptable -Cb localhost UCD-DISKIO-MIB: :diskIOTable

SNMP table: UCD-DISKIO-MIB::diskIOTable

Index Device NRead MNWritten Reads Writes LAl LAS LA15 NReadX
NWrittenX

25 sda 216886272 139109376 16409 4894 i ? ? 216886272

139109376
26 sdal 2455552 5120 613 2 ? ? ? 2455552
5120
27 sda2 1486848 c] 332 o] ? ? ? 1486848
@
28 sda3 212321280 139104256 15312 4871 ? ? ? 212321280
139104256
S EPS)

Interfaces MIB #2248 % 215 E . IF-MIB::ifTable &k 7 —4 SNMP %,
ARG AN 0 K E SRR A B E X N R A — AN H . A
F o ifTabel HIER4> %1, CERT KRG LAY

~]$ snmptable -Cb localhost IF-MIB: : ifTable

W 2GR HE IF-MIB: : ifOutOctets 1 IF-MIB: : ifInOctets #2fk. FTf]
SNMP ¥ R I R 48 RNz I 2% 0 &

~]$ snmpwalk localhost IF-MIB: : ifDescr
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P11 Net-SNMP

Net-SNMP Q3R] DAY & BIFE HERR IR AR RG0S RN R . IR 115 25 /A
KRR B [ R () M R e B o 9, AR H RE B RSB 15 28 5 arEhid
FEEIIERRAS AT, B B2 FE T RGP 8000 M
BNE 15 B a2 20 o R RRR A B B R A R R
RGN EE, X ARVFEASF I 57 #5000 X RatkRe nT AL (i,
1471 10,000 %15 S 24N~ 14 12k % 100,000).

B FEAR ] TR v R S5 B R R G V0 [N R @ SNMP 37 &
Net-SNMP A DR SN & A U5 idoky AR E IR AR P o A5/
HiEid shell JIASFIRTER) Perl $H4FRY RACE .. R RSH net-snmp-utils 1
net-snmp-perl 4 L8 %23E,  [FRIET P 34 AL 0] SNMP #if .

fdi ] shell BIA<9™ i€ Net-SNMP

7E Net-SNMP RIEHEHE T —A & MIB (NET-SNMP-EXTEND-MIB), ] EA
kB WA ZR shell A . Zf K shell {AKREZAT, 7 LA
letc/snmp/snmpd.conf SCAHE ] extend $54 . — HiE X, REHSEALR B 78
SNMP _Efg & WAt R RN T8 XL, 2B AS i e AR 3
httpd 2R

EE:

Net-SNMP AAIR$Z(E 7 — NN @ RIPLEET proc fr & AR B2 1E
Bl AEE snmpd.conf (5)F-ft 1 .

N shell JIA 1R H RS & E45 e I 18] 55 1 R 48 12471 httpd JEFE%.

#1/bin/sh
NUMPIDS="pgrep httpd | wc -I"
exit SNUMPIDS

N TR AL SNMP ErTH, KHIASE 2] 24080 AN E,
WEATHATAL, FHEIN extend 1542/ etc/snmp/snmp.cof XX 7N extend $54
g R

extend name prog args

name JEbriH extend FIFRFER, prog 2 EIZATHIFRET, args efE AFEFI S
o Bln, oS LR shell 1A & i1 £ /usr/local/bin/check_apache.sh, I ¥4
LU INIAIA 2] SNMP ## .

% 190 W / J|283#%



KYLIN
[Ceel

TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

extend httpd_pids /bin/sh /usr/local/bin/check_apache.sh

A AT LAZE NET -SNMP -EXT END -MIB: : nsExtend Objects 251 5,

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs."httpd_pids" = STRING:
/usr/local/bin/check_apache.sh

NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -

read(1)

NET - SNMP -

EXTEND-
EXTEND-
EXTEND-
EXTEND-

EXTEND-

permanent (4)

NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -

EXTEND-
EXTEND-
EXTEND-
EXTEND-
EXTEND-
EXTEND-

MIB
MIB
MIB
MIB

MIB

MIB
MIB
MIB
MIB
MIB
MIB

rinsExtendInput."httpd_pids" = STRING:

rinsExtendCacheTime. "httpd_pids" = INTEGER: 5
rinsExtendExecType. "httpd_pids" = INTEGER: exec(1)
rinsExtendRunType. "httpd_pids" = INTEGER: run-on-
rinsExtendStorage. "httpd_pids" = INTEGER:
rinsExtendStatus. "httpd_pids" = INTEGER: active(1)

PinsExtendOutputiLline. "httpd_pids" = STRING:
rinsExtendOutputFull. "httpd_pids" = STRING:
rinsExtendOutNumLines. "httpd_pids"™ = INTEGER: 1
i insExtendResult. "httpd_pids" = INTEGER: 8
PinsExtendOutLine. "httpd_pids".1 = STRING:

TR, BB E AR OREIPR Y 8), FHe Lt 777858
Mo AT ERBERNZ B E, extend FEL5EM T AFKISH. B0, H K
AT DA T8 52 UL AR 3 745 R R 2, JF HARR Y — N SOR A R R R

IR

#!/bin/sh
PATTERN=$1
NUMPIDS="pgrep $PATTERN | wc -I

echo "There are SNUMPIDS $PATTERN processes."
exit SNUMPIDS

2 b R B A #% #2 DU B Jusr/local/bin/check_proc.sh K, AT B
letc/snmp/snmpd.conf LA 4842 27 H httpd F1 snmpd B EFEEL

extend httpd_pids /bin/sh /usr/local/bin/check_proc.sh httpd

extend snmpd_pids /bin/sh /usr/local/bin/check_proc.sh snmpd

N HI T 2o snmpwalk iy 4%} nsExtend Objects OID f% H1 -
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~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand."httpd_pids" = STRING: /bin/sh

NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs."httpd_pids" = STRING:
fusr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs."snmpd_pids" = STRING:
fusr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult."snmpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "httpd_pids".1 = STRING: There are 8
httpd processes.

NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "snmpd_pids".1 = STRING: There are 1
snmpd processes

B
BHOR A B BRI 7 0-255 HIVER . X FiHid 256 H{E, BE AT DA FH A G
PRERIH (WA TR E) sy BB AR 7%k,

72. BEMEEHEXMHF

HEXF RS RGBS, BFNEZ, e &I ST N AR .
AR HE XA ERFRRERE, flw, F—MEBRARGEECH, —FAREH
TrAeFERMEE, &G TE G5 HE .

i g e R e 1) R N, ik BN P AZ SR T BT R AR AL ) 6 5%
ARG, HEXHRZAEF A AR REEHEEME ] DR H &0, i
H&ESCHE, LRIEHESHHEEH 4.

— 6 H G — N4 A rsyslogd B s e RE R . 1% rsyslogd ST HERE &
# 1K sysklogd E‘J*ﬂ]iﬁiﬂiﬁﬁ, HAEAE TH RIS, RN E RS, &
Wic B e 5, e N R AR, 35T TCP B8 UDP WS AT A5 4« 75 B E B 2 rsyslogd
5 sysklogd #2& 21

H & SCFIE P LU journald sP4P it FEREAT A ], % F 3 EFE /2 systemd 40
. journald sFH IR ARG HEHE, WIZHEWEE, PIih RAM MR A
ﬁHF’ ANV 2N E B bR T S U\&Fﬁﬁﬁlﬁ”\ﬂ’}ﬁ/ﬁ%a R, XL R

ITERG, RS A A H B0, B R M E R R R 5] IS
#F, SO TR, JHRAEE R IERE, 1 E S AR R EEH 1D B ek
5 E . journald A Bt H A SCHAEBRINE OL N A2 — BARER, HESHR
TRAFAE W A7 B/ run/log/journal/ H 5 S IR TE i IX o il k&R 2GR T H W
17, HIB BB, RRFICFEMER. F2, RETURSE - 52
7] 7.5.5 ffREFFELAE M . AOTIEGHE R, 1ES M 7.5 T H &,
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BROANTEOLT, EPANCR LEIFAEREIM RS . journald 797 B RE 2 ff e ]
M EET R, et 7T HENHE TO@ W H EH B mEds . did
journald 3 BudE 4 5% % 3l irun/systemd/journal/syslog E#25, A LLHI rsyslogd
HE— B AR E s . SR, rsyslogd BRUGETS imjournal i ARER, M 7 EiR
MERET . &R LMEH omjournal ik M rsyslogd 2 journald 7E4H )z 77 ) A%
s . 20, 7.2.7 Syslogd M55 H ERIAE B SERLAEEE T SCA I H SO
— B 5 B RGeS, DA OR mT B (4 B 2 7 BORC B A T rsyslogd B2
PEo A4h, AT CUR S5 R — UL A% e rsyslogd H & . (S0 7.3Syslogd H
HEEMD
7.21. HEXHHIME

YFZ i rsyslogd 44 1) H & S0 EAE fete/rsyslog.conf Bt & S04 Bid st . KEZH
(1) H &S fEvar/logl B3 T — 285 A2 74140 httpd F1 samba 7£/var/log/ H %
NE A HE .

Trrge BB Evar/log H M 24 HE A F R AE (1
1, cron-20100906). X LeH- P ARRAINEE B H &S B Al Bk . H B30
&, TUHEKNMAS K K. Logrotate 4% 17— Mg G4L5%, & Al LRI
letc/logrotate.conf it & >k H sh#6 & H &30, 1% & SC#FE etc/logrotate.d/ H 3 T
7.2.2. Rsyslog FIEARE

Rsyslog [ 3= B fic B {42 fetc/rsyslog.conf. 7EX B, #&AT LLfR & 4 RiE 4,
PR R 36 2% AR A Sh (5 43 o BbAh, 8IR AT DLLLSCAR T SRR s I iire (LA
#513K).
7.2.2.1. SUELSE

FNE L e — 85, CEBRARGHEHEN—NT5%, AT —H
a7, ‘B e Xk v BT 4 AR ) letc/rsyslog.conf FYEC B S e U,
FE—AT RIS & SO IERR AR, FH— AN B A8 Bl R 55 73K

MRAE P @, rsyslog RAEFR ML T ANE R 7 € R4 H AW S . TR
WETTVE, WA R EGETREH ), BT MR, AT IR W Rk R I ds

WEETREX T IES

BRI IR A BT R Jn it 2ok 8 R 4 H BT Bl 3 TR E 2 T
P yEds, HIUE syslog 1 ST AN KA A5 A BRR BRI e d . EA)
EAMERRES, BT iE

FACILITY.PRIORITY
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> FACILITY fi55%E — M E T Rk R H EH S B, w7 Rgeht
HATE S RS HEHE . FACILITY AJLAH LA N k72 — (S
FACHS) KZFEas: kern (0), user (1), mail (2), daemon (3), auth (4), syslog (5), Ipr (6),
news (7), uucp (8), cron (9), authpriv (10), ftp (11), 1 localO through local7 (16 - 23).

> PRIORITY #ii7E #4t HEH B HIMES . PRIORITY AJ LA LAR R
Z— (EhEr ) k#ER: debug (7), info (6), notice (5), warning (4), err (3),
crit (2), alert (1), 1 emerg (0).

ERTEERE E N SRR ARG HEHE . B HEES (=) W
RS, 36 E AR R H W Bk pki b, pirg oAb e ger 4 2
W&o AR, AT 2 BT — A (D, R TR ERN A R HEHE.

bR EIRRE ST, AT E S () KE IrF B sl e g (X
BT B E RS, E9 T8 Ja). &A% e & e g diq
& HORHE TN none. BRI B KM RAIX 4 KNS

BUE A WEMRES, HES ) Bellnit. BE—iThE Xt
e, T G) el dE, EikEeasE L7 BRetg 8 &l i,
B PAHRER R AR SR e IR

. REAETRAERNLIES

LAR /2 AT £ etc/rsyslog.conf  H1 45 E 1 B /3 T HI0 e 4 A I i 4 1) J LA i S 451
T BERFETAIRHKEI A ARG HEWEE, @0 S 28 E S

kern.*

PR R RS H SR, MRSy ot 80w, AR

mail.crit

HEFEPA I cron HETH S ER 7E56400 info A debug Y. 1A 1~ 4% K.

cron.linfo,'debug

EHT R MR 988

FT @R g2 vk YR R g H B BT AR 4%, 40 timegenerated B,
syslogtag. 1] LR REANE @ JB M AI(E Lu e, IR SeE i FH 3R A% 8-4 TR
WEAE FIH R LCRARAE . B 12 AN L R R AR 2 X 7 KNS 1

ETEENEIESEUE S G e, @ 0% g, M N EE:

‘PROPERTY, [']COMPARE_OPERATION, "STRING"
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> PROPERTY & X 75 E L I8 M@ 1

> AEREILS (D) Jmf it EEGRE . BT R RIS RS H AT A SCREHR
AR /R IE AT

» COMPARE_OPERATION J& 1€ X T tLiiglE, 5Kk 8-4 BT &t
(1) P A B AR J T T 1 Y BB AE

> PR BT E BAE, HBEERN SRRt ZE DG
FEAL K . T HFLE E R AR R A (B —AN 515 CO), ARBHTZERF (D,

Rig 8-4 HETRMHIHBERIE

Compare-operation description
Contains R AR AL 0 7 17 £ 2 10 A7 A AR 38 20 A i S 4t 1) SO
PR A7 B AL S o ZE AT KNS BURH B, 8
contains_i.
isequal ECATR B ) 455 Ef AN SCA SR BEAY o 1t 7 455 £R o X TME
WAL .

startswith o2 H A B RN SO B T 1 45 ER S UL 223k
TTARX A KNG R, f# ] startswith_i.

regex FLE 3R ALY POSIX BRE (GEAIENIZRIEF) FISCA T
PpEM R

ereregex ELESE ) POSIX ERE (F7 i IE R IA T MSCAS P
BER B

isempty REZBEMERENT . B EFF . A — i %R

I, FE—LLE BT REACIE AR, XA R AE R A A
£ BT REERTIES
PAF s W] #E/etc/rsyslog.conf 45 € £ T J& ML i SE 2R 1K ) LMoo 23 B O0A
HEEFAE error FREMHE, 10T Fik:

:msg, contains, "error"

SRR R4 DY hostl SRk FEH ETH R .

-hostname, isequal, "host1"

PR H EW EARE fatal 1 error D& H 2[RI SCA,

:msg, 'regex, "fatal .* error"
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HETFREAR IS g8
BT RE A PRSI € WEAR, MR AR R EEERGEHEHE.
Tk At w218 rsyslog H S HIIAS1E = 1 ] RainerScript il A<, 7 DL 2
Z 0P uR;sEn
BRI T RIEAN S IELREH T

if EXPRESSION then ACTION else ACTION

> EXPRESSION &R /R ZH HMRIA . Billn: NHERIE
$msg startswi th ' DEVNAME' or $syslogfacility-text = = ' local0'#& 7] LA X £
Ak, M and Z0E or BRAIEST.
> ACTION J&PEAZR IR RIE R B HEHAT B E . X A) Do — N
—IEE, SRS KRR R R,
> FENEATHOTR, T ERIA A g As oSk if fion . SRS then 7
JF EXPRESSION Al ACTION. =, hr] LIAIGHE T else K4E EMFLESN {2
FFAAFA BN LR Z AT
BT RIEAXIRL ISR, AT DU RS 5 s 2 ARt B - 2k 1Rk 5
M yEds . BT DL A R R s A B 3 T it g ds .
M, TR R Ess, A@iAEIX B, RainerScript SZ R E B%L re_match O
Al re_extract () FIEMIZRIEZ
5. BT RIEXKT B
THPRERCEHAMRESME. progl FEF B H & SCHH B3t T7H
B “test AT R B AN SO
if Sprogramname == 'progl' then {
action(type="omfile" file="/wvar/log/progl.log")
if $msg contains 'test' then
El:gtiﬂn{type:“umfile“ file="/var/log/proglitest.log")

action(type="omfile" file="/var/log/proginotest.log")

}

BEZRIRT R T REARIT IR S H /L RS RainerSeript JAIASZ rsyslog
Hric B AR, 152 7.2.3 AT B A .
7.222. 17N

1T TR EXT A Y8 B B 4 o T2 — 22 n] DUFE RS F0) A e S
E:

FE4% syslog Y8 B2 H FH 304

FEAT TR syslog W EMARAEIRA H B X2 TR S 5
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=

FILTER PATH

FILTER K& H /&80 H b SO s 4. B, I R <& 85
() corn syslog 4 59R J5 K FoA7fi# 2l var/log/cron SCAFH .

cron.* /var/log/cron

PROAIEOLR, HESCHFERRAE RN A 2 G0 H S HE B e [F 2 . RS
bric C - ) AENSCIF RS AR AR 256 RE B I [R5 -

FILTER -PATH

HEE, BURSAEER, MRRFGLIEREETZRT. HZ, ZXiRE
R REPERE, FRal 2 RGBT P 27 AR AR E PN H B E 2

195 5E B B AR ] DL RS EE A o 5 SO B —AN e SCfh A, 1B
BRG] RN o ShAS ST AR P BRI T S AR« B SCfF
RS (2 MRTSRRER:

FILTER ?DynamicFile

DynamicFile J&—/M44F%. AH 2T Fie SRR H A T8 el 6 45. 0]
DL BT S 0T 2% C - O SRESH IR, ST UEH —AN8 54 R i 2 AR
(Do

HEAEHKRZ X Window RGN, a0 R HE TE [ ST A7 18 ) 28 3 5
Ideviconsole ¥, F St HETH B AIE B briEda (i HIRFRR I 2 AL 21D Bld% ]
& (ff FEF#E A /deviconsole f-AbFED

T M4 A syslogiF B

Rsyslog 7o VR4 AT LAE I W4 RIS R H EH R . thIhRE R vFIRTE—
B EEZA FIR RS HEHE . ZHK syslog 1 S B THEML, 1E6EH
DL

@ [(zNUMBER)]HOST:[PORT]

> at 75 (@) s syslog V1 B K EUEH UDP sl i 0. ZAEH
TCP i, AP at fF 5 5N EETHK (@@)-

> AL ZNUMBER &% B X 24t H & S zlib JE46. % NUMBER J& 14
FaE MR (N 1- KB 9- &K R4 a5 320 rsyslogd f 2, i
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AATAT R4 38 2500 SR 48, W BT 60 75 WA 4 R4

> HOST J& & LR~ EALIEFE syslog 1 -

> PORT J& M e L EN L

> HEHLE X IPVe fhhl, RS ([P

SEf: @I 4% R IE syslog TH B

PAUR izl i 2 R, FrA SR8 s A —Aiiﬁé%&, HIRBEAEAT
PRI AR ¥R R HEE BN ERIER—%5 1. 238 UDP M,
W4 27 4 $1) 192.168.0.1.

** @ 192.168.0.1

{4 1 6514 %t [T TCP HrSCHE i 15.4% & 2] example.com:

** @ @ example.com:6514

N EARE RO zlib (9 k%), FKH L & 45[2001:db8:: 1] 4% % {8 UDP
e

** @ (z9)[2001:db8::1]

@

fig R A R B T H B SO AT DA B 1) B KK 1X 6 B B SO
AR CAXREAELR, SN 7224 HERE). MilliEEREAs FEXT
WHERENE R E"J%Ao iy 38 38 B $outchannel $5 4 E X . EE X
letc/rsyslog.conf i HiiEE, 150 H AT iEE:

$outchannel NAME, FILE_NAME, MAX_SIZE, ACTION

> NAME &858 1 fi s i 2 5.

> FILE_NAME J@H485E 14t e 4. fthisiE R ae 5 A2k, &
AiETE, i, BHAWEERHIH

> MAX_SIZE J& 1488 7 30T UK oK, DA 9 5 p

> ACTION J& & 4 SCHF B KR INIAT N

> AP s AR AR B —NMT R, R

FILTER :omfile:3NAME

Ef: FWHEER SRE
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THEIEH - MHHEEE R T — NMREMHERS . M EELSH
$outchannel 54 5E X:

$outchannel log_rotation, /var/log/test_log.log, 104857600,

/home/joe/log_rotation_script
8 F RN I 8 B A L S R BT syslog T8 U2, SR B JE T TS e I
HH I

** :omfile:$log_rotation

— HR#H] (FEAH]F 100 MB) #iA%], /home/joe/ log_rotation_script 4%
PAT o ZEATT DAL EATAT NSO RS B B AR SO N A, i BRI N, B
T MM e

Ri% syslog HE SR E IR P

rsyslog J@iL$8 5 H 7 44 syslog JH B RZEEIFREMA P CinAZ=seHl:
EZITN. BIREZANAS, FHES G) RSN G BB RES 4
FxRWMAER P, HES (5.

PAT—NEFP

rsyslog BI LRI € 1) Z 4t H & BHATIEST . HAEH system O P 7E shell
HHAT IR . RS —MEFRPUT, H () FRATS e L. Bk, fhE
— AR AR BT B RS 2, R AR I BT i T HAT S E R —MT S

FILTER "EXECUTABLE; TEMPLATE

X LI g AR S 0% Ul B EXECUTABLE 48 5E FIFEFE BEAT AL B . X AME
7 0] LARAT A A R T 0T SO AR SUABEAR 1) 44 B 5 4 TEMPLATE.

SEf: PATEERR

FE R B, POk FERET IR REHEHE, HkXadsS
template AR UL BC AT N S EAL 345 test-program F27

*.* NMest-program;template

B
MATART NS I L ATH shell $ATERAE, mIRESZ 8l FEAN. W
7 AT LA A SN BIRTR € AT N EEHAT BIRE Y o 9 1 38 S AT Ao ] BE ) 22
R, 7875 RS AT Y shell 344747 9.
7 syslog ¥ B BIEREE
T R E S AE, WEBRM RS HEH BT U EES AR EER.
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B S5 N IR R I R

:PLUGIN:DB_HOST,DB_NAME,DB_USER,DB_PASSWORD;[TEMPLATE]

> PLUGIN i HHE adifr, XL n] DAL AR R S 8. (i,
ommysql 1) .

> DB_HOST J& 445 & Hdh FE 1 14
DB_NAME J& 1445 & £ 4 FE 44
DB_USER J&PE45 € £l 2 7
DB_PASSWORD J& V45 & 24 e FH P 2565
TEMPLATE J& 145 i€ —ME K syslog 15 B FIEAR .

Eg:

HHl, rsyslog R 3+ MySQL #1 PostgreSQL #i#z /% . A 1 fdi ] MySQL Al
PostgreSQL ¥ #5 2 5 N IhfE, 223 rsyslog-mysql A1 rsyslog-pgsql 1. 4, iFH
{78 15 1) fete/rsyslog.conf it B SC AN ke B R e .
$ModLoad ommysql # Output module for MySQL support

YV V V VY

$ModLoad ompgsqgl # Output module for PostgreSQL support

2 KT rsyslog 15 B 2% 7.2.6 {1 H Rsyslog k.

Fhh, AT LU A B omlibdb AR B4 £ 8 F I B B R D (S HE
Firebird/Interbase, MS SQL, Sybase, SQLL.ite, Ingres, Oracle,mSQL ).

Z£F# syslog #H B

T8 EFRILFEUF B B BIEART (~) .

FILTER ~

FIAT N EE R AR AT — B b B 2 1T, DARIE HATE S . iR
AR S E L RS, X2 dEE AR, S WES I B HE . £
FrERAE I 45 SR T P 72 I 0 B ST R4 8 L B A B, A 31 S i R 45 SR
XA BT NP RITATTH - 1EVER, — B B % 77 5 T B B SO
1T WA INERIERE

i, RN EFE T AR cron 1Y syslog T .

cron.* ~
EXZATH
TR AR EWRVHRE BT M MERERE S MRE, &

—MTABERM—IT, FHFZSERNN (&) F5/F:
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FILTER ACTION
& ACTION
& ACTION

T MRS 1 A BA R I RARYERE, AL 3% 2 7 2 BRI Al

7.22.3. &JRHEL

2 JRFE ARG T rsyslogd ~FAP HEAR BOTC B L T, AhA) 18 2248 8 5 e e
B RIE, 15 rsyslogd SFHEHERE AT ABGENE N . BTG 4 RiE4
WHETCFS ($). RE—-MESREITHE. M2 —12RELS0E T,
HAa 7w 25 HEH B RK KA

$MainMsgQueueSize 50000

XA A ERIAK/INZ 10000 ANE ., B w] LA _E T 51 SRS R K BT

& H LAfE fetc/rsyslog.conf FC & SCAFH & X2 M ES . — MBS T ARG
BIRIHIAT N, BEIFE— M0 50— F A 2] . 4 )mTe 4 T USRI E AT
N, BB . BT AT RRC B4R 2 1 e B AR AT IS AR . Hil, —
TG B AR N Ca T A L AT DLB SRR 1EE (7.2.3 f ARl B A% 20D
IR, A )2 R 4R V5RO IH S S SR
7.224. HERE

T & — M 1 B f) fetc/logrotate.conf Fit B SC 4451 1+
# rotate log files weekly

weekly
# keep 4 weeks worth of backlogs
rotate 4

# uncomment this if you want your log files compressed

compress
AN BIC B SO BT AT e A R o, HEH TR — N HE . a3k
B, HESCHERRE, R8N HEXHRENAN2ES, Iramies HE
SCAFH gzip 4RI .0z RS IR DS TSR AR AT /2R, APl ab B,
TR DU RE 1 H B S0 BB IR I, ok HO B AR 4 Rk ) R 1. 24
1M, #Uf & 7E letc/logrotate.d/directory H 3% N i e i H & SO A1 22 sl g i &
SO, FEAERC B ST B E T
A& —NE/etc/logrotate.d/ H 5% T Bt B SO HI45 T
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Ivar/log/messages {

rotate 5

weekly

postrotate

{usr/bin/killall -HUP syslogd
endscript

}

20 A A TC B R T A A ivar/log/messages H B SO E . £E AT RERTHIL R,
TR BB E S SRBE. R, %8 Kivar/llog/messages H & 0K A+
B, AN a R IUE e SCHTIY A

IR AR A AR, AT DR ) A B E S B

> weekly- $57€ HERE R AWEM, UM aSEaiHmT:
daily

monthly
yearly
> compress-fi BEFE B ARG Thae, AR ar L BAE AT -
nocompress
compressemd — 5 5E F T &4 1 4
uncompresscmd
compressext — F& & H T R 45 9 f2 .
compressopttions — 458 5E F T A& 45 F2 17 1) R 4 e Tt
delaycompress — 1Bt =46 B 2 T — M6 8
> rotate INTEGER -4/ | —/" H &30k B i R H , B H i H
B SO bR B R 27 21 — MR e bl . @R dE e E 0, 1HIIH E T8 MIER,
mAzRE.
> mail ADDRESS -k 1i, O # 2 I H S SOk . SO 45
A
nomail
maifirst-45 ¢ R 256 & 1 H E SO E,  2HE) H B ST ABHRE o
Maillast- 45 5€ ZIH K H B SCHHHEET, 568 10 H ESCIEA IR . 41l E
DIREFT I, e T2 BRI 10
KT BC B I ) 52 B 1) 8 2 511K 2 logrotata(5) T .
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7.2.3. EAFHERERRX

BRI R REE v IR 55 A R A E R G2 Y rsyslog PﬁjwMﬁ/Fﬂ:E'”k i, e
FORT ML B R . XM G EAS ) B AR R SRR, BRI A R vr ey
TCR EE R 7 128 LR R o BRI 9 I B A2l 1 RainerScript 1A G & AL 2
A TE . R RS RISCRE, & BRI AE ete/rsyslog.conf BC & ST A FH

RainerScript s& —MHIAIET, BEMH T ML EFICE HF 0,
501 rsyslog. RainerScript &z -2 H >k e T RIAX L g, W 7.2.2.1 i
Prp A e T Rk A P 23 1 3 45 . RainerScript 7E rsyslog7 [fR A HRSZ B T input
() F1 ruleset O, /\fmfFFﬁl_/etc/rsyslog conf FC & SCAF#E S NHT IETE . BT IS
EAFEZ A FELET, EREEMNN, S ASEL S IES), RN, 17
N, R, BN J‘?_iIﬁEI‘JmIEEiJ%BE%JO X OR AT, IR T B Eh
AL E PR R R — N B MR A A S D RELE T IR A # AT LA,
B RAEFEE T U

5510 XUk B 2 500 B LA
$InputFileName /tmp/inputfile

$InputFileTag tagl:
$InputFileStateFile inputfile-state

$InputRunFileMonitor

[FJ A e B A0 BT R B S A B0 T
input(type="imfile" file="/tmp/inputfile" tag="tagl:"

statefile="inputfile-state")

X SRR B PSRN E , R TR, IF BRIt 7
HIIEATIHEZ . A < RainerScript i A) IS E I EANE R, 623 WAEL TR,
7.2.3.1. M4

BRAFIRTE 22 AN, rsyslog AbSH Y B F A T8 SLo HRI H e 8 S A R0 4n SR 2%
RN EBEPATIIRVEH K. 1Eletc/rsyslog.conf ST T IHER I, BEg f8 0 DA
AN B I RV o ORI G T 28 — 0, FR4Rs:, ERIPTA BRI
T8 L 28 g A P 8 P B e B — ) & 5

SRTAT, FUIU AT 2 A [R 7 BUAR AR AR o ZERU AR, S mT DI B i) 2 e 0
M sem,  ROE BN BUR I E L —H 90 E 2 € A AT R T rsyslog 1
VERE . HA)TE U, FELLISRY I BN I8E G B VAR B, AL () I 2%
AT DL BkiE . Eetc/rsyslog.conf dr [HFI4E & AN T i :
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$RuleSet rulesetname
rule

rule2

25— M RMBE S BN ER 1, B0E BN SEGER AL, anh -

$RuleSet RSYSLOG_DefaultRuleset

rsyslog 8 fIHT IAC E# 2, input OO A ruleset O BEAIBATHARE . Fikg
(K0 U £ 7E fetc/rsyslog.conf FH5E S, 0 R Al :
ruleset(name="rulesetname™) {

rule
rule2

call rulesetname?2

}
FH 30N (R R R AT B2 4 rulesetname. iZFNISE L FR A BELL RSYSLOG_JF
4, RONIX AR AR E 1, 3t rsyslog {# . RSYSLOG_DefaultRuleset &
NERA W E A, W BB o AR W AT . 78 BT 2
rule Al rule2 '~, 0] LLsE S PE-EAE RS B . X TR ZSE, BT ikE
TR B P 3 B U A e AT
BIEHINAE S, BHFEREeEH T A%

input(type="input_type" port="port_num" ruleset="rulesetname");

X AT U@ input_type WAIFIATH R, XEMKREMNGEE, SEET
port_num - ¥ 5. HAMSE, nfile 5% tag 7T AR T-46 %€ input O. FIRLINI4E
(1) FRE 4 rulesetname. 5 — AN B BIFRAE RN AR Fhdi o, BRUAREIN £
LY

7.2.3.2. Sysklogd AR %5 ) 3=t

rsyslog 2% 5 Wl i -c 1L 45 & A, (H7E 2 8 lRASSCFE, [FIFE, Sysklogd
RS R AT IR T L I, 38k S B i X S iy AT IR AL & rsyslog. {HSZ, &)
DU FH 22 MR R 3 A C B rsyslogd A4 1% sysklogd fARIAT N .

T % TR A M rsyslogd 151115 2% rsyslogd (8) Fli i
7.2.4. fEF Rsyslog BA%Y

BABI 75 rsyslog B4 F 2 R 4L B N2, LB EEZEANRERGHEHE
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FEBNFIBLE] T, rsyslog REWS [N ALHE 2 AN I, IFn] LA 247 %S 84N 25T
ZI R . rsyslog AR UL AN F «

. Action

Action Processor

. Parser
& Action

Main Filter Processor
Message Engine

cu
Queue
cti
TOCASSOr

& 7-4 Rsyslog 35 B

T8 rsyslog A BHMEILEITE B, EHEIXMEEATAE, SREKILRE
BTV BT I DS TR AT H BA IR A% i 2R b HR 25

U AL EE 28 2 — M@ AL JE 5 2. fEIE, 7E/etc/rsyslog.conf i SCHHE
FiF o BT IR EERUN, AR A FE S VT AL R LSRR AT . BT RERE E A C
[IHRAT BB o 1 Sl BA B AL 38 24T A B 38 B 2P~ AR A R T o TR, 7RI
— b, JUMT R BRI S —ANE B IE AT, N T IR, — N BRI
fEIE RN Z AT A ERE

REFANMT N ADBAFZR AT RER) . MRPEAC B A E, 1290 5T BLIER K% 2
AT AR ERES T AN IE T PAT S . 1K EHAF (LR 30 AT . TS A 2k
WG OL T, AT A FRERIEENPATEAS, — B TR RR S, AT AR FRAS S o 2L
RAEEE JHE, FHRER.

2% FFTIR, rsyslog PAFIAE PN E : T2t 5 R ER 8 E A — A EH R
BA1) 6% 1 THT BRAE 5 Foh 28 (1 % HR AT AR N B/ EBA B B HIT T o BA B T > 32 AR A
BRI 2> 12 =7 S AR B R -

> BRI Es, 1E rsyslog IS5 TR oy B AEFE R 93 .
> EMTRFHFATHATHE .

Britbz Ak, BB LLH JURRAS [ B4 2 4 B RN R PRt me 1t e . 1X
SO B I LR &4

5.

WA AR TGIE AR L —NH R, S AECE T R 2 S, a0 RAERA S
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W, HIBHZE, BEBEAT. KB R R B N BB ZE Y B A . 7
B AP AT SN B LR, X &= E 5 R, filani ik SSH H Fid s,
Xk I SSH 1. PRI, SR CH IR T 3 X 24 B e S HH ) o A
% AT A A .
7.24.1. & XL B\FI

MR HE T S AET A4, 23 A LR AL BA %1 direct, in-memory, disk 1 disk-
assisted, )2 A8 F I BAF1 /2 in-memory.. %8 A DAk X B 28 My Horh 2 —4E Ry 3
BRI, WAl DAEABATBAS . T 1 S A 8 0 2 fete/rsyslog.conf SCAH-:

$objectQueueType queue_type

X E, WALy FEW A (] MainMsg # 4t object) st TS (H
action 1% object) HiE¥ E . I direct, linkedlist & fixedarray (in-memory BA
F1), Bl disk F i queue_type.

BN E ETH B PAFIZ FixedArray PA%I, i KA7Ai# 10000 M B HUAT LS
BRINEE N Direct BA

Direct A%

XTT V2 R LR, B, S AN BRSO, fERAT RIS — AN BB
FATER] . N TR, AT

$objectQueueType Direct

1§ MainMsg 2% Action #4X object,iX /™% 3 AT LA FH £ 3 78 B B\ A1) 5l 2 P
17 B BN 5T direct BAZ, V8 B EIEAL IR, BRI = F L E B T 3%

Disk BAZ

disk PAZI A7 vH S BIRE AL IR B 2%, IXAEAF S AT B nT SE, (H 2 FTA T Re
MIHERASE 2 et . AT B TRk s E W H SRR E K. B2, K
ZHE R ARBUTH disk BAFI . Zi&E disk BAFI, fEletc/rsyslog.conf H1EEA
DA N4

$objectQueueType Disk

fiH{ MainMsg 5% Action #4X object, iX A& AT DL A 7E 3= 74 2 BA 51 5 2
TR B, disk BABIEAER Sy, BRIAK/NA 10 MB. BEERIA /N AT L T 1
RIBC B 15 AT 1B 2L

$objectQueueMaxFileSize size
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Hrpr, size &7 disk BAFI KN 58 U RZINR A 2 5 i PR Y, rsyslog &
BHN—NEBNNII% B, RIS . disk BAFI IR A Hl
FISCAHFIVLREC . IX L AR 2 382 U0 R ATz :

$objectQueueFilename name

ONERE RSO E TSRS O L T AN TR, R —
AN SO N
In-memory BA%Y
£ in-memory BAFIH, HEBAIITH B AL ARAFELE N AE A, XA AR X AN FR R P
S R E BT 0 R B O ML, UL HE B B O K k. HE, SR LU A
$ActionQueueSaveOnShutdown & B AL HT LR AT ELHE - A P AP ZE 2L (1) in-memory FA
IF
> FixedArray queue —BRIA 2278 2801, A K 10,000 NItz . XFp
I B BB A FH (] 5 T30 BE B AR AT BB T R (48 ET . i TIX LedR 4T,
RIS A B R S 2V AE— 8 B A7 #y - A1, FixedArray $26t T i1
ATEFPERE, AR HEBA T AR B F 1 R, IGRA B B R
> LinkedList queue —ix B, —AMER LT A 45 M AR 2 Bh A& 4B ), B,
FEAH PN AE T I 40 LinkedList IBAS AL FRAH /R (1) 58 5 0 B AR 1
E—RIE T, 41FH LinkedList BAZIAHEL T FixedArray BA%1, & 7HFEHE /D
INAE, FERRAR T BRI .
fic & in-memory A FI 4 F R T H15E

$objectQueueType LinkedList
$objectQueueType FixedArray

{411 MainMsg 5% Action ¥ object /M5 1T LI 7E 1298 1 B\ U3 4
(A EBAS.
disk-assisted in-memory FA %]

assisted in-memory BA%1 . Ak, Bt E — A ILEHE in-memory BA %1 4R 5 N
$hjectQueueFileName $i5 4 7] & SUNMETL IR B SR 44 o X ANBAFIEEAS B disk-
assisted, X EPkE in-memory PAFI 5 disk B\ B S ME .

R in-memory PAF L ELE 75 ML G HE BEAER disk BAFIHEEGE. 7
disk-assisted BA%1 7, 7] LA A% B disk-specific 5% in-memory specific it & 2%k .
IX PR AL BA B 0] R A B AR, e AT BE K I TR AT I AAS W] S IR ER AR e ol
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.
fa5E disk-assisted in-memory BAZI{# ] so-called 7K Efl:

$objectQueueHighWatermark number

$objectQueueLowWatermark number

1 1 MainMsg 5% Action #4X object,iX /™1 35 AT LA 7E 3= T8 B BA A 5l 3
ITIE B A8 Fo VRN BRI RO TH B8 A% number. 24 in-memory A %114 5]
T REIKALE LT, BT IEETE B S NS, IF— B RS2 E] in-memory BAFIK
N BB SR K B E U . IR B B EID A D BE AR SR, [
IR R TSR AR, BN B NSO A 18 1 . BRIk, Sk A7 22
LU AN PA S 25 2 1% ' $objectQueueSize K. miK AL FIREARBA BRI 2 [0] (1) 22 2 %
BEVH R R AT & A AR T X o 75— D7 T, B8 S /KA AR S A B A
BT I RER R B -
7.2.4.2. EHFI

A AL BA S AT DL — AP B DL 2 8 R 23K o 485 mT DU T URAS [ (1) 4
B RAEIIATAZIFN T B BT, A 20 ZABAFISEATH, WAEZ SRS,
Forp ) — ey B UL, A E 0 TAERFRE B, SR AT N 2 H gl
REEG BB EEmPEF, o] LUMRAL rsyslog HITERE, VEZHERA,
BB R G K A IAT A

B fi1l BA B K 70

& mr DLRR A BA B AT DAL S B A, A R

$objectQueueHighWatermark number

1§ ] MainMsg 5% Action # 4 object,ix AN 151 7] DL 7E 32 8 A1 3 Hh,
AT RS FHAZIRT DL 3 S8 H 248 number. 7T BLEE BABI RN,
AN RAE N EATTSLBRAE it 2% B R/ o 2B 2 BA BRI HE £ BA F1 BRINBA B K /N Ky
10000, AT BAFIERIA KN )9 1000,

Disk assisted PAZI7EBRINAE L T 2 TGPRMI R, ASBe 8 2 Kol R/, (HwT
CA L5 s AR R A AT B P R R A =SR], (E DA R R

$objectQueueMaxDiscSpace number

fiH MainMsg B# Action &1X object. 4BAFIRIEIGIT, Wi B4 E 5,
H RGBT T 2B 7 a]
ZHHB
YAFNE EIA R —E R E, AT TE N, AT LE RS R RS K
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113 L (R 0 26 0 S0 R0 5 2 5 5 9 AR 40 B 7 S discard markc

$objectQueueDiscardMark number

1§ Fl MainMsg 5% Action #4% object,iX AN T A L £E 7 5 A 51 5l &k,
TR, X E, number FREJESNEFHEHFERMEEEH . & XL
REWES, fFHMT:

$objectQueueDiscardSeverity priority

MR sy — (8—5) #AL priority: debug (7), info (6), notice
(5), warning (4), err (3), crit (2), alert (1) F1 emerg (0). fFHILKE,
BB EFHE G, HWE AR ZEBARTH R AT S AR S BAZ I Ex .

15 FA PR

Al UABCE rsyslog 7E—AMFe e R ] BE AR BEBA S . B T IX AL, 8] DL
Al oy TAERIHE SN B B C—MINAVE & DL 1R

$objectQueueDequeueTimeBegin hour

$objectQueueDequeueTimeEnd hour

AT LR E R M AHESE, DU/ Oy c. fEH] 24 ANk, ASCRridE

BB TRERE

TARRREPATIH BB FR € BA o Blan, ETHERAS, — A TARLREM
SR PR AR I BN BRI A R, IR LR A RIA S AT RS . =43 2
B, —ATAELER AR SHENRELRR —EH8EN, 51— TIHL
e R ah. EfaE s, AT

$objectQueueWorkerThreadMinimumMessages number

FHH B B AR number Rl kb 78 TAEZFE. 140, number &4 100,
100 Z /M B EIAR, —ASE TAELRE 4G . Mt 200 S B 2R, 28
EATARLRE G 3h 4 . AR, FFATI84T K2 B TAR SRR, Fr AT LARR
HEATT B R, R o

$objectQueueWorkerThreads number

number SR HATEITH TAELRERHERAEH .. T EHEEBG], BOAR
N1 ANERE. — B NERET/ECEHG, B Hisir 5@ HE. Bk
BN, WTFR:
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$objectQueueWorkerTimeoutThreadShutdown time

FHEREEI R (LA AL B time. WISRIEA KB time, ZBIN 24k 5N
H, ZEEAHET IR, TAERRELAIZ L. R ads e mmE -1, %
BRI R

HLE AT

NTEEERE, EATLARCE rsyslog [AII 2 PASIRITE S50 e HBAFITE B
HOE M BB, AE A a0 iy 4

$objectQueueDequeueBatchSize number

PRI R A BAB (498 5 R e R38O H B e number. VR R, HEBASIVE S 4
H B B B AR 2 1) TAR R RN 18 1T 2 S BRI A TEAE =i

Z1ERAF

MBS AR EE S, SR PhS i 1 45 5 I [h) 1) R 4 T A A
KSERBASIALEE, DAY HE 2K -

$objectQueueTimeoutShutdown time

TREM time IZMONRAL, IR — BN a 8 H — Sl A S, TAF
LR TE AT B AL P, SR 2 EBAA . R, RAEFERE B E K. S
AN IS 1 T B8 AT LAALE A R 58 e i R Ak 2

$objectQueueTimeoutActionCompletion time

FEVCER] time I HITEOL T, AR TARLREAC M AERHLIN ZE R A7 4L
&, ATLMEH

$objectQueueTimeoutSaveOnShutdown time

s LI AAEBEE 1, B BRI RO EAE AL rsyslogd 25 15 BT 2 5 A7 filk 2R
jétj_

oL o

7.2.4.3. f#H rsyslog PAF1H7iE 1%
rsyslog 7 #&4t HTAIETE, BABIXTRAE action (O EE X, BERT DAL
F 8lrE fete/rsyslog.conf H— N EREEAT o AT BA S (R0 0 F

action(type="action_type" queue.size="queue_size"

queue.type="queue_type" queue.filename="file_name")

FHEEPAT BB (R 44 R 5 4 action_type, FHIH S BABI AT AZR 9N 1) 5 K 4L
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H & AR queue_size. XTT queue_type, L% disk PAFIELAM in-memory BAF1
HhiE#E—: direct, LinkedList 8% fixedarray. X file_name {45 & — > 34+
%, AR, HER, WERAE N80 H sk RAF HE S, SELinux £
DRI E

7.25. FEHEMRSEE LBECE rsyslog

rsyslog A 55 $ 4t ) 35t T FH H SRz AT H 5 IR S5 28 AL & 5 R Gk ki H
EXM 2RI H EMRSS . 1E S W) nT SER K 0 EW B RIRS 4, SR i
rsyslog i & 15 .-

rsyslog M55 LA AT AN HEMRSHMNRAE L, FHBTARR
G E R H kS HERSS 48 . RIS = IR 55 R R V10 BOATE
BT %24k rsyslog, WRFRE, UMAPR RGEHISL 3L T rsyslog, LA root S 1%
AL R4

~]# yum install rsyslog

Syslog ¥t & BRI B s 5 12 UDP #1514, HAF/ etc/services 3441 H .
SR, rsyslog ERIAAEH TCP 73 [ 514, LR & S F/etc/rsyslog.conf /1, TCP /&
H@@H .

Hee B D AE 6 I 22 FH 2, 2810 SELinux Y ERIAES B A o v R Fn gz
WACHE I THI 51 HE R g 1 e

~]# semanage port -l | grep syslog

semanage 52 FH A2 ¥ i1 policycoreutils-Python 6, i) — & /0 $ At o 5 75 B 135,
LRAUTT

~]# yum install policycoreutils-python

AL, FEERIE ML T SELinux ) rsyslog 25742 rsyslogd_t, A Hc & N o4
E%ﬁ%&*m%mhmntMmﬁymmmm> i 1, F TCP #R A 172 514.
Rl, X 2% A W EAS H semanage [ BARfY L VF TCP 3 F104 514, i, EA:
#r SELinux fUYFTAFEF i 0 514 J@1E, BAGAWT:

~]# semanag eport -l | grep 514

HEEEITEM N SRS HN RS L, A TR TRP . EiXd T
(T A2 BRI A root B 47 7 AT i 2> o
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7.2.5.1. 18 H ERS#s b AT AR
rsyslog 7 B A Z FhAS R IR ARORE 2o AR5 FR AR A R IH A% =0 FH 2 0RF R A%
AR BT TR RO, 4R s

template(name="TmplAuthpriv" type="string"
string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::secpathrepl
ace%.log")

template(name="TmplMsg" type="string"
string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::secpathrepl

ace%.log")

XA AR AT LU R IR A 381

template(name="TmplAuthpriv" type="list") {
constant(value="/var/log/remote/auth/")
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")
constant(value=".log")

}

template(name="TmplMsg" type="1list") {
constant(value="/var/log/remote/msg/*)
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")
constant(value=".log")

¥

XX rsyslog FriNR G, XAMRRARCCAME AT RE A 5 W32, L m]
uﬁﬁ%ﬁﬁ
FEROITER I, AR ZEE A IO #iar &, dnsgE, %Ris
%EWM,%DﬂﬁM%%ﬂM:
module(load="imtcp")

ruleset(name="remotel"){

authpriv.* action(type="omfile" DynaFile="TmplAuthpriv")

*.info;mail.none;authpriv.none;cron.none action(type="omfile"
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DynaFile="TmplMsg")
}
input(type="imtcp" port="10514" ruleset="remotel")
7.2.6. £ Rsyslog ik

TR AEBAL BT rsyslog $REEEFIBLYL, XECHIBUR SRS I h e . 5
LV RO 2 BEHAT LU =0 R K SO M N L SO A
PO st L 3 T . A BT A BAR B RS R )R E DhRE . N
WAMEYE, KRN B84 . ZmEE, EMH DN

$ModLoad MODULE

HrP$ModLoad & HN# TR E AR 4 184 . MODULE 3R/~ %8 Fr 7 1A
Yoo fian, an R E AT SRS AL CGimfile), 1 rsyslog AT bR AE T
WA R G H EE R, 1E letc/rsyslog.conf it & SC4Fh4E € DL R 47

$ModLoad imfile

rsyslog $& 4L 1 VF 2 Bikk, IXLERIHA 73 UL T S50

> - ANBERICEER B & AR S . A A PR S 2
PLim A74F46, o imfile A1 imjournal .

> - B R (R 25 & Bk B AR HIVE B, il il 4 Rk,
FAEEEE Erh, BB INE S E . B A RS Z LD om BTZE,
omsnmp, omrel p 254,

> ENTRLEL- IR B B ST RN, B AT e T S R
HHE. MH CIEFHHEE, BT H CRE BMATas. Tl
P4 FREAE DL pm BTZEIT 4G, W pmrfc5424, pmrfc3164, %%,

> HEBHER - HEBEERMEM ARG HEHERNE . X
HIPREL mm BRTZOT 4G . T S B SHIEE4n mmanon, mmnormalize, E¢
mmjsonparse H B 4 580 S IR R AL

> PR RS - BRI T RN BN TR, IS
rsyslog & it (AR DI REAH LW A] o R AR BSOS ER R 44 PR sl 2 BA sm TR 46
U1 smfile B¢ smtrad 14

> FERREL - FERRHON HAR T InEis R (D e o X LU AE rsyslog 7%
N H 3 omEL, AReHH P ECE.

Fr A o] F I B B A e AT TE A R 1Y 58 B B 3R ] DL 7R
http://www.rsyslog.com/doc/rsyslog_conf_modules.html $ 2],
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E
NpoWE R

. X
IR .
7.2.6.1. 3 text CfF
SCASCER N, TR imfile, f# rsyslog K AE R SCA ST AL R G H &
TH B AT LU imfile M BIEE B R SCASUE H BN RS A HEH
B FIn# imfile, 7E/etc/rsyslog.conf RN LA T A2
$ModLoad imfile
$InputFilePollInterval int
B LUINEL imfile —&X, R AZ AR HAZ 1. $InputFilePollinterval 4=
JFiE 2 FE A€ rsyslog o A 142 I SCA ST AR AL B AR - BRI IS 8] [R] By 10 75,
BT, AR g B RIS ] [ B 5 8 int.
T WE AR SN, 1E fetc/rsyslog.conf SCA% A FH OB V00 R
#Filel
$InputFileName path_to_file

TERAIFE rsyslog AR AURLER, IXAEARATRT LAV 1A B C ) e EOR %
RIS AL 2 2B Oy 1 B KR BEE D 22 4 XS, AU Rl 45

$InputFileTag tag:
$InputFileStateFile state_file_name
$InputFileSeverity severity
$InputFileFacility facility
$InputRunFileMonitor

# File 2

$InputFileName path_to_file2

B 4 N CE SRR E — M

> HSCARSCHR 842 B AR path_to_file

> W ER tag % B A tag

> FHME—FPIRE SO 4 B AR state_file_name. IR SCHEEFEME ZE rsyslog
M TAEE S, REIER SRR IS, FRid e e o X . an R M
EAT, AR E R . ERR ST E T — N EE R B FR

> W In$InputRunFileMonitor 48 &A1 RESCAF A . WA XADMEE, K
S 2
R T BT SR EITE %, AAAERT DA B LA B RE . Il &
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1) S 7 e oS 7 severity SRR E T NTH BRI E M FOCHE - B 4 facility >k
E X AERTHEMT RS
7.2.6.2. NAWEESHHEE

AR E T, AbER H B EE LA BRSO SO AT DR, BT (. BT il
[¥] DBMS [FJ2E8Y, &FF & i BB, #1a0 ommysgl, ompgsql, omoracle, =%
ommongodb. 1EYEEAL, 1 FK# T libdbi )38 A omlibdbi %41 HAEH . omlibdbi
R SRR B 2 2 454 Firebird/ Interbase, MS SQL, Sybase, SQLite, ingres,
F9 3, mSQL, MySQL F1 PostgreSQL .

7.2.6.3. fHREINE L

I 285 A% g (R AT 2% PR R S8 38 M AT DLIE I TLS 3 GSSAPI N fh SR H 4t

e E LA (TLS) 2 B RS At 451815 1 2 v n & vl . 2
F TLS, rsyslog JE S8 KIEZ BIINE, KIEFHFEINE 2 18 10 75 EAE BNE.

WHZ 2RSS APl (GSSAPD & —Fh AR U5 Ia] 22 4 il 55 1 N FH B 7 4 A2
. N TIES rsyslog PR, B0 —ANIEH 1 Kerberos 5% .

7.2.7. Syslogd fR&AHEMARE

w EFTIR, rsyslog #1 journal, & &% LA HENMHERF, A JLEHT
i, EENBEHTREMAMS. ER2Z1E0T (I 7.3Syslogd HELHD, &
TIRT LA EAAE, Ll g s B, JEB eI E — A SO SR E T .
T BLX PP AR — AN B A5 3 T2 i N\ Ay AR R L), X SEBEE Y Rsyslog
A1 journal (i {5 socket SCHF

BRIEDL T, rsyslogd 15 imjournal #EE 1 H & SO R BRI B AR
i R IXAMEE L, AN AT LS ., AT LS N Journald $& (1 1) 25 44 A 50
oA, IH O % #E AT BLOA jourmald B N C B OAE 2 iR M
$ ImjournallgnorePreviousMessages 184 ). 2% 7.3.1 \H & S B2 KT
imjournal FJZEARNCE .

TENEAR, B rsyslogd KiLEHH journal $2ELIIE R TEN—NET syslog
IS FH B B 3 7 B 5 42 run/systemd/journal/ syslog .. 24 A8 4k rsyslog 7 B,
TE A IR, AHEL imjournal, EREFHASRMLTE Z M DIRE, Wl BN LB
Jeds. EEAERT S ANHESY, fEletc/rsyslog.conf Hi i H LR ECE -

$ModLoad imuxsock

$OmitLocalLogging off
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R iE N E, imuxsock #EE I 5% F$OmitLocalLogging 54, ffiREiE L R4t
BT IN. BETFIIEEA Bt etc/rsyslog.d/listen.conf H1 45 &, WIF:

$SystemLogSocketName /run/systemd/journal/syslog

f& 4 m LA Rsyslog % Hi 78 S 2] {88 omjournal # i journal . 7£
letc/rsyslog.conf H & %

$ModLoad omjournal

** :omjournal:

fian, T AL B R BT A IR S S aEak TCP &5 11 10514 £ journal:

$ModLoad imtcp

$ModLoad omjournal

$RuleSet remote

** :omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514

7.3. Syslogd HEZ#

e KRR H SN RS, — A s A n B B3 20T DU (F Hh gt
g, IS MIRER, RESHRFFEEE, ERGTHE B Bk
A FIA—3 . rsyslog f# F§ JISON (JavaScript X} %455 # X fefit H B35 B g H
1t

B NTTE Ly AL Al S RSP Y

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed
sequentially

TR H S
{"timestamp™":"2020-2-7 T10:20:37", "host":"localhost",

"program™:"anacron”, "pid":"1395", "msg":"Jobs will be executed

sequentially"}

A58 FH AR 0T 98 2R 5 A A s B A ) T ) 38 2038 2 SOASOA: 1) ek i B e
Ko S KT S0 AT DR R 3 25 b N AR P A2 AR R R S o 34k, JSON
A RT AR A AE SCRYEE ZE, I MongoDB, e HR L ARSI BE A1 4 BT ThBE
A, —ANERATE B R E RS ML ITE B 2 R A ]

fE rsyslog, 7 A nE#E i H EH45 B4 A imjournal BLHE journal #EHH o
F mmjsonparse #i, T LU B journal AILASKRIE S N KIBHE, P
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XPHEAT AR, i, AN — AR ER . O T AT, mmjsonparse £
RETNTH B ARG, HHAE lumberjack T H & TREE .

Lmberjack it H 1¥) H 11 /& LAIA) J& 3 25 105 KoM rsyslog 8 im&sw b H ik
BE — N EEAEE S, Lmberjack €@ cee: 747 HE, HTE JSON 45t .
734, Lmberjack 52 X T MiZHE JSON & brif 7B 4 FR 1513 . < Lmberjack
MEZAEE, 5SS WL R,

N2 lumberjack & 207 B 511«

@ cee: {"pid":17055, "uid":1000, "gid":1000, "appname™:"logger",

"msg":"Message text."}

BAE Rsyslog WX AR, — MERSHATH, 1520 7.3.2 B4
T8 . R FE RIS 2% 0] LS libumberlog 23K 4E % lumberjack 348 =X
I3 .. A% libumberlog I 215, 1S WAEL R .

7.31. WNHEHSALE

imjournal #5542 rsyslog % AR RS H 30 (L 7.2.7SSyslogd ik
FAHERAE B AFNH BN rsyslog 185, H &S DLUCAM bk idx . SR80,
BEEBE— D R4 T, HAEAEH i journal FRAL A TCEE B B A F AL T R

N7 M Journal S ANEE S Rsyslog, 7E/etc/rsyslog.confi 3044 rb i A R T i
H:

$ModLoad imjournal

$imjournalPersistStatelnterval number_of_messages
$imjournalStateFile path
$imjournalRatelimitinterval seconds

$imjournalRatelimitBurst burst_number

$ImjournallgnorePreviousMessages off/on

> f# ] number_of messages, & 1] LA¥E & (A7 H ESIE AR . £ 2418
#I| number_of_messages 5 i€ I SEI, w2 fik A EdE DR AF -

> FPIRE SR B AR B AR path. BESCHERIEE journal 183%, H2ALFRRY
e — Mt

> f#FH seconds, 15 (1) PR il 5 P B T [T RS o abbe [ G 30 ) Ach 3 P 9 58
A E AN REEE L AE burst_number $5 € 118 . BRIA B E Jy%FE 600 F2 20000 F 3
B Rsyslog 2= %77 HLE s R A I % K burst_number B )78 .

> f#H$ ImjournallgnorePreviousMessages 7] LA ZUI& 24 1 7E journal f
BARZAHHIE R, Xyl B R8RS U A o BRI BN G
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Mo WHER, WHRIREER RN, WARESCHE, Frf journal 1I7H B8

AbFE, BIEARAT CAAE rsyslog LRI £ i6 rh gl A B

R

fas ] LAEI S A# B imjournal A1 imuxsock #58t, imuxsock #EHLE IHK R 48 H
EhN. R, NTEREEES, BOZH I imuxsock E2HL journal ) RS E
. BEMFIX— &, f#H$0mitLocalLogging 54 :
$ModLoad imuxsock

$ModLoad imjournal
$OmitLocalLogging on

$AddUnixListenSocket /run/systemd/journal/syslog

f&n] LLE A LE journal (R FUCEAE B BE A AL IE R . ) —
W 5T B T A 25 5245 “journalcet] () verbose FHy” iz, AEZREL journal 4
SR ¥, %S systemd.journal-fields (7) T . Hltn, 7 LK B S E N
% jouranl B, A N AZPIE A ROV B AE A
7.3.2. IR R

AN —A rsyslog MRHTALER TS 2 lumberjack #z07H B, 158 A LI
PR

template(name="CEETemplate" type="string"
string="%TIMESTAMP% %HOSTNAME%
%syslogtag% @ cee: %3$!all-json%\n")

XA T 5L 2 & @cee: A LU FH (9 JSON 45 £, f5il4n, 24610214 omfile
P A SO . BRI JSON FEE A4 AR, S A, flan, #RFET
IR LKA HIE S, e TIE SR ENA A UID,

($!hostname == "hostname" & & $!UID=="UID")

7.33. f##Hr JSON

mmjsonparse #H B T HT 25 Ak T B . X85 BT LR E journal 3 H At 4
NUE, H H 220 fH lumberjack 150 B A g SCHI T AT RS AL o 1X L4 9 S22 H @cee:
PR FRRTIAR K. SR)5, mmjsonparse 23k 25 JSON 45 #4) 2 75 42 4 2%
Y EREAISE Y 2

N T F mmjsonparse £ 5 i HT lumberjack #% = [ JSON ¥ B, 1
letc/rsyslog.conf ST {5 A T T I BC 5
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$ModLoad mmjsonparse

** :mmjsonparse:

FEIXAMIFH, mmjsonparse FEERAESE —ATHNEL, A W B K45 E
HAlT, %A 7 HREEZ2H T mmjsonparse.
7.34. A MongoDB HAEAETH B
rsyslog SCFfilid ommongodb i th 5L 7E MongoDB 1 34 Y H4fs B v A7 fidh
JSON H .
B % H & W B #) MongoDB Hr, fE fetc/rsyslog.conf 1§ A DL N iE i
(ommongodb Bt B 2 %0 3E FH TR B S =0 L 7.2.3 58 B B e B A% KO

$ModLoad ommongodb

*.* action(type="ommongodb" server="DB_server" serverport="port"

db="DB_name" collection="collection_name" uid="UID" pwd="password")

> ] MongoDB Jliz 55-#5 1)k 835 44 7 48 DB_server. Pt & b [ 75 22
M MongoDB [ 55 #5 1 F— A AEbRdE R 1 BRI FHE AR 0, JF Halws
BHLERIZSH

> fiiH] DB_NAME, #fiE & H a3 MongoDB [ fik 5% # L i
ANEE FE o FIX AN FEAE B 1 4 BB = collection_name. £ MongoDB -,
B R—H, EM— RDBMS £ &M,

> i@ % E UID A password i A\ 14 IR T 5 S
T mT DA B R B f 2 50t e R it TR 2. BRI S rsyslog {8 I

FER L T AR vE ) lumberjack “FEXZ R

7.4. R Rsyslog
7t debug FERIZE 4T rsyslogd,fd FH 40 T 44

rsyslogd -dn

{4, rsyslogd 7= A4 YHA(E B IFFT R BhafER o -n 37~ “no fork”,
fEnr DB MO R A &, B, wr PAE BB SO R AEaE R R B B3
rsyslogd i, FEar2AT EHAT LU T Ak

export RSYSLOG_DEBUGLOG="path"
export RSYSLOG_DEBUG="Debug"

R e WS B SO A7 B B 4 pathe X T-1] HH RSYSLOG_DEBUG
BRI EEY| R, 1EZ0 rsyslogd (8) FAIFHLE
W 71 7E fetc/rsyslog.conf SCAFHR A FH IEE 2 5 A 2L
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rsyslogd -N 1

Horbr, 1 3R T S A PRI BE A 20 o 32 A [ AR A R IE T, PR H A,
RE—DR AR, B, BRBINLESECRIETRIE.

75 FERHHEZE

journal & systemd (1) —ANHAF, & ST EHME B HE M ERIHATEH
e H B —NHE syslog SFPHEFE, 0 rsyslogd. journal (TR &N T f# 5 I1H
M H G A R, B RS REPHRMAER, XRHEZMHEidsH
AR ) T H &Sk

e H journald AR5 EE, 7k, FRAAEE. e RIS 474 journals
() kS, XL R IE Bk A N, P 3ERE, PRk, Ariies v
Il JFAE APL FRER RS o X2 journals 45 ML IR R B, EREE T
BRI ERIER E] . journal 25 HA —IMME—RIARIRATF . journald Ak 55 IR H
HEHEARZ YR 7B . HEFR LM, ek Fahdmis.
751 BEHZXMH

751 journal H &, f#F journaletl T. 5. LA root Sy & F H &A1
ENEYSE

journalctl

b 4 B 2 RGUTE HE SRR, BFE RGAAERH P2 A RTE R
%8 H B 45 R 2R T Ivar/log /messages SCAEFRYE B4R, (A — 8 Ik
> AL MIARIC ST W BRI AN s AR e A T
ZL, RNV AL S B AT IR A A
> WAV o R G ACHRIN X .
> AR S BN, BREREMHE.
> G RRTHER RS BT .

7.5.2. VilEl$EH]

BRIAMBILR, WA root AR journal T, HAEEEHEAT AR B EL
PF. RGETEAT LI INEE R 8 adm 41, B2FAbAT105 9 52 38 H &SRR
PR BEAEX— 8, L root F P AW :

usermod -a -G adm username
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FEA N2 adm 21 FH 7 44 B4K username.. % HH 7 il J5 24K journalctl i 2>
()% [F) root A SREX Y —FF . T VER, Ui A A 2408 journal JEA T
FE XAt A = TAE.

7.5.3. fEH Live view

YAH A, journaletl MIEE R i B 2% H T4, ok H B 5251
Fo B 7 liveview, A LURESLH I HEHE, BRIk E HISw T e
Hok . EIF S journalctl [ live view 1, #iA

journalctl -f

2 AR AN 0 H EAT F113 . journaletl T UK RERSAT, 25 A58 10TH
IR R R R AhAT
75.4. TIBHEE

A ZHAAT journaletl iy [ G ERR 2, FUbfEnT LA & Fhod
FETTEREEUE B, DA R IR

ERRTEPSS R ﬁﬁ?ﬁﬁﬁr%éﬁﬁ%ﬁeﬁﬁﬁt B E Gk M EE SR e gl B
TE A DU T 1R

journalctl -p priority

FEXH, HTNERSE T — (B BHilsed: debug (7), info (6),
notice (5), warning (4), err (3), crit (2), alert (1), #1emerg (0),

X PR BUR Y v U

BEMSEL N error BUE FETH S, {EH:

journalctl -p err

pBULi NN EIPUR:S
HEAEMNGET S 2R H S5 H

journalctl -b

WREERSER B RS, -b A B ZER /D journalctl K% . 7EXFER)
TEOR, FE T A g A B

journalctl --since=value --until=value
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[BerTi

TR = IR S AR E RAARITTVI0 RS 0L T
{8 F--since F--until 1. &7 AEFH €N ATEE AR HEE L. &
ATRALL time AU INEGE data AOAS B P AR %04 value 453X PRANIETI, 4N
LA 7wl
SEf: @IS A R R
MR ELAR B R SR I n] DV G, DLl 25 SRSt o an, AN T
M, BEREESEEESINERMHE, W

# journalctl -p warning --since="2020-3-5 23:59:59"

BHLIE

TEA 2 SEA5)“Journaletl [ verbose iy H %1 48w H &2 B —H 7B, A
AT PAR i yE . % T systemd AT A7 B 7o B 1 58 8568, 22 L systemd.jounal-
fields (7) T, A HEE BRI oBEREBIEE, mIEFHH P . (il
FEEET OO, AHAT DURH R IME,; BEARAN AR WL, H 2B mT A
e ME-

B E RAEAE— MR e AU A M ME— B 53R, B LR

journalctl -F fieldname

AR ZE ) 7 B 44 B AR fieldname.
B B 2R A6 H AR H L, IR BT i

journalctl fieldname=value

F - B A4 A% 7 B L& I 24X fieldname AT value. 455, &A1)
Tt

EEE

s systemd 174 B T EE 7 BUWECE AT SR, EIRE B Sid B
MBI PR, R REE, EEA:

journalctl

HZPIR tab . X2 BRI 7B . Tab SEAFRAN T2 T T B
BN SCE IR GE R SR LA BB 7 BE SRR 1% Tab HEOK B 3 5e X A 447
R, AT AT BRI Mg, ah:

journalctl fieldname=

% tab BEPIR, BG4 journalctl —F fieldname —#¢ .
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Tl AE— N BEEZME, W

journalctl fieldname=valuel fieldname=value2 ...

Al B E A AT AL ECHIME, BRI2% or —#FEILAC. 7 & ULACME 1 5L
H2 % HRER.
MR, TR LATE E 2> field-value X ik — D/ b -

journalctl fieldnamel=value fieldname2=value ...

WARARE VDA FER T BARILE, ek 5125 AND A& . ZULER
KA KA B A =R
i+, AL EPHE or AL 2 7B

journalctl fieldnamel=value + fieldname2=value ...

ZAr A IR E B /D UL — N R H . AU 2 AT A R H

Sl RETIRBERE

%3 R avahi-daemon 5% crond.service 61 2 4% H . Hi% 4% H K H S UID
70, WAL A4

journalctl _UID=70 _SYSTEMD_UNIT=avahi-daemon.service
_SYSTEMD_UNIT=crond.service

HT_SYSTEMD_UNIT “FBr] LB ME, VLA E RIS A o, H
_UID=70 225 /2« 31X 0] LAfET B R 7Ry (UID=70 and (avahi or cron)) .

femr DL 2 A B e g, HLL live-view BI=ORIRERE ©HMH &
B

journalctl -f fieldname=value ...

7.55. fEReRFEIME

BRMEDL T, journal RAE A7 E/run/log/journal/ H 5% F F/NR T G2 [X
it H &S A journaletl Bori i st HERLEH T ZHH 5 KM,
HEBIEA S AKARAE. (EBIACE T, syslog SHUH &L, KA 1E
var/log/ H3x o HHreettH &l E, HEXAEM# 7/ var/log/journal, X &
k& B R s e AT R AFAE . XF—28 ', journal BEARE rsyslog.

R A A T AL AL

> KR A] 0 ] FH SR A v 1) R B = R BE il R .

> TR ESLZIMR U ), R SR DUIRECE 3= 5 R AR -
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> RIS AR H B EEdE, A e HE S

FREEPEAT AT L

> REELIEAT A AT ARG I B E BGR T N A A, ANORIE AT DA a5 45 € 11
I [ 5 2

> B L (R =S (R Ak H ST

journal jA FEFSEAAAE, 1% T BT~ FFF3ha1%4 journal H3, LA root
FH N

mkdir -p /var/log/journal

)5 journald K& ¥ & AR

systemctl restart systemd-journald

76. HIMLRGES

B4, WHRRATAE, rTbUdEdE, E— " MaerH, £— A 8E
[, B A RGRF A EIRT 0.8 I, HBHIEAT,

HR TR REL I = IR S5 A R R A PULI E T/ — S E I RGT S5, LAREF
REHIHEHT. B0, locate #iy 418 F 1) slocate %04 FEfE R E ¥, RAEH A
AU H AR S R PAT BRI & 0 . I RS, 1817 B € RS

TR LB v IR 55 A PR E R Gt T LU BB ESS T cron. anacron. at
A1 batch.

R—P T HA SN T WA FIRAES R4 % 1T, Cron F1 Anacron 1
JEESRANAES, At M1 Batch % —kVERIMES (5507274 7.6.1Cron
Anacron F1 7.6.8At A1 Batch) .

HLTRT R = R 55 S E R 48 V10 SCHRST systemd.timer ££ M & I
[ AT — M5 . W, systemd.timer(5) FH 7 T f 1 #8215 K.

7.6.1. Cron # Anacron

Cron 1 Anacron /2 R 1 B 51 5 MEAT 5575 — M a2 0 B[] ) pAT I <3 4
BERE, INFIA] SR VR BN A . A B RER . A — AR Bk E
X

Cron IAF55 7] LA 73 B ERIE AT « (H2, AT HAUE RE 2 FFE8Ha/TH, W
RAAT S W 2 HERI I R RSB H 81T, MHES AT .

F—JH, R RRIEATLS W HERIE A& A 1217, Anacron 2idfEiXA
O LTS . — B RGIRIZTT, EMESE D E3AT . 281, Anacron
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F—MES - RABEIEIT K.

7.6.2. &3 Cron M1 Anacron
Fz3E Cron A1 Anacron, #5752 223 Cron ) cronie A1 Anacron ] cronie-
anacron £ (cronie-anacron #& cronie [f]—/T£1).

BHERN RS LR R CE 3 THNRA, FTPHATAT frd:
rpm -q cronie cronie-anacron

MRS ZH T, Fikar4 ¥R A cronie A1 cronie-anacron [ 5 B 4 K,
VP ES GRSV EIVAI ORI NI SE
Bl dRix et D) root F 7 $2 HECR A% SORAS A yum iy 4
yum install package
il dn, EL[E N %2%E Cron A1 Anacron, T PATEAT 2 ATHERAF FEIALL N dr 4
~]# yum install cronie cronie-anacron
BT a0 L AR R LB = I S AR B E R A 1R E A, ES L 4.24 %
BB
7.6.3. 11T Crond k%%
cron Al anacron 1145 # 2 B crond AR 45Kz . ARTE UM 3. 5
IEFNEE 5 crond AR%S, AR WIEC Bk HIFHLE G530, B 1 i 20 A i it
B m RS A EE RS V10 HanfiE BE AR S IE A 7k, ES L 5.1 A
systemd & H R G AR 55 .
7.6.3.1. J53h Cron IR%%
B e RS A B IEEIEIT, BWHEH T w4

systemctl status crond.service

AL T2 AT crond k5%, 1 LA root I P E AT AT IRARFF FHIA LU T

Py
i

systemctl start crond.service
TR E MRS ITHLE E 3, 16 LA root FH AT LR A4

systemctl enable crond.service
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7.6.3.2. {Z1k Cron iIR%%
B AT 1E T 5 1E crond IR, 15 UL root B P EE G S ATIREF FHIANLLT

ANy
FIITJ/Q'\:

systemctl stop crond.service
BRI RSSITHLE 3, 1 B root F AT L R i
systemctl disable crond.service

7.6.3.3. HJ3 Cron k%
S E J7 crond ARSS, iU root H P AE AT SATHRST FHIALL R4

systemctl restart crond.service

2 5 1R IR 5% Ja R AR Pt - 00UR B IR S5
7.6.4. BLE Anacron 1%
W AT 55 1 2 BT B S fetc/anacrontab SO, B R ABiETT root T HEAT
Yillo SR E BT WA
SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
# the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=45
# the jobs will be started during the following hours only
START_HOURS_RANGE=3-22
#period in days  delay in minutes  job-identifier ~ command
1 5 cron.daily nice run-parts
[etc/cron.daily
7 25 cron.weekly nice run-parts
/etc/cron.weekly
@monthly 45 cron.monthly nice run-parts

/etc/cron.monthly

BT =47 58 X REC B anacron AT 551247 I 55 (A A A &
® SHELL— Kz T/155 1 shell 3145 (rfilrh & Bash shell)
® PATH A PATRE 7 I B A2

® MAILTO——ii it s~ His 420k anacron 4145 % b 1 FH P I A2 K
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WMPERA E X MAILTO B8 (MAILTO=), NS KIEIRH:.

T RBIPIAN AL B RAE I SUAT55 1 BE I T

® RANDOM_DELAY——¥-2 N2 AR MT5518 % 1) delay in minutes A2 &
AN SN

ERUAEIL T, S/ MEBRMEY R E N 6 8.

filtn, % RANDOM_DELAY #i% &4 12, HF4 XM € 1) anacrontab H1
(15— MMTE55 1 delay in minutes {E &4 b0 | 6 %] 12 43 RANDOM_DELAY
AR DL E N 6 LAF, 46 0. i E N 0 Ml i, MG mEEHLALIE .
BEALLEIR 0 B R ARA I, wlln, 42 GIE—ANMEEEN T EHLRE ZEE R
# T A [ B R I

® START_HOURS_RANGE——it XTS5 AT LUEAT B A1 B, LA/ B
s

F—Rd TIXANE B, N, BT AR, SR RIS A
PAT .

letc/anacrontab SCAFIRIARATARR I RIMTE S, I HaEEM BL A%

period in days delay in minutes job-identifier command

® period in days—4% RETH AT S5 PAT A

Z B VAR W] DA 8 SO — AN B EE — A (@daily. @weekly B3
@monthly), @daily FI#% 1 KIRFIER—ME, @weekly FI#E% 7 —4F, T
@monthly WFERAES —MH Rigfr—ik, NERXMARREEZ D,

® delay in minutes——7EHATAESS I, anacron &4 4 B 4

ZJEPEE AT DA SO — MR iRz BRI BN 0, MIFRIRBA IR .

® job-identifier——F T~ H & 30 G — AMRFE AR 55 B ME— 24 FR

® command—— 4 AT I 2

% HL AR A A BE AT LU — AN 28460 s fproc >> /tmplproc (T4, AT DUE — ANk
A7 H E A i 4

DS () KM AT AR, A iab e,
7.6.4.1. Anacron L4571

PLR A& —AN 57 B fete/anacrontab SCAH: 7151 -

SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
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# the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=30

# the jobs will be started during the following hours only
START_HOURS_RANGE=16-20

#period in days  delay in minutes  job-identifier =~ command

1 20 dailyjob nice run-parts
[etc/cron.daily

7 25 weeklyjob /etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >> /tmp/proc

FEIXA™ anacrontab S HE LHIBTEAESS, #RHBENLEILER 6 2 30 434k,
I H¥7E 16:00 2] 20:00 2 [AIHFIE1T -

A AT B AR AR 16:26 F1] 16:50 [H] #i itk (RANDOM_DELAY
JEAE 6 3] 30 204 2 [A]; delay in minutes JEPEE R 20 2381 AL FTE E i
2448 H run-parts JAIA Crun-parts AR Z — AN HRAE N 21724, IRINUT
PAT H SR E— MR $hdT/etc/cron.daily/ H 3% FRIFTEFER . 20 run-parts
F P F MU T RS 245 5% run-parts LA (S S .

5 T AMES B A AT — R etel B 3% F ) weeklyjob.bash JHIA

FMEF BT A4, EinAt/proc I %S Elitmp/proc SCHFHE,
AN H—¥ s Iproc >> ftmp/proc).

7.6.5. FEE Cron{£%
Cron {155 HIBC & SCF A& fetc/crontab X, & R fgiELE root A A #H4T V5 )
AR E LT N
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
HOME=/

# For details see man 4 crontabs

# Example of job definition:
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# oo minute (0 - 59)

3 I hour (0 - 23)

#| | - day of month (1 - 31)

#l | | month (1 - 12) OR jan,feb,mar,apr ...

#| | | | .----dayof week (0 -6) (Sunday=0 or 7) OR
sun,mon,tue,wed,thu,fri,sat

2 I

#* * * * *yser-name command to be executed

A =474 % 1 A anacrontab SC{H— ¢ 1948 &5 X : SHELL.PATH 1 MAILTO.
B REZHRXIINERREE, 2 W 8.7.4 iL & Anacron /£55 .

Ak, ZCAEE A LLE X HOME 28 8. HOME B8 5E X — /M H, ZH®
FEAT S5 AT i & BURIAS I B A A R B %

letc/crontab SCAF IR ATARER T RIMESS,  FHE M LA A%

minute  hour day month day of week username

command

PAR & 08 X T ATS5 4 £ 18 AT IR ] -

® minute——M\ 0 | 59 [{fE =%

® hour——AM 0 F| 23 PT B4

® day—— M 1 2 31 PEE S (Can45E 7 A, X B H R 2
FHXT T2 H AR H D

® month——M 1 % 12 FYEERE (B3 H s aRs, il jan 8%
feb)

® day of week——M 0 2| 7 PEEEELL, 080 7 AEREMH (BE A A
JA &R FL AR, 140 sun 2L mon)

AR & BUE X7 AR5 B g M

:L»

® usernam

® command——FK EHAT R4

X B A A BE T A& — 2R 4L Is /proc >> ftmplproc 4, 1] LLg — AN

A7 H E XA A 4

XFULEMS TR, 25 () aURHRERITE A SE. i,
FA% month E‘J@%)‘(%E‘a%’, TUZAT 554 A5 A 2% A I 20 3R R AN H #B AT

BE 2 MEES O RER T —ANBHEHE . Fln, 1-4 RoRBEH L, 2. 3.
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HIZS () FRIESIERREE 75K Fla, 3,4,6,8 Bifscdail 7ix )
AR

RHT (D ATLAHRIEE B KA $85E T P KAE M IUR 8 K P e S Bk
#K . Bilhn, minute T{E € XN 0-59/2, NIRIREERG— 050 AR AT LAAD
B, Flan, R month TUHFMERE & N3, MHESK4 = H AT
— IR R,

DS () HRMFTEAT AR, A iabE,

3F root A7 AT LA crontab T HKACHE cron 1£55. H 7 %€ LI crontabs
{RA71Elvar/spool/cron/ H 5, FFH UG EATTHIH P R3047 .

FPL—ANEEE A P OR B crontab, 1 LLZA PR TE S, FFHBAGS
crontab -e K VISUAL Hi# EDITOR FRE5AS & At & 14 45 28 0 H P ()
crontab AT . %3O/ HI M/etc/crontab 58 AR A A& 0. 2 7% crontab
IAE L RAFIS), crontab #2 #8744 KO- 47, F£5 AJvar/spool/cron/username 3C
fhrbe EHIH 4T H P ) crontab SCIFINZS, A crontab -1 74

Jetc/cron.d/ H ¢ R 8& 1S4 Alfete/crontab S B A MIE IEE: . HA root
P RV 1Z H s T e s ot

@ cron SF I HERE S AR ) Bl 7 fetc/anacrontab SC14 . Jetc/crontab S A
letc/cron.d/ H 5 Filivar/spool/cron/ H S AZ A, ARSI 2 A2 o 228 N A7 9
AL, 24— anacrontab B crontab SCAFE )G, FFAN R EH G P9 HERE

7.6.6. #EMHlXF Cron K7 ]

BLRHI X Cron AU ), #& 0T LA F fetc/cron.allow Al/etc/cron.deny SCHF. iX
SE 7 a5 i SO AR R R 20, B —47 — P H P 4. 1dME, A SUREAS
RVFEH T .

WIERAFEAE cronallow U, RAFEZSCAFHHIH B P A R cron, FFH
cron.deny SCAEH i 20 o

Wik cron.allow SCAEAAEAE, W cron.deny SCAFH 51 H B PR AR 2R LR A ]
Cron.

WR VG 3G B T, A EE Cron sFHHERE (crond). BEIKFH P
BRI EMIBE —AN cron AL450T,  ER A2 U [l 42 1) S 14

ANE U7 SIS P 4 A4, root H P #RGR 2 REAE A cron.

fasth ] DL i 4E N A ER S (Pluggable Authentication Modules, PAM) &
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P 1) . AH N [V B A7 7E fetc/security/access.conf XU . Biltn, 78304
Intn F—472 )5, ¥ RA root H e AIZE crontabs:

-:ALL EXCEPT root :cron

AR 1 S AL SR AETE S 1 H B, 8, 48 A crontab -e 4
B, REIBARERH R, BT BEZEE, 2% access.conf.5 F FM (i .
7.6.7. CronfEHHEHLH

155 1) 28 1 44 BRI OR 8 ST 45 I 40 AN R B AT « M 4E— > Cron Bk
B (B, fetc/cron.daily/) A H run-parts BIAS I X ARAE H . s A 0 A H 3¢
THIREFEIIN T B4 5, run-parts A A SHATIXLEFEE

A — B4 5, 15 7E run-parts A EHAT I B & H A1 — jobs.deny
. Flhn, hn S T M etc/cron.daily/ H 3% T 2 — AN E FIRR R, T 2
letc/cron.daily/jobs.deny U o FEIXAN U A, $8 € 75 EAE AT I 4 ZBE R FE 7 1
SR (REMTR—ANBZ FHEFREIMATIR) . R —TUEEHIT—
%, %4 Mletc/cron.daily/ H sk AT FE 7, 140 run-parts /ect/cron.daily, M
jobs.deny A1 5E SRR FF AL HARAT

BE L — N AR, iEAIE jobs.allow 3L

jobs.deny A1 jobs.allow K FHFLNIFT 8.7.6 %S Cron [135 1A FH IR 1)
cron.deny A1 cron.allow [ FH FE U —FE

7.6.8. At Batch

Cron # FISR M B EMEAESS, At TR HRAE — N8 % I B FE — b
f£45, Batch T EL4 F SR BEK 72 R G018 61 3K T 0.8 I Bl $hAT I — IR PEAT 55
7.6.8.1. 2% At fll Batch

BN ARF LETCERSE T att, HPATU T

rpm -q at

MRCEREET, LiRaAiRE at WHTEEARR, &K@ E AT
He
B IRRE PR, BL root HY % T T AOAS ORAE T yum A4

yum install package

Blhn, E[ER 2235 At A1 Batch, AILAE AT SATIERAT NI LT i
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~]# yum install at

7.6.8.2. 1817 At k%
At A1 Batch £ 55 # /2 i atd AR5 KA1 AT BB anfe 5 0 4 1 EATE
Ja atd k5%, AR AT E LR O E E Bl .
BB At %
B Ik 5 b AT, WEHH T s
systemctl status atd.service

LE AT 2 Iz AT atd k55, 1 LA root FH P AE A AT IRARAT T LA A

A
systemctl start atd.service
R E RS ITHLE RS, 16 EA root AT L R A4
systemctl enable atd.service
@ AWK atd IR RGP E NI B3
=1k At %%
BAE YA 1EE Ik atd JIjRSS, 16 LA root F P AE A AT RN T RN BL R A

systemctl stop atd.service
AR LRSS ITHLE RS, 1A root FH AT L R A4
systemctl disable atd.service

& At RS
B A atd AR%5, 15 LA root H P EMAATIRARTT NI LL N 4
systemctl restart atd.service
Zan A5 1B AR S A AR Bt R B AR %S -
7.6.8.3. MLE At 1%
BAE At T HAE — MRS Te e i AT, 1E7% 0L T D REEE:
1. AT A at TIME, X B K TIME £oran 23T Bt
TIME Z50m] M DL R R —Fiig e s
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HH:MM: $85E#YI /N A8k, 40, 04:00 FoR B4 4 5.
midnight: $5 & N TR 12 5.
noon: &ENHT 12 M.
teatime: ¥REN T 4 .
MONTHDAYYEAR #%z0: #1401, January 15 2020 &7~ 2020 £ 1 A 15
Ho S0 a2 T iEm .

® MMDDYY.MM/DD/YY 5i# MM.DD.YY #%3(: 5141, 011520 K7~ 2020
F1H15H.

® now + TIME: X B[] TIME t— M E40F1 minutes. hours. days 57 weeks
JUANRRUE R E L. Bltn, now + 5 days i 25 78 M BLZE #E K S ) TR — i
(A5 HAT

WAE e te e i TE], LR AT DA e e I H . BT A £ 0% T RS S )
1518, 1523 % usrishare/doc/at-<version>/timespec A< 14

WERARE RN A C 2t 1, AE S5 4418 B R 5] — I [R) R 4047

2. fERNHI at>ir SATIRRFT N, & X EH a4

A IR RO PAT A 4, FF3% N R, nTikHh, wTDUE S PR,

RULZ 2.
B. fEMATIRAT Mo > shell BIA, HAERIARIEE—1T 2 )54 T 1\ %
Bt

RS KAE A P ) SHELL A5 AR & e & 1Y) shell. FH P &% shell, B
/bin/sh (LR ZEHR IR —4).
3. —HIINGW, WEAE—DNTATHIL T Crl+D 65, B H A ST
IR IX — 25 i A B A B e A v BB B W k2 A
HB AT A& 25 FH A
EEESEFPATHES SR, EHH atqg 4. 152 I 8.7.8.5 AR EHFHAT
HES TR 2B R
AT LR at A I . 2 TR 2E R, S W 8.7.8.7 #HHiIXT At F
Batch #1151l .
7.6.8.4. IE Batch {15
Batch F& /7 7F R 40134 1 2 P4 21 0.8 LA R BT 25 LRI — IR AT 55 -
28 X Batch 1155, G 4& LN P IRIFAT A
1. fEAr 247 H 4 batch A4 .
2 fE R I at>mr SATIRRAT T, € UUFES a2
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A FINESROZPAT I 4, 4% FRIZER. ik, nJLLES D
B, "2,
B. FEMAATIRRT NN — shell B4, FFEMARSE T2 5H# T
EEE
AE55 48 FH A P 1) SHELL PREE AR & st B 1) shell 7 198 5% shell,
g foin/sh (R B —1).
3. — HH NG A AGTE— N TATH T Ctri+D 4 A48, 1B H iy 24T HR T
AKX — 25 i A B A R AR AR R R (B S U ks 2 DA
R ) T 2RI 25 F P
WREERBPATIUES VIR, S atqg 4. ES W 8.7.85 AHELERAHAT
AES TR 2B
fe i aT LLFR 1) batch s & A H . 2 THEE ZE R, ES I 8.7.8.7 #&HIX At
F1 Batch 7 1)
7.6.8.5. HEERPATHIES
LAESERPATH At F Batch (155, W LAAT atq i3 4. atq a4 B —
ANELFPAT TS MBI, AT BB R 1T « AT NS S0 5
HIH A58 P 48Rk P REEEFEMATE 0TS . W root P 4T
atq w4, W< BoRETE H P A A5 .
7.6.8.6. AT A AT LT
at 1 batch i & [AIA1 iy SATIETU T s

FH& 8-5 at M batch #ré4TiETR

IR iiipa
M AN S A A 4 B shell JIAS, T AN @A A

f
PATHRTT T N fin 2 B A .

-m YAE 55 58 UG ) % FL B A

-V B IRAT S5 AT BRI ]

7.6.8.7. =%+ At A1 Batch 17 1]

& ] LU FH fetc/at.allow Fl/etc/at.deny SCAFSRFR il % at A1 batch 4 H115 7]
X LGy e 45 ) SR AR E A X, B AT — AN P 4. A, A SRR
AN SR VAT 245

WARAFAE atallow SCHF, RAFE1Z S5 R - A Re {8 H at 503 batch,
It H. at.deny TR 20
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W atallow SXHEATELE, W at.deny SCAFH 1 H I A R g 25 B AS A at B85
# batch.

W SIS B T, A E S at sSEP R (atd). RO P EIL
17 at B batch fr &I, # o BT R 5 H S0

ANET SO I B R4, root P ER UG BERS $04T at A batch i
%
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BI\E RERE

8.1. ZEFEMRE

8.1.1. PBi.kik

B K3 RGN FE )2 T H, nJUSRHIEAR K 22 P97, firewalld SCHF
WZ& | Bk EEIX I (zone) & XM & ERE i 2 & 5E RN BhA P K B
T.H. E3XF IPv4, IPV6 B kB8 E DL ORI, IF HARA AT I i E A
K A HC B T . B SR SO VE IR S5 B N AR PP BN N7 K B 42 11 B RT
DA A T K3
8.1.1.1. FEIhfk

1) SEIBHAE T, TR ) B oA P R ) AN K

2) A4t firewall-cmd iy 247 A g AT & B RO E AE;

3) sk firewall-config FEALECE T A,

4) SRS AR K PR R K G B

5) XIHSCHE
8.1.1.2. A4

7R

yum install firewalld

JR 5

systemctl enable firewalld.service

systemctl start firewalld.service
K]

systemctl stop firewalld

systemctl disable firewalld

BRI

systemctl status firewalld

8.1.1.3. X
A T 9 5% 4] A [R] ) X 4 IR I L R AR zones), il AN IR X 382
[F1) 43 75 i) 42 o) SRE s S 42 1) L TR A58 R B It o 910 60 IR DX i AN RS AR 1 X3, T
PR TS IO 2% s v JEE A A ) DX, DA B 2 4 SR R 4 1 ) — il A5 . BB AR X
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HAFEHEEM ( —MEAGBERXE ) M- NEME (—DEEERNX
) I H bR RS2 1 AR A R K P B AR X 808 I 22 2 R s 47 A
I MR 2 (AR e D REAUE o a0 ASL WIFI RN IZAMEAE, T
FBER B 28 TR N AZ e G AT« 2% R AT DAFE 222356 . IR B B AT IR
ST X L IR I SR BRI o AR T AT LT ER IR R I £ B 58 1) RTAE 2l
e ST HNER AL 73 1E fetc/firewalld/ ) X3 352 /& — R 51 ] LU Bk
PAT BN TR E » A UM E IR EE AL IX 35

drop (£

PR ) X 28 B L e 5 78, A AR R . AN REA RIE H 250 N 48 1%
o

block (PR i)

FEATT 2 WL 1) WX 2% S B2 B 4 IPv4 1) icmp-host-prohibited {5 /& A1 1Pv6 )
icmp6-adm-prohibited 155 FTfE 4.

public (/A3

BRI N, ASREAE P28 N I AR TSR, R aeRellogsid ik B i
o

external (4H5B)

Rl e N AR R 7O ThaE AN o EANBRAS AT R B 28 i Ho At 1 5
ML, Rpeil s HFEniEs:.

dmz (JEZEHX)

T IR XN B, XS A FT 0708, AT DA PR AN TS AN
B2, AN RIS I R 1)

work (TAE)

T TAEIX o SR DUEASAEAE 0 2% A 1R HC A PRI AN 25 /e 35 s i rU i o (A 4%
Wt e B )

home (&)

TR BEM %% o 30T DLEEAAZAT X 4% 3 10 oAt T LA 2 & S5 s vk AL
U & i IR BT

internal (Y0

F TN BRI S o ST DAFEAS FAB AR P28 PN %) oAt v SR AS 2 BUB B 1) H AL
N2 & IR BT

trusted (f54L)
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AT HESZ T A I 28 i 2 o
UiH: firewalld (&4 X382 public.
R SRR X 81 R

firewall-cmd --get-zones

BB BE XI5

firewall-cmd --set-default-zone=home

B AT X

firewall-cmd --get-active-zones

BEE 2 A X R

firewall-cmd --get-zone-of-interface=enp03s

BRI A JEIXIE (public)

firewall-cmd --zone=public --list-all

I A 484 11 enp0s3 AN X4, Cinternal )

firewall-cmd --zone=internal --change-interface=enp03s

KA 253 11 enp0s3 A #FIX I Cinternal)

firewall-cmd --permanent --zone=internal --change-interface=enp03s

8.1.1.4. & EH
amanda . ftp . samba F1 tftp SFHEZEMIRS 4% firewalld FRALAH NIk
%, WLMIHmSEE:

firewall-cmd --get-services

WoR AR ST

firewall-cmd --list-services

N http RSS2 A HIX I CGinternal)

firewall-cmd --permanent --zone=internal --add-service=http

firewall-cmd --reload

R — RS A2 7 [X

B — MRS IR X, Hlan e SMTP 2N TAEX:
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firewall-cmd --zone=work --add-service=smtp

firewall-cmd --reload

BN XBERIRS, WA TAEXF2 R SMTP:

firewall-cmd --zone=work --remove-service=smtp

firewall-cmd --reload

8.1.1.5. ¥ 141
FT v 11
17 443/tcp B HAEANFTIX I Cinternal)

firewall-cmd --zone=internal --add-port=443/tcp

firewall-cmd --reload

ity 8% K

firewall-cmd --zone=external --add-masquerade

firewall-cmd --zone=external --add-forward-port=port=22:proto=tcp:toport=3777

R RS, EYeE AdE (masquerade), SRS HEAMIBIX 45
(external) [ 22 ui %6 & 3 3777,
8.1.1.6. HEH:

firewalld & — N #FR N “direct interface” (B #%E#H), © 0] DL EH @
iptables. ip6tables A ebtables FIRLNI. & i&H T M HFEF, mA LR 7 . firewalld
DREEXS TGN H K38 EE, FrbUEiERe i firewalld A1 I E A4S A BB i 11
SRR P I8 R B o0, B B 1 ER 3 0 --direct SEIEH . B e OB UE H T
k55 BB AR, DAEAEIS AT IR 8] P 38 04 5E 1R B K BN o T S AN J2 7K A
o Bandshnm 3 top 9999 ¥ H .

firewall-cmd --direct --add-rule ipv4 filter INPUT O -p tcp --dport 9000 -j
ACCEPT

firewall-cmd --reload

8.1.1.7. &N (Rich Language)

JH 1T “rich language™i&i%, A DAL b E #8057 =08 5 BRI 5 v e ar B 4%
B KBS AE o HEAMERE R AR B W o X PR S AT AR E 7 X, AR S+
BATHIBCE 5. BT #L AL, root F 7 B AIEAT . 39— T50RE ) i) i 4
i

#firewall-cmd [--zone=zone] --add-rich-rule="rule' [--timeout 9=seconds]
P — TR -

firewall-cmd [--zone=zone] --remove-rich-rule="rule’

Rl — RN 2 R AFAE
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firewall-cmd [--zone=zone] --query-rich-rule="rule’

—ANEARGIF, RBEE—A IP Huhk (192.168.0.0) [RIAR S5 250 & B K55 7t
YFan R ARZS http, https, vnec-server, PostgreSQL .

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="http" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="http" accept’ --permanent

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="https" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="https" accept' --permanent

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service hame="vnc-server" accept’

firewall-cmd --add-rich-rule ‘rule family="ipv4" source
address="192.168.0.0/24" service nhame="vnc-server" accept' --permanent
firewall-cmd --add-rich-rule ‘rule family="ipv4" source
address="192.168.0.0/24" service name="postgresqgl" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source

address="192.168.0.0/24" service name="postgresgl" accept' --permanent

firewall-cmd --reload

8.1.1.8. BI&/R%

B FEEETNRSZ RTMP(RTMP /& Real Time Messaging Protocol ( 52
By B AR B WEFRAES . il ET TCP) w15 1935, 7E
letc/firewalld/services/ Hzxr, FIFHIA KECE LA nfs.xml /9 .

cd /etc/firewalld/services/

Yo 1% H P AR R E I 28 iR 55 M 24, R T2, ANk
B A s A€ ST — B 28 I 5%« (E1% H i iCE € LI 28 R
5%, WALERINAER xml €3, JaskiE i g Py & T LUER SN .

cp /usr/lib/firewalld/services/nfs.xml /etc/firewalld/services/

Vi : AT B R 75 2 A AR S R xml SO RIXANH &, i
Uity A5 22 A0 U AT DUAS SO U E
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# cd /etc/firewalld/services/
FifES nfs.xml Y rtmp.xml
#mv nfs.xml rtmp.xml

THAEH vi gdESEL rtmpxml ST A

<?xml version="1.0" encoding="utf-8"?>
<service>

<short>rtmp services</short>
<description>RTMP Stream </description>
<port protocol="tcp" port="1935"/>
</service>

B RGSE CAR R E—ANRAE A4 R A L R 28 F 46 08 /7 AR
FHEISC S FURIREER 4% o AR5 SRR 55 N B K S LU o o

firewall-cmd --add-service=rtmp
firewall-cmd --add-service=rtmp --permanent
firewall-cmd --reload

8.1.1.9. firewall-config

firewall-config 7 ¢ R K85 B pT A ReE . & 2 53 mT DU B R e AE R4 H -
ek it firewall-config F /A DARC B B K 56 s V@ AR 5% o 1 (D3
Ui IR A1 ICMP i JE8 FIAEE zone (X 48) ¥ B S5 Thae LA RE K E H
IRE . 22,

BABRE | x |
XfHF) &m(o) BE(V) #EEIH)
v EENEE fCE: mfEd~
Eig Rt BBE IPsets
enpls0 (enpls0)
HiIAE: public FirewallD I X 7T HEMMEER. BOURRIAMEERE, KIE2RS. O, Y. P
#0 B, BO/MRXER. oMpiiSLIREAMNMES, Ko UBERFOURIREL,
R block ¢ S WO BY  EED G WORR
dmz
drop AJUEXEEXKEPHLRE R 5N, aEREHEIXTXHNE
external #%. BOMENREENARNER - TLANTERS.
home |3
internal amanda-client
public amanda-k5-client
trusted amagp
work amagps
apcupsd
bacula

bacula-client
bgp
bitcoin
bitcoin-rpc
e bitcoin-testnet
BRI ZE firewalld BYER,

ERiAX1E: public LogDenied: off ff&i#s: ZF Automatic Helpers: system (off) Lockdown: 2

& 8-1 BikKHEREE
firewall-config TAEF 40 B =ANEB 7 2 385, a2 fl Bk~ .

% 241 W / J283#%



e TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

AR XIE. R ICMP i, AL PSR ERT.

Ui R T M is FHRCER TR, XA EE firewall-config T H &%
BB X GG firewalld. 7172, ICMP 2881 H %R0 & (Direct Configuration)
FEiE F 45 (Lockdown Whitlist) #7325 RIEMN &F FHERAFIEREZ 54 R
A

1) firewall-config E3EH

firewall-config F R AFEIYAIEL: SCfF, &, &F, #Hh. Hiik
TiF-3E e i E R, EAHE LA

H B K BT KRR . 5 a0 BT A IR IS AT RO TG B A SR A
KABCE FEAE, B2 RFEBR G R

B X A B U IR I BRI X

DS BRI X ks 5 5 V) 24 32 42 1) T g DX 3 RN 2 11

Rl N RN A R .

BiE B T LB KRR E AT B, R v a4 R N R AT
B, BUERHES firewalld 3900 741 E A N Bl R 45 ic B 00 a7 0 B 07 10
BRI R N R SR

2) BoEEMFR

firewall-config HC B LR ELFE: BT KA.

BATH: EATHECE N AT R ECE RO . 1847 B R AR AR AR L
FEE M 7] AR S, T RGECE RS HE S (F1ER, XEIRTURE 2 R k.

KA K AL EMNAE RSB M55 5 RS o K AL B A fE T
B, BV E RSB RS E S . RT3 3k S .

3) XEgmF

X ez R 2 — A B E A

) 286 B 3 7 K 8 X 3k SO T IE R TS AR . firewalld $R4E T LFR I E
X, X B XGRS . . Dh3E. ICMP RS AR,
DX I AT AGR e 214 LRI MR o IR 55 -1 T00-R E SOMIR L [X 380 IR 45 = AT AE o 7]
fEMI MRS AT AR Z X AT RO He00 . AR L

i RS IEDR
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AR - o El
XfHE) ®Em(0) EE(V) FEiH)
v EMBEE iKE: | T~
i Ei  BRE  Psets
enpls0 (enpls0)
ERAK: public FirewallD EIFE X T HEMMEER, BOURBHANEEE. KESRKRS. B0, i prh
#0 . BO/MBER. IcMPTEUREMANNES, Ko USEREOURFbE,
*E Dhack « BE  ®O WY S0 GE w0
imz
drop AEREEXEEPPLRESETEN, EREHERXTEEME
external . BOMRBFAE EHAFMLER ~ o] LUFiR eI ERR S
home RS
internal ._,...:.‘-.. -
cfengine
public N
cockpit
trusted
K condor-collector
wor ctdb
dhep
dhcpvé
[+ dhcpvé-client
distcc
dns

docker-registry

Change Zone Aarlarcmarm v

BRIZE firewalld 895,
Ei\Xig: public LogDenied: off f@i83%: #f Automatic Helpers:system (off) Lockdown: Zfj

B 8-2 IRFIETF

i, i kIR
St 13- 1B TR ISR B B Fo VR LB X 2% 75 T £ 3 11 90 B

- O
XfF(F) EH(0) EH(V) FWEIH)
v ETHEvgE RE: &7~
fc3i:3 Eif [BS IPsets
enpls0 (enpls0)
BHAK: public FirewallD KX THENMEERE. BEOURRMIANTIEEE, KERRE. 8O, Hik. wpi
B0 #F. WOMRXER. oM SR EANNES, Kige] USERBOMRRL,
*E Dack « BS  ®0 B BEEO GE mORE
mz
drop
exter
home

intert
publ
trust
work

BRIE firewalld 89,
BiAEE: public LogDenied: off gzt **F Automatic Helpers: system (off) Lockdown: 5

& 8-3 ¥ O-FEm+
BRVFR R IEE P KB REA A O, MJE3) firewall-config FiE#E &4
FEUBOE P4 X . B4 s 0 EIAR IR AU A A W #2%H, Port and
Protocol HtFTH 1 -
B N\ B B O 1S R, SRAS VR AT o MR g i 4% tep B udp.
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i, Py ai-k
Dy 2T e 5 I RATRAAT W4 255 bk AT AR WS 2 A TFR 1P

Hiu ik

BABER - o

XfHE) Em(o) HE(V) #WENH)
v EENMEE EE: &7~

EiE Xig MBS IPsets
enpls0 (enpls0)
HIUE: public FirewallD KiHEX THEMNMSEIEE. BOWURRDUNEEE, KAR2ES. BO. MY ph
®O EOBOMXER. IcMPRELIRERNNES, XEcLSEIROURR S,
R& :'°C'< « BS | W0 B EEO0 pE mORR
mz
drop NEEBEE—ABENEOMETEIEEMN TN ERME, HE
axternal ERFEN, CHAMRMEEFRIN, ETHRNLE— iR HE
o EEBAP, BERERT Pva,
internal HhERE
public NPERAOE, HLHEH Pva FEEFE P 8L,
trusted

work

BRIE firewalld BIiER. EESEH.
i\ public LogDenied: off f@#EzE:

# /| Automatic Helpers: system (off) Lockdown: 22

B 8-4 fhiEFiEmF
B IPv4 bR — AN B RSN AL, TS B firewall-confi

g LHIF

e EAL L (28 X Sk B HF D bR AN I HE LAEAE IPv4 Hhb e it

B AN
iv. 3R TR
S T T AR 53— /o T DA /s A R AL
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BAEERE | x|
XH(F) Emi(o) TH(V) HEIH)
v EHNEE BE: | EFH v
EH Xid [BE IPsets
enpls0 (enpls0)
EHAR: public FirewallD XEE X THENMSEERE. BOULROINREEE, KERES. HO. Hil. P
#0 . BO/MRXELR. cMPTELREANNES, KEaUBEBOURRDIL,
*E Dlock « S B0 Bt EEO0 6®  mORE
mz
drop FNFERFEREO, pJUEMEALS—THEOES 10O, B
external HEMERGET S — TR, BERIFS—TMREREROZHRMAIE
home BH. BOFERERT Pva,
internal w0 il BEMEO Bt
public
trusted
work

o FEMA) | e MR

BERIZE firewalld 89&1,

BIARXI: public LogDenied: off f&iEx: 27 Automatic Helpers: system (off) Lockdown: 2/

& 8-5 ¥ ¥R FIEIF

AR R i B RN 3 X 4% 37 R B “packets” 3 — AN Y BB bk B 2 5 A
F, ERleE DR 1P bk, SRJGIESE un R ARAE . AR 5 B A Nk
TR PR S 1B v G . 58RI T B E e 48

LR R B DA DB A — RS B O, kA R IR AE,
i N LB Y R P A ity 1 B oty V(B Bl o B R 2 LA 1Pva Hhhik,
VIR 5 A B oy — oy VSRR, N EH B HE 1P ki Ry 1B o S Bl 4
i O B 2 BRIERA R BIR — Ao o il i S AT 58 2

v. ICMP idJE28 TR

ICMP A8 T LLIESE Internet #Hll4R SCHMMIHR L. X LR SCAT BUE (S
SAH SRR AT 0HE G SR B R A R G (1 a5
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PAEER - o En
XfHF) ER(0) ZHE(\V) FBHH)
v EueE EBE: ETH~
ER B4 MBS IPsets
enpls0 (enpls0)
EHAK: public FirewallD KIFEXTHENMEER. BOURBGANCERE, KRS, #O. DL wpH
#0 £ WO/MBXFER. IcMPREUREANNES, Kigo] usEs@OURERL,
. black « B OEED BE EORE  cMPSE  BAN
dmz
drop EERESIRXHIN (cvp) TRAFERMOTENEREHERS
external B, BREEM ping BRUREEEFER.
home IcMP %7 EFRPIRICE ZRIEL IcMP
internal address-unreachable ~| X8, FEHE ICMP ZXENE A
public bad-header B AE. RINRERRAR
trusted beyond-scope o
work communication-prohibited MREATRETESE (nvert
destination-unreachable Filter) , fET#Ri28 ICMP B
echo-reply BREWER, TROXENER
echo-request 4, #7584 DROP BIX
failed-policy 2, eNa%ES
fragmentation-needed REE RS
host-precedence-violation
‘o Zon host-prohibited -
BRIE firewalld 89:E%,
BAiAXiE: public LogDenied: off [@i#st: 2 Automatic Helpers: system (off) Lockdown: 2/

B 8-6 ICMP TiEB TR E

BUEHEE A — ICMP 23, NG5 firewall-config T HIFkEE L
JEHAS BRIME X I8, & ICMP Filter BFRIF LB METELIER ICMP
5 E ST SR AE . 375 B B A DA P 3o 356 o SR B AT B T B BRI SR AR

B EETR

BHEREEDRERE AR 58 AUAZEE . Ui — P ANED R
L FH T AR5 B3 L R 34 IR R PR 7 K R R o S S U K AT 28, FF
HAEW R firewalld i#id D-Bus {41 /a3l HjG . EHES G R EZEHMA.

BABRE - oK
X&) &EMO) HTE(V) HEBH)
v EERRYE BE: XA ~
iR B HBS  IPSets HERE
enpls0 (enpls0)
BAK: public HEEES FTERHOMIOEAR. XERAFEAFTRESN iptables §E, HNR. 8 &<,
#0 LUAEN. EREENZNBT LM firewalld HEEDF o BHORSFHE,
B SME1ES 1PV 28 A ipv4 5 ipv6 5 eb, ipv4 T iptables, ipv6 fF ip6tables, eb FFLL
AF#ii#(ebtables),
# AN wE
SN REEREHNE
ipv Table Chain
+&m(A) R3(E

BERIE firewalld B9:%H,
HiAXS#: public LogDenied: off f@#fiz: %/ Automatic Helpers: system (off) Lockdown: 2

& 8-7 HERLEETF
4) AR kB E

% 246 W / W2834



o BB R R 25 25 B0 1 RAHUAIVI0 RGBT}

FOT R SRR DT KGR &, e Sal LR EE BT B AT
P LRI K A (Permanent), i T 0 31 5 4t 803 B K 58 BOFT NN 4T
R E

FEIZATIY (Runtime) A5G B8 Bl kb U BCE Ry, — B R Sh e 5 FRIE
PR 25 AR S IEAE, JEBESLRIAE R, 7E Permanent #2305 LB K5 I, 1R
AAE EHT IR KB EHE RS R 2 J5 AR AT DS SRS 51 B BT Ak
PR, B R IR T R, R ER N AR YT K K

PABRE - - Kl

XfHF) EMO) FE(NV) # sz

v EEBSE BE: XA

iR B RS IPsets HERE

enpls0 (enpls0)

BHAK: public EREESTERHRAMAEAR. XEERFERF THRELN iptables B2, HOR. &, 52,
#n S ER. BEEREMNZNATHEM firewalld SR ARNREFH.

KB SMEER 1PV BN 7 ipva 31 ipv6 3§ eb, ipv4 BT iptables, ipv6 BT ip6tables, eb FFLL

AFI#i# (ebtables),

#® AN oE

SHANLEREERBINE
ipv Table Chain

- ARD0(A)

BRIE firewalld 9%,
#AIAX1E: public LogDenied: off [@i#5: ZFH Automatic Helpers: system (off) Lockdown: 25

& 8-8 BARBi KR E

5) BHERN X

FEBOE SRR W D > VRO ERIME, S 3l firewall-config,
NEE LR FREIR, HH S I FE BN DXk, s 8126 ik 3 4
B XA BN X, b e S LRI
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XfHF) #Em(o) &E(V) BEIH)

v ERSEE KE: =7~
i Rid§ MBS IPsets
enpls0 (enpls0)
BHAK: public BfEf Ipset RIEARLHRRE, UERF P Mk, WOSHE MAC int,
ji-du| Lattee |
iR
BN TEIFEFRIAK timeout Y ipset FELURESH
e F&TIHERE ipset H4TFMHEE.
block |
dmz
drop
external
home
internal
public
trusted
work
OEEC)

T
Zone QEEXARERED 2 RBER PSet

BRI E firewalld 895,
BiARE: public LogDenied: off fRi85; ' Automatic Helpers: system (off) Lockdown: 2

B 8-9 IR\ X
8.1.2. WiIEH (audit)
8.1.2.1. fajfy
audit T H o] DU H Te s B N HE S A% RG0S5 i
EH AT DR SR N &, #E 2 S ELEIRE (N2 ICRMIE & R, 8
& H PR RGOSR T 1) 6
8.1.2.2. B SR B4y

audit.relus
L
veer B i auditet! —b—l audispd
- L
K Task oo = Exclude
B | =
audit e "
P | audit.log
Exit  froceeeeees | * |
Linux FIE& ausearch aureport
auditd.conf

B 8-10 I rEE

UL SRR EER, RARRRAM 2 RIEHI R BFA R
b ] (2 A% R I LA 2R S5 B Cuser, task, exit, exclude), 52— 251 N FH 2
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J¥ (auditd. audispd. auditctl. autrace. ausearch £ aureport %), Linux W%
(LR R G 2

User: idskH 2 28] b 2 AR A BIER S IEH B, Wizfihss o
THE G RZ B e,

Task: FREZN RO THERE (fork); M— AMESS BRI, o2 Qe
L fork AR T HERE RO SZ A

Exit: 24— R0 1A H &5 A FIWr 2 Sl sz i A

Exclude: MFRAEMEM; Exclude A& HRITIEH B, tHEEAEE RN
BT DA IX B S AT I

audit R WNZHFI— M, NS audit Hidsg, XA
KN A2 AR 2 PR IR E R WA audit BEERE BN 2 B — AR R T
auditd KAEHIH] . audit 7 AE R EIEES L ILE] auditd H, A5 FH auditd #F
1T H AR auditd.conf J2 auditd [ECE 1. audit.rules & audit FUERII S,
e audit 19 H EHICEBLEEIE. Tl — AN audit BEATHE SR R
auditctl ZEATH/E. root F PP DLEERA auditetl #HATHAE. auditd W EIM)
B ESEGWA L. BN HERATE auditlog SCHEH, BRIAEKE
Ivar/log/audit/audit.log. 35—/l audispd 4 HEREAT 70K -

B2 IT RG AR MRS Bk a. AR RERLRE
. BEES A, s, SAEEA audit sy bR TR T H &l
S, B B AR B TR AN 2 H R I b g3 b A

Fi P43 e 8 it 240 auditd. audispd. auditctl. autrace. ausearch F1 aureport
LN AR AR AR

auditctl : RO 3& 6] &8 1P 3 @ERE AT NI T B, ands inFiu &5 .

auditd : audit sFHRERE D TTAEAN R AERE B EARIEA B, XE(EEH
AR T A R GuiE ik = . P S E I Rgul i auditd )5 & EREERA
ZEH I RGUEILRHEIHER, #¥EES A3 Ivar/log/audit/audit.log.

aureport : A A BCE THR A I T A .

ausearch : &4k 8 THFAF ) TH

auditspd : R @ AL HABR TR, A S NS T HE X+

autrace : —/MH TEREFIEFEM 4. RAUT strace, FREFFE:—/MNEFE, 0K
PRERIIEE RS NHE X2 H.
8.1.2.3. K LEE

1) f#H yum T H<Z2384k4
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yum install audit -y

2) audit P& SCHF

audit % % J5 & HE R 2 A I B S ¢ fetc/audit/auditd.conf  F
letc/audit/audit.rules . /etc/audit/auditd.conf & 57 3 R P 1 BR A BC B SC A
letc/audit/audit.rules A& ic & THRLN SO . H R AR audit J5, HHUERLN SO
=M

letc/audit/auditd.conf <73 F2 7 B BRI BC B S 2 ok S

N A B E — 4 fetc/audit/auditd.conf

#vi /etc/audit/auditd.conf

#UE H H

log_file = /var/log/audit/audit.log

#% B HE R INEE, B2 0~99 Z %, wREENNF 2, M
ALEHRHE. WREARE num_logs 1H, EHEINN 0, BWRE MRATEER
H &3

num_logs =5

# B H SR S R R

name_format = NONE

#UWCE HE RN, DR F R R KA E XS E. JRRRNEE
i, 247 max_log_file action 155 HIzh1E

max_log_file =6

#i E H S RE R KE R RIEME, XBiEFE ROTATE (A2

max_log_file_action = ROTATE

8.1.2.4. auditctl €4
auditctl Ay A% 2R

auditctl [ 1] filter,action -S syscall -F condition -k label

F# 9-1 auditctl ArAIETR

I H HiESH P8
filter T 40 150 B WIS AN P A2 #0000 DT P 3k 91
filter user,exit,task,exclude  Z3 FHAEFEA . o JEAS task. exit. user

PL A exclude
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action always, never
syscall all, 2, open %5
condition euid=0, arch=b64
label T

-S BRARGRA 5 H 4T

-F IR E .

-k RNV E A b e oG
8.1.2.5. audit = itHK N

audit B TR A3 B =N 53

REHZEM (always F£n+E) (never
e ND)

Bt B B & 4 | B # Ll #£
Jusr/include/asm/unistd_64.h SCE R3],

VEYH U AR I, 19— PS8 SO N Sk
Hieeanpy, 4 ID. 3R ID fdHAh
25 NFERE P A AR UL

PRd s IR R H S

1) PRI X TS e T R G A S BRI
2R AT DAAE fetc/audit/audit.rules FHEEE . 3 EALTE:
-D #IH R T 22 i 2 ) e AL A
-b 8192 #7E A% rh i 8 B KR 1 CAFFE R B A% 220 X 9 BMb#

-e 2 #4E B AL TIC B #

2) RGN IXEE RSB H SR AL AT SR, 3R] DL
2R RE SO B H S AT SR A [ D7 ] o
AR auditetl Ar & BE . MR GUT N (REESCHE . H SRR S

PERIRAD

F A =X
-W 1R
-p AR
-k R

Hr-p BURMIBIES 90U F:
r— EHCCHECE H %
w— HAEE H 5.
X — IBATCHRECH H %

a— OUBAE SO EE B S e .
1 L s 4% fetc/passwd SCAF B AT N, AT DAE X AN 4
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auditctl -w /etc/passwd -p wa

W] PLE S IR 2N 3] 3244 fetc/audit/rules.d/audit.rules H B AT S2 3
X Z A I AR o
TN TR R AT S 1 R L B 1B i ete/hosts SRR

auditctl -w /etc/hosts -p wa -k hosts_change

3) RGLURFHFIN: X LRI FH T WS AL e AT A 3 RE SR 8 F P AT I R 4
WH .
W4 KRG AT RE < 51 & g i H B 3, 1X 2k A% AR 52 T K 974
FIT DAL o A AR A R A 7 LR auditrules R W ET TR B SRAE,
HAEXT1Z B XA SR T . RS T NI serF, HJE—-—FH.
ARG g
-a W2k 2500 A 42 1)
-S RN B DU R G ) A4
S 71 K UL o KO0 <
-D IR AR
-d B — 2 FD-a X8
-w BN H .
W B — 2R R -w 5%
-1 B A A
25450 8 SR A WREE S, R P (UID A 10001) 7 i) FIFR 21 H &
2 B I E)

auditctl -a always,exit -F arch=b64 -F auid=10001 -S open -k userfile

Y. userfile 2P HOWER—MNA -, D ERERETE T, 5
ATV R T AhiEsE auditetl A A IS INRELNAS Z K AF 8. ATk
MATTAE BB A Bh a8, AT DK S N 21 SC 4 ete/audit/rules.d/audit.rules .
8.1.2.6. ~FH kL

JE 8

systemctl start auditd

EEIEEIR
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systemctl enable auditd

service auditd stop

service auditd restart

1t Ivar/log/audit/ H % H e H S0

service auditd rotate

R %S 0B 5 BTG, GIUNAF LB 2% AL 70 X 23 R R fRAF
B % H &SRS D

service auditd resume

WRIBATIRES

service auditd status

A T i S AR DU RO 2 4%

auditctl -l

PCE auditd ) H ESCHFREFE L

¥ audit ARSS 284 P52 kylinl | ip il 192.168.0.1; audit 2 ) i 44 FR A2
kylin2, ip Hiht 192.168.0.2 .

16 AU 55 i i L SO
vi /etc/audit/auditd.conf
#E TR N 60
tcp_listen_port =60

H o RS
#service auditd restart

7 3 2 D A SRR AL I HLIE B A
#yum -y install audispd-plugins
16 BSOIE B A

iR

#vi /etc/audisp/plugins.d/au-remote.conf
# U HERED HE RS
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active =yes

#vi letc/audisp/audisp-remote.conf
remote_server =kylinl

#I B T 124 60
port = 60

#vi /etc/audit/auditd.conf
log_format =NOLOG

SR A ik 55

#tservice auditd restart

8.1.2.7. aureport

A R VN BRIk R, AIfE A aureport fv4. WIRIRAT aureport B VEH
TR, W& Bl ek, Rl LA+

A B — B S B TE] Y TR R S

aureport -ts 8:00 -te 17:30 -f -i

HEROITAT P RIS B R SR T

aureport -u --failed --summary -i

AR G R AR

aureport -s -i --summary

8.1.2.8. ausearch

fli/H ausearch , #W LA EAMN R FAFRM . Eab AT DLk K HUE B
NEIMEERE RS IAHEH 2O KiEEFAE. Bl root FH FHUAT ausearch
wrad, MEBRERN, FMEFH 4 ZELAEABN TR, BRI
NI T FR A o

s~f: ausearch —f /etc/passwd
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[root@localhost audit]# ausearch -f /etc/passwd | less

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.800:1468): proctitle:"whoami"

type=PATH msg=audit(1584676474.800:1468): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n{
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_ fver=0
type=CWD msg=audit(1584676474.800:1468): cwd="/root"

type=SYSCALL msg=audit(1584676474.800:1468): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f830dd3bl5e a2=80000 a3=0 items=1 ppid=42011 pid=42536 auid=0 uid
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=34 comm="whoami" e
xe="/usr/bin/whoami" subj=unconfined_u:unconfined_r:unconfined t:s0-s50:c0.c1023 key="
passwd_changes”

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.803:1469): proctitle=6964002D757200726F6F74
type=PATH msg=audit(1584676474.803:1469): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_ fver=0
type=CWD msg=audit(1584676474.803:1469): cwd="/root"

type=SYSCALL msg=audit(1584676474.803:1469): h=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f4b43e7615e a2=80000 a3=0 items=1 ppid=42011 pid=42537 auid=0 ui
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=ptsO ses=34 comm="id" exe="
/usr/bin/id" subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 key="passwd_c(

& 8-11 FHER

LTS I E R

time : 5 T [A]

name : B 11X %

cwd : HHTEEAT

syscall : FHCH RSt 1HH

auid : # it~ 1D

uid A gid : Vi SCHRI A ID AP

comm : F U7 in) SO A 4

exe : LA 4 AT PAT LA
TS LM T
MR RGEFRM AL T A2

ausearch --message USER_LOGIN --success no —interpret

HERMANRS, #FH, MERE, FHTmS:

ausearch -m ADD USER -m DEL USER -m ADD GROUP -m
USER_CHAUTHTOK -m DEL_GROUP -m CHGRP_ID -m ROLE_ASSIGN -
m ROLE_REMOVE -i

FZ M E I 18] B R SR G A, A LR

ausearch --start yesterday --end now -m SYSCALL -sv no -i
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AR C key) R IFHADR

auditd ZE R H AN R, WA BB R Y, EARIE R
FR T C key) AT RURERCE:

B auditctl Ay gL — MR

auditctl -w /etc/passwd -p rwa -k passwd_changes

TR IR AN ) B R R R V5 R BB 2 [ ete / passwd K BN FE AT
2. — B NMESCT Bl S, mTRME R an T et ¢ key) HR&FIHF
fRid %

BT ( key) #ZRFITFMILR

ausearch -k passwd_changes | less

R A SRR BB R etc/ passwd SCAERI H EE R, HAbE R 20,
8.2. wAeMERAM

HERE RGN, EREEEAN RS S B MR EE, B, ERi%
KSE QAT R 2SN I AE I AR T PR S A, R X TR, DLKETEBAT i
FERAE B A48 o AT K U0 G e 4 Y LA BT SRR 3 R DTS PR R VT TR R 55 4 #RA
REFTRRERXEER.
8.2.1. KYSEC Z&&Hl#l

R U = RS AR R G V10 456 B E R GURe ORI [ A
TERGINZ AN, $-H T B TARC R PATE RIS, LB RGN R T
ARICTR I FIBRAT 205, B DR I FH SR PR T 58 PR AN S AR B (10 e B 1 o AT H 1AL
S HI S AT . BB AR, PN RGO =TT AR, H
i RV B G IC SO AT , AT FTIEE T3 35 DUAE SR Bl 28 1
17
8.2.1.1. #REWE

KYSEC LA BFRAS; #EHIB0 (normal). Bl (softmode). %45 2
TAREPATARE N R, RIERIEF P AT A SVEFRIC I RN R, TR
AT, RRERIAREN AR HATIT R, AR E8RE. R5BIL KYSEC
AR N SRE], BHATISE] SCHRY . PRZRIOIRS IS . =AU 32K

& kysec % 4R
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$ getstatus

KySec status: Normal

exec control: on
file protect: on
kmod protect: on

three admin : off

W E kysec % AR A I
$ sudo setstatus softmode

WE kysec ARy i B 2
$ sudo setstatus normal

8.2.1.2. HATHHI

BT U s R S5 B R R V10 VRN TR SCAFHRAT B A S =
AR, ARG BN AR, Hh R avr A SVEbs i S
AT, AT N3 3 ISR B AR BT . AR AT AT B AT HAT S
EMBR. Bk, #0. Bah, BaSREE, SWitkiur

(1) FTHAT SO B AT 42 il

10 A5 B tmplls AT 2RI

$ cp /bin/ls /tmp
$ /tmpl/ls

HAE B O B/ tmp/1s W] kysec drid)a, I M AT 04T /tmp/1s B2 7 -

$ sudo kysec_set -n exectl -v original /tmp/Is

$ /tmpl/ls

Bk /tmp/1s P NEJG, SREFARERIT
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$echo“” >>/tmplls
$ /tmpl/ls

(2) AJPRAT BIAS (R P AT 1216

B8 JAAS SO tmpltest.sh FEARIIFAT AR, N 2540 T
#!/bin/bash
echo “test”
$ chmod +x /tmp/test.sh

HAAEHN T4, #HGERATRET:
$ /tmpl/test.sh

$ bash /tmp/test.sh
EHLGF PR B ZOSCMER kysee ARiC SR, TR IEH BT
$ sudo kysec_set -n exectl -v original /tmp/test.sh
(3) ARZAE B AT 12 1)

FH PR AT g ) P AZ AR A 1 1) 2 H 5%, 22N s DU I AZ AR, RN
KYSEC IhRE, TN M

$ cp /lib/modules/ uname -r'/kernel/net/netfilter/nf_conntrack_ftp.ko ~

$ sudo insmod ~/nf_conntrack_ftp.ko
s DU NSRS, AT RAOInE R -

$ sudo kysec_set -n exectl -v original ~/nf_conntrack_ftp.ko

$ sudo insmod ~/nf_conntrack_ftp.ko

8.2.1.3. LRI ThRe

SCHRGT DI RE ST R I, AR SCAE AN R B . B AL MIBR . IXFERE
ORY 3 G0 B LI TE B SO A B R PR AR A2

25 AR B U R AR I
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$ sudo kysec_set -n protect -v readonly /tmp/testfile
25 A RS BR S ORI AR L -
$ sudo kysec_set -xn protect /tmp/testfile

25 SCAF tmpltestfile 15 B SO R AR IC f5 . W2 (b 4& o, & 4 44, I B
ftmp/testfile 3L G A M 2 $E 7 R M.

$ echo “test1” >> /tmp/testfile
$ mv /tmpl/testfile /tmp/abc
$ rm -f /tmpl/testfile

8.2.2. HHEKR BRI WA

SRR LI 5 IR 55 B AR R G0 VA0 SELF P AL B (VWL 1 e s A1
FEIET LR U], B T SCAR R AR ThRE, 8 DR A AS F P I SO AR 3 AR AR
HRGES, RIAEEVEF PR A3 UL PR AR TE VR SR U Al B P AL s 1)
B AR 3 A S DR A A 1 B4 S L

o [mEska, HPAAEIHICTE B EMRGH AL, AR

LI FH P iz B0 et 5 gl 75 5

o MuEit®, MM /WK E ORI ERE, TRER T

. SRR, SCIEE L
8.2.2.1. [aEskayE

B b B AR LA B A B 3 A /box. F P8 FH boxadm 812 — A B 52
PEORA AR, Hop SR H SRS BRI 1 P U7 i)

test P G — SO OR3P 46 testbox, 3BT & — ST

$ boxadm -c testhox

$ touch /box/test/testbox/testfile

test FH F 2 & /box/test [ H 5% K A

$ Is -1 /box/test
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testbox
$ Is -1 /box/test/testbox

testfile

{2 root B PP & E box FIITH 3, 0.
(1) Is -l /box/test 4% % Ibox/test/testbox, $E/x “MHE 07;
(2) Is -1d /box/test/testbox fir % #& 75 "No such file or directory”;

(3) Is -l /box/test/testbox/testfile #4427~ ” No such file or directory”

$ Is -1 /box/test
$ Is -Id /box/test/testbox
$ Is -1 /box/test/testbox/testfile
8.2.2.2. stz
P48 ] boxadm W& ST R A T i H L ZRUR, W R s = RUR
P ILEAR, Bt RE VT 1R XA H ¢
test Fi /7 3¢ & root X} /box/test/testbox H 33t H 52 3 AR )5 » root 7 7
RE 17 vl /box/test/testbox H 3% :

$ boxadm -s -u root -p rx testbox

root FH P HAT N R A4, WA LUA B /box/test H 3¢ T AF7E testbox H 3.
/box/test/testbox H 3% T 1L testfile S 1F.

$ Is -l /box/test/

$ Is -1 /box/test/testbox

8.2.2.3. boxadm F{ FH /514
test FH 7 1) — AN SRR AE testbox, 2 ZE i H S /box/test/testbox:

$ boxadm -c testhox

W& root Xf/box/test/testbox Hx ) H I ZAMIRE, root H /7 74 GE Vi 1)
/box/test/testbox H 3%:
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$ boxadm -s -u root -p rx testbox

%W E root Xf/box/test/testbox H M5 ILZEMNIR G, root H A RS
/box/test/testbox H 3

$ boxadm -s -u root -p rwx testbox
1 F /box/test/testbox H ) Box 15 &

$ boxadm -i testbox

AcCCcess:user:root: rwx

F£ 14 root H 7 % /box/test/testbox H 3% [f1 3L = ALR

$ boxadm -s -u root -X testbox
W B4 /box/test/testbox H 3%

$ boxadm -r testbox

8.2.3. GRS

TEVH SN2 A AR —Fh B4 E R LRI U7 il F i, H AR PR sk
AR g ) s Gl H AR AT A ERAE I R ) o AESEE, FARIEE R AR
BRZGFE, KR ATRER CA/E. H3%. TCP/UDP %50, L AR 110 #4%. *
AN R & ARG —HZ 2 EmE. &2 R AT e ReT, #amEERRN
A% SR | AT A —— o 7 22 4 J@ M I 1 5 22 75 T EAT U7 100 o A AR AR AE A
FAR BT AT E AR AR — 2L BN (B RRIRENE) HEATIN, PoE e
Vo

TR EARTRI T 0 & (— A — AN EERE), AR 12 Bl 7 10 1) %
Jao MR BHIR R TUANE], FE ARG B S S A AN R A, W dir. files
process 4.

24 BRI RPRICERTA Y By R B L, A4S SELinux AP At
e A, AR MLS(Z %4, LR AN 9)RIgIEah 2 2R

RAUFI: & Besh — R GIF e W mT LLUT X AN RS, SOt SRR, 2
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LEPOPVAH (RO
I HERR A2 58 RO BERE RIS AT B RE PR s e, 75 2 =B ok
P —EEREHT BRI — AT AT SO SRR entrypoint D5 FIECRR , B3R
HI2 T (AR 48R N SO 2R execute D7 IR, 2ERR Y 24 7l
I R AL ISR AL A transition V7 ) AN FR .
f . FI—LBIgUME IR, Yo MRLs I nT DUSTH .
ARG AIFRTE linux B XS RE,  SEmEIRS AT BLRE .
8.2.3.1. SELinux J:fifi s
R RUBE = IR S BHRIE R G V10 RIS RF 22K, Efl 7 REREH
SKINRESRMG . =AU LI RESRME . o TH IR 95 Slg . PUTIEHITIRE RIS . B4 $8T)
RESRME . kvm/Ixc S5 RETIRETRMG . RGUEHIEIT S H T HSKIG . RGE )
W E Shisic AT Re. WRAB AR, EHl 7 ukmls. ukmes 1 target =%
SE F:fili S -
8.2.3.2. ‘&AM AT
RGEIET B aidE N T RV, ViR 8 T 7 ERATRS S E ,
EIASE AT T B 22 4= SR B FCVFIR AR B3R A EATI AT DASRAT , (Bl s TF TF ok, s A
e RERA IR R U VR A FOVF o AT 22 A R 55 28 RGE B AT
i Y B B S0 VA A0 S, 2 BRI DU FH i o A5 K S s S o 71 A1 TR
AR A
(1) i 22 4 g AR = A iy
AR 7 — 28 T H Ay & 7] DLET 0 24 T 1 22 42 SRS AR 20, tn/usr/sbin/getenforce 11
Jusr/sbin/sestatus. Jir H] =~ #f AT LA IS X Loy & 3E4T Ak
getenforce fir &% A A Permissive IR 24 /74T o8, 2 v Enforcing N
AN |l Ol
sestatus 74 FRI% 1 FTREN BT A2

$ sestatus

SELinux status: enabled

% 262 X / F283%



e TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

SELinuxfs mount: [sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: ukmcs

Current mode: permissive
Mode from config file: enforcing

Policy MLS status: enabled

Policy deny_unknown status: allowed

Memory protection checking: actual (secure)
Max kernel policy version: 30

AR T 24 22 4 SRS AR, (3] It AT DAAS 21 A 22 4 SRR (145 2«
AR RS . ZAaRE ARG E . BB AT RIBAA., 224
SREWE AN I 22 4 SR H AR

(2) 24 R AR Xz 2

N T ZRE B RGE — 3 s ER e N B fI R, (H2 d it 1y Mg ek
E IR Y S

setenforce 1 B Al

setenforce 0 & B M o 15 20

ARG =ANEHAF T LI setenforce 1 HEANFsRHIHN, HRE%LE
H AT LA setenforce 0 #E N F fo YRR

(3) ZEH] 224 5eng

TE 22 40 BB e FATT 7T DL 28 F AT B0 22 4 SR 3k N 31 45 4P A 3 Ck AT
BE. HATEMT:

a) RGJashiTHEN grub SEHL,
b) HIA grub B NIZ B 81240, 2L selinux=1 enforcing=1 125N
selinux=1 enforcing=0

(4 FHNFRG.
ARG AN BIAES R, i root P RGEEATIB R
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8.2.3.3. HMEHC & T4

T TR R e A SRS AT, FATHAR AL T DL iy A0 i 2 4 SR
HATHCE
8.2.3.3.1. BEFrCML

RGuh—Le ] A & 1-Z R IR S 7 AR SO R 2 4 B R U T RE
s Is-Z id-Z fl ps-Z, XA T -Z BEIE 43 RomiZ S B R 1 22 4
ER, Wils-Z AN, B DL R

-rw-r--r--. root root sysadm_u:object_r:admin_home_t:s0

Horp sysadm_u s E R~ iZ & T sysadm_u %45 0& 1 /7, object_r #oni%
AR TR A, admin_home_t FRRZSCAFIZRA, FRATHI SRS B2
AR X L AR 1 A ] 7 R DU BEAT 7 1] 25 1) )
8.2.3.3.2. 2) Bthridn 4

A PR L AT LIS IS — 2y 50 R G BT A ST ) 4 B R SCHET BRAE,
chcon. setfiles #1 restorecon iy % -

Ibin/ls fir 429 bin_t 2844, 224 HE AT LA\ cheon -t shin_t /bin/ls ¥ bin_t
1BEHCA sbin_t 574,

cheon T4 H-u Z AT UEBOZ M 24 B R SO 2 2 SKg L -, -r 280
AMESER AT, -| 80T MBS 2 ego], HAb BAREH T LSS B/
i UR S

setfiles 74 AT LAMR I F AT A0 22 4 SR BOARC O3 R G BT A SR EAT B
e n:

setfiles /etc/selinux/targeted/contexts/files/file_contexts /

restorecon #ir % AT LAY 51230 IO BRI %242 B 3T, 2 restorecon -r filename..
FEXS SO 22 4 B R SChRICHEAT B AR I B e B S i X AN IR 1 4R
Ja PR REATEAE, ARG LS R B P T
8.2.3.3.3. 3) I\ MEHIERAIK R
R (login, sshd) F1 5T ML) Linux B 2 322 4 508 7Y, 8 B Sk,

% 264 W / F283%



e TLIE = J IR 55 A 1A R AUERITVI0 R GUEEL 0L Tl

U R 22 4 SO FH P AR AR A —AS Linux FH P ARIRFF 58 e A ], DGR 22 4 5
B H P AR RAT RO HIAR shell FEFE 224 B ST PARIRRT. 224 2 G m] fi
FH semanage s 5¢ LS, f0: semanage login -a -s charlie_u charlie, %75 Linux
Hi /' charlie 1F A% 4= 50 F P charlie_u &% R4 .

fif F semanage login -1 a5 & LB E, W T K :

$ semanage login -I

R4 SELinux Al MLS/MCS Vil k%
__default__ user_u s0-s0:¢0.c1023 *
auditadm auditadm_u s0-s0:¢c0.¢1023 *
root root 50-s0:c0.c1023 *
secadm secadm_u s0-s0:¢c0.¢1023 *

—ANH PRI N2 A, BRI 2R R N R — AN A, TR
i S ms B FE T H. semanage i A\ semanage user -a -R mgr_r -R charlie_r -P user
charlie_u >k —/N 1] IAE A 8 mgr_r A1 charlie_r )2 4= 5% FH 7
charlie_u.

Al i34 semanage user -1 #TEE, T E:

$ semanage user -l

Fric i MLS/ MLS/
SELinux H  ®ig%  MCS 2l MCS V&  SELinux
£ €8

auditadm_u audadm sO s0-s0:¢0.¢1023

auditadm_r
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guest_u user sO sO guest_r
root sysadm sO s0-s0:¢c0.c1023

sysadm_r
secadm_u secadm sO s0-s0:¢c0.c1023

secadm_r

MR —BERMES, ITESH @R, BARRU; 456 2
T I R 10 SR RN 2 A 1 S TR AR 4 1) o )R A 3R AT 48 11
8.2.3.3.4. 4) wiHftHE

KRG FTA i FIRE g AR e 788, 224 B A v] Dlodid

semanage port -a -t vnc_port_t -p udp 222

KA —ANbrid 7 A .
A3l semanage port -1 #HATAE, W E:

$ semanage port -

SELinux i 27 s g 15
afs3_callback_port_t tcp 7001
afs3_callback_port_t udp 7001
afs_bos_port_t udp 7007
afs_fs_port_t tcp 2040
afs_fs_port_t udp 7000, 7005
afs_ka_port_t udp 7004

8.2.4. =5 AL

SR SERGE LA RGN MEER BRI, KB RGHIE), K
K 7 R2a )] YRS .

FERIH AR, BAERE N FBYEE T root MAREIITRIS, 40N
root(uid=0).secadm(uid=600)F1 auditadm(uid=700)%3 HI1E J9iE L% F 7' 1 3 44 A2 AE,
EAT B RE selinux =B LA EF I —AN A, WTRFEE S RGH 7 S 6
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SN RGNS, BB =AU 3L H .

=RUFSL RGN linux B F R S s UGENLEI IS R, B934 Dk 3 2
TN VAE GENAE ML TETE S 3 =R LR P S B % . = BURGefd L 4
linux FH 7 54 2 LI FRIAE 2 Gt 2 A8 AT LA S IR B XL 738 00E 7 SR T S
B, XRERGRLTIEHITR, BRFEA D% RE R AR
8.2.4.1. hfE

=R ARG R BRI

1. SEBUXT A —AN UID 29 0 RS AT A HE I =0 B8 53R P 1) B A WE
Thie, IEAIIE R G SCRFELHR B 5% RGN G U155 B vl B S & 1L
BRI TS, (RIS AR = AR Gkt o A8 38 53 FH P 2% I Y

2 SEBUAERR IR U B 5% B I, ] DA AN [ 28 5% F8 )R AN [R] 1) SELinux
yiRER s Dl

A ThRESL IR T HE , AR AR GARER A B R G 14 5 5 4 200 &
Gunf AR B G P BT A SRR, RUH =R G R =AM R AR,
ST AR FoAt P 3 B 1
8.2.4.2. 7l

HERGEH RS “HXEEIIAE”. 2Rl R4 RG RG08H 6 AT
X RGUALIAT 5 X EE . U= RG22 ARE ) strict BRI . RGE B
AIEETERE R, S SR> T -SSR . R L R AT LU T 5 X 4
BRAY. AT HUHE R ISR B 4 X G AR 0 B AR R
8.2.4.3. =HH 4tk

i 9-2 =A%

iVl [ #

% 4t reboot ARG EFmA

B OHL init EH RGBT

7 ifconfig R 45 11 4 3
rpm BAOE T (EARMERFAT ) HEms )
useradd NI P . s useradd abce
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i SPANS

o

H

passwd
userdel
insmod
rmmod
iptables

system-config-date

system-config-keyboard
system-config-language
system-config-network
system-config-network-cmd
system-config-network-tui
system-config-printer
system-config-printer-applet

setup

mount

baobab

setenforce

checkpolicy

BCEIEH P %, 4: passwd abc
MR A P o Gn: userdel -r abc

AN EER

SR EER

575 K B AH %

W B ARG B] CHC L X 2% 1 8] 31 ntpd IR
55 i BAE SLVFE R 3#EAT)

SN E

EEE

[P 2% T B i &

ITENHLAC &

BARCE A R Rs i & = Y) #e 3
SRR T HEAT)
I X H A
R o3 A TR
F 5 A selinux {58 i 155 2

. setenforce 1 FFJg s
A BE 51 78T 04T

setenforce 0 < P15 il

N (REZEEEH AL RIT)
e RT3 B S A o TR ARl A1) SR S
fE o,z SO A P AR S R b AN
policy src_t 257,

i . checkpolicy -M policy.conf -0
policy.24
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m B

\an

it
]

load_policy U: load_policy -bq(AR 55 48) e A% 11
LAFNE, PREFAEFH 21T Boolean {6

chcon & SO A SO R i 22 4 B 30 A
chcon -t bin_t filename

chcat & SO A SCAT e UK SR . n: cheat
50:¢0.c255 filename

fixfiles REBE 24 E R . fixfiles -F
restore filename

setfiles BIEA bR, A A AR IR .
un: setfiles

letc/selinux/targeted/contexts/files/file_conte
xts /
restorecon PR BRI 224 R 3
. restorecon -r filename
semanage SELinux & T Hay4
Ui: semanage user -
semanage login -l
semanage user -m -R secadm_r
secadm_u
semodule B SELinux TR B R B
11: semodule -I

semodule -i modulename

setsebool &4 SELinux H[# bool 1B K A% X SR i
un: setsebool xdm_sysadm_login=1
audit2allow SN R4 45 48 fE S 0 ¢ 78 VR RN

1: audit2allow -a
audit2allow -i /var/log/dmesg

audit2why MR U5 7] 85 45 26 1) o THE BB b 4 1)
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JR A
1: audit2why < /var/log/audit/audit.log
aureport R o V5 B gt B %, ave, pid,
file, event, config &AL (E R
11 aureport -au
aureport -a
aureport -p
ausearch FR AP HE R
111 ausearch -gi 0
auditd JE B T RS
U: auditd -s enable
auditctl BoRIRGRAS, B TR AR S
U: auditctl -s
audispd GRamlGIEE
11: audispd
8.24.4. JFH5RMA
K0T 5 IR =AU L7 A ) Re:
1) PAT TR a2 I8 =AU L2 A D fe

security-switch --set strict

2) EERY, R EBSUEN
3) i security-switch --get iy & B 2 HIE LUS 4 55 22 RS =1Ly
SRR f R

security-switch --get

WoRAATZEYHE R

AT 4290 ;- strict
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TR | HHPRE | BRINIRES
SELinux Ja H (Enforcing)  J& H(Enforcing)
=HUrAL Ja Ja H
AT HE J& F (Normal) J& i (Normal)

K P18 Al 22 A A U AT AR P = AL 3L 22 4 T g
security-switch --set default

8.25. A =ETIRRKEE
8.2.5.1. F/* UID ME—1%

BAE RGP AR P AR CRFR UID) —AFERN <R, — B0
Hii 2t UID HIBoet R, Gl S BT UID R AR & B 3 iic, W
A DAZE BN P i ol B R A UID, % UID 0] DL S g A P 4 i i
(1. TIARTHAESRALS P UID frE— A E, MERIEERANRE R R E G RN
7 UID #eA B R Re i — k.

RGO AAAAE kylin_1L P, HiZH /P T UID (FllEid ag4: id - kylin_1
E kylin_1 FI B9 uid) 5 kylin_1-UID, #E47 00 R4

1. root M5 FH 7 kylin_1
# userdel kylin_1
2. root B % kylin_2 F /7 H¥5 % uid A kylin_1-UID
# adduser kylin_2 —u kylin_1-UID
HWA 7 UID ME— A A, TSI kylin_2 F P #RERT ARG i 2hRefd
3R 2 e LI, #2271 “UID is used before, force error for security
reason” FHEAE S
8.2.5.2. w4V TH
security-switch +& R4t MR —MH T LR EN TR, B TR 7
R 3 Fhae A vl
® default Bix: J5H R4 kysec ML
® strict #30: A H kysec. selinux. =A%z, H. selinux 24 ukmces R

® custom #: M E e,
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8.2.5.2.1. default #x{
B default B5K
1. kylin &kt 24, $47:
$sudo security-switch --set default

2. ER ARG

BERRE:
AR | HHPRAS | BRVRES
PHAT A5 F (Normal) J& F (Normal)

8.2.5.2.2. strict f&
W& strict I
1. kylin &[R4, AT
$ sudo security-switch --set strict
(BRIG5> ¥ E root,secadm,auditadm =AM 5 53 F P (256D
2.HJF ARG

SELinux Ja H(Enforcing)  J& H (Enforcing)
=RLrAL JaH J& H
PATHE J& F (Normal) J& i (Normal)
8.2.5.2.3. HE XX
B A E SRR
Lkylin &% #%¢, wEBEXZEH, U5 selinux 24l
$ sudo security-switch --set custom —list selinux

Z-EE/\éﬁ;
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SELinux J& F(Enforcing) & I (Enforcing)
8.2.5.3. Wit RGIRE

BT R T RGTIRE, BUBHRIE RIS =B L ER, SEIE HE
SR, BT IR o VR T B O3B T IR S5 B IR TR A OB R
RAEFH ARG 2 AN K, e v RS B EALE, e THIRST AR, di iR
SR BAZhEE, #iRE IR IEW BT Bk SU BIHTHEF R ABUR, PRI &R
G P Gl SU fr 2T auditetl SEHTHE BT R [FI, W 7 ANESER IR
HTFRUN . B SEAE B BN B FH =B L P B A 55 D e

I RGN R T B L RREN strict BB AR ThREA ST E, FHME
IR RA M H RS AT ITEIRE (systemetl statsu auditd)
8.25.3.1. BRI

B SR, BRI S, YR HETAEEEm. FikHE
BFEFAR, wE. A FHREE. S0 nE RIS, .

Authentication Report

2020 &£ 02 H 09 H 13:21:21 test localhost localdomain /dev/ttyl
lusr/libexec/gdm-session-worker yes 309
8.2.5.3.2. T AT
M TR, P RAT N SR R G T
Al Cnxd uid 7y 700 B9 P ESI0AT R THREID -
LoV ER PR e THRU, % uid=700 FIH AT AT B 1t
$ auditctl -a exit,always -S all -F uid=700
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R TR e IS5 AR E RGURIMIVI0 RGVE 5 T
2.7 B AT BR A -
$ cat /etc/uid_list
I L uid THIMEEESE
$ ausearch -ui 700 | grep uid_list
SO AIAEAE B 1 H S R AR 2R PIR 2 BT E R .

8.2.5.3.3. k5 EH &t
BT F P S 3G 0. MR Cuseradd. passwd. userdel) 2547 A#84: 4 R4t

E7 s
REIINR, Ew T NEE $ aureport -m T LA S B K R )
HH&.
L.root G —ANH
# useradd testuser
2.root ZE H D
# passwd testuser
3.root Ml A
# userdel testuser
8.25.3.4. fF. HE 1t
ISR H ARG, AR S B SRR S RS .
2N
IR LIRS, PIR 2. 3. 4. 5 XTI R H REERESI S EE U
HEPARIL A5 6 MIBRAUN S A PSR B o v H &
8.2.5.3.5. MMIE &
S IMFERR RN 5 T LLHRERFE € I H THE B
8.2.5.3.6. Hiit H LRy
RAHEHER A AT UEEHTHE.
8.2.5.3.7. Hil HEH ik
T H B AR WCE R OER, 8 o A7 B B e . iR
L A 5 6 T B S0P fetc/audit/auditd.conf HEAT F 544 .

N F
% 274 W / W283#%



R TERCBE ey IR 55 2R PR AE R RARFIVI0 RS E 0T
___ﬁEWM%F@@%MWWﬂi#&MWmMHH%:
LEHITEHRAGRARG, WINHE T
$ auditctl -w /tmp/filel -k file
$ auditctl —w /tmp/test.dir —k test_dir
2.kylin F1 /7 cat A& /tmpl/filel {4
3.kylin H P8 rm i B/tmprfilel SCAF
4.kylin FH 75t tmpltest.dir HEAT iS4 4F
5.kylin Fi J st /tmp/test.dir #E47 5 £ 4F
6. ITEH AR RS, MDY 1 e
$ auditctl -W /tmp/filel -k file
$ auditctl -W /tmp/test.dir —k test_dir
1.8 & #5724 %5 Jetc/audit/auditd.conf SC {4, i max_log_file=1,
num_logs = 3 B H &S0 RN AIMB, &40 SCAF 308 3
2.9 THE B O L R IR 5%
# systemctl restart auditd
3. T L G TSN e TR,
$ auditctl -a exit,always -S all -F uid=700
4.7 E P G PAT AT RAE, DAMEM A REHE
$ find /
5.9 THE B A A F B H H B S RN H
$ Is -1h /var/log/audit
2B 5 BF, RSHIHHESR: auditlog. auditlog.l. auditlog.2,
audit.log.1. audit.log.2 X1 K/NECN IM 4 .
8.2.5.3.8. H 11 H & B {H i
L PR R BORE AL 2 F) C BRI PRI, A7 o TH S 0 BRI . 6 T (A
WBRME I 5E, 7525 T P T30 % /etc/audit/auditd.conf.
L, AR FR G H S5 X SR/ 506, #4306 W B T s 1Al IEL, B4
RGiHE S 20G DL LR A o H &
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1.8 114 # 51 g /etc/audit/auditd.conf SO, 1 space left=30000, B[ H
S A 18] BN 30G; space_left_action=SYSLOG, B[ HE&EHEN—
FARE 15 CHARRERE 7 1) R AR 4 Mk 2 Gt SE B H A WA 20 1R) 7 D
2.7 THE PR DR S iR 5%

# systemctl restart auditd

AW 2 5, WRHEZERAREEDNT 306, Wi HEF R~ A% HE

8.2.5.4. HF ANl T+ H EIn!
H AT TH IR 55 R 5 R G AR 22 AL H DR 5 AN AR SR ) s 1+ H &
R,
i kysec ) E T H BRI N
type=KYSEC_STATUS msg=audit(1502938410.303:182384): status=2
old_status=4 loginuid=0 session=4294967295 id=1502938410.303:182384
type=KYSEC_AVC msg=audit(1502886638.943:132300): denied { execute }
for pid=15325 comm='bash’ name="/secadm/Is' ssid=0x01 o0sid=0x00

loginuid=0 session=4294967295 kysec_status=4 id=1502886638.943:132300

BNE KB4

9.1. EBEEHERETE

B I J5 T B T 6 RGeS AN FH P B AT 8, 50 TE R R4 1 Bt
AT & ORI RGUEJE BRI BPIRAS, B OR B RS LR 1
0T AT & 438 5L

F A SR T Rl 2 &y 38 LR A P SR L T 22 T SR K R G A4 A
W, BEAK T RG0H BEEE 2R R . & i 5 TR 8 7 SO LS
MRG, FEFREHHFTH.

RG XA 9-1 Fias, AR 43 RIDAR 73 X B0 3 IX L &4 38 J5 431X
HAh sy X
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. A IR JE A3 X
e I I
M5 X | B s 70 X %%1%%2%%ﬂﬁﬁbﬂi
ﬁEm;‘]

& 9-1 RGN XEH

TERFH I
L &R TRAR ARG EE R
2. Ok, AR HAl g X EE S ORAE B 25 A0k S5 [X
3. IR, CRAFAE A S5 73 X HE T 215 N7 (X
4. Bl KRN ES RGERAAR, HEEFEERL, FHIEAEBT
Hdfa 73 X AT A AL S
5. Fhik)E o XA T ORAF AT R FoAth 7 X it ikt 73 X R B ds A fe v
A 8L
6. FEZBERMERGN, “LARHMAE” DA PR E N B34 ]
LM A ic I Th g, HLEEA R/ ANBE/N T 1006
9.1.1. EHAER

9.1.1.1. RG%&M

“RGghT O COERGSEN T M CRGEESN 7, WA 9-2 Pk
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R L 72 0 R 25 S8 R GIARITTVI0 RGBT H 51 )

EBEnERTIA

fRRILIRS MG (ERR) , HARERRERIMEFHF—1,

AR BBRAENTB RS, fiNuEs,

RGER

HIEER

#fEEE WERAED ROUEEED

=¥ EEE ==

& 9-2 FiE R TR

(1) “HERR/N, KBREMIE X B XM KRG AT
B

FA G IR BRI TR TR IR S, A P e R R A IR TR ARSI
X HEOCH, Wk 9-3 Fix.

@ HEEBsSOIRIE-FERGEH

EEHTERMNTERR TR TENBRERN.
flan , A data' 5 /data/*' , MBREHMIESE. /data BERZERESE. ENTER
F3Z#E ; T '/data/* M BB E T E RIS,

FTREZE FRFIEEZE

fdata /home|
/backup
/boot/efi

fdev
fetc/ . bootinfo
/ghost

/mnt

/proc

Jrun

Jeys

Imedia/*
ftmp/*

&iE(FR100MELFF)

BE

B 9-3 #&frZmgH RKESUF
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H48E Wi (LL/home 1) -

B®e MR
/home/* W& /home H % NHIATE A, SOIENAE AT /home H
/home ZW&/home H X NHIATE A, HHASAIE/home H

M EN I, RSB R IE o XA R (12 (R R BEAT A IR %
o HEA R ER, WA, Ha s, MaRRE iR,

mE [RE] REEFRED  ZITIREFAEREILRK
goBdia] , WSO ES..

ficha :Ve

g5 *®

@ BACERASMTERERE , UBHBIERX

BB g

& 9-4 ZHHRT

7 Ok FAl, WISAERANIC R X B — At . E&pERET, &

£ 9-56 FrRIITERHE . A0 I A 5 %40 N A KM R
& BBSHTIFRIR- FRA%KSH

EESEHRE..

& 9-5 TEAE &4

% 279 W / W2834



R L 72 0 R 25 S8 R GIARITTVI0 RGBT H 51 )

“THREG 7 55U “&mEH” , WTHRER RGERES, MR
i

& HBESHERIR-R4E&H

HETABRTRENED , ESEDFSRBMEET.

R R=t 1R5083 | AN | SRS |

20-01-0102:26:33  {39f4411f-e23a-4bd5-9a2¢c-cade1f02cc01} 8.91GB na-y

gk

& 9-6 RAZXMER

(2) “RGWEENT, BRIE—ANTHE SRR B ST &0
MR E R D ), SN T ITE & XIERE, HH . R
AL, AT DR SR 25 B Al b AT 3G B &
9.1.1.2. RGLJH
“RGUECIE7 ARG R BILAHT— AN S RPIRES, Wl 9-7 iR

BB EERTIR

fRAILBIRS & (BRR) , BARESRERIBEFHP—,
AR BBRAANABEERE, fiuis.

RaEh

Faki D —BRINEBE RS
ﬁiﬁﬁ[ﬁ EEABEEINAY
BEES REBAFPEIE

—@ER

&l 9-7 RGRR
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(1) “CREEIET R RGUE BB E RS
IR RS TR TR B S, SER] P i € AR B RS Hh 75 22 2 1

X HRESCM, Wil 9-8 . EIREI)E, REGSHAER.

& HEEsHTETR - —RERRG

EENTRNTEPSERTEMBRERF.
flgn , 46 data’ 2 'fdata/* |, NIZMBHEESRE. [data ZREZERES. ENFER
FO3Z#F ; M /data/* MR ERNFERXS.

ETRBNZE FRFEEZI

/data /home|
fbackup
/bootsefi

Idev
Jetc/.bootinfo
fghost

fmnt

Iprac

frun

Isys
/media/*
ftmp/*

EE(FR100MHRNFTH)

HE

& 9-8 IR M HRES

H 45 E W] (LL/home A1) -

e HR
/home /* ANEJE /home RIS, 2B1%/home H %

/home AL 5 /home FHISCHE, A SAIE/home H

=

(2  “LREHPEIE” . H&0h OB R SOHE S SO, 9 BAIHBR
WA RG22 RSO
9.1.1.3. HdlEwt 5E LR

“HE &7, X8 E M HREBOUF T & . I 99 FR, 2t
fhome/kylin/ B )N BT &0 “TFUR&M " 55400 “&MER”, WTHK
BB RIS OPRE, MBRT B
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& HEEEMTELR- 28RS0
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