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A SRARC DR AR AT B ERAT R 507 i S B0 G B Rtk &R, T iR A
Lol 55 5 225 [ 15 B AME R e A NS B ISR T RE, 7 i 1E A VR ]
RIS . RGBT VR

FEAE FHARTAT R R i EAE 28 =05 A, R AR

M. XTBE=RAG IR

e A AR T RELIBR R AR Gt b 22 Bl 58 =T WIS 28 = R AR B
ANORAAE L DU FH 268 =5 A B AT 5t

A AR T RELIBR A AR Gt b 22 Bl Y 5 =T WO I 335 J A1 4 ) 5 AT
B A0 R ERA 75 I B2 TR NS AL IR

T RTERBENMERAT M

BT BLHEIE RS R PP i SR N, RS R EEN, 7 24
P S 4 N TR) T A P A7 o I (R A SRl 55 2 3 o S BEAT 7 AR R US4 1Y
TS i R AP AR RN, LA W R SRR BB R R 917 Wt A A

7N~ A 7E B A A 5E

FATIOR B 3 I BB A P B (BCA, 2 AR P R A AR B, AT a7 i %
P FR B A 3k A R s A B R 0 B, R EsRIUE R R, BA1A 1%
WS A 0 AR . S PR B R
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e, AT DLl ik B 22 market@kylinos.cn 77 S5 RATHCR

SRS, RATS R ZEAAEE . — R, RAEKAE 154
TAEHNS TELR.

AFEIE R AR, R PR S SC R A, BL AT 2k an A B
X, PLHRSCRRA
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o BRI IBS 5 5 SR RGEVI0 RATEP I G T A
5 5 B L B

AT BN = IR 55 A BRAVE AR 8 VIO RIVESCRF Wi Rt B JOE. i
ooy RIS E X CPU TG . AT ML ARG E B A LHRERN R, WA
THARBEEMRIR Z AL, 752455 SR BB AT A PR 2w SR AR 55 #8117

B mm.

AP REDESFRONUMSE, a2 PATH 5 HE B SEEA R
CPU 1 5 BRI AT R G LA F IR AT R AT REAT D VE 2257 AT R &N L
W AT 225 2 Ak, 1 DUHRIAT BELREE = 28R 55 2 R R 48 V10 £ B4R CPU T & 1
S B A ey A5 5
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B—E EERGRE

R 1A N RGUE BALSS, EEARCE . AR A E . H A
A E DL B -

1.1. RGHXARERE

RGHIXIC B TR RGN 7 SN 1E S SN E . SR A R B T
A G A TR A S B AT R R . X e B AT DL I B 2 ete/l
ocale.conf it & SCAF B8 localectl 4o MLl AT LLFE A 7 BT SR T
£%, HEESHE LT,

L11. EEARZHMKX

ARG IX L & S A ete/locale.conf, 1 RS A S 5] 5 systemd 5F47 3R .
EANEC B AT DA A — AN IR S5 B F P 4k, B iR 55 5 P AT e &
A BIENTEF N TEE, HIX AR E K /ete/locale SCAFIIELE N AT :

LANG=de DE. UTF- 8
LC_MESSAGES=C

LC_MESSAGES &Ik 58 112 Wiyl S B AR 3 H SOAKS 20, T Ath 3% 10 15 B
MEEERM 1-1 TR

R 1-1 fE/etc/locale.conf 44 A EL B IR

Fic B T it
LANG Pt RGNS X [ ERINME
LC_COLLATE E SCZIA B HHE 7 A EL )
LC CTYPE TR R/ p A B, I B PR b 27 =X

BT wEY, TR TSR T, WAIT AR,
e fx LB IR

LC_NUMERIC R M EoRg
LC_TIME i ) 0 H A% =

LC_MESSAGES PoNE RIES .

LLLL BoRMuicE
Localectl A7 7] I THC B 15 5 A A R . S MaiicE, iR T

PANyS
FIIJ/Q’\:
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# localect] status

1.1.1.2. Eon] X 513
7] X F R AT A a4

# localectl list-locales | grep en_

1.1.1.3. BCEHX
AL E RFEBAMIX, 7FFELL root H P 431217

# localectl set-locale LANG=locale

F 7 AT ARG B0 A ) 3 X5 s 77 LU locale, FIiEIS localectl list-locales
R IE A X .
1.1.2. REREAGF

EAAT RO B e AR 5 AT P S A R R
1.1.2.1. R/ HAIAcE

Localectl #ir 4 A] H T HC B G S A IRAER AT . Bon4aiicE, A m T

IS N
FIIJ/Q’\:

# localectl status

1.1.2.2. o n] HI A A JR 4126
Sk 7 AT FH A X B3R R A8 G i

# localectl list-keymaps | grep cz

1.1.2.3. Bl & B
M E RGN ERRAT R, T2 LA root P 01817 :

# localectl set-keymap map

P AT LD B & A 18 A0 = e s 75 LA B map, W@ i localectl
list-keymaps o 2 & & IR AT R o 1m0 AT T ACE X11 & 8 A AT ik
5, ABA% - - no —convert ZE I TE WA AR FIFEHATH— T a2 HMELE X11
& B AT R -

# local ectl set-x11-keymap map

AR SRH  A B2 X1 B DA A AT 2w (BB AT R AN —FF, TRV a0 Ay
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# localectl --no-convert set-x11-keymap map

1.1.3. HABEIE
AR B 5 B R G X AN B AT R ) N 5 0] LS 2 5 it [RII IR n] 5%
1.6 FREURFALZE AT A 5.1 B,

1.2. MY HEE
1.2.1. BHEMERE
FI %3, LA ethO A4 :
Y% S /ete/sysconfig/metwork-scripts/ifcfg-eth0, ¥ B BOOTPROTO A dhcp:

TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPV6EINIT=yes

IPV6_AUTOCONF=yes

IPV6 _DEFROUTE=yes
IPVe_FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=a6d9f432-1ca%-4df4-874e-TdafaefhbTec
DEVICE=ens33

ONBOOT=yes

DMSlle.l.lD.ll

1.2.2. HEMERE

7)1 %5, LA eth0 il

Y% A /ete/sysconfig/network-scripts/ifcfg-eth0, 1% & BOOTPROTO A none,
HE P, TR, X
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TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=none

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPV6INIT=yes

IPV6 _AUTOCONF=yes

IPV6 _DEFROUTE=yes
IPV6_FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=atd9f432-1ca9-4df4-87de-Tdafaefhbfec
DEVICE=ens33

ONBOOT=yes

DNS1=10.1.10.1
IPADDR=192.169.1.10

PREFIX=24

GATEWAY=192.168.1.254

1.2.3. EZE DNS

1.3.

FT &, 4wk /etc/resolv.conf, 1% B nameserver:
#IGenerated by NetworkManager
nameserver 10.1.10.1
H BAF0E [R] At &

BAERGIX 0 LU AR X

> SERFEFE] (RTCO, S@FAEAPELR &, B R DAL T R4 U AR AT

I, AEFEHLRHUE B Al T

> RGIE], TS I RN B3R E R G AR LE T I 8] S5 RS

JR BN ARG R G 8], 28 GEit TR] st L T S I 18] B AT T

FGU AL F IR RS — B A G (UTC), M T R G HIA R X,

A I 18] A0 A FH 7 B IR X ) B SEE e []

BAE RS T =R 24T RIS 3 T H, timedatectl. date FI1 hwclock. PA

TR RN B T EER .
1.3.1. Timedatectl T. E{# FH Vi BH
1.3.1.1. Eox 2987 H B8

i timedatectl AJ AR 7 24 T 28 Gt I (8] AIAL A% BP0 BRI 18] b LR 4R{E . 4

TORBIZA S FH NTP B8 [E25 (1 & Guh ]

% 156 W/ #£3017|



£x

s R R = R 55 SRR R SEVI0 RGUE B 5 T

# timedatectl

AF B chrony 8% ntpd IR Z-IRAES A2 3N IE A timedatectl TH, 405 A0 5
MRS ERE S, EHWATA N4

# systemctl restart system-timedated.service

1.3.1.2. ZZ 5 24 Hif A (]
L root F P12 4T LA T i 2 AT DAE 2 2 Al s (] -

# timedatectl set-time HH: MM: SS

Horp HH AQR /DT, MM AR, SS AR, HITMALR R, XA
S [FIFE AT LUE 3 R e (R A BN [R], RACR AT date --set Al hwelock --systohe
iR
RGN AIECE I T UTC, W AR T A [ R EC B RGN 0], 752
L root F F iz 4T BA N i A E 2K

%x&

# timedatectl set-local-rtc boolean

R I T AHUE (], 75 E boolean BLE N yes (BL#E y, true, t I 1),
WHRAEH UTC B [a], TEDE boolean FLE A no (E# n, false, B 0). R4
ERIA boolean N no.
1.3.1.3. A2 5 4 H 3

A root FH FHEAT LA T A4 AT LME S 1 H -

# timedatectl set-time YYYY-MM-DD

HA YYYY FREFEMD, %‘%4&%@%%- MM &R A, FWALEER s DD
REBW, FMALER. WERICTH ERCE R, AT e B2, 7= h -

# timedatectl set-time ' 2020-02-17 23:26:00'

1.3.1.4. BT X
AT LN An2 v LR 7R Y BT [X -

# timedatect] list-timezones

LA root HI/ 347 LA fiv & ] DUE 4 FT A [X -
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# timedatectl set-timezone time_zone
BB Xl F «
# timedatectl list-timezones | grep Europe

1.3.1.5. [A20 R4t 5 FE MRk 55w i) ]
PL root F P i2 4T LA a4 m] LU FH /228 FH i ] 5] 20 AR 25 -

# timedatectl set-ntp boolean

Jo 525 35 B0 B boolean {H 4 yes B no. BN 2 H s [E L — N fe
BT AR %548, AT CAPAT— Fin 4

# timedatectl set-ntp yes

1.3.2. Date TEfFF %A
1.3.2.1. dos =40 H YIRS A]

4 date THJzTéI A R i E) . I IX L HHSEE R . IF] Bl Z4--ute
TR AT X TE] . @I “format bR~ FF R M R EIRZS . 1Y format 1 BH
LI

£ 1-2 SENAH

¥ i34
%H DA HH # 2 24w
%M DL MM & = th =4 1708
%S PA SS #% 2 Hi =4 A A
%d LA DD #& = H =4 A H
%m PA MM % U 24 1 H
%Y PLYYYY #2050 24 w4
%Z BRI X, il C EST
%F PLYYYY-MM-DD # R 4 HH, Sh T2
#%Y- %m- %d
%T DL HH:MM:SS #% =i H G 1T ], 540 T 2 50%H: %M: %S
AT
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# date
Mon Feb 17 17: 30: 24 CEST 2020
# date --utc
Mon Feb 17 15: 30: 34 UTC 2020
# date + "% Y-%m-%d%H%M"
2020- 02- 17 17: 30
1.3.2.2. AZ 5 4 [a]
LA root HI /3247 LA fiv - W] LU 824 Fi I [A)
# date --set HH: MM: SS
Fo HH AR /NEF, MM ARE 8, SS REMH, WHFMAER. X4
A [FIE AT LLSE B RGET (R A B 8], S8R 2R BLT hwelock —systohe 74 o

RGBS 8] B I T AN 8], A SRARSL T UTC IR ECE R Sei e,
i 2 LA root FI 1 IZAT LAR fin 1B 2L

# date --set HH: MM: SS --utc

1.3.2.3. A5 177 H ¥
PL root FH iz AT LA T fin A m] MBS /T H -

# date --set YYYY- MM- DD
HAYYYY REF, &4 V8RR MM AREAG, T EERDS; DD
REHY, FWAERR. R TFER BN, 7] kb 7e LS5, R~ T
# date --set 2020-02-20 23:26 :00

1.3.3. hweclock T E.{# F /i BH
1.3.3.1. o 24 i H YIRS [A]

T4 hwelock A LLE /R 4 FT RG] B X . HHISE(E B . FFnr Ldid 24
--utc B--localtime ‘&7~ 24 {7 UTC B [X B[] FIASHUE 6] o 25 40

# hwclock
Thur 13 Feb 2020 04: 23: 46 PM CEST - 0. 329272 seconds

1.3.3.2. AF5E 24507 H A E]
PL root FH iz 4T AT fin A ] DIME M BB (8] -
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#hwclock - -set - -date '""dd mmm yyyy HH: MM"

Hodr dd AGEE B HH AR/, MM ARG 81, SS AR EL, SN«
oo Mmm ACKA G, LGSR RS R5, yyyy fAREG, LA
FRIR. KA 18T S5 --ute Bi—localtime X /A B 247 UTC B X (8] FTA
Hiypisf ]

BT UTC W [ARACE RGN 8], 2L root I B AT LU N an 1B, -l
.

# hwclock --set --date "20 Feb 2020 21: 17" --utc

1.3.3.3. [A2P KRG S5 FEAR 55w i ]
L root Fl F1 g AT LA A 4 Rl 2D Az R sl (1] «

# hwclock -- systohc
14. AFEE
L AT LAY P A7 G 5 T, e T > R AR > P P 1>
B—ANFRP LU R, AU E LG —REENEF UL AR,

BN U RS, a0 P R R A R
BRI El

=
® fRERRP

AP R LERAZ SN, B
TERERFNEREMFERPE

) EEBR

BERERF LA UAEARRN
22, BRERENARRL,

Ve

B 1-1 BIEK
PN S5, A DA P80 DL K SkAG R AT B5 3 B8 ok, sy « B i ”
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Ex

i BRI R P 55 SR 1 RAEVI0. R ST HLI T
PLE “E kB RPRIEE .

P e | x |
EHEkIR
LI
Y ruEE
it root
o BRER
dilot EBR(LHAP)
BRAEZA RiemP
EliEinEmE user
[ fRERP BHER BHLE
FER(HEAP)
Y BHEE
815
2T
P

1.5. Kdump HLi|

Kdump /25T kexec WINAZHEMEALE], 72 RGBT JEBIELIEALN F
KA NAFIBATSEN — AT HAARSS,  F R N AZ 5 15t I I 7 A2 1) crash
dump. Kdump 72124 A 1bd a] g K N AZ R AFALE], e R0 U2 T B It e i 2
AT —ANBT R SN AZ IR BT SO R A, T AN N B2 i I N AZ IR R 3

Kdump 75 Z M NAE BRI, A5 NEZISRNAZ . A N2 3R
WEZIRSS BB R RS — B E, A IEHE RN AINETAE T, £1X
MR B Kdump 724 — TR AT E BN, 2Nz 5N
ramdisk  CREFLNAFEL: NSRRI —RHAE M s, itk
ISF T A A7 P B BT A B AT RS AR 5 B8 21— dump core SCFHY, —H A
B REWEET, Aol HNER.

Kdump AL ZAFER A4 kdump A kexec.

kdump fFH kexec FEBNFIHIRNZ, LMR/NAAEE S LSRG BAR . 4
FENZIREE TN B iR NAZ B B . BT kdump R kexec JH 3
MK, Sk T BIOS, FTLUSE— NN NS LR o IX 72 N AZ B I if
Ao o

kexec #&—/MJRUE E 3l kernel FIHLH], EISiTER:—IEEIZ1TH kernel H,
Ja 31—V 8T kernel T HAH E 4l BIOS SnT LLSERE 3. FoA—# BIOS
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LT HRTR L = B SS A A E R VIO RBE AT
A TEFRARAC (IS T, R AE KT I FLIRI R 2 A3 8 4 1) Server L [IFR
15, BIOS 2463 5 £ (1] [H]

kexec flff 2 MBI —RAZTEINAG I kexec load, MTTTE
A7 A% A SRR SR N AZ IR B e k. R P 2RI TR kexec-tools,
AR A 3R P4 K% ) A% 33 45 A 7 P % AT AE 22 498 3 V0 ) R A% R B8 4 21478 3R P4 1%
k18T

Yl BB, Kdump FLEXAE ARM. X86 P& 0 [, s T a8 A .
1.5.1. Kdump f#4-1TH.E
1.5.2.1. %%% Kdump 75 Z A4

FH 1-6 Kdump FrRHIHRAR

L QLRSI A4 3
kdump kdump# 46
kexec-tools kexec #AFAL, kdumpH 3 A& Fh LB ERE L AL

kernel-debuginfo A=K7 #1 vmcore A
kernel-debuginfo-c  kernel-debuginfoff #i {1

ommon

K dumpfik %%, oL RIEXE T HM ., ZREmLUT:

dnf install kdump kexec-tools kernel-debuginfo-common kernel-debuginfo

1.5.2.2 FCE grub

Kdump #1875 20 & kdump kernel N A7 X 3. Kdump 2R #EAE RS IE
AT A %, ASBEE A kdump kernel Fr 5 FHR A AE, L BIX AN 75 B804
/boot/grub/grub.conf CAF, B2 5] 245>, M crashkernel. Crashkernel
iN) S IR

crashkernel=nn[KMG|@ss[KMG]

Hd nn F/REN crashkernel THEH 2 /D INAF, ss 7~ N crashkernel T 5 N 1%
(RIS AR E

BREGERRFE)S G, AILLEL cat /proc/cmdline B kernel Jo hC & i%E T,
HAPEZL AN T crashkernel T

1.523. 835 M&EFE Kdump RS
BA Kdump RS2 W

systemctl status kdump.service
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2R Kdump IR ARIF A, AT iy &K )5 3 kdump 55

systemctl start kdump.service

1.6. FREURFL

RGP AR A AN R R R 1), e oo T 238 75 A 7% BT 4 2 01
FIRUR A BEBAT B A4, BRI AT L@ su 80 sudo iy & 3R 758 BRSO SREFAL o
1.6.1. Sufy4TH

PR su 20, F5E4HIN root %Y, B6UEIE & AT BASKER root (1)
MAMRSEE ., — Flid su BN, XAH P FITE EAEA root F 4
HF su A LA3REL root A 3AUIR,  JEDH SR B A A P IOALRR, AT REAFAE — & %
G 1) L [ e wT LB HE 7 LR wheel SKEAT R 1l LA root F P 04T L R 4

R
hiil

# usermod -G wheel username

B 0N wheel ZHEE )G, AT RARR ) G XA H BRI - 7] UE A su
A Vi, FCE su i PAM A] PLZR % /etc/pam. d /su SCHF, B INM EBRe 755K
TERNAIEVS [ E I DA

#auth required pam_wheel. so use uid

IR AR R E R wheel NI P AT BLETT su 5 R HARR 7
1.6.2. Sudo 4T H

Sudo iy 4 UV RS0 E HL AL @ AT — LB A root i 4. 4T
{5 P AT sudo &0, FTESRAEMATE I %S, SR)5 DL root BUR AT

2 A
2.

FEA sudo AW R :
#sudo command

Sudo 2 A R KMFME, WA fE/etc/sudoers A F 4% 70 VF 1 FH 7 0] LA AT
FEABATTE S/ shell 85 HIAT sudo 54, TMAE root (Y shell M8, X EWRE
1E 7 Z51H root [ shell P52 HEEE 1117 9] )

BC & sudo W2 IS 2 /ete/sudoers SCAF, 1T H A A S B 53 H P A AT DUME L
B, WAEH visudo Jwf. Z FrLAMEH visudo AR, —2EReE P kM
MHPFERE SRS A BT S iEERE . B root S 4 visudo 4T
THECE SO, BIALLT NA:
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#juan ALL=(ALL)  ALL

X 55 B R B juan 7 0] DLCUTAT EALER @IS sudo PATAEM T 2 -

N HIIX 2615 B Ui users F 7 1] PAAHE 3= M1 1] PAF AT /sbin/shutdown - h now
A\é\:

1]

¢

%users localhost=/sbin/shutdown - h now
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BoE EATRIE
2.1. Qt-5.11.1

Qt SKHL 1 Android H1i0OS M4 THI SCRF, R 75 BT 2 1 B Al B0A 1Y) oL THD
RN SRR B sl s & b . AIRBRI R DI e PERE . Qt5 /2 Qt I
WRAS, RN R AR LLEDI B P A e 2 A AR R B R P . i e Qt S
kXt JavaScript A1 QML FISCRF, JFR N AR LU SRR, RN SR C ++
A Qt Widget. Qt5 5 Qt4 i E e, I H BB Puib i A8 2 A Qt Platform
Abstraction, 5% | AR PR AR o

Qt5.11 HIHi T

o ¥R Image JCERIMNEELE S SR  SCRFktx Fl.pkm 2538 SO RS K

e QDoc f# H libclang fi##T C / C ++4%Ad,

o IRINTXIIET ID MBS EE

o ¥ ALPN AT HTTP/2.

o 1A DevTools, I {5 FH B 1ML 0 W25

o Linux Printing Bl.7£i@ 1d QPrintPropertiesDialog 7 /] Advanced 101K 37 £F

2 CUPS &I, I 5O VFHEAT VF 2 Hofth 15 B CH A AR AR B U E D .

MATER R 5.11.1, B ZFRETE & B https:/doc.qt.io/qt-5/.
2.2. GCC-7.3/8.3

GCC & i1 GNU JFA I w5 9 ea% , SCREZ MG 5 #92W 28, Bl tn C, C++,
Objective-C, Java 55, [FJBI L& IX 635 5 M. GCC & —MHRNH K T
B, SCFZMIRREN, 5T RN,

F BRI AL

« R GNU Frif;

MBS T GPL il

B AW E R BB, RS

TEAN v B A BT RHE 22 7 https:/gec.gnu.org/.
2.3. GDB-8.3.1

GDB 7& GNU RIS RA#S, RV EERT NEHATRAE, B f PR AE R
W HRA . GDB MIThAEF EAH:

o HAT—LERRNE L MR RIS AT 45 R IR
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Ex

LT HRTR L = B SS A A E R VIO RBE AT

o TEFRE MM E LR

o TEREJFATILIZATHS, KA IR 7 R A T A4

o BUREF, CAGUEREST bug XIARFFRIREM, [RIN T ARRIRE 5 b v 2 HoAth
IR ZS, ol an s & BUE 55

GDB SCFFEL M AT = -
e Ada

e Assembly

e C

o C++

e D

o Fortran

e Go

e Objective-C
e OpenCL

e Modula-2

e Pascal

e Rust

Al G4 gdb”, EIA$T I GDB ik T H.

[root@localhost ~]# qdb

GNU gdb (GDB) Euler0S 8.3.1-11.kyle

Copyright (C) 2019 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html=>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86 64-kylin-linux-gnu"

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help"
Type "apropos word" to search for commands related to “"word".
(gdb) i

& 2-1 BRTE
4R OB £ W A 831, V40 M ik B il BB OB A B
http://gnu.org/software/gdb/ .
2.4. Python3-3.7.4
Python & — i i 1 58 K B T 7] X B 9w A2 15 5, A5 Perl. Ruby. Scheme
&Y, Java FHUE .
Python []— 26 i e
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e AT LI v 2 R 55 1R E RSEVI0 RGUE B 5T

o AN, B S T,

o TRFIEATRIH, XfE13 Python BONVE 2 g AT 55 OB ARIEHE, A SOAN
AT e

o BT ASKAbRHERE, SCRFVFZH WRIMFREAESS, WIEEREM RS 45
FIENRIE A RO BN O R4

o Python {32 AR AR AN A g 4 A ACHS P BORAFIR A ), python JFA A
E5ny{i IDLE,

o EILININLAGRIEIE F (U0 C B CHH)SEBLHTELE, W] LU ML AT 2

o WATEARA SR IR 7 o ASE A n] i FE 2 11

o TEARATHLITIZAT, $5 Mac OS X, Windows , Linux Ml Unix, dEE 5
AR AT Android AT i0S.

o Python 2R H M. NEEUEH Python, HFEHREMEEENIMH]
FEFF A TR ZATAT R, Python AT LA H S SOR =5 & A -

Python ) — S84 2 15 5 e 1t G35

o H Z M B A % ¥ J A 7 A number(floating point, complex F
unlimited-length long integers). strings(‘f.4& ASCII F1 Unicode). lists A1 dictionaries .

o Python SCRFH A AN 22 B 4K 7K ) TH] [F) % R AR

o ARG AT PAZ) AR HAN A0,

o ZUE T SRR I RN N, AT S I B A ) R AL B

o BHRRAL R RRIRIZh AR . WaAFE MR, W B —1
TR N2 FBEURRR, N P A B R

o Python L& H W ImAEHFE, W generators 1 list comprehensions.

o Python ) H 5 A A7 B RS AN 00 T3l 73 FEAVRE B ARG HH () AL AF

HHTE T ERCA 3.7.4, VEAHTENE A B https:/www.python.org/.

2.5. Openjdk-1.8.0

Opengdk {E7y GPL ¥FAI ) Java “F S IFEAGSEIL, o Sun AR A, #24E 1
—A~ java FIIS T3R8, SCHF Solaris, Linux, Mac OS X 8¢ Windows £ Fi#:/E 24t ..

B RCAS BRI 3 B

e Lambda &A1 Stream API;

o [5f[a] 5 H ] API;

o HIEAFTIH;

o ZL RN A S I AT R B
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o WA

AT HT R RRA 1.8.0, TE4HTERME A % http://openjdk.java.net.
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3.1. ZIxTHR
Brasero & — @ EHHEMZIx T H, &SdiHFiE->0A f2)F->Brasero, 7] LAAJ%

EHYeHL . B3R CD/DVD. #4i DVD/SVCD LU &4z, wTE:

Brasero u
ME(P) WF(E TAM) HEEH)
SlE—1#mE: RifiiE:

~ ESITE(0)
flE—EHSMNE

REREFLTHE

~ HIBTE(A)
" g—MGE co/ovD

- WATWE (V)
' gl—413 DVD % SVCD

@ BHF&(C)
filE# co/ovD B 1:1 Bl&

. KIRBR()
</ ZIR A co/DVD FRXHBHE

B 3-1 ZIXTR

3.2, WS

3.2.1. BEMER
3.2.1.1. hHEEH T HAH

WAL T 2 KR B G IR B A / X UL BT FIR R/ X 1) T A,
A AR E AT B ANAG A 20 X L BN E B35 2 DA S S A R I R4 A
3.2.1.2. WEEH T A NER

miize FA- PR ), iyt mrs, aER->RE->f, 111
BT H A .
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@ =um

B He

FrEiEF

Lo

(IS F:gl:=f:

16} IEHR

R A R S5 AR E R GEVI0 R G HE T

R

© xFEmes
® HuEEs
= itER

xE=

| xtr

Lo IS
B Pluma

4 8%

RRTH

B 3-2 BERMNAERR

b TS, Ao H AT BER A SR B H o, A Boig i s
ITPEAAE P B0 . RENS TR 1 S M ORE S A A S b ) B £ DX Bl 5%

\ »
16 GB &
QEMU QEMU HARDDISK

(@> cD/DVD 3R
QEMU QEMU CD-ROM

13 GB RRig&
Jdev/klasjroot

Q 1.6 GB iRig&
/dev/klas/swap

7/ QEMU QEMU HARDDISK (2.5+)
/v 16 GB (16,106,127,360 F1)
X GUID HEXK

5 drive-scsi0-0-0-0

#(V)

R XfRE HE3
SEL: EFl - HE2 15 GB LVM
210MBFAT 1.1 GBXFS 18 G Y

*[> * [

3

210 MB — 204 MB 5] (2 3.0%)
54 /dev/sdal

JUID D676-26B3
DXET EFI R
MZE FAT (16fikR#) — EEH B /boot/efi

A 3-3 BAEEAE
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3.22. MHEETAMH
3.2.2.1. XAl

PR R, mdr [+] Ebes a)d o X, fshiz ik aldn X

KA, R T2, WAGA ML )G fdr (a1,

Il 7 S8 X .

B 58 i B 5t

s 16 GB Ff = ]
jdev/sda
16 GB & 1S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ %)\ 16 GB (16,106,127,360 F13)
CD/DVD HzhaE
QEMU QEMU CD-ROM 51X GUID FEFE
13 GB Ri8& 75| € drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB i #(v)
Jdev/klas/swap
X L]
9 #HE3
?Eulmasg'r 11 -GEB;(FS o eanma Py
*[> * >
O — |
#/v 210 MB — 204 MB T/ F (2 3.0%)
%4 [dev/sdal
UUID D676-26B3
SEEL ER R4
MZ FAT (16{iIkR2) — 2EH B /boot/efi
B 3-4 AlESX
‘ » 16 GB B = o
dev/sda
ﬂlﬁ GB F& AJS QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK :
Sl 1A GR (1A 106 127 360 F )
(@ cD/DVD R
QEMU QEMU BUH(C) BE
13 GB g8
J/dev/klas/root
1.6 GB Rig{ EH(N) |
Jdev/klas/swap
BIR(E) *id
£B  © QBT Lnux RENASEER (Extd)()

ERFIFE (LUKS)()
5 windows £ (NTFS)
FrERGEMNIRE R (FAT)(S)
Hits(o)

3.2.2.2. X #EAAL

e 7 2R A RERL B X, e Jm i i EL R N e

A 3-5 bt

P
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KX, ANGELR, EFEENE, S& 2, Ad Us1k]), B TFiEH
A, AT BRI A] IE 5 A A .

» 16 GB H = - a8 }
dev/sda
ﬂm GB B2 715 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
o _ 16 GB (16,106,127,360 F15)
(@ CO/DVD s
QEMU QEMU CD-ROM s GUID BE&E
13 GB Rig#& 5|5 drive-scsio-0-0-0
Idev/klas/root
Q1o ris &)

/deviklas/swap

KEES
HEL EAS SE2
210 M8 FAT

*D

(]
REASE-
RIEX R

21
g Jdt

ID D§
BN

BT R
BEX R

¥ EF

REETIET
BT

Bl R
M EBRREE
SR EEREMR -

B 3-6 #AfL

3.2.2.3. X YmiE
BTN IX, Al N DRE )Y s Fhise s, S8 [
XY, 7E5H A g X AR IR BT BRI, s BT,

» 16 GB @ = - 8
dev/sda
16 GB B %S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ _ 16 GB (16,106,127,360 F1i)
(@ cD/DVD W28
QEMU QEMU CD-ROM GUID HE&
0 13 GB Rig#& Z5|S drive-scsi0-0-0-0
/devjklas/root
1.6 GB Rik#& &)
Idev/klas/swap
BRI | x !
A(I) | EFI B4 (c12a7328-81F11d2-badb-00a0c93eco3b) -
Zi7(N) | EFI System Partition [
RHEAE(S)
MEHIRREE)
e Blos HRHESITE)
OBUHIC)

& 3-7 HESX
3.2.2.4. YIRS
ERFREBRAHRIIIX, Sd DRE Y %4, 3l TR, S& (i
YHRG), WS RGE O, BGET S X AR, e

% 31 W/ #3017



KYLIN

e SRR = 0 55 s PR AE REEVI0 R GUE HE 5L T

s 16 GB i = ]
dev/sda
uls GB B %S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ 16 GB (16,106,127,360 F11)
@\ CD/DVD TR
QEMU QEMU CD-ROM #X GuID HEX
13 GB Hig# %55 drive-scsio-0-0-0
/dev/klas/root
1.6 GB Rig & &)
idev/klas/swap
AR x5 9E2
BEL EAS: AR 15 GB LvMz PV
* > Az,
- 0| EXHRERETEESE BB,
21 iRl ‘
2& /de| P
() Eli(H)
JUID D6
=1 BRI REE

NE FAT (16{IHE) — BEHE /boot/ef

& 3-8 wBEBXMHRS
3.2.2.5. ZpIXCR/NA#E
TR BB X, ml OREY %4, #H MR, Sl [
VEER/NY, SRR R/NE T, Bk RN EE T AR, R AR
AN

» 16 GB & = - a
dev/sda -
uls GB B2 S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ 16 GB (16,106,127,360 $5)
@cwnvn Wahdk
QEMU QEMU CD-ROM < GUID TER
13 GB RRig#& S
/dev/klas/root @RGE(C) WBEKN
1.6 GB Hig#&

Jdeviklasiswap
BEXGRAXNTRESHMERS. BUASHENKE NRERS
HIERESD, ARANRERERERNE. A MRELHNA
EXitHE. REFMIXREFIAZEURETERI .

AEANS) | 210 MB
EENTAZEE 0 MB
#3000 MB

A 3-9 BB
3.2.2.6. 4 XEIEAEEE,
BT R X, SAE I [e] BRIT7EE,
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‘ » :lsfs 3= = 5
16 GB & S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ \ 16 GB (16,106,127,360 F)
Co/ovD HEHE
QEMU QEMU CD-ROM L GUID HEE
13 GB Rig#& ¥5|S drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB g% EV
[devjklas/swap
xEEE xe g 3
* > * >

———

210 MB — 204 MB FA (B 3.0%)
% /dev/sdal
JUID D676-2683
%3 EFI Rk
1% FAT (16fiikRZ) — BiEEH S /bootsefi

B 3-10 4 XE#H
HE G, WESRANRER, HEEEN B R T A

‘ - 16 GB B = - o
'dev/sda
ﬂls GB B2 ¥ QEMU QEMU HARDDISK (2.5+)

QEMU QEMU HARDDISK

_ 16 GB (16,106,127,360 F7)
@\ CD/DVD EihE

QEMU QEMU CD-ROM GUID E&

13 GB Rig#H ¥5|S drive-scsio-0-0-0

Jdev/kias/root

1.6 GB Ri# &Y

Jdevjklasfswap

o xasm #a3

HEL EAS 9K 2 -
Towspr | 1168 15 68 ez pY

* >

*

210 MB (209,715,200 F7)
& /dev/sdal

JID D676-26B3

£3 EF Rk

I5 FAT (161I/R %) — REH

A 3-11 X EEFER
mdr LAY #H7E3, s, WS R ANCHRIIN N E 3.
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‘ s 16 GB B = a ‘
dev/sda
ulﬁ GB B #/2 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
) ~ 16 GB (16,106,127,360 F15)
(@ CD/OVD Wi
'U:)EMU QEMU CD-ROM iE GUID TEXR
13 GB Rig#& %5|S drive-scsi0-0-0-0
Jdevjklasjroot
Q 1.6 GB Rig& #v)

Jdeviklas/swap

HERE
SEL EAS
210 MB FAT

HE1
15 GB LYMz2 PV

* > * >

210 MB — 204 MB =] (EH 3.0%)
g#& /dev/sdal
JID D676-26B3
XA EF Rik
= FAT (161 Z) | EE#HZ /boot/e

B 3-12 9 XEH
3.2.2.7. 43X AHER

EFEMIERE > X, iy [-1 8 IER 7 X A3, s DOIBRT RIa)

‘ . 16 GB =
/devisda
ﬂm GB B2 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ _ 16 GB (16,106,127,360 F7)
@CD/DVD Wohes
QEMU QEMU CD-ROM GUID HEFE
13 GB Rig& ¥5|S drive-scsio-0-0-0
/dev/kias/root
1.6 GB 12184 &)
Jdev/klas/swap “
P o BWREERBRISEG? s
HEL EAS 15 68 LvM2 PV
Roreny 13 NELHFRERESEER
*b BERNRE
— g B 9K 1/16-devisdal) [
i 210 N
g5 /devh
) D676
i EFl R
& FAT ( ERH(C) k(D)

B 3-13 4 XM
33. ERELEME

33.1. VNC BF#H
TigerVNC Viewer & — X HE MR LM EEw, miFHE>TAEER
>VNC BEE#, A VNC 55 8 miiiEsk, MnHERk.
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e B B IS5 SRR RGEVI0 RGUEHE R TN
VNC E5: EEAT - K
VNC fR&3: |
| wm. || sa. || &@n. |
T

& 3-14 VNC BE %
oy ORI FAL, RTRAXTIRGE. HA W BEEE DL A AR TR AT AH G

B,
VNC SR8 FEERm I:l
EDESNE RS
v EEhEE
®Tigh o x% (FERARe
L BEXEEES:
vl % JPEG [E£5:
| omE || me
& 3-15 VNC BERAE

3.3.2. EREEFEER SSH

ssh THRAIPLEA g s — am e b, I BT e d. B2
Xf rlogin. rsh A1 telnet FEFFI)— %, M telnet Ar->AHLL, MHLLT
i 2B R B — B E LA b

~]$ ssh hostname

BN, HEEFF|—E4% N penguin.example.com HIZFEFHL, FTLATE shell
AT IR M AL

~]$ ssh penguin.example.com
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e BRI PR 25 SR AE RGEVI0 RGEHE T
Zdn R U IR ] B AL (0 P 42 28 W SR A P B de e — A
AR 4, R 2

~]$ ssh username@hostname
%4, L USER &3%%| penguin.example.com, &AL Far4:
~]$ ssh USER@penguin.example.com
PP 88— IRMIAEIEFERY , R BN A A AR LIS B -
The authenticity of host 'penguin.example.com' can't be established.
ECDSA key fingerprint is 256

da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:1f. Are you sure you want to

continue connecting (yes/no)?

FE [R5 TEAE o ) 0] 2 JT, P P IR 2k B FR BN R 5 1IE# . F P Al LA
1) Ak 55 S 40 2 53 AR OB B IR ) o SXNIIZ L —Rh e 2 SR L0 4 1077
AT AR AT U AR 55 0 1) EMLE A, ATRMERI BAR ssh-keygen 4
KA BT EN:

~]# ssh-keygen -1 -f /etc/ssh/ssh_host _ecdsa_key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff (ECDSA)

BN yes HEAZEPIFINER. HPRFE B KR5S in Dy
FIOR NSRS @S, AL DA E SRR

Warning: Permanently added 'penguin.example.com' (ECDSA) to the list of

known hosts. USER @ penguin.example.com's password:

BB W SSH S5 Im M ENLE IR 1, 2 Ik 2@ ki 3%
A gedt 2z, FRAERE AR 55 um i) 3 ML H M~/.ssh/known_hosts SCAFH IR . SR,
FEBATIEIRAEZ AT, IEHRAR SSH S5 im i) RS E B 0L, Bk ARk 95 im A 2 214
s

B ~/.ssh/known_hosts SCAEH R — N340, AT LU0 T a5 4

~]# ssh-keygen -R penguin.example.com # Host penguin.example.com
found: line 15 type ECDSA /home/USER/.ssh/known_hosts updated. Original
contents retained as /home/USER/.ssh/known_hos ts.old

FERNENZ )G, PR RN shell A7 AT AT N o ATk,
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e BRI PR 25 SR AE RGEVI0 RGEHE T
ssh R 7 i) DUFRAEAE EHL_EHAT — 2% fn <, A ERE] shel | AT 58
FH-

ssh [username(@ ]hostname command

i, /etc/nekylin-release AR REAE RFIRANIEE . ZEEFE peng
uin.example.com _iZCAFFINZ, HiA:

~]$ssh USER@penguin.example.com cat/etc/kylin-release
USER@penguin.example.com's password:

Kylin Linux Advanced Server release V10(mips64)

FER PN IERRE L )G, #eBonalE EVREIERGRAE R, A5
Fi P 3R Rl B A ) shell #r S ATHERT T o
3.4. Cockpit TFEEH

3.4.1. Cockpit

Cockpit /&— Web &l &, HAZ THKIZET Web 5, &7 A
FENR ST & LT E BT 55

Cockpit Web #%1il & (47T LHAT Z RS PSS, BFE: B3RS, B
FUkS, BRGNS, EMEOMP kS, BERGHE, BHE
WAL, Bl HRky, "ENZEMEICE, BE SELinux, KM, BHEARSR
PANIIE

Cockpit Web %l & ffi ] 5 £ I AH [F] (1) R 48 APL, I HAE 2 I h $AT AT 55
2 IGHE [ BAE Web 56 6 . Ak, BOETT DLEREE Web #2566 b ol i 2 i
BLEWE .

3.4.2. BINFEFE Cockpit k%

T a2 JE S A cockpit k55

#systemctl start cockpit.socket

#systemctl enable --now cockpit.socke t

[root@localhost ~]# systemctl enable --now cockpit.socket
Created symlink /etc/systemd/system/sockets.target.wants/cockpit.socket — fusr/lib/systemd/system/coc
kpit.socket.

#systemctl status cockpit.socket
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[root@localhost ~]# systemctl status cockpit.socket
cockpit.socket - Cockpit Web Service Socket
Loaded: loaded (/usr/lib/systemd/system/cockpit.socket; enabled; vendor preset: disabled)
Active: since Fri 2020-03-20 15:07:57 CS5T; 25min ago
Docs: man: cockpit-ws(8)
Listen: [::]:9090 (Stream)
Tasks: 0
Memory: 4.0K
CGroup: /system.slice/cockpit.socket

38 20 15:07:57 lecalhost.localdomain systemd[1]: Starting Cockpit Web Service Socket
38 20 15:07:57 localhost.localdomain systemd[1]: Listening on Cockpit Web Service Socket.

ARG AL RS BIBAT firewalld, U BEAL U0 °F fiy AT T B Kb 1
Cockpit 3t [1 9090.

# firewall-cmd --add-service=cockpit --permanent

# firewall-cmd --reload

[root@localhost ~]# firewall-cmd --add-service=cockpit --permanent

sSuUCCess
| root@localhost ~]# firewall-cmd --reload
SUuccess

3.4.3. Cockpit Web 1=l &

Cockpit ffH] 9090 3 11, F£H A SSL I vyin), I8 M a8 & ks, 78 M4%
NEARH, JEId PR URL #TJF Cockpit 284541 &

AHb: https://localhost:9090

R AH RS 48 10 A4 50 1P ik, 5 2.

https://192.168.17.205:9090

GG N A SRR EE A A, RSk

Insecure Connection - Mozilla Firefox

() localhost.localdomain X = (¥) localhost.localdomain X | A Insecure Connection X |+

&« Cc @ ® https://192.168.17.205:9090 v oo @ iy @
k

>

% Your connection is not secur

The owner of 192.168.17.205 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more..

Report errors like this to help Mozilla identify and block malicious sites

B 3-16 MKWHREFRRS
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Insecure Connection - Mozilla Firefox

(@ localhost.localdomain X () localhost.localdomain X ‘A Insecure Connection x ‘ +

':'(-':- - C @ | ® nitps://192.168.17.205:2090 - 1 n o

The owner of 192.168.17.2{?5 has configured their website improperly. To protect your information from being stolen,

Add Security Exception *

You are about to override how Firefox identifies this site
& ! LY Legitimate banks, stores, and other public sites will not ask you to do this

Server

Location: | https://192.168.17 205:9090!] Get Certificate

Certificate Status

This site attempts to identify itself with invalid information. View..

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site.
Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature

+ Permanently store this exception

Confirm Security Exception Cancel

Add Exception..

& 3-17 &infish
3.43.1. B
1E Web #2516 B X RH, FIANRGH L AERDEAT &R, WEFs.
W Pk 2 BB sudo FFRL, AT DAHATE BAESS, BIANTE Web #2516 22 %é
A, BLERFABACE SELinux %5,

localhost.localdomain - Mozilla Firefox x
%) localhost.localdomain X (¥ localhost.localdomain X | (® localhost.localdomain x | +
S C oF 192.16&.;?.205 ) v o @ W mn @ =

COCKPIT

localhost.localdomain

B 3-18 BFAME
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System - localhost.localdomain - Mozilla Firefox

x
(*) System - localhost.localc X | +
< c @ @ & hitps -19'5.163.1?.205 )90/ syste -9 W mn o =
COCKPIT A root
E local . q
@ Authorized users only. ALl activities may be monitored and reported. x
System
I 60c1 ecB3fed2ddd0adecfB0d8SS47de
kylin10.0)
all Keys Show fingerprints
ocalho ain
Joln Damair
2020-03-20 1620 @
T S Restart
I virtL st
of 1 CPX ]
0
& 3-19 BX/55HE
N R I
3432, IBFILH
V] gk 2 4 —
A PAHE S AT U, B PR
System - localhost.localdomain - Mozilla Firefox x
(® System - localhost.localc x | +
<« Cc @ ® & bitps://192.168.17.205:9090/systs I v o @0 N o =

Display Language
E| local . M .
@ Authorized users only. All activities may be monitored and reported. About Cockplt
Account Settings
System

Authentication

re QEMU Standard PC (i440FX + PIIX, 1996) Log Ou
Ine 10 60c ecé3fed24d90adecfBOdBS547dc
kylin100)
all K Show fingerprints

ocalhost.localdomain

Jeln Domair

03-20 20:26 €3

ver NS Restart

20:24 20:25 20:26

& 3-20 IEESYH
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Display Language k
Choose the language to be used In the application
Polski
Portugueses
Turkge
YEpalHCeKa

A

Cancel m
& 3-21 IBEE%#

FI% - localhost.localdomain - Mozilla Firefox

(x) #4% - localhost.localdon x | 4

&« c @ @ &, https://192.168.17.205:9090/syst I v o O I @D

@ Authorized users only. All activities may be monitored and reported.

T QEMU Standard PC (i440FX = PIIX, 1996
60c1ec83fed24d90adecfB0dB5f54Tde

7 kylin10()

«  Checking for updates...

B 3-22 E5%E

3.433. HE

Cockpit ¥ H 545 B 4 i [ A0 ™ B AR BEAT AN [F 1) 702

% 41 W/ #3017




s R A R S5 AR E R GEVI0 R G HE T

B - localhost.localdomain - Mozilla Firefox x
(® B3 - localhost.localdor x | +
<« c W @ & https://192.168.17.205:9090/system/log o @ 1 mn @ =
COCKPIT 2

March 20, 2020 - FZ1% | Error and above - |

20:31  Jusi

b/systemd/system/ninfod. service:3: Invalid URL, ignoring: n... systemd

20:23  PAM adding faulty module: fusr/1ib6d/security/pam_console.so gdm-password]
20:23  PAM unable to dlopen(/usr/lib64/security/pam_console.so): fusr/lib... gdm-password]
19:52 GetManagedObjects() failed: org.freedesktop.DBus.Error.NoReply: Di pulseaudio
19:52 Failed to start Crash recovery kernel arming systend

19:52 Process B219 (gsettings-helpe) of user 0 dumped core. Stack trace ...  systemd-coredump
19:52 Failed to lead module “module-gsettings™ (argument: "): initializ... pulseaudio
19:52  Unable to read or parse data from client. pulseaudio
19:52 PAM adding faulty module: /usr/1ib64/security/pam_console.so gdm-password]

52 PAM unable to dlepen(/usr/libf4/security/pam_console.so): fusr/lib... gdm-password]
19:52  [pulseaudio] bluezs-util.c: GetManagedobjects() failed: org.freede... pulseaudio
19:51 Process 2233 (gsettings-helpe) of user 42 dumped core. Stack trace... systemd-coredump
19:51 [pulseaudie] module.c: Failed to load module “module-gsettings™ (a... pulseaudio

19:51 [pulseaudie] stdin-util.c: Unable to read or parse data from client. pulseaudio

19:51 SELinux is preventing /usr/lib/systemd/systemd from setattr access setroubleshoot
19:51 FEiERE QEN0 RS fusr/libexec/qemu-kwm: BEITIFHER libvirtd

19:51 Unable to watch (/root/.ssh/*) We such file or directory restorecond

PP PP EBERERERPEREERPEERPEPP

19:51 Failed to start ircbalance daemon. sustemd

A 3-23 HER@E
3.4.3.4. Mk
I 28 DL 1t R DL 2PN A] A iz R U0 B 1R o 38 v DU B ] FH IR 1
FIZE, RILIN P RBEATHRE BB, MirBe, DAKECE VLAN. rish M -Rainr BLgAT
PR

PR - localhost.localdomain - Mozilla Firefox x

(%) &5 - localhost.localdon x | +

« e & @ & hitps://192.168.17.205:9080/network v oD n o

COCKPIT

Hikep
2030 20 01 20 ' 2030
4 Active Rules
#0 FIHE | FEA | FOEH | F0LAN
& 1P 3t HiEP 4L
ens3 192.168.17.20 0 bps 6.51 Kbps
virbr 192.168.122.1/24 Eil
FEEMNRED
E-10 1P it Hifd il

B 3-24 MERE
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3435, k%
RS T 5 AN BHbr. RS BT, TSN,

BE3S - localhost.localdomain - Mozilla Firefox x

@ BB - localhost.localdor X | +

<« c @ oOF 192.168.17.205: o] ! v @ 1Y i @ =

BiF RHSES | EEF M8 BE

[ 1ocalhostlocald...

5. D *E
Accounts Service accounts-daemen.service & (BT
Deferred execution scheduler atd.service

Security Auditing Service audicd service BE (BT
autovt® service 1] autovt@ service

Avahi mDNS/DNS-5D Stack

Bluetooth service

NTP client/server

Command Scheduler crond.service

firewalld - dynamic firewall daemon firewalld service

GNOME Display Manager gdm.service HE (ETE)
getty® service i getty@.service

& 3-25 REAE
3.4.3.6. i
Cockpit Fi [ #& i SLi 2 AT 55, 7] LAARARE 75 3R AE Web Fi i A2 3ty 2 []
BV, A APRBATAES, R 7.

gﬁ - localhost.localdomain - Mozilla Firefox x

(=) £23f - localhost.localdor x| + x

<« ¢ @ OF 192.168.17.205: ) - 2 i @ =

B 3-26 &H5AHE

3.4.3.7. IV FEH
A DAR AR B30 4T 2 LA, S A A+ a8 i 7 2 W 1 L.
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{18 - localhost.localdomain - Mozilla Firefox x

() {41 - localhost.locald x | <+

&« c @ & hitps://192.168.17.205:9090 oard v oo @ 1 I @

U Ltz M EE RS

20:33 34 2038 36
R - |

I ocalhost.ocaldomain

B 3-27 {CREBFT
3.5. ARG HE
BRI V10 BAE RgIRME T AN ETERIEH P AR HEEETH, fif
MZ THEEN T R/RE S TN HEITHERNES. R, JIEFH.
3.5.1. HEENA
AHEERTHUESMNHFE PR, 208 “HE”, sl
WRBIRIIF R o TR 5 ) 5 an B s -
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B% Hi|=|l - O x

EZERAFREE

RGHE

REEE ze g_object_unref: assertion 'G_IS_OBJECT (object)' fail--- 20:27 -
BE#AE ze g_file_info_get_attribute_boolean: assertion 'G_IS_FILE---
wEQE [ FE#2[F See https://www.tigervnc.org for information on Tig--- 20:21

[ F £+ Copyright (C) 1999-2019 TigerVNC Team and many ot--

XorgH&
[ FH#25 Built on: 2020-06-24 01:05

FEBEE ) ) )
[ 2% TigerVNC Viewer 64-bit v1.10.1
[7fH12% applet_factory, None)

[\ FH#2[F fusr/lib/ubuntu-mate/mate-menu/mate-menu.py:644: -

f7figs  applet_factory, None)
& 3-28 HE
MM “HEFG EFMHTERFESENHERG, ZTAREE
ARG HE, WZHE. BalHE. 2HEHE. Xorg HE. MAHHESKE
¥ H &
“CHRETR T DU TR BRI, R A S TR HEKH
VBT S B R RO AR, F AT DURE B O R SRk R I AR AT
WIS M R A H B LB S EoRE “HENAE” X,
sy CHESH” fdl, TP H & NS S0
sy RS H, AT D R R A A Th RE
3.5.2. HERERMNLIE
FiTf H B SR R ThRe . 76 “HRE” PN E R N /7 R BT

R,

g HERPNFH HESCRd I8 ThRe, R0 H ESCHr « I a) A 17 < i
g, R HBECRE “RHAIER” k.

CISTIE AT eI AT, AR CIR=RT i A
H7 A=A F 7 M A S I T

CeEE R R E IR A, B Wi & LR
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K SRR = 0 55 s PR AE REEVI0 R GUE HE 5L T
REE SV 35wt 37| MNE = W4 Nt /3 [ N =5 S w37 M =< £ 704 >Nl k4 31| N
CRBEM UL B, BN EGOT, CRARET M CErag)” UM A&
L/ SUR/ IR

R H S “RHAIER” It s “ HEEE” M “ R E” i
PET, SRR I PR ST H

IR N LT “failed” 2T =R M EMAONEHR KL EZUIH &

BE =

ZZEMAREE

EX i =F
BIEEER: E=X v | mEE: | AL =
nERE . : . . . -
[session uid=0 pid=2658] Successfully activated service 'or-+ 20:27
BmBA®E [session uid=0 pid=2658] Activating service name="org.gtk.vf--
EEOL g_object_unref: assertion 'G_IS_OBJECT (object)' failed

g file info get attribute boolean: assertion 'G IS FILE INFO (i---
XorgElﬁ = - = - - I -

See https://www.tigervnc.org for information on TigerVNC. 20:21
EEBE

Copyright (C) 1999-2019 TigerVNC Team and many others (see--

Built on: 2020-06-24 01:05

TigerVNC Viewer 64-bit v1.10.1

applet_factory, None)
B 329 HEWHEE
3.53. HEHNRH
2 L E SRR 8 ok 1) H B N2 5 3050
MRTESFHHE, Adh LA “HESH” 48, AEEHHwmEpTR
(RSO ARAE R AE, FH AT LR AR B S R i3 S H SRR R, e
HHER SRR, ARG R R AR H S S
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wHEE Ex
&N | RHEES

@ XBR 4 @ root 1]
L | £ v ki #XEM
o wsH
= @A

#
4 TH

ER
2 kyli

Hipfu =

ERH(D) RS

B 3-30 HERMSH
3.5.4. HAhihgk
PR ULl “FEFSE R w4, SREFNEMIIEE, W TFEPR.
s|E| - o ~
%ﬁﬁ .

RGRE EEY T
NEEE: | E=X v FEt: mEEsl v | mme

TEENAFAS

ol ~
e [session uid=0 pid=2658] Successfully activatd *7 5& |- 20:27

BEEE [session uid=0 pid=2658] Activating service name="org.gtk.vf-
REAS g _object_unref: assertion 'G_IS OBJECT (object)' failed
g_file_info_get attribute boolean: assertion 'G IS FILE_INFO (i---
XDTQHE = - - - = = =
See https://www.tigervnc.org for information on TigerVNC. 20:21
RERE
Copyright (C) 1999-2019 TigerVNC Team and many others (see--

Built on: 2020-06-24 01:05

TigerVNC Viewer 64-bit v1.10.1

applet_factory, None)

B 3-31 BFRE
CHE D IR R R A H S EASE D, ET ARG
MEMHE.
“HERTDRGERE” ThRETT LME R T MRt T E Y R
“HEEHh” THEST LT IRIZ T AR B FEM, AU AR,

“RTHE” DifgmBoniz TAKMERER .
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BNE ZRMEERMF

dnf 28 — UM B RS, B8 HILAE Fedora 18 XN KAThRH . T AE
Fedora 22 H1, ‘BEHURT yum, 1N T Fedora 22 ELEEEAS

dnf BE B IR 7 yum B8 B R—RI, 17T 7R R N
G AR T NS AT IR SE 2 T BN A . dof i8] rppm. libsolv A1 hawkey
PEREAT QE FEERAE, AT LA yum [RIRHE A o

4.1. EMNAZKEGE

4.1.1. RERAZKNE
BE RS O2 2RI AWML T DL ] AT BLU R A4, L X86
FERFI T

# dnf check-update

AN
» PackageKi t AT R4
> w6m——ﬁﬁ#@ihMCmJ$ﬁ
(ERENTTEN

> Ks10-adv-os——] FR (A0 A7 6 T

iR A BLE B I8 AT A 2% linux-firmware ,  mate-system-monitor Al
kylin-menu 4 & DL L EA T OC &

4.1.2. FHEHHE

dnfﬁiﬁ—bﬁﬂfﬁﬁ/\/ﬁk%?ﬂ#@, e ] IR 422 25/ 58 R L P AR A

. FHF R A

# dnf update package name
T4 rpm Bt 4
#dnf update mate-system-monitor

bR BB A

a) Package: JH/7 7 T &I R EAPRRAT AL
b) Architecture: 1%L HTIE 4L

¢) Version: HAFELTHH G HIMRA .

d) Repository: A F-HBAFCFTERE
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g)

Size: BAFELIRN,

dof BOA 2 BRA R RMERER, FFR2Gmilges, Hpv
PATEATH dnf dr 2B INSE —y, SRS E T H L Is this ok [y/d/N]: K
N yeso HA d WIEHAT AL T 2L

AR A R AR S U R R4k, T RUEH dnf history #r 4
BRI .

IR TR B AT, TR root I AT A4 :

2.

# dnf groupupdate group name

BT S A

IR T BT RAGHTA R, wf UL T a2

# dnf update

4.1.3. FIFRGHAE dof BRAL RS

dnf 0] 5 yum {5 FAH [E] (9T & SCfF, BENECE dnf J5 0] B $24} ete/yum.repos.d/
) repo XA TSt . U ARG T B LIRS BE TCIE VT B 5 e, w]
DAFI B8 1 R g A A i At i AT ). BRI -

1.

QI RGOEHR R H 3, L root FH 7 14T

# mkdir mount_dir

¥ RGO EZH S, P root F 74T
# mount -o loop iso_name mount_dir

¥ RGO media.repo U MRS H 5% # U1 2 /ete/yum.repos.d/ H 5%
¥

# cp mount dir/med ia.repo /etc/yum.repos.d/new.repo

Y /etc/yum.repos.d/new. repo it B S LLES NG L 4% -
# baseurl=file://mount_dir

ST dnf PEIFREAT T, LA root FH AT

# dnf update

TR G, EERGCREREH 3

# umount mount_dir 8¢3# rmdir mount_dir
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e BRI PR 25 SR AE RGEVI0 RGEHE T
URASTHE HZAS dnf YEBEAT 2R fTH40,  wTLALL root HI /MBS S A

# rm /etc/yum.repos.d /new.repo

4.2. BERHL
dnf $24L 7 e BB R EE TR, UFBKER. BAEELR. LM

4.2.1. BWEKGE
AT dnf search iy 2 1] LUK R AL, 1] WS 2 B & “meld” Fl“compare™ 7 Bt
FIEAAL, BL X86 & nfilln K.

# dnf search meld compare

R dnf K45 SR E 2, AT LUEIT shell A< B (1) grep ol 15 W) ik 47
e,

422, REAFIR

BN O B AN AT 22 B B AR A R T AT AR i 4

# dnf list all

RN AL AT O AT AT 2 A A BIR T PLRAT AT i 2
# dnf list glob_expression...

7R abrt AHSRBAF AR 650 T
# dnf list abrt- addon\* abrt- plugin\*

R R L T AT O R AT R AR AT APAT BN fir 2
# dnf list installed glob_expression...

B keb BIPTA C 2 R B AR T
# dnf list installed "krb?- *"

R R T I ] R AT AR AT APRAT BLR A 2
# dnf list available glob _expression...

R AT R Y gstreamer plug-ins #7713k .
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# dnf list available gstreamer\*plugin\*

BE R R
IEM G, IR dnf SR AR .
BE AT H A T DA DL 4

# dnf repolist

R R R E 245 BT U _b-v £ 51, 8¢ A dnf repoinfo @2 i Hi15 5.

# dnf repolist -v

# dnf repoinfo

ISR TR R R A Al AN R R 2, Al DUERT L A%

# dnf repolist all

4.23. EREEEMER
BIR—ANERZ A AL AT DU PL R 4

# dnf info package name...
TREA AL abrt TEAR(E B A2
# dnf info abrt
BN yom FEANE B4
# dnf info yum

4.2.4. ZEHHEA
FH ] AR root FH P s BATR i < 22 1A

# dnf install package name
2% sqlite 1 1686 2R I AL 7R 191

# dnf install sqlite.i686

B 1AL, IR T PR BRI kAR SO

root F P HUAT %2 2%

# dnf install /usr/sbin/named
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AR UR -
# dnf install httpd

IR AR AT, T PARAT
# dnf localinstall path

42.5. THHHE
FEPAT ZHHAE T, BoR U IETUZ -

Total size: 1.2 M

Is this ok [y/d/N]:

A d, ATRABAT AR T R
4.2.6. MFREAFE
T B P ) ABAAT BA R i

dnf remove package name...
JHIBR totem B AT G741 :

dnf remove totem

43. BERMHAH

AT A A AR — RV E DhRe AL, Eean R4 T B AR AR R 2
G IHAT AL AT DL — e 22 2 AR

4.3.1. HHERAFIR

Summary &5 7] LB R P B AE B

# dnf groups summary
DSWVSLi N E
# dnf groups summary
BRI A H K 4 E B AT U BL R

# dnf groups info glob_expression...
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LA I S AR 2 o s
# dnf groups info LibreOffice

43.2. RERGEHA
AR A 4 ID, EE R4 id 77 LVE LR 64

# dnf group list ids
A4k KDE S A A 52 174 -
# dnf group list ids kde\*
AL AR R AT B PRI, an, 8 DRt iy 4 1 A1)
# dnf group list hidden ids kde\*
AT A ) 22w OB A A A PR, s A id 2.

# dnf group install "group name"

# dnf group install groupid
] I LT P & 22 3

# dnf install @group
# dnf install @"group

T2 4 Hr223é KDE S #4450 20 1 s 1 -
# dnf group install "KDE Desktop"
# dnf group install kde-desktop

# dnf install @"KDE Desktop"
# dnf install @kde-desktop

4.3.3. MBREGaE4
A DU SO 2H 42 B A id HBR EEEL. LA root BLPE AT :

# dnf group remove group name

# dnf group remove groupid
R HE @br%s, WU a2 Mikg. BLroot B HAT:
# dnf remove @group

53 1/ #3017.
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# dnf remove (@ group
MR KDE 5 73 27 Bl

# dnf group remove "KDE Desktop"
# dnf group remove kde- desktop
# dnf remove @"KDE Desktop"

# dnf remove @kde-desktop

4.4. FTHEEBRECRER

dnf 7] LLA# ] dnf history #4317 & HEEAE .
4.4.1. BEBME

R PME 20 5% dof HAEiEs%, ATRUERI LU R 4. BL root BURIAAT

# dnf history list

IR R R dnf ARl WTRMEMH LT ar4. P root BURIAAT

# dnf history list start id. . end id

[root@localhost ~]# dnf history list 1..5

AL dnf history list i Hi 2o~ N B BTN T -

ID A LA DR e A VAN
] B IR A N 2

ZSRAC K H YIRS a]

Command line

Date and time

Action(s) TR AR A
Altered e ERVERZ A 1) 2% H 20
NFRAZE Action A [F] Vi BH «
Tk 4-1 Action TiHH
Action BE ik
Downgrade D NECGEHTE
Erase E IH o A A2
Install | GREATAL
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Obsoleting O AT AR IR ST
Reinstall R B E S
Update U TR A,
44.2. HEHME
i R R R R P I R BAZRR B R, ATAPAT L N i

# dnf history id

Hrrid Z2EERR id.
IR E B R A BRF IR EME S, A UEH L N a4

# dnf history info id
IR T BRHE P BERA IR E R, PRI BL R 2

# dnf history info start _id. . end id

ZNZLUNE
# dnf history info 4 . . 5

44.3. MESEREHE
YR AR ERAS A dof B, AT LA root A PRFAT — N HAF

# dnf history undo id
IR A EEE R dof B4E, ATLALL root BURR AT — T4

# dnf history redo id

BLE EmRS

RN AT E RG M. J5 8 daemon P L@ 275 7] Kylin Linux

Advanced Server V10 5%t .

5.1. ¥ systemd BE RGRE

5.1.1. Systemd /4
systemd s& Linux F—"~Y5 SysV fl LSB #JH 40 A He 25 1) R 48 Fl i 25

HEE% . systemd {1 FH socket A1 D-Bus SKITJE IRk DS, $RALET 74P #2114 7 )5 30
Hh%, fRE T Linux cgroups MIIEFRIEEETIRE, SCRRIMEF RGUIRESRE, 4Ed
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AT BRI = IR 25 AR E RGEVI0 RGUE B 5 T
FEROM BB, SEIL T A AR SS TR T B 8 R I — N BE kS Al ) R s ], 4
A I B FFATHERE . systemd TG TR &I AT AE o 7] LLERAR sysvinit.

systemd JT 5 FIIE B AN RS0 2 T unit (WS . unit 2 H— N5 E SO
Xf I 1) 44 - AR 1 B i) (151 - avahi.service unit A —/NH A HH A 44 7 HOHC &
fF, RSFHERE Avahi (— B HI0). unit A LT UM

Rk 5-1 unit BHRIANH

Unit 6% XS ik

Service unit service SRR R BN Ak E R A E R R
s

Target unit target I unit HA unit FEATZ R4

Automount unit | .automount IR unit B3 RG LM E RPN EHE

Device unit .device 6 unit 3 2% —MFEAE T Linux B4
W

Mount unit .mount IR unit B3 RG G JE R ) — AR

Path unit .path I unit ARG H P — A EGE B
Ko

Scope unit .scope 2K unit AN AT .

Slice unit slice 2K unit A—HEH RGN 5 unit.

Snapshot unit .snapshot 5 target unit FH{L, PREGA S A2, ME
— I H A2 51 FH HA unit

Socket unit .socket IR unit 35 2% 5 G TR A ) — A
socket.

Swap unit .swap I unit 2 swap W& BE swap X

Timer unit timer 2K unit 3525 RGN [A]

Systemd unit [})3C4F H Ul I T
R 5-2 Systemd unit /H

H3x Ei:3%
/ust/lib/systemd/system/ | RPM %235 5] /K 47 [] Systemd units.
/run/systemd/system/ IZATH B 1) Systemd units, 1% H SAT54 278 mi % 3%

% 56 W / #3017




s R R = R 55 SRR R SEVI0 RGUE B 5 T

i H 7 1Y Systemd units.

/etc/systemd/system/ AAQESE N Systemd units, % HFALSSHE
1217 Systemd units.

5111 R

systemd $E DL HEE

> E:T socket AT RE: A T INEEEAN KRGS ShAIFAT J5 30 5 2 I HERE,
systemd 7ESLBRJE 3573 HERE 2 AT AN R T socket , AR JE A& socket 45 sF 9k
o ERGVIIET, BN PRI @ socket, SR )5 FE ST K 5FH
AR R — MRS BN 25— RS SR I A e 8 8, X ANERER]
REIEFESR AR 55 (R A HERA , I8 3 AN 78 P s b R A2 X 0T 3R P it A T BHL ZE 4R
o AL RSHX NP o R HZE, 1 HAGR R —XKiE R P BHZE .
JIke 55 18] (1) 4 8 5% 8 AN P e 2208 0 T B R SE I L IR AT R 3 (BR — IR T
P 1 socket , MR — MRS FE AR MRS, € 5 IR AT DU £ 30AH M 1)
socket).

> D-Bus BUEHEEE A 2RSS I A0 S S0 S, iR S5 AT DLE IS
B FJEEN. RN, SRS RS R R G A LN FTE ARSI D-Bus RSG5
RMEE SHREWFRL I EIER. (FIFEZ MRS, WR— A0S
i HAR R 55 P AE D-Bus R HFBAIIE K, B 2HANE B € H CHIRSE S
k).

> PRt R L T S B A

> {RE Tf#H Linux cgroups #HRERTBEEINRE: & — NHAT T INHEFE RS
BEHOK—1 cgroup , BLE sysytemd fHHTLAfFIRAE cgroup H AL L Hk
A E RS AEE SR, (fEA libegroups utilities)

> SCRFRIEAI RGOSR E . PRI ] DU SRR A7/ B2 R ST AR AL B 1Y
JR55 A unit PPRAS . EAEMWMEZMMEHSEN: RFHPENEAN MR
"Emergency Shell" HIFFIARRAS, £ b4 aT MRS R4 —AN 8] 250 HirR A 1 &
BT, A ShAE AR I 2B IR

> P HEINE RN systemd WA AT A BOEER S I s L, AT RA
PR B B 2 . Jete/fstab AT DAAE D9 B4 2 1 — A B e B 5
Bk comment=fstab % I #& H 2 7] DLARic Jetc/fstab 4% H 38 H 5o H
systemd 2| HHE A

> BT & RS A B TR OC R I — S RE4E ) AR5 ). systemd SCRRARSS
(B unit)[E] ) 2 FKH ¢ R . 7E unit BCE SCHFHER After/Before. Requires #ll

% 57 W/ #£3017|




&

AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
Wants &I 0] LA € unit #0E BT . Requires F1 Wants &7~ — A 1E [7] (5 il
BRI 1) 7 SR MK 5¢ &R, Conflicts Fan— AN ] 1) 75 KA OC &R . HoAthik
TS E] . R —A unit TFEBIELH], systemd AL E A E KBS &
IR AT IR, SRIEHNEATRAE B¢ R 15— F(EITH unit 155 50
FRESAIER). MREZEEBME, systemd KRB E e, MBERATCLHEER
PEI T A AR
5.1.1.2. A

> 5 SysV WIAIIARS RS : R nTEE, ©2FH LSB 1 chkconfig )k
FENE, &N, SEHEMTHER, W jetered o XEEYIIRWHANAAE
HN—AMEMBCE D, PAED sysytemd 25 A I EE A 2CH -

> Jetc/fstab PCECAF: X AZR—ANBELEIE. @i A comment=fstab ik
TARIC fetc/fstab 25 H, fif systemd 0] LAdEHH] H S

> SCHRRTRT AR/ S I R — MEARBIR getty@.service L
1 MIARNNA getty #BHER—NECE SO $2 11840 T4 22 0] AR B 48K,
omt 2 B, W OLL M R R i A avahi-autoipd@ethO.service ARk %5 BC &
dhcped@ethO.service , #1537 FFH eth0 HIME AT DA E Hd @R ULECAS 3

> (E—E & E L3 % /dev/initetl . X ASMHEMESL IR BN T AT
FIFO-activated AR%%. (A&7 B HUAE R e s SR L i D-Bus W6 R)$s5L 1,
X EMRZE IH) Upstart A1 sysvinit /] shutdown. poweroff F1HAhFH{LLAr 4
A LL{E systemd A 4RZE{EH .

> 5 utmp Il wtmp %,

> B LS HE s AR

> AU B SO A . desktop SCAFAHIE B R 2 A 380 A X
AT ERTEVE I AT A% o e AT DUE F O I B BrAe i Ik 5538 TR, 1EEAR 2
FEALRRT, VA T2 ST )

5.1.2. BEHERZRS

systemctl J& i FE A T H . ERl4 service Al chkconfig FThAE T —14k. #En
DA FH & 7K A R 2 i it b e AR IR S5

FH¥ 5-3 service 5 systemetl X 5

service systemctl i34
service name start systemctl start name.service HRE 83— NS (OF
AN E R )
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R A R S5 AR E R GEVI0 R G HE T

service name stop

systemctl stop name.service

RIRAT IE— A RSS OF
ANEEHBIAB).

service name restart

systemctl restart name.service

FRAS 15 )5 2 — AR
%

service name

condrestart

systemctl try-restart

name.service

R — M BB AT R
%

service name reload

systemctl reload name.service

SRR, ERTR A E
SCAF AN PRI R AR o

service name status systemctl status name.service | A RSIRES
systemctl is-enabled
name.service

service --status-al | systemctl list units --type SIRTE RS IRES

service --all

¥ 5-4 chkeonfig 5 systemctl [][X 3

TE R IR JA Bl B 2
o fich S 25 A P 3 A 5%
NJEH

chkconfig name on

systemctl enable name.service

FE NI A Bl el 2
b fich S 25 A I 3 A 5%

chkconfig name off

systemctl disable name.service

FRAR & — RS

GIEZRE RN T =Wl =Lt

chkconfig -- list name

systemctl status name.service
systemctl is-enabled

name.service

R AE RN IZITION T
H 55 14 J P AN ZE TR L

chkconfig -- list

systemctl list-unit-files --type

service

BIR unit BT E S 3RS

chkconfig -- list

systemctl list-dependencies

--after

TR unit J5 3R 3RS

chkconfig -- list

systemctl list-dependencies

--before

5.1.2.1. BRRS
o H B T BA G
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# systemctl
LA iy &85 20

# systemctl list-units
Un i OS5 B T, AT A T dr

# systemctl list-units --type service
B YIRS B TT, AT LR A

# systemctl list-units --type service --all
B BT RS B TT, AT LR A

# systemctl list-unit-files --type service
PATR D9 7 24 1 B 0 IR 95 O i 2

# systemctl list-units --type service
RN C BRSBTS W T

# systemctl list-unit-files --type service

5.1.2.2. SIRREIRE
TR IR RS

# systemctl status name.service

Rk 5-5 RFATLHEBIIR

P i35
Loaded k5% 72 5 e
Active 55 =2 A T
Main PID 2T R GRS PID
Status G R GRS B IS B
Process FHIRHERE P I 8
CGroup A% CGroup [ Iz &

o~ gdm.service IR 55 IR~ :
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# systemctl status gdm.service
7R gdm.service Ik 55 A Bh T B SR 55 7~ 61 -

# systemctl list-dependencies --after gdm.service
27~ gdm.service Ij 55 J8 2l f5 5 MR 557 -

# systemctl list-dependencies --before gdm.service

5.1.2.3. BBEIRS
JA SR S5 i 4

# systemctl start name.service
Ja 3 httpd AR S5 7~ -
# systemctl start httpd.service

5.1.2.4. fZ1ERS

{5 1EAR S5 4

# systemctl stop name.service
{51k httpd AR S5 7~ :

# systemctl stop httpd.service

5.1.2.5. BEERS
PRS2

# systemctl restart name.service
/3 httpd AR5~ -

# systemctl restart httpd.service
N H 5 IEFEBAT B IR S5 -

# systemctl try-restart name.service
RSS2

# systemctl reload name.service
¥ httpd IR 557~ -
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# systemctl reload httpd.service

5.1.2.6. AR
Ja RS54

# systemctl enable name.service
HHTR RSS2
# systemctl reenable name.service

Ja H httpd i &N IE

# systemctl enable httpd.servi ce
In - s ' /ust/lib/systemd/system/httpd. service'

' fetc/systemd/system/multi- user. target. wants/httpd. service'

5.1.2.7. Z2HIRS
2% H IR 55 i 2 -

# systemctl disable name.service
2% H bluetooth Ak 557151

# systemctl disable bluetooth.service
rm ' /etc/systemd/system/dbus- org. bluez. service'
rm ' /etc/systemd/system/bluetooth. target. wants/bluetooth. service'

51.3. HEEEMN

JA A (runlevel) & —ANHEIES . IULE, systemd S| T —ANFSBh2K
Sl D3 REAFAL A [R] M & SRR, A H
WA 24 AR I D RE, IF HLRg RIS 8 24> — 28 H AR gk A& HoAl B AR IR SS
FHEBEHIRS . systemd $FEfit | — LB sysvinit JEEE A H bR, ViR LS
IF Y telinit J& 5 2% 5l i & U1k .

JEBNZ A 04 14 34 5 6 HBIR T4 E ik, I B AR —A> systemd ) H
bro ZESLILH P BE BB HnTise, 7T LALUREA 1S shon Al g —14
¥ om B br Jete/systemd/system/< #Hr H kx> ®H L &
/usr/lib/systemd/system/graphical.target), €% /etc/systemd/system/<:#T H #5>.wants
B, mEA AR S FIFEE: (F817) /ust/lib/systemd/system/ H 1) 570 30D
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KK 5-6 SysV B F 5 systemd B HRxTEL
BT H A H¥r87T i3

0 runlevelO.target, | W &%t (halt)
poweroff.target

1 runlevell.target, | A PR
rescue.target

2 runlevel2.target, | F/7 B E B, 8% RANE 3.

3 runlevel3.target, | 27, LKA M. H 0] LB &y
multi-user.target | B 456 5,

4 runleveld.target, | H HE BN, 8HE R NE 3.
multi-user.target

5 runlevelS.target, | Z M, BRI, hRZ 0 3 MRS,
graphical.target I3 sh I SRS -

6 runlevel6.target, | /3
reboot.target

emergency | emergency.target | SR (Emergency shell)

k& 5-7 SysV WA 45 systemetl XF Lk

IH 74 W i3
run level systemctl list-units --type target N N=LIREE TS
telini trunlevel | systemctl isolate name.target AR 48T H A

51.3.1. AHEIINEE
BERNERELS:

# systemctl get-default
LA A& A BOA B AR ST 7 6 -

# systemctl get-default
graphical. target

5.1.3.2. &F 407 Hr
A 2407 H bR 2

# systemctl list-units --type target

e nE B AR R, BATRA R e
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# systemctl list-units --type target --all
PATR N SRR T Fr A s H AR 7
# systemctl list-units --type target
5.1.3.3. ZHEEINH IR
A2 BRI H AR a2
# systemctl set-default name.target
LARAZSE 2 HI 7 H AR -
# systemctl set-default multi-user.target
rm ' /etc/systemd/system/default. target'

In - s ' /usr/lib/systemd/system/multi-user. target'

' fetc/systemd/system/default. target'
5.1.3.4. AZH 24T H bs
G NTTSE A
# systemctl isolate name.target
LARARSE 2 I H AR i -
# systemctl isolate multi-user.target

5.1.3.5. Ul s

systemd.unit=rescue.target & — N B A KRG MR shell FIFEE target
unit (5FIE1TH 1 AHL);
HARBER A A2

# systemctl rescue
WMRFEFAREREA A AMHEHE, WLl Fme:
# systemet] --no-wall rescue
UEiSse 3 S WiN T F

# systemctl rescue

W
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
5.1.3.6. VIR

systemd.unit=emergency.target 5 1% i (& B Z4(11] init=/bin/sh 23 KA R A
MAZARZS JE BAHAL -

HANE S

# systemctl emergency
AR ELE AN R B B AR H G, bl R a2

# systemctl --no-wall emergency

5.1.4. 7EZFENIEE LA systemd
ERFENLAR M systemd iy 240 F -

# systemctl --host user name@host name command
R PR 25451«
[root@localhost ~]# systemctl -H root@server-01.example.com status

httpd.service

5.1.5. BIEAMBI systemd HIT3CHF
5.1.5.1. oo
BT RS = A0
[Unit): EAHEED, GF5Z unit FEARE R
[ Unit type): Unit 258, A[FZEA g L] LS systemd [N %
[Install): EGFEZH 2. B HNZER KRS N2

FH# 5-8 [Unit)] F=Bfc B8

Fic & 1 Ei£13%)
Description —EERR, BORGHP FRIER, W LR R TR
— M KT R S5 B U B

Documentation | §EZ % EHIFIR, LA 2ITH URL B3, 0

http://, https://, file:, info:,man, X&HFH, BHIEFZE5L
FEREX ARSI B 24, SRE 2 e R ER, &
RGeS, XA L2 K38 E, S¥ZATHE
I, WRAEE T — AT, BASEE LI, # AN EA
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fERSE

After/Before

He B R S5 [ B E shliy,  Eean—A foo.service fL5& 1 —
1T Before=bar.service, HS4 24t A1 [F I J5 21, bar.service
SR foo.service JABNTERE A A B ERIXANEE M
Requires= MIAHE ALK, FIR L7 After= F1 Requires=
W H IR IR TAT LAAR E — R B b, TXI R A0y 4
EEE

Requires

T 7€ MRS WO ) B IR Ss, WERA RS i, A4
Requires J& MRS WS HRGE, &2, WHR Requires
J T B AR 55 4 A5 1 BORVE B B, A R 95t 245 1k XA
IEIAT LLFE E 2R, A2 3R B 6 72 I IR 55 AR 13k
o T B E R AR X AR AN 52 JE B Bl 1R Y, B
BhI A FH s A) ) After= F1 Before= SKACE . %40, 4n
R foo.service #Kifi bar.serivee, 1HZRAE T
Requires= TMi% A After= B{ Before=, 4 foo.service
JA S 2 [F I #0E foo.service Al bar.service. i 15 H
Wants= 0¥ Requires= & B IFIRk#E, BN RG=HLT
) 4 BRI 55 2R L ERD 175 0 o

Wants

FXT 55461 Requires= , X B A H RS S# a8, H
WA TCVE A B BT S I 2155 55 AL B, I ASRE IR A Ik 55 M
N NEARI A B o KRR BIPRA IR S5 R B 77 261X
PRt o] AR & SCEAh, @id owants/ HREIN, Ak
AU BT B3 .

Conflicts

PO — MR, REE TEn, Ba, 44—k
A sy, B IR AR B RS, SadSk, WX B
BRI S), BARRS Wt 1E, WGBSR A R
M. FE, BN After= F1 Before= & HAHMAILT,
WK A f B R, HAE B Bz RN E3),
WA AT Re2 A sh R (CPRER 75 1D Bk ME R &
(M Z B HEA R DT, F—MiEN, SBAHR
BRI, Bufz kbR,
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FH# 5-9 [Service)] FEHACE IR

ik

WEHENEIRA, B FAEL —:
simple, forking, oneshot, dbus, notify, idle

> W A" "simple"(X & | ExecStart= {HAR 1% &
BusName= [ [JERINH), IBAFKIR ExecStart= FriXiE
RIRERERIL A 1R 55 ) T HERE

> WAR AR F EON AR R IR R S5, TR A LA
ZHERE S B H S A il R RE (B BT, LD
PR 4% B TT I R B

> "dbus"(% B | ExecStart= 5 BusName= K JERIA
{E)5"simple"JALk, A[FlZ AFE T Z I FE TR 24E D-Bus
3Rt BusName= f57€ ()% FR.systemd W 237E
JE N4k FIT AT, B AR ORZIERE O B IR T
fREEM D-Bus #HK. B NI Y T B B4
T dbus.socket FLIT.

> "oneshot"(RWE ExecStart= B [IERINE) S
"simple"ZMBL, AN A ZAAE T ZIEFE LA systemd JH
FEHEICZ AR . M RAE T R E R E
RemainA fterExit= &I,

> WHR ¥ N "forking", A FKIR ExecStart= FTi% € i)
MRS R SRR fork) RFEHAH. XML
4t UNIX 4P i i) & i . e A 1l E =
EH L. BRI G, ORI, 1M
TR N IZ R S5 B E ARGk SE T . AT b Pk
e, @A PIDFile= 17, LAFER) systemd #E
e SZ RS W 1R, dE it 48 5o i B 3l
i

> 'notify" 5 "simple"ZE L, AN[FZAOE T XK
EJaBh5E 2 failiL sd notify(3) 2RI KI%E—
ANEFEITH S . systemd HSEBEHBICZHT, HIE
W ORZIHEFE ORI RIE TR . iR B NI
KA, 2 NotifyAccess= K H A1 E N all"8i &
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"main"(#RIN). VF=, HHET Type=notify MANFELE
PrivateNetwork=yes [J1F5 L T IEH TAE,

> “idle"5"simple"28 ML, AEZALTE Tz R S
FEIR B A I ERAVEER 58 B Ja PR AT o IXRE AT DURE e 4%
Hl & ERPREBE RS shell BIAR M H IR A /E—ig.

ExecStart

T JE 2R 55 I 75 BT I a5 AT (fr 2+ 240
INAEWE T Type=oneshot HIIEHL T, A A LA BALE A
SATEIEEA), BT H R ek E — M7,

A AATEE AT LATE [ — > ExecStart= 1% E, Wr] Ll
B 2 A ExecStart= SRk FIFH FEIRUR .

WRBE NN PR, AT ERN A 2T
BET . WRARELM ExecStart= 5%, W4 A2k
B HE |/ RemainAfterExit=yes 5% .

AT DA LA — N5 B AR RO I AT AT SO T 4R, IR E

HG AR S B AR IAE N argv 1] argv[2] ..." & 25 1 Bk

TR

U SRAELEXS B AR AT I B ATE R @ AT, R4 S R IR 2
B IRAE N argv[0] argv[ 1] argv[2] ..." & i 25 04T ) 3k

2.

UWTRAE L5 PR AR AT N F T ik iy -"ar g, A4 RIg i A2 DA
RIBCRAESWG AR 1)k FMEECE HILU R IR H, W piil
HNEYRRH . ATLLRINHMEA"-" S5 @ 714, HIRFAE R

IRWE T 2017, AKX AT R AL .IT 3
P BRI FP AR IR AT
IRRFEATE "SR B A AT AT R B ARIAR B A 24T
R A IAT, R 1% 5Tk A2 08 R I (failed ) IRZ -

MKW E Type=forking B, X B4 & My 47T AT o shiidt
TR AZ IR (1) s i AR

ExecStop

XE—ANAIEIES, T E 2RSS R A 1R B
HATII AT 24T . BN S ExecStart= 5E4=4H[H .
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PAT B B I AT 25, 1ZIRES BT A TR e R
2R KillMode= [ EH ARSI systemd kill(5) F
)

WRR BB IR, A IR I, RS I
HHFREISGSHEE KillMode= 115 B 4 37 B 430 R L
5 ExecReload= —#f, WA — MR EL =
SMAINPID #] LA T-3£7R F A2 PID

— kUL, AU E — NS R IRS a4, A
i AN

A 2 A B B i 2 PAT B2 5, IR I ERE 2 bk
SIGKILL {55 2RI, X Rt SEEIE L%

PRI, X BB IR & D A RSP A, A RE & D
E.

d

ExecReload | X & —NAIERITES, AT IRE 9IZRFHESREHEAN
B B BT AT B A 24T o AR S ExecStart= 58 240 .
FEHN, EH MRS R SMAINPID 7] DA TR0
TR PID, 40 A] LUK FEALH -
/bin/kill -HUP $SMAINPID
L R EEURRE, @ s AR BALE S, R
FEFINBE E A, FEAR— DI
BRIt — A b A, i BLASE T 5 B RS 8 M
HHT N B B S RS -
ATEEZIE VK ExecReload= ¥ B N— N BEWE A Or 2557 N
BN B AT R A [R] 2D 58 B i 24T

Restart GRS HIRIERIRE . IR E . BORIE. BINH%,

PARilE=N [ = PRI REAY E o

"S5 AR &+ ExecStart=, ExecStartPre=, ExecStartPost=,
ExecStop=, ExecStopPost=, ExecReload= H1 ¥ & )i FE .
MR R T systemd IS EAES U systemetl
stoplrestart) M 45 (LR, ZARSS A4 HoF E 30
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"EEE A U 11 "keep-alive ping" AR, AT DL
systemctl start|reload|stop AT

ZETA] DL R #{E 2 —: no, on-success, on-failure,
on-abnormal, on-watchdog, on-abort, always
"no"(FRME) KR AN SHEF . "always" Rx =8 KA R
#HF.

"on-success" KN WAL R T HERR IEH IR N B R, Prig IR
B "R

B0, B BEFEULE] SIGHUP, SIGINT, SIGTERM,
SIGPIPE 155 HiBR HASAF 5 SuccessExitStatus= HJi & .
"on-failure" TR AE IS5 A2 R B HIN EHJE, PFHBR" R
B R 1

IR HAG AN 0", B BERE A o i AR JE (L FE "core dump” A K
5% SIGHUP, SIGINT, SIGTERM, SIGPIPE Z 4} HAhA5

)
WEHEHTEIMEE systemd [IERAEHE T8 R
Remai AT "yes" B no" (BRIME), o iz Ik 55 B FT A HERE 42 51
nAfterExit | IBHZ G, RGBS )9G5 (active) IRA
¥ 5-10 [install] B B
fic B 1 it
Alias 2 20 RAZ A A 44 7 (B 44 D o 44 - 0b Z5TH
M5 A S A FFER G (RIFEFERIZRAD . X ANEITAT P
/€ Z I, A 4 7 EEAER, 243AT systemetl enable
A, S STAH R .
RequiredBy fE .wants/ BY, requires/ ¥ H 3¢ MRS @ S AH N 1 BE
WantedBy o RXFHIRBCRZHIIR PR B8, ARGt
IEEZIR
Also IR 55 A [ I 7 B B B IR S5 . IR B
RZIEFIARS HHCE 1 LI, N systemctl enable 72> $i
1T 22 B B 2 AR T T4 7E B IRSS
Defaultlnstance | 37~ unit J5 F B ER A 1 52451
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N A& postfix.service 7647

[Unit]

Description=Postfix Mail Transport Agent
After=syslog. target network. target
Conflicts=sendmail. service exim. service
[Service]

Type=forking
PIDFile=/var/spool/postfix/pid/master. pid
EnvironmentFile=- /etc/sysconfig/network
ExecStartPre=- /ust/libexec/postfix/aliasesdb
ExecStartPre=- /ust/libexec/postfix/chroot- update
ExecStart=/usr/sbin/postfix start
ExecReload=/usr/sbin/postfix reload
ExecStop=/usr/sbin/postfix stop

[Install]

WantedBy=multi-user. target

ZARBIH, [Unit] FEEFRRIRS AR S U8 RIE S . [Service] fHHxE
AR5 B - Envi ronmentFile FATIUE RS IR EAS &, P IDFile £
IR 5518 A PID. fieJa, [lnstall] B R HZ AR 55 1 P9 25 -
5.1.5.2. @l H E L H T

O3 B SR IO AP IR

1) & H T SRS AT ST

RIPAT SO T DL A, tHr] DU SRR 5 AR 7, R TR, NHEE
SRS ) R e £ — AN PID U, —fRIUE PID fREFAALE . 53408 W] RE 75 2 1)
MCER SRR ENAA, FORET AAZA v #4T B I EA TR EAZ .

2) fE/etc/systemd/system/ H s Il @ B0 S0, I HARIE R BE#E root I 4

e

# touch /etc/systemd/system/name. service

# chmod 664 /etc/systemd/system/name. service

SCAFAN T ZEPATALR -
3) 4TJF name.service 3CfF, UINARSSECE., A2 & an o ie B AL N
AR S5 SRAM RE , N & — M R 4 ik 55 1) e L4511
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[Unit]

Description=service description
After=network. target

[Service]
ExecStart=path to executable
Type=forking

PIDFile=path to pidfile
[Install]

WantedBy=default. target

4) A systemd A PHAR SR IO

# systemctl daemon-reload

# systemctl start name.service

f1# emacs.service LA HIHI T
1) QS IR IEALRR

# touch /etc/systemd/system/emacs.service

# chmod 664 /etc/systemd/system/emacs.service
2) I EAE R

[Unit]
Description=Emacs:theextensible,self-documentingtexteditor
[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
Environment=SSH AUTH _SOCK=%t/keyring/ssh
Restart=always

[Install]

WantedBy=default.target

3) @I systemd HIF A RS
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#systemctl daemon-reload

#systemctl start emas.service

B % sshd-second AR5 111
1) # 1l sshd config SCf4

#cp /etc/ssh/sshd {,-second} config
2) YmfH sshd-second config SCAF, #RhN 22220 H%i 1, A1 PID 3CAF:

Port 22220
PidFile /var/run/sshd-second.pid

IR T BRSO S E, 1SR .
3) ¥ ILE Tt

#cp /ust/lib/systemd/system/sshd {,-second} .service

4)  YmiE 0 sshd-second.service
iR 7B

Description=OpenSSH server daemon
¥ IN sshd.service IR357E After <872 )
After=syslog.target network.target auditd.service sshd.service
F£ 1% sshdkey B % :
ExecStartPre=/ust/sbin/sshd-keygen

MERIX—1T
TEPATIIA R, WRINEE . sshd IR 55 HIHC & SC A

ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS
&4 G 1Y sshd-second.service SCAEN MR :
ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS

5) tnfAdH SELinux, ¥ tep i1, 47157 sshd-second AR 2% ) i 1 5l 2 4%
TEALLRE -
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#semanage port -a -t ssh_port_t -p tcp 22220
6) WEITHLE I

#systemctl enable sshd-second.service

#ssh -p 22220 user@server

B R 1977 K i i 11 -H9 T T8
5.1.53. BHRCEALEN AT

systemd . ICHD B A4 BRI R A TE /ust/lib/systemd/system/ H %, RGEH 7
AW EFAESOXA B F TS0, B e ST ete/systemd/system/ H 3 T
WEARAY RN R, ATLMEHLT 7.

BIEE— ™ H F/etc/systemd/system/unit.d/, XA & RIEFE—F T, TS
FHIE W FR TS, T B B SR B E, 5 B S e S ) T
Rt A BTN o

M /usr/lib/systemd/system/#%5 D1 — 43 R UG TC B A4 3 /ete/systemd/system/, 28 J5
Bk, EHRRASE G REIGIE, XF7 AR B, HTA
BN T REI I 5

U ST B BB R AC B SO, R T ELMIBR ete/systemd/system/ N I C B
SAFERATLL T, AREEENLEE, AT a4 N H SR e B

# systemctl restart name.service

IS NN ST = B G
RNTY RBOA RO E, 752 ete/systemd/system/ | 1] i — 4~ H
3%, FH root PUATRALT IR AiF 4

# mkdir /etc/systemd/system/name.service.d

FEWIA BRI H 2 T QU RC B S, L2 conf STIFE5 R
BN g — A H € RIS, W

[Unit]

Requires=new_dependency

After=new_dependency

FAN—A T, T UABCE EE IR, A BB S 30 MEE)S, E
RN
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[Unit]
Requires=new_dependency

After=new_dependency

HERERR A A AN, B A R AR SE 3% — AN ThRE, KRG B
R 5 W% Bk B B 12 3 A AR 5 X O e B H =
N TN HRIA Rz, R root $AT BN #R AT

systemctl daemon-reload

systemctl restart name.service

#1-F: ¥ F& httpd.service R 55L&
9 74 hitpd k555 B IR AT H P B E R IIA, 7 24200 httpd 1
TCHCE S, AT UU T LB ERAE, B GE—AN B SO H s R B g SO

#mkdir /etc/systemd/system/httpd.service.d
#touch /etc/systemd/system/httpd.service.d/custom_script.conf

B 8 & X AL B 1E /ust/local/bin/custom.sh , 5 iX M5 B ¥ i 3
custom_script.conf H & X JHIA A

[Service]

ExecStartPost=/ust/local/bin/custom.sh

IR EE

#systemctl daemon-reload

#systemctl restart httpd.service

5.2. OpenSSH

SSH (Secure Shell) 72— M FI % 7 v - Ak 55 5 284, 45 IS R ST 2 (8] 1
ZAB AR E SN EREIEH P TR S R BIRSS m LR G T . A
0 FTP B Telnet (I FEEAE P XAE, SSH N 1 &xailh, BEANRE
e L3 I TR SRR I F 2

ssh F2 P BT T T B 0 4 telnet B rsh, XEEHUELIH A 4 tEA R
IR G I TR G R L Im B R o 5 HAR G — AU sep HIRER?, FHT
B T U rep IXFE I ORAE EHLZ 18 RS RIZRE T« IR IH A N FE P
AN GINE AL R S A 55 S (AR 34 R A, BT DAL 2 AT RE Mg G (56 1 e AT o
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Y SRR T R 5 B AR 1E R GEVI0 RS T R T M
2 EEREIER S, el RN PR 7 i R G A FE E LR G A .

BRI = IR S5 AR B RGBT A Y OpenSSH 223641
PL & OpenSSH fIik 4% iy ‘2 2 49, openssh-server F1 OpenSSH & F7 Ui %2 %% 1,
openssh-clients. V¥ 7 , OpenSSH % 3 A4 #i-T OpenSSL 1) % %543, openss]-libs,
AR T U EEM I, £15 OpenSSH BEHE I 2 @15

5.2.1. SSH #H{
5.2.1.1. Nft-4fdH SSH?

WHERNREAVFZ AT M T, S b Ab AT #2000 =5 % i )
g, MM IR EBEREOM — N RG U7 RIBR . — Bkl X Le gy nl A5 A A
TILE:

1) EEMARFEZ REE

Wi nl R Sr T8 45 X7 BT AE N 4 (R AL, ST 2 B A% 3 IR AT A 45
fh T e IR R G R, BB OUE Bk H R A TR I

T I i A e P A L RS SR AT 1Y), B B R R A e — AR
L2 T, AT DAR SR SR M i R s A, IR 25

2) B ke FHL

B 3 1) R G E R B AR M U SCE o W R 38 1R SRR L 1
H P 2GR E SRR IR — /M R 1 B T8 .

X Ah s a] LU g Fh 4 ON“DNS AR E R ROA, s i g e
“IP $O R SE I . AEEE — BRI, AARE A — G B XU K DNS AR5 48 k%
B RGHR A SRR E R TN EH T ROREI T, NZE R IE i R 2% E
£, RN IR ERFEEMN— G EER TR .

XL H R AR B £A A T BB TE I BUBME S, 1 AL an X S R A T
IR, T4 25 R 2 RAMEVER . an SR A SSH K AT e i 6 s SO S A
A2 h BEME AR R /D ax e 22 A i . IX AR A SSH. %% 7 ity A AR 45 i 3 FH 4507
ZERRAE S . BeAh, B AR S v R G I T A IS RN . AN
SR IEAS W —J7 AT B 4 SR B AR 2 AT AN, A — N R AR 2 —
AN UE A R G FE R G A R (R 3 RN 1 .

52.1.2. FEEM

SSH AR AL 1 BLR ORI 15 it -

1) TeiE OB T ) AR 55 St

TEWIIGERE 2 5, B i B % SIE € 2 B B de B2 1 IR 45 i PR i 2 B 2 R BT
FEid B Rl — A IR 55 i o

openssh,
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T

2) TIEHSRINIEE B

% P A FH i 128 A7 b s R & VRS B AL 3 45 I 55 i o

3) JLiEFAEEE

FE— A2t A IR AR IR B AR 2 A8 128 S Bk & iy, 1
T B 11 A% i PN 7 AR D 5 A2 0 P IR R T

A, SSH WrsGa$ it 1 LA ide i :

1) $R4E T AEM L B AR AR P )2 2 T B

AT A X1 R IER, 2Rt MRS ek X11 (X HH &
gt) NHREFF

2) R4t T MR HEAZ I E T

SSH PIMSO & K IB TN I — VIEAT I o 3@k s FH 44 <im0 B HeR
SSH k55 3 A LARCA — MRIF L EA 2 2 (a0 POP) 3%, Mg in
BAR RGN R 1) 2 e

3) W] LAAISR AN 2 4 idiE

OpenSSH 55 i F1%5 F i 7] LA e B 5K A ik 55 i R 25 1 i A1 24 <2 A1) 18] 1Y) 2%
Wi, AT R AL FH X 25 () BETE

4) ZFF Kerberos IAIE

OpenSSH Ak 55 ity A1 2% 7 g 7] DA iC B A 148 Kerberos 9 2% 1A IE B 130 1)
GSSAPI GHEH 2455 MR F s 1) SEHRIEATIAIE .
5.2.1.3. WA

SSH HRETAEEPIAMIRA: FRAS 1 FAESHT IhRCAS 2.0 4RI RIS = 2R 25 28454
ARG OpenSSH EAHEH SSH WA 2, ZMRA A s B HZH AL, A
Gy 32 BIRA 1 v AR B E . 281, N T A ERR B, OpenSSH &4 [H]
FEHSCRRRROAS 1 B ERE .

HEY

R TR SRS R e, @ R Z T el A 3R %S SSH A 2
1) 1l 55 S A1 25 i o

5.2.2. SSHIEEMEMHFF

PAR — R B A 0] LR PR A T AL 18] (7)) SSH I8 AE 1Y 5e 48 1%

1) #ATINERET, DMER i Re 0 50 UF e 1R E B IR I IR 55 0 i AT 1845 .

2)  RFHRPPR D0 SRR g AL ZE R AL 2 18] PR R 2 A )2 1R AT %

3) & i n) Al 5 v AT H A

4) & I s AN AR E ML AT B,
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Ex

oy SRR T R 5 B AR 1E R GEVI0 RS T R T M
522.1. fEH)Z

42 1 A SR IR ML [0 RIS 2 2 A v S, AR AIER
B DA K 7 I 5 (03845 B 1R] o A% 20 I 0 B 3047 I 2 AN g s Ak 3, DL R it
TR e 0 AR AR U 1) S8 BEME LR AP, SREINIX — H bR o A& 40 2 IR K 48
IiEAS B ARSI ThRE .

SSH % P uiii gk R S5 iy, AT %A ¥, A S RG22 A RE8 IR A 1
A . BT PR R

1) Z#EH

2) WE NI EE

3) AR A

4) e BVIEEIE

5) HHE NS A Sk

TEEAAS AN, IR SS wi FH — AN — B ML B & P sk B B SRS
LR i DA B MR AN AN 7€ H IR 55 ol 5 5, 5% i ) L3 B0 28 ) g
KUK, 7 im RS, OpenSSH i #2237 iR 45 i 1) = AL 25 4 Sk J
WEXAN ). P e, I EE I ENLVEH e IS uE 2 5, 4h8k a2t
o EZJEIERT, %P bies F OORAE B RRA KA 2 R 55 i 1 =ML ZEEH, DA
PR2E P i B S AE AN TR ) AR 55 im il A5 o A SRAERE R EAVE IR A T34, FH P
WA AT 3% 2 N B 25 P i 8 TR AT R RRAR

YL

Bui 5 v e > TE BT E SR B B O 2% e SSH R4S i » PR A A b 22 45 A4S i1
T ER) Al 55 i R 0 5 L IR AR 55 i (B A+ X o O T BT IR IR AR RS
A, VTSR —ER G VLA ILECE , B &Rk 55 o i HE 53 LS AIE SSH i
55 Ui F) 58 e A

SSH #E 15 U LT v] AR AT S A 11 20 R S0k Bl S s X AHe 2% o 75 5 ) 1)
BEAXZ AR T — N TR IS A A — AN RS G, WA RGOSRV
TR B AR, DRI ERE ERIR VIR .

TEAE R 48 ML i — e 2 GEMEET SSH s28l) K%
ZJa, Mo REN —IREHZ, £l —ERAEN AL =% E. R
Bt # Re i e e A E A L =, X5 B AEIEE G IR — B TE N A H
5.2.2.2. NIE

— BAEMEZ MR — A 2 R RRE A RGEBAR S S, IREs o A2
Ui I SCHF IR AS R OAIE 7325, B H — DM RAEHm AL I 25 44, B N — 1%
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LT HRTR L = B SS A A E R VIO RBE AT
o ARG &P vt S A BT SRR 3 o — P 7 v 1m) MR 55 B EA T A

SSH Il 25w A1 7 iy 1] LATC B A58 AN [ 2R B A UE 7 3, 1k 07 # B et
(oA i BE o R 55 i m DA B T o 2e R, e m DASCRERRES I 25 772 %% 7 i
AT DU AT R 038 100 P o 6 22 IE 7 VR I o
5223, &

15 SSH &5 2 56 S — IR IEZ 5, Bl id o2 AR (£
HEHEERZ ME S AR, XEE S — =R @A T KIS
X SSH K, AN i E AL — AN ILFE B 2 i Rk —MERITHZ
Eﬁﬁot—%L ﬁf&ﬁTﬂ%%lzﬁﬂﬁﬁxnéﬁ

TR 25 77 Wi i A R 55 i #15 RT LA 280 1 3 — BT A T T A
Wm?—Aﬁ?oégF%fﬁﬂﬁ—A%%LLN,EF%%W*%LLE?
—REEHE . XEE BRSSO R, TR IEME T O SRR TE . A
—K, AFRBHMSEASHIEMN, 9 —MeEMSES R G, KT
mL TA$ﬁ£ﬁm$H Ez.

T8 AT DASCRRRLAE umkku Tl Bk 7 10 77 2R AN S A
uﬁﬁﬁﬁhvﬁégF%%Wﬁ AT IF I S, ol A il i 8 IE K% .

P i AR 55 i ) 3 W 7 A B TE FRRAE , B T2 7 i i SR ) IR 25 S A DA
S PR R N 177 o IXRE AT PATEAS D6 SO B L) S B e A 1 00 Ak
FRAN[R) R HY ( Iz ARE Heaty RAR K RS 1

5.2.3. ECE OpenSSH
5.2.3.1. BLESCF

e & A AR RS, — RPIVHT% 7 mfe 5 (940 ssh. sep F sfip),
T BRI T M55 (sshd P4 ).

ARGV SSH BC B B ARAE A fete/ssh/ HX T, FEWER 5-11 RGGH
LB SO e AP ) SSH AL B (5 B ARFE~ ssh/ B R (1% H AR H -
MR BED, VERER 5-12 K e H P B E St

¥ 5-11 RECEERE X
XAF #iR
f1% T Diffie-Hellman %5413z # 75 2 Ad

/etc/ssh/moduli i) Diffie-Hellman 2, Diffie-Hellman %4
Rt TR 7 R E R . 4
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ERFOIEARE

R A R S5 AR E R GEVI0 R G HE T

S

ik

TYPIE—A SSH 21l (R S I F T B S i)
I, — ML AR, ZEET
T AR AT B — 7 T g . XA HHEBE
JE B RIRBEFHLINIE .

/etc/ssh/ssh_config

ERINF) SSH % U im e B O fF . ER, iR
~/.ssh/config fFLE ) TE, 1A HOTC B R
~/.ssh/config 78 i .

/etc/ssh/sshd_config

sshd <73/ BERE R HC & SCA

/etc/ssh/ssh_host_ecdsa key

sshd sy 4 3E 2 BT 4 FH (] ECDSA FA%H

/etc/ssh/ssh_host ecdsa key.pub

sshd 7L A5 FH 1) ECDSA A%H .

/etc/ssh/ssh_host_ed25518 key

SSH WS fAs 1 ff) sshd 547 3EFE B8 FH 19
RSA FA8H.

/etc/ssh/ssh_host ed25518 key.pub

SSH Wi As 1 1 sshd 574733 R2 B 48 FH 1)
RSA 8.

/etc/ssh/ssh _host rsa_key

SSH WM iR AS 2 1) sshd 57473 F2 B FH )
RSA FAEH.

/etc/ssh/ssh_host rsa_key.pub

SSH WA 2 1) sshd 54733 R A48 FH (1
RSA AH.

/etc/pam.d/sshd sshd ~FHHEFE 1 PAM BiC B S
/etc/sysconfig/sshd sshd Ik 55 H T & S
i 5-12 R P KBECEXH
A Ei:13%)

PR SS S OR B — RPN A IR . 2% ik

~/.ssh/authorized keys PR SS wiy, A55 v 0 e A A ORAF AR SR e

IR 40 A BIRINIE R P i o

~/.ssh/id_ecdsa % FH P ) ECDSA FA8H
~/.ssh/id_ecdsa.pub H i1 ECDSA A%,

~/.ssh/id_rsa

SSH MMM IRAS 2 1) ssh /i FH 1 RSA FA%H

~/.ssh/id_rsa.pub

SSH A 2 1) ssh ATfd FH Y RSA A4H.
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SR LR T P 25 AR AR AR RV 10 R H T
XA it
~/.ssh/identity SSH PR AS 1 ) ssh T4 FH i) RSA FA%H
~/.ssh/identity.pub SSH PMIRAS 1 /) ssh T4 FH ) RSA A4
A5 P U 1) ) SSHE R 553t (1) SE LS B o % S A X6
~/.ssh/known_hosts TR SSH % P i IEAE 82 1R 1) SSH. IR 55 S 72
IREEM,

FRIUA 9% SSH L B ST A H B fd FH ) & Mdie 2 1015 2., 152 7% ssh_config(5)
A1 sshd_config(5)F M VL I
5.2.3.2. Ja ) OpenSSH IR %5 ¥

& WA 204 4% openssh-server 127 J5 74 Reiz 1T OpenSSH 55 ¥ -

B Y HT 215 A 2l sshd sF93EFE, 15 LA root F P 7E shell fn 2 ATHERTE T
BN %

~]# systemctl start sshd.service

BLE MR 21 5 1RIB AT sshd SF#RERE, 15 DA root FI P 1 shell Ay & 41THe~
FFRHIALL 4

~]# systemctl stop sshd.service

WREHEE RS A s B 305 3573 3EFE, 1 PA root F P 7E shell fir 21742
IRF I R fr 4

~]# systemctl enable sshd.service
In -s '/ust/lib/systemd/system/sshd.service'
'/etc/systemd/system/multiuser.

target.wants/sshd.service'

5.2.3.3. ff] SSH #H TR

N Tk SSH BIERIEEH, MizZs A LR EE . 5, HF
WA e — 1l A SSH I i IR 4P 1SR &F, {HJ2 ZN7E 2 J5 8 FH Telnet
R AER T o R EAEH RS L4 telnety rsh. rlogin Al vsftpd.
5.2.3.4. fi AT 2 HIIAE

NTHEHE—PRRE RG 4, nUUAERL SSH % 8X), 285 s i {8 3 T
EHMAE, ARG UGE. ZHXAEM, 1E7E vi B0 nano U YRR 2% 4T
FF/etc/ssh/sshd_config lit B S0 F, 4 PasswordAuthentication &SI T A

e

s
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PasswordAuthentication no

WERIEASRAE — DB\ R ) RGP AT AR, B R A G B U R i
£ 1% & PubkeyAuthentication no EI. W ZILFEERE B, WA A 0456
HEGE AN ], AR EE A B A IR 2 BTSN — N R TN S R R .
N T RS sshy scp B sfip I — D& S L 52 2 ik 55 i, L IR
AN B IRAE R — MR . VR, XL AU BN F P 20 A R
RV R REE v IR 55 S R A E R Gt V10 BRI F RRCAS 2 1 SSHBMSCNT RSA 4]
HEG:
WA LA root WIS e L T A2 BR, TR R root HI 7 REMS AT I IX L8
ik
WR RS E R RS, ELRE AT AR B X, E &~/ ssh/ H 3. £
B, HHERREHXER. XTI BERELRS EREHP#UT, Gf
root F /7o
5.2.3.5. ARSI
B R SSH PRSI A 2 1) RSA BN}, 1644 LA T DR ERAE:
1) 1E shell AF AT IRRAF THIALLT fir 425 RSA 8T

~]$ ssh-keygen -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_rsa):

2) Az R I A HIER AR 1T, Bl~/.ssh/id_rsa.

3) AL, I HAEFREIARIRHE B O AN Z 14 Oy T 22t W,
T AN ZEAE A 5 SR s T R[] ) 25 A

4) BUAMBOLT, Ki~/ssh/H BRI BN rwx------BGF LL Bk Rtk
NI 700. XA T IR AT MM S USER B R A R . Wi
AE, ATLUE LT & SR T i -
~]$ Is -1d ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) HUTHEAWGS, BAHEHE — 5 L.
ssh-copy-id user@hostname

WERAHM AR ZBME, %22 EfilEiL — A2 B~/ ssh/id* pub A8
AR, WA LR e AR SO 4
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KYLIN
ERFOIBRE

R R = R 55 SRR R SEVI0 RGUE B 5 T

ssh-copy-id -1 ~/.ssh/id_rsa.pub user@hostname

%t & 2 F ~/ssh/id_rsapub [ PN 25 B il B & AR E B0 HL AR
~/.ssh/authorized keys 3 /4. U1K authorized keys X/ EEAF1E T, HHES
BN BNZ A AR R -

B4 Y SSH WM A 2 ) ECDSA Z5A%t, 5% 0L T 5 B 1E:

1)

2)
3)

4)

S)

£ shell f5 AT FEARAF A LL T 5 & 2E i ECDSA #4714 :

~]$ ssh-keygen -t ecdsa
Generating public/private ecdsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_ecdsa):

T2 B BB BN R B BRI B 42, R~/ ssh/id_ecdsa.

BN E %, I BAEFORBA IR B A Z H % N T 24 I,
Vi AN ZEAL A5 SR S T R ] 1) 5 B

BRINTEOL T, R~/ ssh/ H K BIBUR ¥ B Y rwx------83E LU\ BEFIFRER
NI 700. XA TGRS MM S USER B R L AR, Wi
AE, ATLUE T BLT & SR EAT i -

~]$ Is -1d ~/.ssh

drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

fEH LU R a2, B AP EH 2] — Ga el L.

ssh-copy-id user@hostname

IR AP AR LRI, Zar & = BB — RAE )~/ ssh/id* pub 29,
RGN, SR LS E AP SO A

%

ssh-copy-id -1 ~/.ssh/id_ecdsa.pub user@hostname

i & 2 ¥ ~/.ssh/id_ecdsa.pub [ P9 2% & i B & A E B 1AL A1

~/.ssh/authorized keys 3/ . U1K authorized keys X/ EEAFE T, HHES
1B BNZ A AR R -

HEUL

AAAEIEAN N, AAEREAIEMA, X —RRIEFHER,

5.2.3.6.

OpenSSH & J7' ity

& 2% %% openssh-clients )5, 7 8 W% 7 Ui WL A% 1% 42 2] — > OpenSSH
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e BRI PR 25 SR AE RGEVI0 RGEHE T
Meo5 . GEZ M 4.2.4 ZEEHAFE. T R UTAEARIT I = IR 55 s 4 AE R 4
LRI

5.2.3.7. fi] ssh T.H

ssh TR LRG3 — GBS b, e BT ar 2. 82X rlogin.
rsh 1 telnet F2 /7 1) — M2 & Bk .

A telnet g AHL, LT ap 2 &R 2] — G A b

ssh hostname

B, BEFE|— G 4N penguin.example.com FIIZEFE FHL, 7] LATE shell Ay
AT TN UL T %

~]$ ssh penguin.example.com

22 2 U IEAE A AR NS I P 2 8 3 tn iR I8 ie @ — A
PR 4, 1EMHL TS a4

ssh username@hostname
fltn, LA USER & 3% #| penguin.example.com, &% A LTy
~]$ ssh USER@penguin.example.com

B — IRWIGEIETEI , Ko B BRI A ARBLN A5 12«

The authenticity of host 'penguin.example.com' can't be established.
ECDSA key fingerprint is 256
da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff.

Are you sure you want to continue connecting (yes/no)?

FE [ 255 T o B TR 2 I, P Az IR 254 B TR BN 15 1R/ . F P AT BAI
7] Jik 55 i )7 38 2 AR 35 B R IR o IXREZ DA — P2 42 1) . 620 117
AT o QIR a] DU AR S5 m (1 =ML, w] BUE A BAR ssh-keygen fir K
F A FREN:

~]# ssh-keygen -1 -f /etc/ssh/ssh_host _ecdsa_key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff (ECDSA)

M yes AZEPIIFHINES . K2 B RS In D again sl &
P ENIIRFES, DR A SRR
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s R R = R 55 SRR R SEVI0 RGUE B 5 T

Warning: Permanently added 'penguin.example.com' (ECDSA) to the list
of
known hosts.

USER@ penguin.example.com's password:

HE G
AR SSH MR S5 Ui (K EAVE TR 1, 5 P ik 2 8 A0 e B AN R AR 4L
5 A4 A 55 v 1) 35 ML %5 4H M~/ ssh/known_hosts SCAFF IR . AT, 7EIEAT L
fE2 7, T SSH M2 11 3 S0RF 0 By, iR 263 545 e B B

B M~/.ssh/known_hosts SCAEH IR —/N 25480, wT DS A W~ a4

~]# ssh-keygen -R penguin.example.com
TEINES G, Rt N2 FHLE shell Ap 2ATIRRFT R o
A Hh, ssh 27 AT AR SRAEIZAE EHL EPAT — 254, A E K2 shell
AT RATHRRTT T
ssh [username(@]hostname command

Bltn, /etc/kylin-release LI H RKBEERE R AR EE . EEFE
penguin.example.com _FiZ AN E, HiA:

~]$ ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:

KYLIN Linux Advanced Server V10release V10Update2 (Potassium)

TEEE N IER D 2 J5, Be BniEfE EVEE RGRAGE R, REHE
K% B B ASH KT shell A SATHRREF T -

5.2.3.8. ffiH scp TH

scp A LA RAE MLz [l it — AN 2 & B sk et b, &
F rep AEH AL

B — NS RERE R g, LM I a4

scp localfile username@hostname:remotefile

4, G SR AEAR NS taglist. vim /% 441 2] 44 4 penguin.example.com 2 FHL L,
A LATE shell f AT HRTT FHIA UL N a2
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~1]$ scp taglist.vim

— AT LLER € 2 A SCAF . BEAL H ovim/plugin/ B 3 T 1 A & 2B FE 6L
penguin.example.com FIAHIF Hx T, BIEAIA DL R g4

~1$ scp .vim/plugin/* USER@penguin.example.com:.vim/plugin/
PO — /NT RN S B A R b, w] DUE A DR B

scp username@hostname:remotefile localfile
Bitn, MR FEHL T vimre BLE SO, TR

~1$ scp USER@penguin.example.com:.vimrc .vimrc

5.2.3.9. fiiH sftp TH

sftp TEAT DA RFTH—A e, 2 BN FTP k. et b, B2
T ftp, ARIZAAET sttp FH T —AN e M g .

BEENEERG T, AT LM a4

sftp username@hostname

filtn, ZAFHR USER H &334 N penguin.example.com HEFE T4 L,
CIRYEEPNE

~1$ sftp USER@penguin.example.com
USER@penguin.example.com's password:
Connected to penguin.example.com.

sftp>
MBI NI EI 2 G, BBSE R —A sfp B AT R sftp T A
A DAMEH — RFIA fip R4 (SR 5-13).
RH 5-13 FHK sftp 472

W ik
HIH — M FE H RN A o R BeAT SR AT H 5%
AARK, BRI Z AT AR A %

\\

Is [directory]

cd directory DIt TAEE X2 EMEE T .
mkdir directory B — M B 3%
rmdir path JHIBR — AN B 5%
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e ik
put localfile [remotefile] | K AH AL H 2 FE ML L
get remotefile [localfile] KA L BRSO TS L B
FAREAT Har & e B AR, 162 stp(1) 7 T i .
52.4. ARE—AZEHK Shell
*lﬁ%mmvﬁ?ﬁ TLm%Hﬁ%ﬁ%ﬁﬁ%ﬁ% 4T A M
, ATLUETE SSHIEIERT X11 SihHF A . B, 8L TCP/IP ¥k, R4t
umeﬁ%mD AR W] DAL 245 52 1) SSH IEIE L.
524.1. X11 #K
ZUEN SSHIEEATIF X11 215, ATBMER LU R &

ssh -Y username@hostname

fltn, A USER H 7 & 5% 3| 4 N penguin.example.com [z f2E 341 L,
HfUﬁﬁu)\:

~1]$ ssh -Y USER@penguin.example.com

USER@penguin.example.com's password:

M4 shell ar @ATIERFT MIgAT A X R, SSH % i Al A 55 S 2
QU — TR 2 AiEIE, X R Py Bl i X S I O B P S bl

R, R X BR AT, BAHERRE RS 230 X %@ H &5 Ll root
FHP N CA T i AT BL22 2 X1 3702

~]# dnf group install "X Window System"

R URRTHAAUTHNEZEE, HS N 4.2 EEBMFE.
X1 ERAFFA M. Blin, X11 FRmTBROy TITH R E ] TR
G LA BIXFA, S ssh L PIMR S o, SRS

~]$ system-config-printer &

CITER R E ] TR Bor ok, i@ fE i o ar DA R2 4L 22 4 Hh e B
FTER.
5.2.4.2. WK

SSH AJ DLIE it oty 1755 22 4 fin [ Fofl AN 22 4= 1) TCP/IP Hhill s A IX—+;
AREF, SSH RS uti A T SSH 2 7 uify (1) — AN s S48 .

Ui 11 R AR TR B 4 2 7 i ) — > A i 11 S5 380 g 5% 3 ) — Az
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
Uit 1 _F o SSH AJ PAM R 55 Sirg b AT 75 B 11 BB 381 2 7 v (A0 2 o 1B o 3 —FHR I
AT B 15 BAHULEC

B

B Ui VR T 1024 LUT 3 1, 7522 root 20l U7 TR PR

ELO g — R localhost b FJFERER TCP/IP Ui ¥4 ki@ iE, nf LUEAH LR

A2

ssh -L local-port:remote-hostname:remote-port username@hostname

filtn, EA$H POP3 ilid—NM % E B 5 44 4 mail.example.com [ R 55 #%
BB, AT CAE B A4

~]$ ssh -L 1100:mail.example.com: 110 mail.example.com

— BB P AL A R S A2 il 5% 4 2 T R i 11 2 A I S AE % 25 ), it mT RAAE
—7> POP3 #1155/ ¥ #£ localhost A% A 1100 i FORAS EUBTHEIE 1o AR(TER
P 240 FRAE 1100 I IR K, #4922 4 -3 [A] mail.example.com 55 %% .

W15 mail.example.com ¥ H 1217 SSH M %5, (HA2 R —MZEHH 5 — 60l
#1817 1 SSH g5, A4 SSH SR AT LARIANS AT 2 A Il . 2448, f
FH A & =08 A A A

~]$ ssh -L 1100:mail.example.com:110 other.example.com

FEX —7nil b, E P LR 1100 3 & ¥ POP3 13K, Kidid 22 i
I #) SSH ZEF2# #% Jx 1| SSH Ik 55 Uiti other.example.com. 74 i » other.example.com
HE 3] mail.example.com ¥ 110 iy I SRAS 2R HBA: - VE R, 7248 HIX —H R,
HAH % P Al other.example.com AR 55 Bt 2 [8] I & 2 22 42 1 o

Uiy 1 3% AT DA SRl 3k 10 2% 97 K 3 22 A M SRS 8 o SR 7 KBS E BN 7o
VFIRAT A A b v 10 CBP 22 % 1) (1Y SSH £ iit, (H 2 BHZE 106 H e o L iUy
o], AAAEBLEPN G L a1l BH 2 ity @ L& AT SRR nT RE N, HEDRE
AT 1A 385 I — 2% A 747 1 SSH ME R AT 5 7€ [m] B A .

B

PLIX AP 7 2R A FH I 15 ARG ERE AT 3 K, W SUVRR P o R 4t L IR AT:
] F P # Re R BIAH R IR S b o an R P i R NAR, Bk & A R RE 8 U
7] 2 R IR 5 o

THCod VR R ) R G B O, W] RALE IR 55 i 4 /ete/ssh/sshd_config ST )
AllowTCPForwarding 7Y% B 4 No, 55 sshd k%%, SkEEH b O K DhRE .
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5.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) & — MR EHILE RS,
A Pk AR s ) e v L

TigerVNC K IR 55 0i- 25 P o 4844 . 5ot 22 1% (vneserver), %%
P (vneviewer) TEHERIE b o
HEUH:

A b CAAEER VAT TR = 2 R 55 2R 4 R, B IRT LR = IR 55 2R R E R V10
H1 I TigerVNC 1 F systemd R4 B B H#H AT E . B E M
Jetc/sysconfig/vneserver # & #i il T /etc/systemd/system/vncserver@.service

5.3.1. VNC f% ¥

vneserver . E K5 23— VNC (Virtual Network Computing) £ [f. K
fi & 24 B9 TUZ AT Xvne, JFAE VNC S H E 38— A& HE H & . vneserver
RVFHFE— G BIFATHIEAT 2 ML 20, 25 IR E Al DL AT =4
B2 i A AL B VT ]
5.3.1.1. %% VNC iR 553

Bz %5 TigerVNC IR 553, 15 LA root FH P #0UAT BA R fin 4

~]# dnf install tigervnc-server

5.3.1.2. BCE VNC R 3
VNC kil LG E 7 — DA (i E X PR AR T R
g b)) B MR, ATUEE R EE . Wb 0, DLk eikE
ERESH .
(1) ~ 18 % H 7 & 4] vneserver@.service 3L # /etc/systemd/system H 3% (VA
smbuser H /7 4H5i)

~]# cp /usr/lib/systemd/system/vncserver@.service

/etc/systemd/system/vncserver-smbuser(@.service

(2) 1Bk service U <USER>F; 4 bl SR 1 FH F

~]# vim /etc/systemd/system/vncserver-smbuser@.service

# The vncserver service unit file
#
# Quick HowTo:
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# 1. Copy this file to /etc/systemd/system/vncserver@.service

# 2. Replace <USER> with the actual user name and edit vncserver

# parameters appropriately

# 3. Run ‘systemctl daemon-reload

# 4. Run ‘systemctl enable vncserver@:<display>.service"

#

# DO NOT RUN THIS SERVICE if your local area network is

# untrusted! For a secure way of using VNC, you should

# limit connections to the local host and then tunnel from

# the machine you want to view VNC on (host A) to the machine

# whose VNC output you want to view (host B)

#

# [user@hostA ~]$ ssh -v -C -L 590N:localhost:590M hostB

#

# this will open a connection on port 590N of your hostA to hostB's port 590M
# (in fact, it ssh-connects to hostB and then connects to localhost (on hostB).

# See the ssh man page for details on port forwarding)

#

# You can then point a VNC client on hostA at vncdisplay N of localhost and with
# the help of ssh, you end up seeing what hostB makes available on port 590M
#

# Use "-nolisten tcp" to prevent X connections to your VNC server via TCP.

#

# Use "-localhost" to prevent remote VNC clients connecting except when

# doing so through a secure tunnel. See the "-via" option in the

# "man vncviewer' manual page.

[Unit]
Description=Remote desktop service (VNC)
After=syslog.target network.target

[Service]

90 T / #3017W

W



£x

s R R = R 55 SRR R SEVI0 RGUE B 5 T

Type=forking
WorkingDirectory='home/smbuser
User=smbuser

Group=smbuser

PIDFile=/home/smbuser/.vnc/%H%i.pid

ExecStartPre=/bin/sh -c¢ '/usr/bin/vncserver -kill %i > /dev/null 2>&1 || '
ExecStart=/usr/bin/vncserver -autokill %i

ExecStop=/usr/bin/vncserver -kill %i

Restart=on-success

RestartSec=15

[Install]
WantedBy=multi-user.target
(3) AT systemctl daemon-reload
5.3.1.3. Jazh VNC k553

LRSEEIHLE E 3N VNC kS5, HEMLATHIEE BRdwT. 7£53.1.2
Fe & VNC JIR55 5 T B <y 8 — R BCE VNC EoRm i O BC & SO BT
FHRMR A, U % K4 systemd F Bongm 5 B k. fH— NG 00 &
NGRS ARPAT LT A

~ ]# systemctl start vncserver-USER 1@:display number.service

W PIERSERGE BB B R8h. 25, JEE R, vneserver &
ZHABNEN T . LLroot FHPHATLL N4

~ ]# systemctl enable vncserver-USER 1(@:display number.service

X, AR AT DERH — A VNC BB RSP, PLAE SUIF I B~ g5 Al
T RIERE R VNC I dsin. B CELRl 7 —MERIBHET, ¥SERiZE
TR R — AN SEA o 3X AN G AN H ARHL s b IEAE BoR B S R A R .
PRSP AT AN AR R BB VNC S5 i
XA &R E 8 VNC Ik 55 i vneserver-USER_1@.service 1
vneserver-USER_2@.service, AT LUE AR B RS 5. a0, DL TFadie
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fff USER 1 ] VNC HR&5 2 ongi5 3 LJa3l, 1 USER 2 [ VNC AR5 it
RS 5 FRsh:

~ ]# systemctl start vncserver-USER 1@:3.service
~ ]# systemctl start vncserver-USER 2@:5.service

5.3.1.4. 1k VNC &1F
FALTF 5 H vneserver ITFHLE A3, AT PAZEFIZ RS ITFHLE & 30

~ ]# systemctl disable vncserver-USER 1@:display number.service

5, BEH RGBT, 0] LLEL root FI 7 $1AT BA R i &Sk A5 1k VNC
HR 55 -

~ ]# systemctl stop vncserver-USER 1@:display number.service

5.3.2. #E-ANBHFENEE

BRUER T, —NCERMH P — Nl X RS it £ 8R %5 0
R . R ME R TigerVNC AR 253 ) xOvneserver KL S AdATT (1) 2. 1 o

Sl FEE—AX EZE

FEH xOvneserver FZ— N CEKH P HIRET, 6% LT B RERAE:

1) BLroot H P AT LA R g 2

~ ]# dnf install tigervnc-server
2) NHIBCE VNC Y.

~1$ vncpasswd
Password:

Verify:
3) UEEFHI S HIITU T drd

~]$ xOvncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

5B kB DA R E T FUVFIERE 5900 51, A A 2R BLE 5t AT LU L2
Borgis 0 b, FEFE SR ER .2 M, 5.3.3.2 3 VNC B & B Kb

53.3. VNC &EE#

vneviewer x&—/ SR B R EE P Ft i @ #2451 voeserver BIFET -

N T AR vneviewer, H— MU EFE % H SRR, @I IX L% H LA
PATHE DN 2) P e A pi A0, B A G RS2 MR, ik, &aril
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S R S R AR S A B E R A VIO R EH R T
B I & R EAE vneviewer. TEAT2 1T 4 vneviewer -h 7] LI vncviewer 1
ZH

33.1. %3 VNC &BFE
Bz 4% TigerVNC 1% 7 ¥ vacviewer, 15 LA root F P HUAT BA R v 4

9]

~ ]# dnf install tigervnc

HEHEF| VNC RS 3

—HREE I T VNC 55, %50 a] LAEART VNC &5 #8185 2% IR 55 i
I
5.3.3.2. A VNC [t & [y Kk H5

A AN # R, firewalld AIRESXFHIEERE. Oy ik firewalld ST VNC
Hefn i, o] DU 2 B9 TCP i . 48 H-via IR, HR R
3L SSH i 7 E € In), 1 SSH ¥ 1 7E firewalld HERZFFIR
e

VNC k55 i R ER W i 1172 59000 ZE75 SI70 A% 5 R4 U7 1) (1) 3 15, 7T BA
RN DS B P B EoRdwm . flin, X2 - ANEREE: 245900 =
5902,

SRS 0 2] 3, nLAEBER A firewalld % VNC IR 55 1) 52 7 K 4,
BRI DL R RIR B service IETURIEAT . FE, X T KT 3 MERE S,
T I B 13 4% AR 1 o (R4 < R R T VSRR I

5.3.3.3. {{iff] SSH i&E#:E] VNC JIRk 55 b

VNC & — MR R SCARM 2B, 7RI AE AR5 AH I (1) 22 A AL R BT
AREM BT . A T AEIEAE %4y, S nT LU I (5 A -via 328 00K I # 14 10 R 45 i - %
FE . XK TE VNC IR ui A2 7 ity 2 A 1 g — > SSH F%IE .

I VNC RS -7 7 e 42 1) i 24 s F

vncviewer -via user@host:display _number
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BANE RSG5

6.1. Web JR&%

Web 45 3605 N P 3R 41— Fh 3 T web FIMIZEARSS, @ % DA TUE R E
LG P TR 2845 B o SR THmAEALH], BUAE AT DL Yo 22 1) & Fh SR T
N web JIZ 45 %% M F IR AR SCARAL S EY (HTTP), BTLABAR web iR %52% A HTTP
MR %5 25 o

6.1.1. Apache HTTP [R5 %%

R AL 1 20 e 55 S 45 VR R AR L 1) T web JIl %5 2% /2 Apache HTTP Iz
% %% (httpd), httpd FIMA N 2.4, B /& H Apache #3421 & 1 — Fh IR
web IR 5575 o
6.1.1.1. HEARH

httpd Al 454 il

W& T K ¢ 1 SysV WG A, R 4% B A M % 8 H apachect] 1
systemct] fr 2 KRB HFARSS, MASZEH service i 1. NI H T A F httpd Ak
25 ¥«

A A
fiir 2

service httpd graceful

PR B T

apachectl graceful

B Xt httpd 1) systemd oA AIVIGEALIIAS, A 40T B AN B8R4 -
> HEHIINEIRS R, BIAMER P graceful #5773
> YiFIERSE, BT E graceful 15 1E75 5

AN
iy &

service httpd configtest

w7

apachectl configtest

AH /tmp

TR R G4, systemd H.ITSCAFIEAT httpd SFHBEFRES, BT 19/tmp
SRV, MRS /tmp 72 53 T

He B A R

METRS Y, H T BN AL B SO ERAE TAE T Jete/httpd/conf.modules.d/
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
H3& T 4 httpd 2L —LER] INAR AR FC B SO A7 T, e php.
/etc/httpd/conf/httpd.conf 3C A A [ F At B I Include &t /& H K # &
/etc/httpd/conf.modules.d/ H 3% F ) include SCHF) . X5k & R TE httpd.conf {3
IR Z T, BB conf.modules.d T A HBACE 1. 1E/ete/httpd/conf.d H3K T
(K304, 7522 H IncludeOptional F5753i, fE httpd.conf U/ B & Ja n LAfk, 9
RIE i, XU E2TE httpd.conf FARZ JEHEALFE,

1 httpd B4R HR AR — 28 3L il B SO

> /etc/httpd/conf.d/autoindex.conf --- L & mod_autoindex HxZ 5l

> /etc/httpd/conf.d/userdir.conf - FC B o] 5 ) H & B %, fl 40 :
http://example.com/~username/ ; JY J 24t W, NIZZERHZXAERIAGH o

> /etc/httpd/conf.d/welcome.conf - 7EA% FH F-HARR A KT, 24 http://localhost/
BAEHNAERTELT, SR8 E R 7 WG oL

BRI E

PONEOLT, $RHEH httpd.conf XA R /MG E . VF2H WHIBECE TR, 4.
PLETERAEC & H T Timeout BY, KeepAlive # A4 IHAR X & 1 M gw A0 5% & gk
BART o BFXF A B B 18 7~ I il 2 65 1 B AR T Wb A VE4R U0 o

ANHEAE B LR T

IR T ZEIUAT 1 httpd 2.2 BCEERS £ httpd 2.4, WIAFAER KERTE A
A httpd BL BiEVE T EB N . EE2H KTHEE /1 Apache Y, ESFH
http://httpd.apache.org/docs/2.4/upgrading.html .

Aib PR AR AY

FEARIA] TS v 2 IR 55 2545 E R I R A, AR 2 A B R (MPMD
AT ASEE httpd ZZE SIS0 . e BT @ AR A AT DL “prefork” A
/ust/sbin/httpd; & T ZRFERE A 0] DL “worker” 4.3 /usr/sbin/httpd.worker

FEARTAI LI = B S5 # i e R g, WA 78— httpd. 3 > MPM 1k
R INER AR HIE A 7. worker, profork (default) F1 event, 47 En#k—4
MPM A, A] PLIE i 2% #5/ete/httpd/conf.modules.d/00-mpm.conf Fit & 44, 2
FHIR MPM REEC T VR R # 251, P DASEE MPM BEHR R IR 1

£ () A B

FH A7 14 6L mod 1dap SEEBIERY) LDAP & 7 5 ub A2 AL . B i 7 &
mod_session $EHEFEEL mod session I helper. HH#HT14> . mod proxy html $21it
i mod proxy html 1 mod xml2enc. IX%EHAHELHS A LA AT IEA0TE HH 3145

TR R GiAti R
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T

ASFi A% F /var/cache/mod_proxy/ H 3%, HXUMARZ 172 /var/cache/httpd/ H % T
] proxy il ssl FHZ -

httpd A AT AL T B A 2 24 M /var/www 3EF 21 T /ust/share/httpd/

> /ust/share/httpd/icons/ --- B T —HMH T HRR KNS . FIARALE
/var/www/icons/ H3x F, BI{EEF 3] T /usr/share/httpd/icons H = . 7EERINTE N
T, http://localhost/icons/+& A %L ] . 1E/etc/httpd/conf.d/autoindex.conf XA+, W]
ARG & B bR 54 B AT FH M

> /usr/share/httpd/manual/ --- /var/www/manual/ H & © & i& # 3| T
/ust/share/httpd/manual/ H 3% . XA~ H 3% 12K H T httpd-manual FAEL ) A 45 .
% T httpd () HTML R Wi2R 22 e 7 X AN 844, W http://lo calhost/manual
[7&H %) . 1E/ete/httpd/conf.d/manual.conf X4+, A] LD & F- M A0 A7 & Fe] H
Mo

> /usr/share/httpd/error/ --- /var/'www/error/ H X © & i # 3| 1
fust/share/httpd/error/ H 5% . fEEGAELE S, MR T HE XK ZHIET HTTP £
G BB MABCE . 1F /usr/share/doc/httpd-VERSION/httpd-multilang-errordoc.conf
SO, FRAE TG E SRR

S8k,  FACHITT 1) 45 il

T 46 Sy ik . AU r kMR E R 2 O RAE TIHER SR, 7
AT E SO B Order, Deny F1 Allow 54 i T i Require 187k .
A KX Apache X M W B £ i @M F B , #H #H F
http://httpd.apache.org/docs/2.4/howto/auth.html .

suexec

NTRE RGN, CAF 2% suexec —HEH] T, BUMARZ #2301
RGeS, RTFERONIREE. 46X %3, suexec A F{H
/var/log/httpd/suexec.log HEIM T . M, HEEEAER] T syslogs ERINIHHL
N, B I var/log/secure H &S

Bz

H T httpd 20728 7 AR HEE 5 S, R, 36T httpd 2.2 #EFISE 3 7 LT
htpd 2.4 FEANFAN] . XFE, B EMRE httpd 2.4 BEEREE E L, X AR LEREERAR
A BB, &ia, FHEM. F % httpd2.4 AP AR FI1ELNE B AIR, 155
E

http://httpd.apache.org/docs/2.4/developer/new_api 2 4.html .

F T MU R4 2 B B (1) apxs 7] #4047 3L A4 © 28 M /ust/sbin/apxs 1T #% 2| |
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e AT LI v 2 R 55 1R E RSEVI0 RGUE B 5T
/ust/bin/ap.
WM B AR TR
FEAR TR BBE = R 55 4 E R Girh, CABMIBRIK httpd BEERZIR AN
mod _auth mysql, mod auth pgsql
7t mod_authn_dbd H*, httpd 2.4 &4 7 A &K SQL #ids ZEAELH o
mod_perl
7t httpd 2.4 1, A H IESCRF mod_perl T .
mod_authz_ldap
7F httpd 2.4 7143 mod_Idap "', F] mod authz ldap 2/t 7 %} LDAP 52
o
6.1.1.2. HHACE
N B Apache HTTP Server version 2.2 Fit & 304, 75 Z 52 LA P IE:
I HTEIRAFRA AT REARSE 1, B, &ZERHAFTE B R 7 IE
o 0 DA [ ARRI R MR, 75 24 B0 M i %8 LoadModule
TR T o
2. FEFREINEEE =5 AET, R E T X WA T S
1 BAE AT AR
3. W EAFH mod userdir #H, NITE UserDir $8/n1i 7, 75 E$E4L H 3%
R GEE N public_htmD).
4. IR EALH] Apache HTTP 24 /R55&H03E, WAH KB HZ 2B TR
(SSL) WrifIE L HE(F L, HSFH 6.1.1.8 JAH mod_ssl ik,
ATV AR i, A A e & SO ] BE B A iR

~]# apachectl configtest
Syntax OK

A RUTR Apache HTTP IR 55 &3 IBC B M 2.2 FRASTH 2.4 [RAS, ESF
http://httpd.apache.org/docs/2.4/upgrading.html .

6.1.1.3. 1217 httpd k%%
K ERGR WA S5, 15 1EF1 5 2 Apache HTTP, LUK A4 Apache HTTP

R HDIRAS . 9 7 R A httpd IRkRS%, NJEH BAT an @A 2 5 04 %34 T httpd.

~]# dnf install httpd

T, AR S RS A ERE RS, ARk B ML S Ao 1 R AR
ZMHEZERE, ESH 5.1 ffH systemd FERFAMKS -
Ja RS
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KYLIN
ERFOIBRE

BRI R P 55 SR 1 RAEVI0. R ST HLI T
H root HI AT LA v 4, JH 3] httpd 55

~]# systemctl start httpd.service

PAT LU N dr &, T LAMES AL R 505 S, B3R 3 httpd AR5

~]# systemctl enable httpd.service

Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service to

/usr/lib/systemd/system/httpd.service.

FiE:
R DL 22 4 IRk 55 24807 105 3l Apache HTTP IR 554%, WIHAIE RS E3N)E,
PN TN SSL AL N A o

np

1Rk S
H root I P AT UL w4, 151k httpd x5

~]# systemctl stop httpd.service

PATCL A4, WL S hitpd RS BEERAE RGH S -

~]# systemctl disable httpd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/httpd.service.

HJF R 55
ALUR 3 RhJ5k, Al RAE A httpd AR 55
Hi root AT L N dn 4, e E R IRSS

~]# systemctl restart httpd.service

XH, HREEILRXNEITER httpd RS, RAEHERTE. B, E0H
B B — AN s A e (an: PHP) B, SHXAm4
i root P HATLA N dn4, R DAEHINEAC & -

~]# systemctl reload httpd.service

KR = FEOSATE M httpd AR 55 EFTINEE NI E . 2T e A 1

AFAT 375 SR AR = rh 7, 25 7 S i) Y 2% 2 B A s B R B T A 583
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KYLIN
ERFOIBRE

HRTR L = B SS A A E R VIO RBE AT
T AR I SRR A N R, AT LA root Fi BT BA

S

~]# apachectl graceful

KR = FEOSATE M httpd AR 55X BTN E M E S, a7 e A1
AEAT 3 SRARG 27 H A e B AR A 2

FEARTTBUBE R U 5 d iR E RGP, AR E ARG NEZER, 1§
27 5.1 {f H systemd EH RSG5 .

ek e 55 RS
£ shell J27-4FF T, PATULU R Ar4, LM EIZATHE 1 httpd Ak 55 HPRZES::

~]# systemctl is-active httpd.service

active

6.1.1.4. ZwiHEMC & 1k
G OL T, 2530 httpd I, 2 BHUERME 6 -1 httpd IRS5 Bl & AT F1 HY
] httpd AR 55 BC & S

F# 6-1 httpd IR ECE X4

B® B i)
/etc/httpd/conf/httpd.conf FEE A
/etc/httpd/conf.d/ A5 A5 32 B SO e T B
[ AT AE H 5K

IR, BOANREREE & T RZHGILRE, A1, B e EHEEL
Mo E R R L R N TR BB R, e B UG i
J& web Bk 554%. B T ELTE T httpd A5 HIE LSS, 2% 6.1.1.3 1847 http
k55 H i
HE RS .
AU A fir2, A e & SCfFHhm g B AR
~]# apachectl configtest
Syntax OK
SRR R B0 T R V2 AR K I B S IR BB AT RS
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R R LR o U S5 SR RGEVI0 ARG LR T
6.1.1.5. ff I

YRR HRAL 257 1B HT S httpd iRk 55 & K AR IS ali 5 R BB S I Z X 5
(DSOs), R ZEATAT LAEIZAT T sh 2 N s sl 48 . 2 SR BB = 2 IR 55
BEAE RS, X A7 U /ust/lib64/httpd/modules/ H 3% T o

TN

N T hnEkdE % 1) DSO Mk, 75 E ] 2] LoadModule fi7R . VER: PAAMAL
B IR L AR, %, 7 /ete/httpd/conf.d/ H 3 F#VE S H COEC E 4.
Kl ERAR IR
LoadModule ssl_module modules/mod_ssl.so
e, T EEE web JRETAFRINEAILR . A AN E S httpd k55 HIE 2
ZR, WESF 6.1.1.3 i&1T http KRS T 1K)

HR RS

R
R ELANEHT Y DSO FEP, M5 2423 httpd-devel A . AT LA R g4,
AT DA S8 2 2
~]# dnf install httpd-devel
XA AR S A M @R B 75 11 include X, header SCAF AN 13642 i 1
H. Apache eXtenSion(apxs) FHFE/F o
— HE LAY, wiRT AT A R s R T

~]# apxs -i -a -c module name.c

WA S, BRT LU In# Apache HTTP iR 5% 28 H B R i) 77 4R N2 &
6.1.1.6. BLEMEIM TN

"] LM#H] Apache HTTP AR 5545 (¥ 9 BB EHUVRFPE, SEBUE T AR 1P, 3=
BLA A3 5 SRR AN [F] I 2845 B IR SS

N7 W B OE T OFE N &L MR B E N, W BN
/ust/share/doc/httpd-VERSION/httpd-vhosts.conf At & 3 14 3] /etc/httpd/conf.d/ H
T, H& i @@Port@@A@@ServerRoot@@ (5 AL~ » HRHE 75 52 H & Hill ik I,
s B SEBI TR
L. R ENLE B S

<VirtualHost *:80>

ServerAdmin webmaster@penguin.example.com

% 100 W / #3017



s R R = R 55 SRR R SEVI0 RGUE B 5 T

DocumentRoot "/www/docs/penguin.example.com"

ServerName penguin.example.com

ServerAlias www.penguin.example.com

ErrorLog "/var/log/httpd/dummy-host.example.com-error log"

CustomLog "/var/log/httpd/dummy-host.example.com-access_log" common

</VirtualHost>

7EE ServerName A& A 2P DNS 4 . <VirtualHost>%5 28 17 H & X PEIR
U, AR FRS ST RZHEERTUNECE . AP aE 1 User M1 Group /£
WAH T, BUMARZ )72 SuexecUserGroup.
RVE:

U R ) RO, AL T o AN B, TR R SRR R, 20K
1 Jetc/httpd/conf/httpd.conf H )4 Jaj $5 7~ Tl Listen.

RN T BRI E R EM TN, FTEHEF web 545, A RUMTEE httpd
ZWHEZERE, ESH 6.1.1.3 1217 http RS H 1

HF MRS

6.1.1.7. fi% SSL %548

BRBERTE (SSL) & —FhRe IR 55 #5 A1 % /2 i i A7 22 4 20 7@ W i in 2
. &M 2 224 (TLS) WU/ SSL B9 R AIBGIE IR AS, REMS Bl {5 Fa AL AN L
a2 e RN SE 244 . Apache HTTP %545 A1 mod_ssl B[4 &, 1S4 H T
OpenSSL T B AL, GEUSHRAERT SSL/TLS 54, BHFR'E N SSL RS 25 .
BRI BB = IR S5 A AR R Gt SRR T TLS 2B Mozilla NSS. mod nss 13
BB AL T XF Mozilla NSS B3 £

AME HTTP &+, (ETRe a2 e M AH T DL EICE . Frid HTTPS

FELE HTTP 3G 1% SSL/TLS WISCHE, & Refhd &5 N A A1 I FliE 2.
A FE T EANPAE Apache HTTP IR 552 ECE b, Wifal J5 F SB[ — e L AT
%, 18 S WA AR SRR B ZSE T R

NEIR UE 5 A 22 4

FAE B T Al . fEERBNFRINE A, 51wz AR F
RS S AL . SR, AEASLEEERIRINE HoR T, A 2 AN E AR
—MRERFENFH: AR UIER, ALAH A AR EEE A
e FXT L FAH RS s AV 40 1 s R e X B 1 A B SR AR AT

N7 BT SSL SEINZ Al T, SSL AR5 ds  ZEAY F F IR P i R LAY (CAD

% 101 W / #3017



Ex

B R R = R 55 SRR R SEVI0 RGUE B 5 T
BN CAES . PR S ARG SENSRENE (Bl RSHIHA; o
%y WEALE S, BrB AR CA BIFAY]. XANEEAL W] LURA DRy € IE
BACEH EE4 TIESS, I HARELMERT B e,

W S A AT web ZEE BT SSLOIEFERS, A web Ik 55 R BLHIIES .
INFAEBBA TS CA HURE44, BEEUEFS o R4 A R A T HL4% AN UL
Be, web IR55 e tBA @@, EH 7 BB R RS S .

FROABOLS, REHON i BEA —Hpy 2 &R e . 1B
NN, WEZERSASN, SR N EER CAIES, XFE, RE&M
BT VS RIEERE 1, B, SN ARG R, R, FEANERZ
MEFS . BT LRBIE A R, B, MR BaE v sk,
o, B AHERF R AT REME I TS CA. RIIEZER, HSHEREK 6-2 BHN
e B H AT CA

R 6-2 BEWERFEETHE CA

web J 2% B o
Mozilla Firefox Mozilla root CA %1)3
Opera Opera 7] F FIFRIE 1S
Internet Explorer Microsoft Windows 7] A AR IIE F5
Chromium Chromium project ] H AR IIEF5

FEGESL SSL S5 ait, i AR — MIEIFRM— %], )5, KIEIEH
TR, 2\ B B UE AT SO BREPAUR B . — H CA Bk 1 R AL F SR

SOPUEN], EXF R ROE AT AR S A R IR . 4k, R
G —MEZLIEY, EAREH CA T4, B, XAUEH T Al
HANHKSE.

6.1.1.8. Ji H mod ssl fRER

I AEFET mod_ssl BEbe, #3r— SSL 3 HTTPS R #0138, AR A
FA—A R HEHEE (40: mod_nss) A% FHAH [E B3 o % 1 443 2B HTTPS
Uity [

AT H mod_ssl #EELAT OpenSSL T H AU, 37— SSL k%528, N5 #
%% mod_ssl Fl openssl B Hi root I J 14T LA R A & 5 AT PSS il 22 28«

~]# dnf install mod_ssl openssl

PEEF, 281% mod ssl FEC & S /ete/httpd/conf.d/ssl.conf, ERINFEHL T, B
7t Apache HTTP %5 #5H ERCE . v 1 ndosisk, FHEEE httpd k5,
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KN ST LB 5 0 PR 45 SRR R EVIO RS B T
WBSH 6.1.1.3 1817 http H RS A 19 E J5 R %S -
B

1E41 POODLE: SSLv3 vulnerability (CVE-2014-3566) 7 AT iR (), Kylin A

A7 5 ssl, @A A TLSvI.1 8% TLSv1.2. i TLSv1.1 Al LLSREL ) g i
. BANVFZ = Z CCFE A SSLv2 8% SSLv3 Wil 17, FFBNE A 7 EAT,
H, WAL A &9 e,

7t mod_ssl H' /5 FHFIZEH SSL #1 TLS

NT A A ANEE R FE 5 BCAS 1K) SSL AT TLS ¥, BE ] DLAERC & S, it 78
“ ## SSL Global Context” #54¥s /M B SSLProtocol 5 7~ WK 4% J&) Jo FH /%%
SSL, 4 A] PLEAE N VirtualHost” [ “# SSL Protocol support” A L 25 4 BRI\ 10k
S R EAEEFNE T8 E Y, WA/ NEE. 8T
R — AN R AR, B 53 BE A PLAAE « SSL Global Context” 43 5K 15 &
SSLProtocol, ] LAFEREAMRI M EHLA /48 E B, TEREERN LS all.

6.1.1.9. fi FIAFAE ) & HIAHIEAS
ATV A B HAE 5K BCE SSL kG545, 1ML OIEH . Hi, W2
PG T =& A AT LA
1. IEFEEHIP B4
UEFS R E R 10 TP A A s . Rk, REHA 2z —RAE TN,
Ht AL
2. IEFERE S VeriSign A& 1 k15 I AR 55 w8 B4
VeriSign #& — ™ FHEE R MUK, &85 R E FEEE, 1P sl s 4
MURKAEFS o — B ST 8 i, IRl TRl
it FIRTEME DU A, TR EE AR A RE ZHRER, 1§55 FE 6.1.1.9
A BGHT B AN S
AR EAE H O R EHANEAS, U Z 50 3 A% A 50 SCA: 3 /ete/pki/tls/private/
F1 Jete/pki/tls/certs/ H & R o Al LARAT L R in 2528

~]# mv key _file.key /etc/pki/tls/private/hostname.key
~]# mv certificate.crt /etc/pki/tls/certs/hostname.crt

SRJG, TE/etc/httpd/conf.d/ssl.conf Bt B LA, ININR 54T

SSLCertificateFile /etc/pki/tls/certs/hostname.crt
SSLCertificateKeyFile /etc/pki/tls/private/hostname.key

N TR E S EAR, WESE 6.1.1.3 1847 http BIRSS A H 5 IRkS
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filtn: ISR A Kylin %24 web RS &8 KB PIANET:, 407K fros:

~]# mv /etc/httpd/conf/httpsd.key /etc/pki/tls/private/kylinos.example.com.key
~]# mv /etc/httpd/conf/httpsd.crt /etc/pki/tls/certs/kylinos.example.com.crt

6.1.1.10. 4= BB 2 AHANIE 15
AT B E AT, fE£RGEH LIRS T crypto-utils 2. H root
FA P 30T PL R i 4 ] PL5E i 2 2

~]# dnf install crypto-utils

XA A ALIRAE T — 4 A sA B SSL AE R A T A M2 genkey N AT,
B REHE BHIRATTAE U

HE

WMRAEH—ASFHE RS G WA RAED, Bt R FiEe A ERTES .
XA, AT DAB R P S 0 DO AR E P R 1, e U I T AT N T B
XA S EIEHAER, FZH root I H 454 &AL genkey i 4:

~# openssl req -x509 -new -set serial number -key hostname.key -out

hostname.crt

HriE
ARG, WA RHE BN SR I, MIIAT genkey N HIAE
Fros KRG BEI, WU root FH P HRAT LA T dn 4, MRS e B S04

~]# rm /etc/pki/tls/private/hostname.key

H1 root H 7 $hAT genkey B FHARFPIN, 5By ke — Gk iy B4 (.
kylinos.example.com), U1 FFi7x:

~]# genkey kylinos.example.com

6.1.1.11.25 HTTP Al HTTPS At & [y K 1%

BN LT, @W%W%%%%ﬁﬁ%%%%ﬁ?%HﬂPﬂHHmmu
ERFEHCE K web IR #3 5, FIH firewalld k55, @ILPG kKB, Al LLA
Fi HTTP 1 HTTPS 7 .

H root H P #ATLL T w4, BT LLA A HTTP:

~]# firewall-cmd --add-service http

Success

H root P HAT LA N4, A LLE A HTTPS:
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~]# firewall-cmd --add-service https

SUcCcCeEss

FREAGEF G, ZEBEGAN T . N T EXEEEUK AL, RAFELE
PAT iRy A, N E--permanent &

Ko7 HTTP A1 HTTPS 71/ 2837 [al 4 7]
H root FH P HAT LA N a4, 7] DAKS 2218 1 B K88 e VU7 0] ) A L Pig 1

~]# firewall-cmd --list-all

KR ANENZRRH T, BN KEERMH T, B&, HTTP A1 HTTPS & A ft
VEIB L 7 K 3% 17 18] 1)

— H Vi@ By kB AT BAYs ) HTTP A1 HTTPS 1, b4 ddT Likdn 4,
2% F services 1T L2 H WM TSR

services: dhcpv6-client http https ssh

6.2. HFHREH

6.2.1. OpenLDAP

LDAP (& HZFUi il & —HIFmmvril, kv nfEm L FEp 17
i (45 B BT X500 H s IL AR, (HI2 5 /D 158 A BE RN SRR 3 AR 8L, T,
LDAP #HFRAE X.500 ArE A b= A 1 — AN R A iRCAS

% X.500 —#f, LDAP K H 3415y 2 77 30 iX L H F 0] D7 &% FifE 2,
ey, bk, AEESH, HE DRSS T M ZE(E RS NIS) KL,
TRATAT NAEATATHL 2 138 LDAP VR 2840 mT LUG A AT TR0 K 7

LDAP @ % H TP E A~ fH, A SmEiIEsRARE. CHaelEn
—ANERLAE 3, VR U7 R AR P RS R kb, ERTBASI A
J B H A LDAP k45454, Mgt — MR 02 3k1E B RAAEE . R, &
Fe i W N A T 1A ELENA, ks, BUFERIITAMRANAF .

6.2.1.1. LDAP /%1

i H client-server /& RZ5#), LDAP g — i X 26 n] 3 in) (1) 05 B H
Ko % P S B MUX AN H 3 B G BN, RS #im s ik H P R A Bk
PIBER, SRJE WA TSRS INE A Lo N T B ER X A2 %45 [, Transport
Layer Security (TLS)%5 i iS4l F >R 97 1388 i o4& S ok Bty

LDAP IR 55 %8 X 2 MBI FE R 5, & BT IARIEA R TR K, A2 ik
. BINCEHE IR, G A LDAP Jr 5548 24T 845 N H AR T

% 105 W / #3017



£x

AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
HiR%Z, FFHAREMNRE BHAERE .
6.2.1.2. LDAP ARif

A AEAE A LD AP-specific R

entry

LDAP HxWB—HM. F— entry B BT 70 #E4 K E X (DN)

attribute

&R A2 IR entry KRELIT . 140, B a1—MNHHR KR N—> LDAP 1] entry,
MHZH LRI attributes GdE ML, (EEHL 5EE. KO, PARRHN—D
entry, ALFEAN N UGS 5 BT AR Hohk

—™ attribute P AR — MR [FME, BiEF 2 HILFRMEYIER. BRFELE
PR A IR I (H HAD R TE . LB attributes L Z0f# A objectClass K& X, FF
H 7% /etc/openldap/slapd.d/cn=config/cn=schema/ H 3¢ ] schema S 4+ # K 21

1% attribute [ 7 B A FI{E # FX N Relative Distinguished Name (RDN), A~ [A]
F DN, RDN XtF— entry Kl &5 —T K.

LDIF

LDAP %4 52 #u4% 2 (LDIF), j& LDAP entry 4 SCARELI T3, Wi R Fis:

[id] dn: distinguished name
attribute type: attribute value...

attribute type: attribute value...

id T — A E CHIEC Y, K94 entry. B—> entry A] RIS 24
attribute_type F attribute value 41, A ENIFEMMN KIS #EE L T . 7E entry
e, BE—HT.
6.2.1.3. OpenLDAP %5t

OpenLDAP #2118 2 B Z I HFE

>  SCFF LDAPV3—E LDAP A 2 4, Zihill p i 28 i it& ok

friE LDAP B 4. H B, fHE 3 #F Simple Authentication and
Security Layer (SASL), Transport Layer Security (TLS) A1 Secure Sockets
Layer (SSL) Z51/3%
> LDAP {#i i} IPC——f# [ inter-process communication (IPC), I3 | %4
I I i A o D 28 a3 AT R 1R R K
> IPv6 M3 FF——OpenLDAP ¥ IPv6 F2&ril
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LDIFv1 [ 3 #f——OpenLDAP £} LDIF fii A 1

FOHEN C B0 —4ArH C B 3868 7 f2 7 OB f# A LDAP H
S & N WARPS

INaE [ A7) LDAP R 45— 45 7508 1ROV R4 ) R G, i,
BIF I T HES,

6.2.1.4. OpenLDAP JIR 5% #8222
7 Kylin 24; | %35 LDAP IR%5 25 BT -

1)
2)
3)
4)
5)

“%4% OpenLDAP 41, Z UL 6.2.2 %23 OpenLDAP #4114
BLE 2 6.2.3 BLE OpenLDAP i %5+ -

Ja 2 slapd Ik%5, 20 6.2.5 547 OpenLDAP %5 .

{5 FH| 1dapadd ZJBE¥S N entries 45 LDAP H 3.

i F§ LDAPsearch I Reff & slapd k%5 & 1IEHIIRTS1E .

6.2.2. %% OpenLDAP 414
OpenLDAP [ b8 £ 7 A1 T H i DA R AL it

F¥ 6-3 OpenLDAP H%|%
e Rk

openldap Z WA E BT OpenLDAP iz 55 4% A1 7 diwg N BT 7 22 1) By

Wk

openldap-clients  ZH AL 1 7] LLV; R AE M LDAP k5548 () ar ATHE
openldap-servers  ZEALE 11217 LDAP IR 4IRS L ARCERE T, B& T

L) LDAP Daemon, slapd

compat-openldap  ZELALE T OpenLDAP X375 Fe bR £k
Ak, AR L H AT LDAP R 55 #3130 -

FK& 6-4 HE MM LDAP B5%

£ it
nss-pam-ldapd ZAEAE nsled, —/NAHLT LDAP LRSS, oVFH 3
AT A A )
mod_ldap 1% @ £ &% mod authnz ldap F1 mod LDAP #% Hk, I

mod_authnz_Idap /& & Apache HTTP Server [f'] LDAP %
TR, IZAILREET X LDAP H &5k H P e+, Jf H
RERG BB T 42w R T 4, 4l DN, dXHR, —1
£ & attribute, B2 — DR BRLIEARH. XA
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Y SRLIFTIRIBE P 0 M 55 B R F R GEVI0. RS 18 5L T
mod_LDAP B & 7 [/ — /M, $t—ANnlic & 13k =
W A7 cache, N T EBERELE M HTTP 15K, L FF SSL/TLS.
ffHH dnf 2225 DU A

dnf install package...
B0, 4% LDAP k5% #s
~]# dnf install openldap openldap-clients openldap-servers

BB BIIRE B AR, M root P TE R Fizfrand. R
*Eﬂl E%ﬁﬁé?‘ﬁﬁ#@ﬁ’ﬂm B, ES%4.24 BB,
6.2.2.1. OpenLDAP IR %% 283 F ¥
HNTPATEFESS, X openldap-servers 1225 T PL N ZHA4 A0 slapd AR 55 -

Fk 6-5 OpenLDAP iR %% T AR

w4 Ei:13%)
slapacl RVFER A I 0 & 1R
slapadd FEVFIEUN AN entries A\ LDIF (442 LDAP H 3%
slapauth RVFERZAUEFIRR 1D 513
slapcat FFE M LDAP H A PL LDIF #% R A7 entries
slapdn ARV DN §1I5£
slapindex FVFIERRYE A0 N A B g HE slapd H 3. UEB KL E X

HARZE, RvrzAlt:
slappasswd VGG — AN W P %, N 1dapmodify 4044, 8503

F& HAE slapd fic & SCA
slapschema FOVF I I AH B AR R A 2 e = S A S S
slaptest FVFHER T LDAP AR 45 2 Hc &

6.2.2.2. OpenLDAP [ % /7 i AL P
openldap-clients %286 & LR 444, ThREEFETE LDAP H& Nifvin, 1Bk
FOMH RS entries:

F¥ 6-6 OpenLDAP & i T EF|R

we it
ldapadd RV LADP H N entries, 7] LLE — /N SCAFEE 2
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
FrdERIN, 1% 2 A2 ldapmodify —a [ — Mk
ldapcompare FAFIEE— N5 E W attribute A1 LDAP H 3% entry #8417 b #¢

ladpdelete FRVFEMER—A> LDAP H 3% entry

ldapexop VBT LDAP ¥ @ #4E

ldapmodify RYFEIEE LDAP H 3¢ entry, 3B S0 BbRER A
ldapmodrdn R EEEIE L LDAP entry ) RDN 1H

ldappasswd RVFEE S LDAP H %0

ldapsearch RVFEE A LDAP entry

ldapurl VIR A K853 i LADP URLS

ldapwhoami FOVFIEAE LDAP 5545 AT IRZ HEFR1E
% 1 ldapsearch fiy&4b, Heam & @y SO s Xt ir ik, mARE
P A AT B . AT L@ man d 2 B H U
6.2.2.3. LDAP %/ 3 b /43
IRV LDAP % i Al ARSIk 55 25 i H 5%, (H AR TR LBE &
PRS2 e RGO B B AR Hod —Ff o 8 L) RE % DU SR 07 A IR 55 4%
HxMWMNH, €5 Mozilla, Thunderb ird , Evolution, ¢34 Ekiga.

6.2.3. BLE OpenLDAP fR%5 3%
BRIN), OpenLDAP BC & ST PRA7 17 /etc/openldap H & N. FIHPREAE
T EE R SRR E %

FH 6-7 OpenLDAP F B B XA C/FFFR

BZ it
/etc/openldap/ldap.conf  {i ] OpenLDAP & b& £ i 5 7 viig W FH B BC B 3C
4, %% ldapadd, ldapsearch, Evolution 52§
/etc/openldap/slapd.d/  Slapd FFC & 14
OpenLDAP ATE A Fl/etc/openldap/slapd.conf Bt & SC4F, & f FH — A Ad & £
JZ 1 /etc/openldap/slapd.d/ H 3% » RUNE 2 AT %3 4 H T slapd.conf 3, &
A DUSE I DA i 2 34T 5 6k
#slaptest —f /etc/openldap/slapd.conf —F /etc/openldap/slap.d/

slapd fic & 045 LDIF entries, f£—73 /21 BRHLR G H, AT LT AH R
U TRz
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6.23.1. BHERIE

LDAP %% 2514 /e & S PRAF-1E /etc/openldap/slapd.d/cn=config.1dif S
. EHUT4E4:

olcAllows

olcAllows i 21247 145 € MRLEARFIE 2 v] BLEEFH A, 18 A BA TR A%

olcAllows: feature
AT BRI, ZIRER 6-8 T olcAllows 1L . ERIAHIEIE bind v2.
K 6-8 THK olcAllows LN

bl Ei£13%)
Bind v2 LDAP AJ#£3Z [f] bind 15>k
Bind_anon_cred 4 DN 72 7% [ I iz 42 52 B 44 1) bind
Bind_anon_dn Y DN S JE I 5252 fE 44 bind
Update _anon Pz e 4 T AR

Proxy authz anon Rz e 4 AR

filtn: {§iFH olcAllows 154

olcAllows: bind v2 update anon

olcConnMaxPending
olcConnMaxPending fi % VTR E fE L S E I KIERERHE, 2T
olcConnMaxPending: 100

olcConnMaxPendingAuth

olcConnMaxPendingAuth 7y 25 € Wik ik 1 21l B R SR EEFRFEL, ar &

olcConnMaxPendingAuth : number

BRINE & 1000,

N f#H olcConnMaxPendingAuth iy 4

olcConnMaxPendingAuth : 1000
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olcDisallows

olcDisallows 4 L V& T8 @ P EES AR . 2R
olcDisallows: feature...

A2 RS R 2 H KM 6-8 AT olcAllows 1T WA BRINAATE
FH R

F¥: 6-9 7] H olcDisallows #EIH

by AL it
bind_anon ARV 44 bind 53K
bind_simple AN FRVF T LY bind 8 UEAL ]
tls 2 anon AN FRVFHE 9 B 44 231 24 B STARTTLS i
tls_authc B LI S5 A o i STARTTLS 4

#ltn: f#H olcDisallows iy 4>

olcDisallows: bind anon

olcldleTimeout

olcldleTimeout iy & S0V IEFE ELE R M — idle RIS, 7] DLEERF ) B
o AT

olcldleTimeout: number

ZIETENERA AL (EEREBEN 0

. f#H olcldleTimeout #y 2>
olcldleTimeout: 180

olcLogFile
olcLogFile g &85 — M/l HEF R, LW

olcLogFile: file name

EPRNERSE NN I L R ARG TN S
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LT HRTR L = B SS A A E R VIO RBE AT
#ltn: f#H olcLogFile #iy4

olcLogFile: /var/log/slapd.log

olcReferral

olcReferral &I VK48 & — DRSS 25 10 URL SRACFEE R, &R
olcReferral: URL

BRINAE
N {#F olcReferral fix4

olcReferral: ldap://root.openldap.org

olcWriteTimeout
olcWriteTimeout 15 I 50 V15 $i8 8 175 5¢ A — AN A 5 A1) 5 18 SR & H2 i, ]
PLEERF RS ) o %20

olcWriteTimeout

AT R CEREZAERN 0)

. f#H olcWriteTimeout iy 2>

olcWriteTimeout: 180

6.2.3.2. Bk e B A E
BRINET, OpenLDAP Jli%5#% 18 H Berkeley DB(BDB)E A Ja £ 4 22« 124K
P& PETC B 17 fifi 7£ /etc/openldap/slapd.d/cn=config/olcDatabase= {1}bdb.1dif . LA

9 B A
olcReadOnly

olcReadOnly iy <> o VF A1 I R A Q08 A A e, A h

olcReadOnly: boolean

Pz % TRUE (R 8 FALSE (A&, ZRiAN FALSE

N & olcReadOnly 4>
olcReadOnly: TRUE

olcRootDN
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Ap

olcRootDN 174 R] LA LDAP H 48 & . R T

olcRootDN: distinguished name

2 DN. ERIAME N cn= Manager,dn=my-domain,dc=com.

n. f# A olcRootDN 4>

olcRootDN: cn=root, dn=example, dn=com

olcRootPW
olcRoOtPW T & FUVFIE N P st B %0, W R

olcRootPW: password

A DRSO I SO 74 o, B IS A, fE shell K, f#HU0F

i L B A

~]$ slappaswd
New password:

Re-enter new password:

{SSHA } WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

. f# A olcRootPW 74>
olcRootPW: {SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

olcSuffix
olcSuffix iy & LVFEFE E R AE B ns, FHWT:

olcSuffix: domain name

2% FQDN, B3Rl dc=my-domain, dc=com

wltn: {¥F olcSuffix #iy 4

olcSuffix: dc=example, dc=com

6.2.3.3. 22Ky E

E M OpenLDAP2.3 PLK, /etc/openldap/slapd.d/ H %l & T Z B 47 i #E

/etc/openldap/schema/ H 3¢ T f)—4% LDAP € X . OpenLDAP { fIX $50] DLy~ f& 77
R, SR attribute TR R EALE I SR Z24 SO o S8 T IXAN T THIBE 22 )
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55, AILLZ% http://www.openldap.org/doc/admin/schema.html .
6.2.3.4. AL il

OpenLDAP % ' uii A1 ik 55 25 ¥iti £ FH Transport Layer Security (TLS)AE 22 3K &
E%2 4. TLS 2R M EE L 2RI E . EIm3ERIE, L8 B = ik
% 2 EAE 2407 OpenLDAP 1 i Mozilla NSS {E TLS 1235 5080

M TLS @ a2 44, B 418 id Mozilla NSS fff H} TLS/SSL, %
http://www.openldap.org/fag/data/cache/1514.html. [KiHt, 75 EAER ) im AR 55 2%
U AT ORI E . /0, RSS2 5 2L B CA UE A e A & 1 IR 55 48 uE B AR,
o 2 P e LB A SRR CA Ut

LR, MRSSasin i 248 € — A CA RS, &/ o SRR — > a1k
55 2, DRI R A L B OO B i 4 e P E AR CAL

%% 2R EC E

ZE TSI T AE OpenLDAP IR 5548 8 A TLS, 752X slapd iy 21347 425
FiC &, fE/etc/openldap/slapd.d/cn=config.1dif ic & X /FHHCE -

2 WA B B0 LA P R () PG B S A, 38 A2 /ust/local/ete/openldap/slapd.conf,
Hrhi 148 slapd Jm om0 8E ZEORAFICE,  ORAF H 5/ust/local/etc/openldap/slapd.d/ .

DA fi 2% T SSL R U2 21, B T TLS a4t BHEAAEMRS
vz SSL T —/Nui 1, — MR UL 2 636 i1l . Jmf/etc/sysconfig/slapd 1,
SO0 1daps:/// 745 H:, $85%E SLAPD_URLS 174 URLs.

olcTLSCACertificateFile

olcTLSCACertificateFile iy 4 f§ 7€ | Privacy-Enhanced Mail (PEM) % i [ 5C
e, AERER CAUED. W

olcTLSCACertificateFile: path

path L& CAUEBRI M, B3 w8 Mozilla NSS 1, A LUZUES
R

olcTLSCACertificatePath

olcTLSCACertificatePath fiiy 25 7€ £EAN [ SCAF A9 2 5k CA R A7 H
Ko 1% HZFAH OpenSSL ¢ rehash HEATE BE, A2 BT [n) SE Bk 5 SO R 542
— S, %18 olcTLSCACertificateFile /£ A # 4L,

R4 Mozilla NSS #% 1 i, olc TLSCACertificatePath #2252 Mozilla NSS (¥ &
A VR MBI . FERXMIELLT, c_rehash 2 AT E

IS
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olcTLSCACertificatePath: path

Btn: {#H olcTLSCACertificatePath Mozilla NSS
j@ st Mozilla NSS, olcTLSCACertificatePath $5 5 H #1815, 1% H 35457 NSS
UE 5 AN 2 SCA:

olcTLSCACertificatePath: sql:/home/nssdb/sharednssdb

certutil 2 2K 25 NSS o JZE SC s hn CA E+

certutil -d sql:/home/nssdb/sharednssdb -A -n "CA_certificate" -t CT,, -a

-1 certificate.pem

PLERI 2 usin 7 —A CAUET:, UL PEM-formatted #% PR A7, &7 N
certificate.pem. -d ZETFE & HE A B, 1% H S NSS UE-BFIEE 2 S04,
-n JETR BIUEPB AR, -t CT,, BEEZUETZEIER, 1E TLS &7 i fl R 55 2%
Ui . -A I INCAFERED 2IE BRI Ed, -a VA ASCH #% XA i
N, -1 %% certificate.pem ¥ AL I L5 4

olcTLSCertificateFile
olcTLSCertificateFile &5 & 7% slapd Il 55 #HIE 5 1 S

olcTLSCertificateFile: path

path ﬁs”ﬂ & slapd 55 GAUES B0 S0, W SRAE ] Mozilla NSS, BONIEF 447K

. JEit Mozilla NSS 1# F] olcTLSCertificateFile

48 F Mogzilla NSS FIE 5 5 B £ 48 2 SC 14 A1 ol TLSCACertificatePath i 4,
olcTLSCACertificatePath F K45 EUEFI A4 FR. B9, F1H NSS Hd ST
FBIESS

certutil -d sql:/home/nssdb/sharednssdb -L

EBE—MET, B e afRiEEss olcTLSCertificateFile
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olcTLSCertificateFile slapd_cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile fiy &5 & A, & A& FEH, FAHFAERLE
olcTLSCertificateFile HJiEF 2 ULELHT o 4 FT A SCHRRINES FIAAEH, DRI %SO AR 2
D EERVERI7S AR

olcTLSCertificateKeyFile: path

248 ) PEM AT /2T, path B AP A2 . 248 H] Mozilla NSS i,
path B # 9 — DS AFR, 1T olcTLSCertificateFile #4458 & HE 15
H#s (2% NI R olcTLSCertificateKeyFile 1 Mozilla NSS)

Hltn.  fd A olcTLSCertificateKeyFile A1 Mozilla NSS
2 ff il Mozilla NSS I, % fr & 48 € — XA B &0, 23X E
olcTLSCertificateFile ¥& & FIUE TS 1Y key [

olcTLSCertificateKeyFile: slapd cert key

modutil 774 BEAL F K4 AR %00 LR 8 e A8 NSS b 2 SO 244

modutil -dbdir sql:/home/nssdb/sharednssdb -changepw

=i B

Bc B S A4 /etc/openldap/Idap.conf £ R Gt &4 R, WA R H P&
~/.1daprc BLE H T B S E .

AR E R F8 21T LI —A> SSL & $%. 1E OpenLDAP 754 Lb il 1dapsearch
ldaps: /745 Ef AT 1dap://o 1%Ly A F A 55 43 i BR A 19 SSL ¥ 11 636

TLS_CACERT

TLS_CACERT fir @45 7E — 3, A& % milnl KA BIET . 123068
2 6 F AR 5% 28 1) olcTLSCACertificateFile fiy & . TLS CACERT J i% 7£ 3 1
/etc/openldap/ldap.conf H' TLS CACERTDIR i i B # i %€

TLS CACERT path
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path: CA IEF SO #8642

TLS_CACERTDIR

TLS_CACERTDIR iy %8 7€ 7£ A [F] S A 2 5l CA R A7 T30 H 5% . BR
olcTLSCACertificatePath #7251, % H 5% 20 HH OpenSSL ¢ rehash 47 & 2,
FE3Z Mozilla NSS #4823 AF #8415, EXFHEHL T, c_rehash &4 FE 2

TLS CACERTDIR directory

directory: B CA ET I H X EEE . i Mozilla NSS B}, JAiE 458 ¢ 5
s 2 S A

TLS_CERT

TLS CERT #8301, B &% HE . %64 R4 /" ~/ 1dapre L1+
Be48E . £ MozillaNSS &, Zan 248 K2 UE 45, H TLS_CACERTDIR

T E o

TLS CERT path

path: 2 P il F 3084, B A& NSS Hidls PRk 15 1) 44 71

TLS KEY

TLS KEY #&8& 8 & FEH I A, AR ILEC A7 AE TLS CERT 48 & HIE 1S
Z I RE A IR 55#45 olcTLSCertificateFile 2810, JN%E B S R AN SRR, B Lz
BN ARY, 2k U e P )~/ 1dapre SUIFEE -

1§ H Mozilla NSS B, TLS KEY f&E — M3, BEAHREN, HK
24" TLS _CERT f8 %€ FUE1 . THHEF olcTLSCertificateKeyFile Z51LL, &7 PAfE
F modutil iy 2 H20

TLS KEY ff U~

TLS KEY path

path: 2/ SmiE A5 SCPF AR, B A& NSS Bl 2 ) 3 65 SO 4 Fk

6.2.3.5. WHEEW
R — N IUE R, M — LDAP k%% (provider) £—/E%

% 117 ; / #3017



£x
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A H B RIS 28 8L 7 i (consumer ) o — ™ provider £ H K BB 2 consumers,
FEC ) 1) SR BE S consumer 1% 4k 2 LT 1RSS5 A i, KI—> consumers 7]
DI 24— provider. — consumers 1] LA Z —~ LDAP k45255, & n) LA
AR — AN P £ OpenLDAP, A 2 f &2, & LI mirror A1 sync.

RoT A kB R & A, % AE provider M1 consumers [
fetc/openldap/slapd.d/iZe 4% LA T Ho — B =

olcMirrorMode

olcMirrorMode 14 F| mirror £ 17 15 2

olcMirrorMode on

Hrp serverID 215 syncrepl — A2 #EFi5 %€
olcSyncrepl
olcSyncrepl 1 FH sync #5135 2

olcSyncrepl on

6.2.3.6. JNEEHR S Ui

& DA F 8 25 n# s B B R 36 5 slapd AR5 . 7ERC & slapd AR fi, w] DA
{5 FH]--enable-modules % T K BC & AR L Al DA SZ FE AR B . AL ORAFAE 1a 25 B 13T
e,

module name.la

Jo S A7 P ECE A 2 S LDAP 3K o i i &S R 2 28 28 slapd B0 4 AR
FEMSCRFIN, EIRES PSS, XT)EE, LN AmALAE

back backend name.la

N T INERAREERAN f5 5, 7E/etc/openldap/slapd.d/i% £ .
olcModuleLoad

olcModuleLoad 5 %€ & &N E A B

olcModuleLoad: module
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e BRI PR 25 SR AE RGEVI0 RGEHE T
module: — NI AR EE I, A ZEPOINE

6.2.4. {£A LDAP N A K SELinux 5RH#%

SELinux #&—/ME linux PN A% o SEIL AR — /> g il 7 18] 42 LT . BRI,
SELinux 2= 202N H Ui i OpenLDAP fik 55 #%. v 1 fovF N A iEId LDAP i,
SELinux [¥) allow_ypbind 0 20 # & ;8 7] I B9 o JE 26 N ) & %=
authlogin nsswitch _use ldap Z&# A PL R 2G4

~]# setsebool -P allow_ypbind=1

~]# setsebool -P authlogin nsswitch use ldap=1

-P TR X IR BAE RS E A HARRFA R

6.2.5. iB1T OpenLDAP k%%

ZETMER T BRIk EE R E ST LDAP R R .
6.2.5.1. JazhiR%s

4 H root AR, JFJ3 slapd AR%%

~]# systemctl start slapd.service

5 F root AR, BB IFHL)E B slapd Ak 55

[root@ft4 slapd.d]# systemctl enable slapd.service
Created symlink from /etc/systemd/system/multi-user.target.wants/slapd.service to

/usr/lib/systemd/system/slapd.service.

6.2.5.2. fFIERS
Z1ERS

~]# systemctl stop slapd.service

BEITHIA R B 55

[root@ft4 slapd.d]# systemctl disable slapd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/slapd.service
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6.2.5.3. HFRS
AR

~]# systemctl restart slapd.service

TS AEIEIRS, B EEEFRS . A Za 2 E NS E .
6.2.5.4. BEIBITIRE
K ¥ slapd 551217 RS

~]$ systemctl is-active slapd.service

active

6.2.6. FLE RS OpenLDAP {ERNIHE

NTEE RS # F OpenLDAP {FAKIE, HifRATA 223501 LDAP R4
AR ImLE A %S, BAREWESH RN 6.2.2 %34 OpenLDAP 4 FAl
6.2.3 i & OpenLDAP k55 #%. 2% im b, AT

~]# dnf install openldap openldap-clients nss-pam-ldapd

6.2.6.1. ITRIAKIEIFE B2 LDAP #% 2\
TR T HARME T 2 shell M1 perl A, 7] AT BIER IHHKAEEEE
LDAP #30, 23X, i

~]# dnf install migrationtools

5% Ja ., M A AF B H 3 :  /usr/share/migrationtools/ . %W %
/ust/share/migrationtools/migrate_common.ph SC{4, A& 2q LA 4T P 25 F SR BRI 24 A
.

# Default DNS domain
$DEFAULT MAIL DOMAIN = "example.com";
# Default base

$DEFAULT BASE = "dc=example,dc=com";
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LT HRTR L = B SS A A E R VIO RBE AT
B, MHmAITIEEN AL E. HlW, 1217 migrate all online.sh A,
R ERIAI 2L 1E, % & de=example,dc=com

~]# export DEFAULT BASE="dc=example,dc=com" \

/usr/share/migrationtools/migrate all online.sh

GRE [ RS IIARIZATIE RS P Bl o, 225384 6-10 % 1) LDAP it
B IIA o

FH& 6-10 FH K LDAP B4

EFENRS  LDAP BEIEIT 5 FH R B A
/etc flat files yes migrate_all online.sh
/etc flat files no migrate_all offline.sh
Netlnfo yes migrate all netinfo_online.sh
Netlnfo no migrate all netinfo offline.sh
NIS (YP) yes migrate_all nis online.sh
NIS (YP) no migrate all nis offline.sh

EAffH XL A, Z% README Ml migration-tools.txt 3L, 17 I AE
/ust/share/doc/migrationtools-47/H 3 T .

6.3. SCHFATENfR ST 2%

XA FETT FEA 2 Samba ) 22 AECE , — ) Server Message Block (SMB)
F1 common Internet file system (CIFS) VX FIFFIRSEIN, vsfipd, #R AT IS =1 9k
Ko ERAN FTP k5548 BLAh, IAA T E AT RS S TR ERE
FTERHL.

6.3.1. Samba

Samba ZA5#E linux HE windows BT H . B2 7 SMB A CIFS ¥,
© RRVFANE ] R 406145 Microsoft Windows®, Linux, UNIX 2%, 1 7] 3£ T windows
(S A FIST ENALAL 22 . Samba (1) SMB {3 FH 251 windows Jilk 55 #% 5 windows %5 /-
Uiy —FF o

samba % %%

~]# dnf install samba
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6.3.1.1. Samba /%

Samba »& — MR HEE A, FERNTEEEE R Linux k55 #8 F1 £ 7 2 Active
Directory (AD)¥ 5. ‘&R DAMEJy— Mgl &, B0 2% A8 i o

Samba RERE A4
k55 H s AT Linux, Unix A1 windows 2% 7 ¥t B T EFAL
T Bty oK) 4% ) B
Windows AT 5 1y J01IE 6 5%
$24t Windows Internet Name Service (WINS) 44 #} IR &5 il v 75 &
Windows NT®-style Primary Domain Controller (PDC)
Backup Domain Controller (BDC) for a Samba-based PDC
I8 44 I 55 2 B A
SN Windows NT/2000/2003/2008 PDC/Windows Server 2012

Samba A GEfH 4 :

> {E4 BDC & 4K windows PDC

> AR RS A A
6.3.1.2. Samba LA R AHIEHRSS

Samba J2& I =AM 5P R4 (smbd, nmbd Al winbindd). =AMk %5 (smb,
nmb Ml winbind) FEHIFE P HIER G S, AFIEAHEHRRS DR, XLk
YERNARI init A DURVEGEN AR — PR .

smbd

IR 4545 i smbd ~F4EFE 4 windows 27 B S LSO I AT ERAR S5 - 5 b
ERTTH P S eAE, BIRSUE, BRI =iET SMB P, BUAR, MRS ERiR
% SMB &4 14 TCP % [1 139 1 445, smbd 574 3R 2 4 smb 55 F2

nmbd

nmbd SFHHEFEX T NetBIOS #4755 175 2K (SMB/CIFS in Windows-based
systems ) 1T B A0 B . IX 22 R 45 £ 45 Windows 95/98/ME, Windows NT,
Windows 2000, Windows XP, 1 LanManager % ' Jii o ERIAR 55 %8 15152 NMB 1£ %
¥ 1 4& UDP % [ 137,

winbindd

winbind flz 55 P 7 7 R A5 B IS AT £ Windows NT, 2000, 2003,
Windows Server 2008, or Windows Server 2012 i 45 28 F W He i i) f . X fF 15
windows FH P A5 B BE#2 # UNIX V- & i1 7. iX & # Microsoft RPC calls,
Pluggable Authentication Modules (PAM)#!! the Name Service Switch (NSS) AT SZIH .

V V.V V V V V V
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LT HRTR L = B SS A A E R VIO RBE AT
X Fo¥F Windows NT 38fl1 Active Directory ' # 24fi UNIX H Pt iT#/E. &
SRAN Samba AT 7RG, {H & winbind IR 55 &A1 smb 43 FF3EAT$2 51 1) .

EHE Samba FL

] LU A Nautilus 58 n 217387 I Samba JE=.

R
ANz, 72X Samba LT HEERAE, TEMEH root HPER, w4
R

mount -t cifs //servername/sharename /mnt/point/ -o

usernamezusername,passwordeassword

%402 ¥ sharename ££7% 2 A /mnt/point/ H %

6.3.1.3. [ Samba i %5#%

BRI\ 1 BT B S A /ete/samba/smb.conf o VFH U5 A AT home H AE
samba JL 5. & A DAL PG B B A T EHIAE N samba JEZFTEIHL. %80T BAFE
ARG MM — AT EIHLIE Hadid windows HLEFHT BN A 14

KIERCE
fid & Samba f# 41, 0 LAZ2% http://www.samba.org/samba/GUI/ .
mATHIE

Samba fifi | /etc/samba/smb.conf 1/E AHC & M. S ANELCE XA E, T2
i J5 Samba A G LXK

~]# systemctl restart smb.service

5 7€ windows TAEZHH1 Samba Jii 55 %5 o] F2 I ik, 2% /etc/samba/smb.conf
A
workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER

1E linux &4t F 614 Samba 3L = H %, fE/etc/samba/smb.conf SCAF AN LA
INZEST
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Biln: Samba AR 55 %% I TC &

[sharename]

comment = Insert a comment here
path = /home/share/

valid users = tfox carole

writable = yes

create mask = 0765

A 0 VF A P tfox Al carole i i Samba % 7 ¥ X Samba Mk 55 A%
/home/share/ H s #4732 5 454F

T

I B2 v A R, R i s o B8 2 4 . A — M 25 2%
EHE P, i

smbpasswd -a username

6.3.1.4. JA B Samba
Ja sl

~]# systemctl start smb.service

K]

~]# systemctl stop smb.service

H A

~]# systemctl restart smb.service

condrestart CREEZM FHE)F) EHFNIEABITHIEN N4 2 H35) smb. X
AN LT AR AR A P, S5t iR s g s T e, BASHEE).

~]# systemctl try-restart smb.service
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T3 N\ Jetc/samba/smb.conf it & CF, A EIHITIRSIES, SR

~]# systemctl reload smb.service

IRINENEE=]

~]# systemctl enable smb.service

6.3.1.5. Samba 4T

Samba A FFl 2% 4155, share-level F1 user-level. share-level &M FH T,
User-level A LLA =F ARSI 77 2, 1R 2877 sUpR A 2 a2

User-Level %42

User-level security /& Samba ERIAHER L E . RIL security = user & A 7
fetc/samba/smb.conf Bt B SCAF B, ERFESBAT . 2RSS A T % i
(R S AR, 25 7 i £ 4 AL S IS A BE % AN 75 248 € % 1D . Samba tHRE
g RIS B2 T P A4 B RS TS R o 25 e Al A — > Sk ) UID 4E 47 50
ERPIRAS

/etc/samba/smb.conf SCAH, security = user W B user-level security

[GLOBAL]

security = user

Samba Guest JL =

Fla %533, share-level security #3\ AN 5 AN E Samba guest
=, AMHH security = share &I, 75 UL TP IK:

S£: BCE Samba Guest F£E
1) GUER s ScE, 5l in/etc/samba/smbusers, #SITEL FAT:

nobody = guest

2) 1f&f/etc/samba/smb.conf, AEAF A valid users
[GLOBAL]
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security = user
map to guest = Bad User

username map = /etc/samba/smbusers

username map: 1 2 IRT5E

3) f1&/ect/samba/smb.conf, AEAH ] valid users

[SHARE]

guest ok = yes

TP 2R user-level security SEHL T 3,

Domain Security Mode (User-Level Security)
XM T, Samba R 58 AH — MHLEE K S (domain security {5 4T K
), FrERAERTE R AR EE I S H 45 . Samba RS S EAE NI G, R
fic & /etc/samba/smb.conf,

[GLOBAL]

security = domain

workgroup = MARKETING

Active Directory Security Mode (User-Level Security)
R unf&H —A Active Directory 3853, IIAIBAE RN — N AH A 722 PTRE Y
B3 A 22 4= 55 Wk IR i 45 F NT-compatible 36 uE#i8, Samba il 55 #% o] LLid it A H

Kerberos I\ ADS. Samba 7E Active Directory member 1% 3, 7] L% 52 Kerberos
tickets.

& 25 /etc/samba/smb.conf
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[GLOBAL]

security = ADS
realm = EXAMPLE.COM

password server = kerberos.example.com

Share-Level %4

FEZAET, RSS2 2 P AR — AN A WA P 2 5 S . IR 55 4%
W — MmN LG i 3=, AR P 44 . r 2k d 48, Microsoft
Windows % F i A %% share-level security Jx 5545 . %8 4 4% Samba #i5F. AiC
H T security = share Wb Z0 % T+ 2% i user-level security . WIS, &S %
User-Level 229 {#7: ECE Samba Guest FL=.

6.3.1.6. Samba [ £ i

W 2 B B8 49 Windows A1 Samba ik 55 2% 1 I /£ Windows Network
Neighborhood #', 7F Network Neighborhood H[fi, ik%5#sA H CERR, FTHE
b, MRS5 s n] B SE = AT ENHL AT LLEE ).

[ 5 0 W 75 2 NetBIOS @i TCP/IP. NetBIOS-based 45181l UDP K% TH
ESE R AR . BT NetBIOS Al WINS {4 TCP/IP =ML 4 R fif k7 S 5%
ARWTTIE, HERBIWEES S (Jetc/hosts) B DNS & WA 20 EAS FH )

AN T2 0 IR 55 A MBI 1 IR R A b T 30 R 5% s USCER AZ R BT 1
PIVEHIER, R AE AN -7 X 1) m DAAH B0 B

s B

BRINE, —A> Windows IR 554§ PDC 1E—AM8, /2 12380 32 30 50 IR 55 2% -
Samba it 55 &% A BLZAAE N — > W R 55 4%

EVZ TR, AE Windows lRds#% PDC, K, Samba x5 #% 7] LAE
A U AR 55 2% . TG B /ete/samba/smb.conf SCAFAE A — AN A B = ) N AR 5%
& (BAME, REEREMARERP (S 6.3.1.3 BLE Samba k554 .)

WINS (Windows Internet Name Server)

Samba 1 Windows NT i 45 #8 7] LA AE N —/> WINS R4 2% . 29 WINS 55
PA1 NetBIOS —#2 i FIES, UDP 4% B8 4 1 & 78 W 48 Fh o VR F 44 R it
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Y SRLIFTIRIBE P 0 M 55 B R F R GEVI0. RS 18 5L T
B WINS 4548 0F, UDP &#k R BerE Ul F M e i k 2 He 7MW,
AR . RANTEE WINS &0 2hae, AEAEH Samba 1E R WINS 554,
A4 Samba A SCRF WINS #5473

7E—A> NT/2000/2003/2008 fil 55 %% F11 Samba i & 3855 A, H#EF7 18 F Microsoft
WINS. fE— A Samba 8559, HEF{LH Samba /E4 WINS.

NTH & —/M# A Samba 1E A WINS IR 45 #5141 7

Biltn: BdE WINS AR5 28

[global]

wins support = yes

6.3.1.7. Samba Distribution Programs

net

net <protocol> <function> <misc_options> <target options>

net 1y 2 I# FHFI7E Windows I MS-DOS RGH M. H—NSHFaE
AAEF MY . protocol ETA] LA ads, rap BX rpc. Active Directory 4 H ads,
Win9x/NT3 fif ] rap, Windows NT4/2000/2003/2008 1# F rpc. i 41 protocol i3
BARE, net 2 AN IAEE

TR T ENLA N wakko BRI LR

~]$ net -1 share -S wakko

Password:

NHH T B T wakko FHLATHIHY Samba I/ 1%

~]$ net -1 user -S wakko

root password:

nmblookup

nmblookup <options> <netbios name>
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e AT LI v 2 R 55 1R E RSEVI0 RGUE B 5T
nmblookup 7] LA NetBIOS 44 FREL#: IP bk, %500 B A2 7 W b 7%
AWM ESAH H R BRI
NI T /& T NetBIOS 448K trek 1) TP Hbhik-:

~]$ nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit

pdbedit <options>

pdbedit T H 4 # SAM B ZE A7 K P . BT A 1 5 5 645 52 BF smbpasswd,
LDAP F1 tdb %4k
N RSN, A ER A H A P

~]$ pdbedit -a kristin

new password:

retype new password:

~1$ pdbedit -x joe

~]$ pdbedit -L

andriusb:505: lisa:504: kristin:506:

rpcclient

rpcclient <server> <options>

rpeclient i H 7] @14 ¥ 4y 4 fif H Microsoft RPCs, 1X /& %5 %118 Microsoft
RPCs & M P A8

smbcacls

smbcacls <//server/share> <filename> <options>

smbcacls i H &4 Windows ACLs SCAFF1 Samba 3£ = (1) H 35843 & Windows
5575
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smbclient

smbclient <//server/share> <password> <options>

smbclient s& UNIX R4 H A% P um, THEER fip 2540,

smbcontrol

smbcontrol -1 <options>

smbcontrol <options> <destination> <messagetype> <parameters>

smbcontrol Tl H & % 1% #]7H B K1z 4T smbd, nmbd &Y, winbindd 74" #F2 .
smbcontrol —i &2 H:iz17, HEBHINTATEE ‘@ BN

smbpasswd

smbpasswd <options> <username> <password>

smbpasswd i H & HInE % 05. 1Z00 H 5e 8 g 2 PSSO A I PR
WA A2 E S Samba #H5 .

smbspool
smbspool <job> <user> <title> <copies> <options> <filename>

smbspool Tl H /& Samba —~ CUPS e Z5 T EIE: M. EHARH % B A CUPS
FTEIHL, smbspool AJ LAFIFE CUPS 4T EPAL—fEH

smbstatus

smbstatus <options>

smbstatus Tl H £ 7~ 27 Samba EHARES

smbtar

smbtar <options>

smbtar F£FFIIT T Windows I ICAFAT H SR & A0 AR . BARAT tar i
AL, PE AR

testparm
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testparm <options> <filename> <hostname IP_address>

testparm F£ 7 2% /etc/samba/smb.conf SCAF 115V, R AT ] smb.conf {71if
EBRINL B (Jete/samba/smb.conf), W AT EIGE . 5 E EHL L 1P Hllk25
testparm F£)7 1 2 hosts.allow I host.deny (A4 /& 5 HC B 1IE#f - testparm F2)J7 7] LA
7R smb.conf AR 5 & UM AE MRS o AE PR i iT LS 8 250 (1)
MR AEA HIE S .

~]$ testparm

Load smb config files from /etc/samba/smb.conf

Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[html]"

Loaded services file OK.

Server role: ROLE STANDALONE

Press enter to see a dump of your service definitions

<enter>

# Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size = 50

socket options = TCP_ NODELAY SO RCVBUF=8192
SO_SNDBUF=8192

dns proxy = no

[homes]

comment = Home Directories

read only = no

browseable = no

[printers]
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comment = All Printers
path = /var/spool/samba
printable = yes
browseable = no

[tmp]

comment = Wakko tmp
path = /tmp

guest only = yes

[html]

comment = Wakko www
path = /var/www/html
force user = andriusb
force group = users
read only = no

guest only = yes

whbinfo

wbinfo <options>

wbinfo #2577~ winbindd F#'#EF2E(E S . winbindd HFE L AUEIZITHT .

6.3.1.8. HABEIR

LR
/ustr/share/doc/samba-<version-number>/
A A& man T/

» smb.conf(5)

» samba(7)

» smbd(8)

» nmbd(8)

» winbindd(8)

A F Pk

> http://www.samba.org/
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> https://wiki.samba.org/index.php/User Documentation

> http://samba.org/samba/archives.html

6.3.2. FTP
ZE KA FTP B LA vsftpd (Linux £4t FTP 5548 )
FTP A5 %5 7 S - ik 55 S B2 A A X RAR iy S A, 436 ) TCP 2% 908 - (K1 9 FTP
MR A SRR B A A AT IR . 3T IX AN, FTP &
PN NA AR L, BRIEFFIRIGOL T AR BT . B FTP ZEM %% =&
EHRATH, BELEHHRDZX. Bk, FR—NEEG, FEME SR
ﬁ%ﬁ‘f
TR 7B AR E vsftpd SR #5722 E @ TLS F1/E 4@
SELinux ﬂéﬂﬂﬁ FTP )& 4. FTP B —N i I EUL A2 sftp, #2 HH OpenSSH
AT AR BAESRENEE 2 OpenSSH B LA SSH #3155 % 5.20penSSH .
AFEFIEWHIN, FTP fEZ A0 N A REIES TIF. = FTP &/ gL —
B FTP MR 28 ER:, ©o 3 T 1 21 7RSS w8 iin—32 il o 31X 3y
I3 FH R ik i 2 2B MR 55 4 o FITA MR 55 4 i 280 25 1 i PR B8040 1 oK 2 B T 1R 3k
vy A A o B e 1, LSO R ) G A ORS T 25 7 B 1 SR 2 7 =X
active Y, passive P,

active mode

Active mode #& FTP ¥ 50 4% % E 4t o 15048 H 30 1) d S db i B . 25—
active-mode #HE Lt FTP 2 ' im 4464k, M55 #edm<x 4T IF—> 20 ¥ DQ/‘ IP
Hohk, F—ABENLTCHEAR NG 1 CRTF 1024) . X AE R ZHE R RS & 7 b L g 4
O SOV AT 1024 (R &L . BEE AL Mg, R ki
KRS 75 v B AR I AE A2 5 38 1) o PR 3X 62 7 B 77 KB 5 o 15 5 M\ B s =A%
AWERE, PTLL passive mode #THH K .

passive mode

1% active mode —#¥, Passive mode J&# FTP &% P im Al aafb it . MRS 7
5 R BHE FTP 2 7 i 35 W ‘B A8 7E Passive mode N V5 M HdE, RS 8AERSS 4% 1
SR AN TP MR —ANBEAL . JERRRUR S I COR T 1024). AR5 %5 P il 4 3|
i RS 4% B T EOERME L.

IR Passive mode Al SEARHR D9 /1 B 77 KB P00 4 1n) R, e AT DA
P 55 2 i 77 2K 3 o SR AAE — AN ik 55 2% b 3 PR 1] (49 96 61 TG 4 AL ) g 1 £ FTP
ke 55 25 b el T A . X TR AL T IR S5 A I L BT I R i A
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6.3.2.1. vsftpd IR55 %%
vsftpd Wit PR, FREM 224, vsftpd A2 HRIA] LI = IR 55 2 A E KRG )
FTP k55%m. RN HLRE S Ab 3K & () RO 22 1k

vsftpd W H 22 B RH = AN F 271 :

> oK IR AU AR Ry B8 1 R —— ST 1 1 R AL B A [R] AR 55, B — A
HRRIEAT IAE 55 R 75 E iR /MR

> i S TR B 55 AT LA FH e AR 14T A #—F H libeap PE 4
PR, 75 2 root FEAURLPR BT 55 AT LR NRFRL ) 2ERE AT

»  RZHHFEIZITLE chroot T BT RE, IR ] DA AT I 2
MR EH FALE YL ERN EH R XA HFWIANE chroot H3. 1l
an, fEdn/va/fp/ H %238 H 3%, vsftpd 48 5 /va/ftp/ N3#T H root H 3%,
YERl . X2l A B B

{5 FIX L 22 R Tt 256 vsfipd WAl AR BRIE SR = A= 52w, Wk

> SRR IBAT AN 75 > AR A —— SRR B8 B2 IR T B3 B /IR A S5 2
W RS B /M o TR AL B BB 5 % P i A2 BN AT Re A H e IR 1847

F A 1 75 ZER AR E R — /N B A FE b BE——7t 4R Apache HTTP Server

—1F, vsfipd 73 K ICFRAU T IEFE RS BEAE NS . IX SOV SCHEFR R

Al Ge /AR

> A MIERARL T R R (115 SR A S R M 5t
seifiid socket, AR HE FRAZNE BRKSHtGA.

> KA1 FTP 2% 7 i A8 B\ AE /2 7E chroot PA3E F—— AT HEFE 2 3E
FEALT, EMTRAEAELZHZ NAEARIR, R vt #aees vy e 3t
EHX%.

Ja B ANE 1E vsftpd

L root A 7 5 5%

Ja 5l

A5 HEREIEAT X 1k

~]# systemctl start vsftpd.service

~]# systemctl stop vsftpd.service

HH
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~]# systemctl restart vsftpd.service

HRMER, HECLAEBITINE, 4R

~]# systemctl try-restart vsftpd.service

BEITHLE 3

~]# systemctl enable vsftpd.service
In -s '/ust/lib/systemd/system/vsftpd.service'

'/etc/systemd/system/multi-user.target.wants/vsftpd.service'

TF)a vsftpd £ 4% L

A IHE, — & TRV R N2 B FTP 38 X MEOR {2 18 . vsftpd
2 1 & AR BT 2R UL, DR 5 S i &0

B, BRTE MR &S ECE TP,

FHX, FTP [38¥) DNS fiR 55 %00 2068 B 1A AL AS o

2 vsftpd M AN E] TP [R3G KR, BEFRM) 2 858 DL AR IEIT . AT K
vsftpd HEFE ) 2 B8 2], — MFERAT AR 55 systemd service unit (vsftpd@.service) /&
B vsftpd FLER LAY

R TAERZIRSS s — AN vsfipd B B SO 9 &S FTP ik 2 SeAdl 2 75
PR, ARATAE fete/vstipd/ H 5 o IX L8 iC B SO 0 03 A ML 2 FR () o
Jetc/vsftpd/vsftpd-site-2.conf), I HIHA root 1 EHR

—MEE, ZHWTSEAE R Py %

listen _address=N.N.N.N

N.N.N.N &y FTP 3 5 f IP Hhik o i an st FH 192 1Pve, MI{#E A listen_address6
R anlc B S DA A7 fete/vsttpd/ H 3%, BT vsfipd #EFE, ATUAHLPATR

14 R3]

~]# systemctl start vsftpd@configuration-file-name.service

FELL B2, 1224 configuration-file-name 45 BT B AT 44K . 440
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LT HRTR L = B SS A A E R VIO RBE AT
vsftpd-site-2, VERL, .conf JG4i e T BERINBERT
WA — RS B 24> vsfipd #EFE

~]# systemctl start vsftpd.target
~]# systemctl enable vsftpd.target
In -s '/ust/lib/systemd/system/vsftpd.target'

'/etc/systemd/system/multi-user.target.wants/vsftpd.target'

i TLS 0% vsftpd 3%

N T XYL FTP B AL 2t (MRS . vsftpd #ERE AT LUE A TLS
KA R EAT NG . FTP 2 /i b 4 FF TLS.

TERCE SO vsfipd.conf % B ssl enable 24 YES T TLS FISZ#F.

fltn. W& vsftpd {4 TLS

vsftpd.conf it B

ssl_enable=YES
ssl_tlsvl=YES
ssl_sslv2=NO
ssl_sslv3=NO

i vsftpd service 2E AL

~]# systemctl restart vsftpd.service

] A& E vsftpd.conf(5)) man FHt 1 i 58 Z A0 R1E B

vsftpd [¥] SELinux KM%

SELinux SRM&E P vsftpd SFH R L HoAth fipd 3FE), & 3 7 —A ol vy
3], 97 A VE FTP SE4R#ERE U7 o) e 8 SO e H 3, 75 2270 B 4 Al 108 =4 1
PREso

Blan, N T REMSEE 44 IS0, public content t FREZF VA2 BT 25 FE E A A
M H. %A LMEH cheon fin 4

~]# chcon -R -t public_content_t /path/to/directory

/path/to/directory /& ¥ AR/ BUAR S B Sk 4%, W RIS E . — A BAE S
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1 H &, 9% A0 0 B — A RF A ) A5 2% public_content rw to BRIk Z 4b,
allow ftpd anon_ write BTN E N 1, fdiH setsebool iy 44 B

~]# setsebool -P allow_ftpd anon_write=1

RS AR M P did FTP 15 W home H 3%, 764870 BB = 20 AR 55 2 B
REGHIEXANSERE I E, fip_home dir IR E N 1. {41 vsfipd F1TFLA
MR R IE AT, ERFEE &SRR SHRIERGET ISR E N EE,
ftpd is_daemon L AIIXE AN 1.

6.3.3. ITEHIWE

FTEN G E T H A RETEINL L A, 497 4T EDHLEC B ST, FTERHRBA H 3% B AL
FTENL JEFIFT EDHLE B .

% L HEF T8 H Unix EDRI R SE(CUPS). 41 FARFH 21 R Ge 2 SE R AR T
WS = R 55 R E R G WA, (R B2 CUPS, fEA g B < R AFFT ERAL
B

JESATERHLEC & T A

Mar AT R ZNITEINLEC B T H, $i A\ system-config-printer, §TEIHLACE TA
B8, BERFE->TAREF->ITHRE, TN E TAE s+,

$TEI@H -- localhost E3
ARS8 (s) fIENHL(P) EAR(V) FBi(H)

C

TENRRS eI, EXSHRPEHERSAEEEIS—

TR,

BHRS pE35-3

FRiEE

B 6-1 ITEIRE

6.4. f¥F chrony E4EE NTP

FEIT AT, PREFRSHA RIS (A2 AR B, XAERZ IR . B, £
B AR R R ERE RN TR B . fE linux RGTH, NTP PRl sy 3it
FEBATAE 22 (B S B

PP 2 (8] 747 ERE W AT A N AZ 22 8] [ R G b . RGeS BhRE S H 22
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TS b 8 YR OR AR I () YRR o 38 11458 B Time Stamp Counter (TSC). TSC /& —™

CPU FFfEas R VR A RS . e AR, s H 3, A it
BWASFIEFEM LSS, ntpd A1 chrony, K E ntpd I chrony . AT5fiiA

A chrony 4 FAE FH (1) 52 R 77 K B8 35 RGN B RGN E LG HIK A ZEAL .

6.4.1. chrony EHN4H
Chrony &IEATEH 7 BRI SF iR M ar 2ATER T, RGN R A F I KM,

AR Z W a3 ntpd BT R GEH [H]

6.4.1.1. ntpd 1 chronyd )% 5
i EE 2 R R A TSI EALR I B ) 5% . chronyd REWE LL ntpd i 52

I

> YAMEEE R E) X BEAE [ B U7 IR IS chronyd B8 TA/ERIIR 4. ntpd 75 %2
A R AT U (8] 2R A RE S T AR LT -

> chronyd A& 75 P 28411 15 1 I fige A (R 4

chronyd I8 &5 AT LA [R] 25 IS e B BRRT B 407 (0 I )4

> chronyd &8 75 I S (1 3 B 9 SR AR Ak By T W7, 491 4, b T il AR AR 9 28 1 i
JE A4, T ntpd ] e 75 ZEAR AN 18] 4 B8 FECE M. T K.

> EEVACE A, fERFRBNEH R AR, chronyd MARRENTE, N T A
FTHELIHARIZAT I - ntpd t AT DLAC B AN B2 I [A], (8 06 25048 F AN [B] ) 7
OB o IX 25 — LUk R

> 1F linux #1E RS L, chronyd AEREAE—ANME K HTE Rl R I (A s %6, X fovT
BAE— MR EATE LA BT ERAE. filan, £ L E.
chronyd BE% i — L ntpd ASEEM A IS -

> chronyd SCHFINIZ X2 I (142 1E IR ME— D732 T-3hf N o il dn, i 5 3 5
4. chronyd REREAEAN A B R e & ARG R, PHbTH RV 280 E
7y 110] i R E] bz <

> chronyd F&H S RE T A IR f B AT 2K 1) T JE S B I Ao B A A 4 4P 1 SR AL
7&K R . B AT DU X S B 7 R 46 8 B I A B AR G i TR A R 2 fS
) S I I AR IS TRT R AN B . S AR IS [ AT #E Linux
ntpd AJ LU chronyd A~ GEA 17 -

> ntpd S FF NTP fitA 4 (RFC 5905), 5 #%, Z£4%, manycast & /7 i AR
S5, AN U Bk SCHFAAM B Bk U7 28 5 T A PN (RFC 5906).
chronyd ] NTP kit A 3 (RFC 1305), FEARA 4.

Y
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> ntpd WIEVFZ S H N B IKSN T chronyd 8T~ H AR H 5140 gpsd, 17 7] %
YEIIZ 51

6.4.1.2. NTP P43t 2k

» Chrony HJ A [ELEIXEE R 48 b {8, IX 6 3 4 o 408 8 45 B ) kb 3 2
FEH N, Bl S BN R S .

> NTP P42 (ntpd) NiZFEAEE T RFEAEMNRG L. REHEEH
JTREEL 2 FE P, BT B 3 B E A s ALY Autokey WM, 1% FEAE ] ntpd.
chrony I AN SCREXTFR B & i 0AE, {1 H MDS5 ¥ 2 & i B iF i3 (MAC),
SHA1 83 B 5R S A3 5775 . 1 ntpd 18 CHF Autokey WUEPHL, 1% FHCA] LA
FIF PKI £2%t. Autokey £ RFC5906 14 Hiliik .

6.4.2. HEf# CHRONY KHEE
6.4.2.1. Zf# chronyd

chronyd /& chrony WJ~FFHERE, BATEH P E], BT NI RGN
B BEIE AN YR, A NTP W SCRIFAT A% . H40H 5] HIEART A,
chronyd H44% FH f Jo 4 T SR AF 0 A6 SO 38 - B8 W BA# chronye F-3hi#E471&
Mo
6.4.2.2. Fif# chronyc

chronyd #2& chrony [J~F4PERE, AT LA#E An 24T 4044 chronye #51. XA~ T A
P T — A A PR FF N — LAy 2 0] PLXF chronyd #E47T B 2. BRI AC B
chronyd YA WSCAH Y] chronye 774>, chronyc 7] PAiC B A chronyd 7] PAHzUS A
izl . chronye F] LLZAEIEAT 5 8 —MECE chronyd 252 F2 142 . 1P ik 7o
VFIEFE 2 chronyd W A% 45 o

PRf# chrony It & fin 4

chronyd BRI\ HIAC & S H/ete/chrony.conf, -f eI n] DAFE & — AN B ORI %

Comments

Comments should be preceded by #, %, ; or !

allow

EFER), FRE AL, TMEGE M ERE— & R DEDY NTP 554 1)
Plgs. BRUGEASVFIERE.

Bilhn.
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allow serverl.example.com

W ENAL, FEE AL BATIER

allow 192.0.2.0/24

858 — A2 RV IERE

allow 2001:db8::/32

F8 € —> IPv6 ik

cmdallow

Zan 2 A allow dr 2 AHL, BR 1B RVPRRE I F M E =L SR A
#& NTP % Pt N ). (N, EEJE chronye AE 1T/ H & FHL L IF H e
i 38 1 A Hu TF ML E $2 3] chronyd ) At (115 ¥ & —FF . cmddeny all iy 2 #ll

cmdallow all #7224,

dumpdir

PRAF chronyd JIk 45 53 B &= 0 5k H Sk %1%

dumponexit

B UiZ Ay A A2 384T 1, B 3R B chronyd W Z80M BT TR B T 9050 R A7 00 8 1D 7 5K
local

local 8772 LT chronyd 8% P o eIk Gy N gEAT IS (8] [F] 482, BRI e A
A0 U6 %R IUEE W R AE master ML EAER, E—NMOLFIMNgh, 2
THEALTE ZF, master AL ZH IS T304 A DR IFAERR I 8]

filan

local stratum 10

log

log fir & BI2E L5 B EAG R Hid. eI LMkt
measurements

IR T & LA G S, A2 measurements.log LA
statistics
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RN R A R S5 AR E R GEVI0 R G HE T
ZIRTUILF T [FIHARBEAAE S, AL statistics.log LA
tracking
ZARTHE K | RGNt B R B fh T, A2 B tracking. log ST
rtc
EAETC 5 T R G L I {E 2
refclocks
EANIRDCS T RGeS H W el &, A A refclocks.log.
tempcomp

XA SR LI N R G AMEE R, ARl tempeomp.log S
log H BT CFAFIAE logdir 75 7€ 19 H %

log measurements statistics tracking

logdir
FRE H B ST A =3¢

logdir /var/log/chrony

makestep

W, chronyd R AR HE 7 K iE S J 12 BN B, {43 RGBS A LT I
[ 22 . FERELERFENR AL, RGN Bl Re S IE bk, SBOZIHRESREAER
KA RIR A IR RGeS 1248 2 5] chronyd 78 53 OR T3 1R BN 5 1 1
BARgH, (HRAHFLERDY chronyd 5 a3 (Al i PR Crrfs S B Rk 2%
BRI, A 2 I BTN A AR 2

makestep 1000 10

maxchange
SR KR E R NE LML E, A E K TIREMRME, chronyd KK
FIFHIBH, #H B KIE4% syslog

maxchange 1000 1 2

BN BIERTS, chronyd R R AR — AN PR WAL B TR, R 2
2 KT IR A% A I
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maxupdateskew

chronyd HIAT:55 2 — w2 EARN T I & v EAL I BRIz AT B P sl 2
J¥ . maxupdateskew ZHUEHE MG THE TR G TSR BRE, SREEHT, RERL
1000ppm, & ZA% U1

maxupdateskew skew-in-ppm

noclientlog
RN RBASE, & mAdx log HiE
reselectdist

1 chronyd 1% 9% [F] 25 5 o] FH () SRR, B4 5 S 0 d /NI RSP R B8 . SR8 T
TG A1 1) T B SRV R AL R B I, — AN [ S R PR B AN . BRSO T,
FEEL R 100 1D

A

reselectdist dist-in-seconds

stratumweight

stratumweight 5 4% & 24 chronyd M FT R H IR R RN, R4S Z RO
mZ/LEEERIEPPIEE . BRAEOL T, CentOS F1¥% BN 0, il chronyd 7EIEFEYH
I} 2 U5 ) R

SNy

stratumweight dist-in-seconds

IO, dist-in-seconds A 1 7

rtcfile

rtcfile $84 € L T — XA FR, 1%, chronyd 1T LUARAFERER RS
SERS B B ROHERAPE(RTC) S 8. 1BV AIRS 202

rtcfile /var/lib/chrony/rtc

rtesync
rtesync ¥828 A H — NI, izt RGN A 11 0eh s DL
BT8P (RTC).
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LT HRTR L = B SS A A E R VIO RBE AT
chronyc 1) % 4=k
F Network Time Protocol (NTP)AH LY, PTP & F EMIML 2R, &

$5VYFZ 1) network interface controllers (NIC)#1 network switches. & K HE S 1B
8] [7) 20 FR)HERf 1 .

6.4.3. f#H chrony
6.4.3.1. ‘%% chrony
{4 FH root F F1 5%

~]# dnf install chrony

PR\ chrony #EF2E47 & /usr/sbin/chronyd . fiiy 2 17 2H 44 2 2 1F /usr/bin/chronyc .

6.4.3.2. K7 chronyd IRZ

~]$ systemctl status chronyd

6.4.3.3. Ji 3l chronyd
Ja8)

~]# systemctl start chronyd

BEITHLE 3

~]# systemctl enable chronyd

6.4.3.4. K] chronyd
K]

~]# systemctl stop chronyd

BOHIFHLE 5 3

~]# systemctl disable chronyd
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6.4.3.5. ¥ & chrony & 5[A)D

N T K chrony & 75 A28, f#H tracking, sources Fl sourcestats Ay 4> o

¥: & chrony Tracking
i 1NN

~]$ chronyc tracking

ER=CUNE

Reference ID

M52 [FE bk o A2 127.127.1.1, KR IZIHENLE A BRAMBIEIET R
&, TRIEAEAEH local iR

Stratum

RSNl 8

Ref time

e — IR A i ) UTC I ]

System time

FRGIT [H]

Last offset

B Ja — U ) A%

RMS offset

1 25w A% B

Frequency

R chronyd BA AT, RGEHEIHEERER, Flan: lppm EEER
L TE] 1D, nIRESEBRIS[A]Z 1.000001 F5,

Residual freq

TN Ll puA AP UE R TS

Skew

frequency [P fliTHiR %=

Root delay

X J2 W 245 A0 GE TR 2] d 24 [F) 2 SR [ stratum-1 THEALE S, FE3E L
BB LU, BT B

¥ 2 chrony K&
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~]$ chronyc sources

M

TP ARIR— IR A8, =RIx—A> peer, #RINAMIEILNI S
I 4

S

RANRBPIRGS . *RoRIEAEFD, R aiER, R owaklk, ? KRk
O ELK “x*Rm— I8 chronyd TA N2 falseticker(-5 R 22 Fi 3 Ath Y (1) 15 18]
AN B, LR NIRRT R 2 AR

Name/IP address

J5 ) 1P ik 544 FR

Stratum

BRIE, B 1 RIFENM A S SN, 5E 1 FRDRHENES 2,
522 FERP R ENTER 3, DAkt

Poll

ERYEYE polled PR, HIUM{E N 6 FIR %, BRRNEE 64s HEAT — I & .

Reach

Boni e — MBI IR R T . — R AR LB 2 8. PR mhd By 2o
SR AN JURER LA . 10 4 HE R R A WX MR

LastRx

BoRiE — MBI . — R AR LB 8], R mhd By BoR
I3 NI JURERLAE . 10 4F E R R A IERX AN

Last sample

LB A7) S s A i N b 5 g P 0 e 0 Y ] ) i A%

¥ & chrony KIRG T
sourcestats Ay 27 =4 A Ak A VR RS 3 AV 2 IS B . -v S 3hE

g gdRE, BERIUKK. EXMBIT, BIMNIT A REES]

~1$ chronyc sourcestats

Name/IP address
NTP g 55 %8 Btk
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LT HRTR L = B SS A A E R VIO RBE AT
NP
XA S A B H TR S5 4 TR B o B RS T 28 FL A A2 A T d i X 26
AT
NR
X SEIZAT Y residuals BAAH A [BIHRF5 I ECE
Span

XSt 22 B AT BB IR A 2 Ta) (I TR TN R o G R B BT iIME, TR
LR SRR o AEIX AT o TE] B 2 46 0Bl

Frequency

ETFRITARIAR, XML, THENLRIR BT 17107 M3 TRk 55 4
Kt

Freq Skew

it AR 2 5 IR

Offset

(ER ORI ES o

Std Dev

R FEA bR HEZE

6.4.3.6. T-BIHEE RGN B
i/ 1Y
~]# chronyc
chrony> password commandkey-password
200 OK

chrony> makestep

200 OK

6.4.4. NAFHIHERE chrony
6.4.4.1. A— MR/ DERM RSG1% E chrony
XA T T &4 {8 F dial-on-demand %42 1E 5 [ BN i 2 A2 3h A1

U S W W s 22 . 1 4G, B & A A Jete/chrony. BRIA R B BC & 2210 LA R )L
=g

driftfile /var/lib/chrony/drift
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commandkey 1

keyfile /etc/chrony.keys

command key ID 52 7F 23 I i 42 B, N.AF A commandkey {H , /ete/chrony.keys .
NI NTP AR45 25

server 0.pool.ntp.org offline
server 1.pool.ntp.org offline
server 2.pool.ntp.org offline

server 3.pool.ntp.org offline

6.4.42. N—/ ML KRG E chrony

FE A MRASFI SN R WA 28 HEAT B B2 AT IR R 28 v, BT DL — S 1 RALE
TR ML, FEFEHAE RN ENE S i

7t master FHL F, ZiE/etc/chrony.conf

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

initstepslew 10 clientl client3 client6
local stratum 8

manual

allow 192.0.2.0

192.0.2.0 & AJ LA ¥R 7ZE 42 10 1 W9 s ik
2 Pumplas b, 9w /ete/chrony.conf

server master

driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys

commandkey 24
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local stratum 10
initstepslew 20 master

allow 192.0.2.123

192.0.2.123 /2 master EALI AL,

6.4.5. fH chronyc
6.4.5.1. f# A chronyc =] chronyd
HEN chronyc 152 H 5 1H]

~]# chronyc -a

chronyc W2 LA root A AT . -a BT I ACHY keys H 85 3%
chronyc iy 24T 71

chronyc>

(AT LU help SR TE fr 4
AT DSR2 B AT 5N

chronyc command

6.4.5.2. 1 chronyc #H4TiZ L HE
BCE chrony E#FIZAE chronyd, U0

~]$ chronyc -h hostname

e E w1

~]$ chronyc -h hostname -p port

port & FH R4z il f a5 12 chronyd

C i St NG T
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chronyc> password password
200 OK

RN R SR
R AE MDS W54, IA & %05 204 authhash iy 2 7EHT .

chronyc> authhash SHA1

chronyc> password
HEX:A6CFC50C9C93AB6ESA19754C246242FC5471BCDF

200 OK

6.5. HZE NTP {# NTPD

6.5.1. NTP /48

NTP #2& % 45 i 7] #0 i (Network Time Protocol), ‘€ /& F KI5 5 W 4% %A1t
SEEATL BT ISS 1) B8 P03 o

6.5.2. NTP 432

NTP 7241 R

Stratum 0:

JEF B AIE 5T #E B 5 A GPS
» GPS (Global Positioning System)

Y

Mobile Phone Systems

» Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40 and JJY-60
(Japan), DCF77 (Germany), and MSF (United Kingdom)
X5 5 Al AR L & 30, TR R H 1 RS-232 IR RGiE N — A

23 oty y VL PR AT AR ] R 55 2% o

Stratum 1:

R BRI T JC 2t . GPS I sl 7

Stratum 2:

M Stratum 1 32HL, AF Y ERZE B IRSS #&

Stratum 3:

M Stratum 2 $S2HL, AF Y ERE B IRSS #&

Stratum n+1:
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S R S R AR S A B E R A VIO R EH R T
M Stratum n SEHL, 1ENFER)ZE RS 25
Stratum 15:

M Stratum 14 $EHC, VRN RER RS &=

6.5.3. EfE NTP

RV LIt 2 IR 55 4 B R GUE I 9 NTP A, 7E RFC 1305 Network Time
Protocol (Version 3) Specification, Implementation and Analysis A1 RFC 5905
Network Time Protocol Version 4: Protocol A1 Algorithms Specification A FE4H A

6.5.4. H#E drift SXHF

drift SCAFICFAORATH RGN ISR 5 UTC NP5 1) s &

6.5.5. UTC, TIMEZONES # DST

NTP 5¢ 4 f£ UTC (Universal Time, Coordinated) # , Timezones I DST
(Daylight Saving Time)# A< 2 4t )% H . /ete/localtime #&/ust/share/zoneinfo [f]#5 1
BiEEHE. RTC Al REFEA LIS [R] Bk UTC 1, fE/etc/adjtime 55 =4THRE. XN
AT LLANTE RTC B4 E . F P AT MR 7148 H System Clock Uses UTC fE
Date and Time EJEHC & 7 347 HC B 12 2.

6.5.6. NTP 54} 58 ilF 251

TEMRTMSS, Y& vl DUE & i% NTP Gk 7T Bl . R4 AR NTP J§
W, T 9 RS, fE/ete/ntp.conf SCHEH, AZIF 3 NSt B AAH—A
Ui, ntpd Ko B o AR R I UK 75 22, AT LA T 5 BANTT IR B4 Bk

BRIA B4 A0 2 W5 ZIR AR 0 o R A e Ok T &y Bk, W] RAAE
disable auth 7£ ntp.conf X £FH,

6.5.7. 7EREHLHE E R ]

RERIMLASBE A FH L SZ 1) hardware clock I H R FUALIS TR ANE R 8 o« LEARTAT L
B S w R E R4, kvm BRIAEH kvm-clock

6.5.8. FEfEEHF

A, A8 ORFE M A B T i A 2, B E PR E R g e A
EREES (W ATREAEZEORD X Bt A g hn lgst > 1 AR s . BT HEkE
A SN AR I (I BER SR D, St (RAFD
AR I 2 [F)AH 22t £10+0.9 AP, it At i firdk 1 &0 CRER, &E—7
BhON 59 BP) BimEdk 18 QEEM, &ja—a8oh 61 #);  EF—BINEAX D)
C N WNIPAYER

% 150 W / #3017



£x

LT HRTR L = B SS A A E R VIO RBE AT
6.5.9. HEf# ntpd L E X
SEHRERE ntpd 7E R G5 38 J5 I 152 HURC B S /ete/ntp.conf, AT L S
T2 EAE B E .

~1$ less /etc/ntp.conf

N A BRI C B
The driftfile entry
drift S 1

driftfile /var/lib/ntp/drift

The access control entries

A A7 B BRIV ] 2 ] B

restrict default nomodify notrap nopeer noquery

nomodify I BH 1R Bl B S

notrap IEI: [y 1E ntpde 2 H17H B WM BE

nopeer 1&1: Bij ik peer & KKK

noquery 1&T: i1 ntpq A1 ntpde 75 ), 5 %A I 8] 25 1)

A5 I A% 45 Pl gE R AT B FH 75 2 127.0.0.0/8 Hiulib B . ERAA restrict 47 PH (T4
VPN

# the administrative functions.
restrict 127.0.0.1

restrict ::1

W0 SR A T A — NN R, AT AR R s i
FENAEAR ML A TRV, RUABRIA restrict. A T JEATAEM, Flan, 5
P 192.0.2.0/24 WA 4% 1HE 47 B 18] FR) 2514

restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer

R ERFE—&FN, $1u0192.0.2.250/32
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restrict 192.0.2.250

R B HEE mask, 255.255.255.255 ¥ o plife e
The public servers entr

BN, ntp.conf it & ARG & DU A AR 55 4%

server 0.rhel.pool.ntp.org iburst
server 1.rhel.pool.ntp.org iburst
server 2.thel.pool.ntp.org iburst

server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry
BN, ntp.conf B35 VIR ZHEEREIMIG] T, IXEEAEIRANRESE F 2 H 3w

o

6.5.10. Z## ntpd [ sysconfig 34
AN SR 2 AE ntpd J8 3RS WIGEAL A I e B . BRI NS T

# Command line options for ntpd

OPTIONS="-g"

-g LI A] LA ntpd ZBE 1000s A2 &R, 2235 25 0 8] B s % =
T 1000s, (HRAUAAE RS )A SIS . ST N IETU A%, ntpd £ e &
KF 1000s I E SR H .

6.5.11. Z51E chrony
wRUwT

~]# systemctl stop chronyd

HUYH chrony FFALJE 232k T

~]# systemctl disable chronyd
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BEIRE

~]$ systemctl status chronyd

6.5.12. K75 NTP spir e 2 &

mAWE

~]# dnf install ntp

6.5.13. ntpd K223

~]# dnf install ntp

W& ntpd FFHLA )

~]# systemctl enable ntpd

6.5.14. K5 7% ntp BPIRZS
¥ 2 ntpd J& I8 AT

~1$ systemctl status ntpd

SREL ntpd BPIRASIR

~]$ ntpstat

6.5.15. BECE R K SLVF ntp BHN

ntp {1/ UDP 44, 311 123 . AUEREME A VFE L k3.

o 25 By KA I fig SO VF ntp 2%, 3 FH BIJE AL Firewall Configuration T A,

J& 3l firewall-config, it Super #HE N, A firewall Jf H4% [l 4248, [
KEGHCE & D BAT . A %05 .

fr AT HEA

~]# firewall-config

FEGEE—ETERE M. 1IXFK W firewall-config T 2 &4 3| H 25 [0] 57 47

AR, firewalld.
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6.5.15.1. 1224 firewall IiC &

N TR IETCE AR, PR T H 2K 5 Configuration /& B N Runtime. %,
HESBCE SHAE T — R B8R, A8 T hi g 1L £ Permanent
6.5.15.2. 4T T3 K 43k i 11

FTHT firewall-config T, E#FEM %, &8 bR, MmN iz, Port
and Protocol & 4%, HiAum [ 123, FHEHGEE udp

6.5.16. it & ntpdate iR55 2%
ntpdate ik 552N 1 W B IN B 1L RSGA B 1 I
¥ & ntpdate IRk 5572 1817

~1]$ systemctl status ntpdate
BEITHLR B
~]# systemctl enable ntpdate

TEAR ] L BE = R 55 a B AE R G R Y, ERN Jete/ntp/step-tickers SCAF L &
0.rhel.pool.ntp.org. ¥INANMY ntpdate A 5578, Zw4E/etc/ntp/step-tickers. 55 #%
MEERAREN, KN ntpdate H2 A FIXANSRE— RN S S . RinfEss —
NGRS TR IR 55 2, 7R 28— AT S AN IZ RSS2 Bk o 7658 ZATH & IR 55
o

6.5.17. BLE ntp

BEERIA) ntp RS #REC B, gmiE/ete/ntp.conf Ko 1% A ntpd — 2
6.5.17.1.FiL B NTP AR25 i In] 4% il

Ym%HE ntp.conf, f# ] restrict A7 %

# Hosts on local network are less restricted.

# restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict 13 F

restrict option

option: ] LLZ—ANFIZ A
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YV V V V VYV V V V VY

ignore Fir A I G 4 20 BL 35 ntpq A ntpdc 2L 1A
kod —/NKiss-o'-death” 4, & 1% DA/ A 0 B2 1 25 141
limited—— 40 S 408 A3k & 7 R AR, AW B AR 5535 5K . ntpq A1 ntpde £

WA SZ 52

lowpriotrap AR e L VLIC =ML e 1 FE B
nomodify PHIE S &

noquery FH 1 ntpq A1 ntpde &), ASELHERS [A] 1)
nopeer——FH 1F: peer BE& TR

noserve k% 7 ntpq Al ntpde Eif), FELPTA MR
notrap B17 1E ntpde F5 63 B WRSCRE B

notrust——75 24 3% A % B 177 B ik £ diE £

ntpport——E 5%, HULES NTP UDP port123
version fE4 A ULEC S HT NTP A £ £

N T AN A AR, FCEERRE], restrict Al LUEH] limited 17,

un ntpd W25 B KoD #¥Efl, restrict 24 251# A limited A1 kod #E1i .

ntpq Al ntpde 25l A] T ORI B, AZEFLER noquery I,

6.5.17.2. it B 192 NTP K55 2% 1) 2 PR |

5 restrict JI_I limited 3EI00, a0 R IEAAEAE BRGNS 50, T A

discard 7% .

g e/ Il

discard [average value] [minimum value] [monitor value]

T 8 VR S/ NP I BUE AL RIS, B B 2 — AN S5 log2 #

BRINEAE 3 (2 =7, HHET 8

& E RV B AR LA EE, 1E log2 FPE 32— NS BiME

2 12 W—xTJ7, 4T 21)

TREHIR AN EFME, —HRdrfRoaBid Ry, Bl
B4 3000 #o IXANETUE FH T k55 #8 BAP R4S 1000 B8 295 5K

discard fiy 2 1

» average

> monitor:

discard average 4
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discard average 4 minimum 2

6.5.17.3. ¥ I peer Hiti:
£ ntp.conf Pt B AN peer #r 4

peer address

address 72—~ ip #idl-5 DNS "] 4 FR . address U AU 1E Al — 2 ) &
45, Peers WAHAE 2/ —NAE I YA

6.5.17.4. 75 INHR 55 75 Mtk
W— RS ae il 2RSS 48 21817 NTP ks HAAE R & /2 . 7E ntp.conf
XA, fHH server fr 4>

server address

address J& 1 A TP HihkBE DNS U5 H 4 FK .
6.5.17.5. TN IN—AN] FE B Fh I 55 A i bk

W= R R Ak b, Wl id, | 3 NTP &2 i k.
1E ntp.conf A4, i broadcast

R

broadcast address

6.5.17.6. %5 in—> Manycast %% ) il
NN manycast 2 i, 7E ntp.conf XA, ¥NIN manycastclient 4.
T

manycastclient address

B R RSy NTP % /15 AT AR Ay S RO i

6.5.17.7. 7511 Broadcast 2% F i i ik
N0 broadcast 25 umithhil, 7E ntp.conf SCAFH, ¥ broadcastclient 4> o
T

broadcastclient
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R IUGE = M 55 AR AE R GEVI0 R GUE LR T
B BB Ay NTP % 15 FSE0T AR 2 S RO

6.5.17.8. %5 I1—> Manycast i 55 25 bt

NN manycast Ik 55 28 Hibik, 7E ntp.conf SCAFH, ¥¥IN manycastserver iy 4
AT

manycastserver address

A OB RGO NTP IS8 . 0T LRI o 3 R 25 463

6.5.17.9. % 01—/ Multicast Ik 55 & Hi bk

NI multicast il &5 2 idik, 7E ntp.conf XA, NI multicastclient iy 4>
SNy

multicastclient address

i SRR RGEE—A NTP RS 35, FGEAT AR 7 o AR 55 2850

6.5.17.10. it & Burst i& T

ANERIAFE NTP 55 a8 A R I, 1ZiEBUE M T7E 3 CHZ BRI
MR .

TE R 55 2% i 2 G5 RS IZ A% T3

burst

6.5.17.11. B 'E iburst I
TE AR S5 28 fin 2 45 R VS Nz %8 T

1burst

6.5.17.12.  ffiHH key Bt & Symmetric Authentication
TEHR S5 2R B peer 25, WS INZIE TN

key number

number /& — > 1 | 65534 )%, %% W A] DL AE £ 8 A ff A message

authentication code (MAC). 1ZIEIIHI peer,server,broadcast, Al manycastclient 7%
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i .
Jetc/ntp.conf, A& U1 :

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30

6.5.17.13. B E Poll Interval
EUCERNT poll interval, 7EARSS 238 peer r 2 )5, USIZEIN

minpoll value and maxpoll value

6.5.17.14. BLE RS 2L R
e — NE eI IR S5 #%, 1E server BY peer 772 Jo5 VN IN1Z1% Tt

prefer

6.5.17.15. N NTP #¥E @ & Time-to-Live
£ server Y peer A% Ja ¥ 11412 T

ttl value

6.5.17.16. BB NTP 1 A
£ server Y peer A% Ja ¥ 1141 T

version value

6.5.18. T B AE AR I B SE BT
AL B RS 8] BB R 80 (RTC), 1E/etc/sysconfig/ntpdate ¥8 1 PA R iE T

SYNC HWCLOCK=yes

iU N

~]# hwclock --systohc
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6.5.19. Fic B i &P Y5
TEZ G5 AT FH A B

~18 cd /sys/devices/system/clocksource/clocksource0/
$ cat available clocksource

$ cat current_clocksource

7 o BB ER, £ A% ET GRUB BLR N clocksource, 512

~]# grubby --args=clocksource=tsc --update-kernel=DEFAULT

6.6. ¥ H ptp4l iC & PTP

6.6.1. PTP /4

Precision Time Protocol (PTP) & F T X £ Hr iy 8 [7] 25 (1) s o A58 FH B 45 4 il
P3CFE, ZEHCHIE R NTP B, PTP SRR 43 N WAZ AT P 23 (8] . ER ]
Wk = R 55 2R RAE RS linux W AZ SRR PTP P81 . linuxptp A2 1% B3 I SEE

XA linuxptp ELELE ptp4l A phe2sys BFEF[EI2PITH o ptp4l F2/75LEL T PTP
G RN @ N Bl . SRR TR, B T PTP SR b 5 e E2E, 53K
TR, BT RGN BE R8P [E2E . phe2sys 27 R SR HEL, #
ZRGE B [E] 22 ] PTP E AR B Y 48 422 11 R (NIC).

6.6.1.1. PTP ¥4kt &%

F1 Network Time Protocol (NTP)AH LY, PTP & & ZMIM S 2 R, &
FEVF 2 11 network interface controllers (NIC)AI network switches. K2 S T i
[i) [ 25 PR b 12k

6.6.2. {fF PTP
T AP PTP, A% D48 Kl 00 S R4 PR R T

6.6.2.1. 1o A SRAN AN S Fr
{8 ethtool iy 4 25 i)

~]# ethtool -T eth3

eth3 A& ARG 25 1) B2 10
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e BRI R P 55 SR 1 RAEVI0. R ST HLI T

R SCRPRN TR, S LR S5

> SOF_TIMESTAMPING_SOFTWARE

» SOF_TIMESTAMPING_TX_SOFTWARE

> SOF_TIMESTAMPING RX_SOFTWARE

AR SCRFEAEI R, 2 & DL S5

> SOF_TIMESTAMPING_RAW_HARDWARE
SOF_TIMESTAMPING TX_HARDWARE
> SOF_TIMESTAMPING RX HARDWARE

Y

6.6.2.2. ‘%%% PTP
~]# dnf install linuxptp

X 24245 ptp4l A1 phe2sys.

6.6.2.3. JA 3l ptp4l

ptp4l 7] LU IS a2 AT EE VR IR B 3. 24 ptpAl fE N — MRS, AT LALE
fete/sysconfig/ptpd] 45 & 1 T« A E 2 AE A MRS B 24T H 3, DAfE
Jetc/ptpdl.conf $8 E L. /etc/sysconfig/ptp4]l AL A -flete/ptpdl.conf 1T, X<rilk
ptp4l 15 B /ete/ptpdl.conf A4

e RS JE 50 ptp4l

~]# systemctl start ptp4l
it FH 65 AT 1247 ptp4l
~]# ptp4l -1 eth3 -m
B Y 45 R0

ptp41[81921.804]: selected /dev/ptp0 as PTP clock

ptp41[81921.805]: driver changed our HWTSTAMP options

ptp41[81921.806]: tx_type 1 not 1

ptp41[81921.806]: rx_filter 1 not 12

ptp41[81921.806]: port 1: INITIALIZING to LISTENING on
INIT COMPLETE

ptp41[81921.806]: port 0: INITIALIZING to LISTENING on
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INIT COMPLETE
ptp41[81929.604]: port 1: LISTENING to MASTER on
ANNOUNCE RECEIPT TIMEOUT EXPIRES

10k ptpdl Hi&

BRAEOLS, HESX R K% H/var/log/messages. -m IE ] I H 75 147 i
i, BEWSA debugging FRALE B .

FITFRRI A8, -s BT, (ER T

~1# ptp4l -1 eth3 -m -S

I B IR P E AL

A 2 PAF R RER T B AL, Be% AN [k AT e

-P

-P 1% #¥ peer-to-peer(P2P) IR Ml &AL

P2P WLl H ik, OB SRR TR, AT A bl AL i) 5E R )
AR .

-E

-E #%£F¢ end-to-end(E2E)ZEiR M AL o 31X 2 BRI IR T

E2E i\ A &2 request-response ZEIR AL il

-A

-A AT ZEIRALH ) H Bk

H BIETIT T (12 ptp4l 1) E2E #230. WA F %, ] DLkl P2P .

6.6.3. FMEZAEOMEH PTP

TEAN A X 28 1) 22 42 VST PTP, A 4 22 00038 I ) B8 A% e e B XA B =L

sysctl ZHF AR AT WAZ AT IS o X IEFEBATRI RS, 0l LAVE A a2 47 8
&M /ete/sysctl.conf SCAF

BEHUCA loose X, 4T

~]# sysctl -w net.ipv4.conf.default.rp_filter=2
sysctl -w net.ipv4.conf.all.rp_filter=2

N TR AN DB U ) B AR e AR S, 1 H net.ipv4.interface.rp_filter
AT, B, eml MZEH
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~]# sysctl -w net.ipv4.conf.eml.rp_filter=2

N T ARSI B K AR R, 1B /etc/sysctl.conf XA, Biltn: N 7B
IR, B/ete/sysctl.conf, 1 FFTR

net.ipv4.conf.all.rp_filter=2
IR A — AR, A s

net.ipv4.conf.interface.rp_filter=2

6.6.4. & —ECE XM

BABINBC B, BT AR AR AT I 48 €, A8 -f 1 10
~]# ptp4l -f /etc/ptp4l.conf

—AECE A, AT ethd -m =S T, 41 R R

~]# cat /etc/ptp4l.conf

6.6.5. {5 PTP HHE ¥t
PTP )& P& Fiiti, pme AJ LA RIRENEISL ptp4l 15 B«

~J# pmc -u -b 0 'GET CURRENT DATA SET'

~J# pmc -u -b 0 'GET TIME_STATUS_NP'

BE pme £ 4

~]# pmc --help

6.6.6. [Fl:B R4

phc2sys T2 H k¥ R geit (8] [7] 25 21 PTP ) hardware clock (PHC). phc2sys
IR 25 Bic B SCA4/ete/sysconfig/phe2sys. ERINECE 40 F

OPTIONS="-a -r"

~a METAH15 phe2sys B8 RISk B ptpal B IR 4. T4 ERRE PTP 3 F4R

Yorad
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
R4, AHR A EE R AR 2 T R I B, R AR, BRAE
T IETRE AR E o WERIEARLE RGBS — AN, 48 0E - I IR

&4 /etc/sysconfig/phe2sys J&, o phe2sys k55

~]# systemctl restart phc2sys

IEWEMT, f#H systemetl iy 4 K55, 15 1IEAE )5 phe2sys A% .
N B ASKEAE F IR 55 )5 3 phe2sys, %8 a] LU a2 17K a8 3

~]# phc2sys -a -r
-a JETH 1S phe2sys REWS[FIZD oK B ptpdl B I B Wi R AHLE RGP
FN— AU, FRE - TP IR
f8 -5 1) 20 2R GeiS b 2200 E 1) PTP B4R 2h, 514

~]# phc2sys -s eth3 -w

-w IETSERFIZAT (1 ptpal B FI25 PTP W 4F, &% TAI £ UTC s &
IEH M T, PTP #:/EYE nternational Atomic Time(TAI), & 4} [A] R 57 7E
Coordinated Universal Time(UTC). 47 TAI fl UTC FI{m#e & /& 35s. 4IEFD 4
N B BRI, s o BT 008, RARWEVESKE R H-w ik
A B, A LME -0 ek AT WS = i E
~]# phc2sys -s eth3 -O -35

24 phe2sys servo Ab T HRASES, B Eg A aE, FrAE-S EIREaE i .
X B phe2sys F&IF L AUFE ptpdl #2/7 UL AN PTP fEf 0 [0 5 B 8h . i
-w &I, phc2sys NHITE ptpdl J5 )R 30, FIN'E <55, BHIE ptpdl & [E .
phe2sys 7] LUE R k55 J5 3
~]# systemctl start phc2sys

MU AT R Bh, AT LURRIEIAE /ete/sysconfig/phe2sys A5 € -

6.6.7. BERTH] [F$
Y PTP I [A] [R]25 A IR B s, #3035 & DL S 29 B 4T Ep
ptp4l Fl phc2sys. X% B 1] LLTE /var/log/messages LA -

ptp41[352.359]: selected /dev/ptp0 as PTP clock
ptp41[352.361]: port 1: INITIALIZING to LISTENING on INITIALIZE
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ptp41[352.361]: port 0: INITIALIZING to LISTENING on INITIALIZE

phe2sys i Hh 1451+

phc2sys[526.527]: Waiting for ptp4l...
phc2sys[527.528]: Waiting for ptp4l...

phc2sys[528.528]: phc offset 55341 s0 freq +0 delay
2729

phc2sys[529.528]: phc offset 54658 sl freq -37690 delay 2725

ptp4l H— g4 summary interval, B] LLJ/ZDHiH, BONEW T, B—#ae
FTEN—2%15 B o W MBSO A 1024s 4TEI— IR, 1 /ete/ptp4l.conf XA ML AT

summary_interval 10
— ptpdl FH ]+, {4 summary_interval 6

ptp4l: [615.253] selected /dev/ptp0 as PTP clock
ptp4l: [615.255] port 1: INITIALIZING to LISTENING on INITIALIZE

8/ M\ phe2sys %t , AT LA -u 12830
~]# phc2sys -u summary-updates
summary-updates #& M 27 5 F k. #1a0

~]# phc2sys -s eth3 -w -m -u 60

6.6.8. f##F NTP fx%: PTP B} [H]
ntpd SRR TT DAEC B R GE 8] 70 A B 18], RGER ()52 HH ptp4l A1 phe2sys
i LOCAL IS 3R #EAT R . 8 T B Ik ntpd TR RS %%, ntp.conf SCAF
IANBERE T E AR NTP iR 5548 AR 241
~]# cat /etc/ntp.conf
server  127.127.1.0
fudge 127.127.1.0 stratum 0
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6.6.9. fE/ PTP k% NTP Bf[A]
NTP % PTP [R2P B2 vl e . 4 ntpd /& FISK[FE RG], ptpdl Al LA
priorityl &AL & N grandmaster I8, 18I PTP RSG5k 7 A& B [8]

~]# cat /etc/ptp4l.conf
[global]

priorityl 127

[eth3]

# ptp4l -f /etc/ptp4l.conf

{5 F R TR 38K, 75 220 phe2sys SK[F]20 PTP i AFI 8 2 KRG % . B0
phc2sys & —/MR55, YmiH/etc/sysconfig/phe2sys A4, ERINFIECE 40~

OPTIONS="-a -r"
{#H root 11, Zmik

~]# vi /etc/sysconfig/phc2sys
OPTIONS="-a -r -r"

EIXE, rIEIBTEE 2 Ik, FUVF PTP M RAE/F B0 N R Geb Bhadt AT R 2D
# J5 phc2sys

~]# systemctl restart phc2sys

Bj 1k PTP B P30 Pk i A2 4k, mT DLd ik ¥ B ¥ /NEY P (proportional) A1 1
(integral)

~]# phc2sys -a -r -r -P 0.01 -1 0.0001

6.6.10. {1 timemaster [F]3> PTP B{ NTP B} ]

AT LME A timemaster #2571k 5 Ge i (8] B2 0] F BB [R1YE 54T Rl 20 . PTP B [H] &
Hl phc2sys Al ptp4l H&4t, @it f# H shared memory driver. NTP ¢4 3 FEREAL L
BOTA W, B IR IEAT R

JA BN, timemaster 2 S H—ANECE SO, X BCE SR € NTP 1 PTP
IS T] Y, o 2 WIS o 2 432 11 B eI 1) PTP AR, 2 Ji ptp4l #1 chronyd
gy ntpd i & CF, JE3) ptp4l, phc2sys Fl phc2sys B ntpd.
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S R S R AR S A B E R A VIO R EH R T
6.6.10.1. 1/ N—"MRk %% )3 3l timemaster
{5 F root FH F

~]# systemctl start timemaster

JaBhIEF, 2=i32H /ete/timemaster.conf At B S04

6.6.10.2. ¥ timemaster it & {4
RN BC B SO R TR

~]$ less /etc/timemaster.conf

# Configuration file for timemaster

#[ntp_server ntp-server.local]
#minpoll 4
#maxpoll 4

#[ptp_domain 0]
#interfaces ethQ

[timemaster]

ntp_program chronyd

[chrony.conf]

include /etc/chrony.conf

[ntp.conf]

includefile /etc/ntp.conf

[ptp4l.conf]

[chronyd]
path /usr/sbin/chronyd

options -u chrony
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[ntpd]
path /usr/sbin/ntpd
options -u ntp:ntp -g

[phc2sys]
path /usr/sbin/phc2sys

[ptp41]
path /usr/sbin/ptp4l

ERREar 44T
[ntp_server address]

X FE—A> NTP k45 %% X 33511, ntp-server.local /& — N AHs LAN [ NTP
k5525 o
E= S RIS R

[ptp_domain number]

PTP domain #&—41 PTP i &l, ‘EAIREAHTLFID . ©ATTA] LAEE AN T] LAFI
Foe s AT [F20 o G AR R0 B 2 i — A4 X B3 —A> PTP [ grandmaster
(N EE 1

HR B a4

[timemaster]

BRI timemaster Bt & SCAF AL T ntpd #1 chrony Bl & (/etce/ntp.conf B{
fete/chronyd.conf), A T BEMEAL s in] PR FI AL EAAIEZ4H . X R RAE T4
SE M NTP RS 2%AEM8 AN timemaster — S F .
6.6.10.3. /it & timemaster 3% 1

6. Y% timemaster ACE UM
1) #7FF/etc/timemaster.conf BC & A4 .
2) XTEE—AS NTP iRk55 s, EAEFEHE A timemaster, €& [ntp_server address]

FE.

3) WA BRI R, iiE#[ptp_domain 015 BIFA NS, 741k .

[ptp_domain 0]
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interfaces ethO

[ptp_domain 1]

interfaces ethl

4) AR ZAEH ntpd £ 9 NTP sF47 #EF% , 7 [timemaster] 7 BUE B BRI entry,
chronyd 244 ntpd.

5) ABnf#E A chronyd /£ NTP R 55 %%, 7E[chrony.conf] B ¥s N4 ) 3% 1,
TEERINIT include /etc/chrony.confentry T .

6) fRWE M ntpd /E28 NTP lR%545, 7E[chrony.conf]=F B INAMS ML, 7EER
PA¥) include /etc/ntp.confentry .

7)  1E[ptp4l.conf] 7B, WNHIMEATIE 45 D12 ptpdl A= BB BC B SO Bk I

8) fE[chronyd] B, WIUEMaAAT, ¥ timemaster U M I 1%y & 75 224518
% chronyd.

9) fE[ntpd) 7B, WHUEMTar2AT, 248 timemaster 15 Ml I % & 7% 253 2
ntpd.

10) 7£[phc2sys] 7B, WIMUEM 4247, 8% timemaster U i) I % & 75 2L i3

% phc2sys.
11) E[ptpdl| 7B, WSIMEATar 24T, 248 timemaster V7 A B iZ Ay & 75 EAL 3 2
ptp4l.

12) IRAFBCE S, HJH timemaster,

~]# systemctl restart timemaster

6.6.11. IR EHERMTE

ptp4l A1 phe2sys 3 H e i e B 8 T adaptive servo. % T+ PI servo K i,
EHIIHAET AT LA E P EC & SO AE ptpdl AEH], 75 ZAE /ete/ptp4l.conf
e B SO I BL R AT

clock servo linreg
)3 ptp4l k%
~]# systemctl restart ptp4l

7E phc2sys H# F, 75 BL{E /etc/sysconfig/phc2sys At B LA N LL R 47
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-E linreg
3 phe2sys k5%

~]# systemctl restart phc2sys
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HLE BEME3ML

71. RGERETR

HERE RG22, EIRIEIL KRN RS B NE R EE, B, 8%
FNTE QAT S N N AF I ECR . ATRRR S A, AR X TR, DU IETEE AT
FEIAE B EE o AR U W G mT A5 FH LA a7 B RS P SR DT 1 RV LBl il 55 45 A
RATRRERXEEL.

7.1.1. BERGHRE
7.1.1.1. f8iH ps i %

Ps A BR RABITHENE R . ESER—NEESIR, FIRENARE
& U IEPAT A BT REUSAT HHERR I — AN PR o G SRS AR Hp 4 B0 7 SRR A1) 3R
18 75 ZAEH top i ARG M .

WERAB G U HT RGP BT A RS, P LALE shell AF 0T 454

ps ax

TG FI R, ps ax 42 BRI PID, HERRKI 120,
AR, SR CPU B, AT SO0 S5, it

~18 ps ax

IR BoRBERE T, A a2

ps aux

BT ps ax 2 HRHEME B A6, ps aux I BN R H AT, 3RS H
CPU R AFIIE 73 b, DA 5 D B S0 B2 UL A A7 K/INRR SE e W B A A () K
/Ny BERETTURIZAT (VIR 1] o

AT LUE R ps A0 grep i & AH G R EF LML R SIS, B, =
FI5%E Emacs & B AEIEAT, N4

~]$ ps ax | grep emacs

HRATH AT 28 F R, AF ps(l) man T,
7.1.1.2. ffH top 4

Top i & /8 REUIEAT HRERZ SN 213 . Bk 2 WoR M s Bt R4 8
BrFE, 4HT CPU MNAEAE 2, s AT AR S B . SRR ] DO HE Rl 5
e HHRAE, IRT DL #ERR HE A B R — AR
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1Z4T top f7%, 1E shell A N4

top

XA R, top in 42 W RN PID, R AT A & 145, HEREIL L
%, HFENICE{H, BRI RN, SRR PRSI NAE, 8
L= NAE, BERRRPIRES, HERRMEH N AE R CPU I B 40, #EF2 5 CPU
(YIS (B AT AT AT SR 44 7

FERAT LA top — AT 1) BBl 4

FH 8-1 X H top #d

frd %)
[Space] 37 R 2w
[h] T B R
" RACTHRE . oW IORMANERE ID LB RIES EHIME
2
[n] MR RN R E . BSIRRASE
[u] P A
[M] N ERF
[P] % CPU i FH & HF 7
[q] iBH top

7.1.13. (ARG EE T A
P a] DUE R G la 12 T B R A _E &S B A SRR, SO HEFE s 2%
LR IR . RG> AR >RE RS ST, A
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e HRTAT LS A BR S 2R E RAVI0 RAEH R TFM
RULAE | x |

BEM) RIE(E) FAE(NV) BEH)
#ig AR XHRE

Bi—7%. AAw. TEAWSTHAH: 011, 003, 001

#igg v RE % CPU  Nice ID WE  FRHE L %%
[#]accounts-daemon E{THh 0 0 1378 9.8 M do_sys_poll accounts-daemon.se % °
B acpi_thermal_pm EFH 0 -20 110 A7 g rescuer_thread E[30-1
[Elactivation-daemon BT 0 0 3984 17.2 1 do_sys_poll dbus.service N
[Elagent EFH 0 0 3496 6.9 M do_sys_poll session-5.scope %
[Elagent EFH 0 0 2686 6.9 M do_sys_poll session-4.scope a3
[Elagetty E{TH 0 0 2188 1.1 M do_select serial-getty@ttyAMA [E5
0

Bata_sff B8 -20 43 FafE rescuer_thread s .
4 »

EEHE(P

& 7-1 #5E

SFFIH R, Ralks TASERERNS T, RE, #FE NICE 14,
HERRAE FH A7 AT CPU B H 43 b, HER2 0 PID, 3EA2 S5 45 1 Im i A FE 2 1E i e
YT . R TR A A T LUK AR BRI 15 BT TR R B0 RS

RN RGNS T RS BoR qal & P R SR, B e B EE KRR T
ANRBEI, ] DU T S

> BRI

> BEATA IR

> A MUEE S R

> B R

> 4, B REA IR
> il RE AR

> AR R BRI RE

7.1.2. BENFMHAHBR
7.1.2.1. fH] free v

8 free AT UL H RS WA QLM T KINAE, 7E shell FHIALT fir

L

free

Free fig & n] LR SEVEE A AE RIS e (8] (1045 2. e n] LB R A7 B B, (8
MINAERADN, BRAAFRA, FEENAERD, buff (RN cache 1R/ AL &
HE . BT

~1$ free
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e BRI R P 55 SR 1 RAEVI0. R ST HLI T
ERIN free L7 1 om0, WERAB LIRS A o] A -m 38350, 40

~]$ free -m

7.1.22. ARG T A
Rainis TR IR 0] DLEER RG2S IR N AR KN 2248 B Y
KN, B R A H RGN B

ReLAs Ex
LEE(M) REE) FH(V) BHH)
#iE /R XARK
CPU ¥
- = - I =
CPUL 1.0% I cPu2 100 I cPus 1230 I cPus 10%
RENZREE
’ REF ° b33
B 2408 (64.8%), S8} 3.8GB EM12.7TMB (0.8%), 285 1.6GB
REFHE
@ Bl 11.4 KB/H ‘. FHkd 490.0 KB/
SHEER 5.3 MB SHDEE 387.8 MB
N
& 7-2 BIR

TENAF Ny X BT, RGeins T H 7R N A IS8 353 DX 1 1 s A FH 36
PR N A ANAZ 73 X R R /N B R A 22

7.1.3. &HE CPU£H
7.13.1. HRGHE TR

R TIER R TSR 24N CPU TS, /£ CPU EH, RGEMWETAR
v CPU 7 S48 R AT CPU 4 Hifil FH 22 (1) B R B F/ B & AU R
7.1.3.2. fdH Isblk 5%

Isblk 72 A LU s R 40 AT DA Ik 4 . B EE blkid A 1R E 2 (115 &
AT H A 0 . BN udev EHUE S, RIIGIE root FIF#EAT UME A . B Rk
RAN KT EAE shell AW T g4

Isblk

Bl I HU A, Isblk BROR R A, BRI S, BRI LU
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BRI 5 5 SRR R V10 RGP G T
i, & SCAERN, &R Rk, WM, wAEEERE. Bl
~]$ Isblk

NAME MAIJ:MIN RM SIZE RO TYPE MOUNTPOINT

sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

|-vdal 252:1 0 500M 0 part /boot

‘-vda2 252:2 0 19.5G 0 part

|-vg_kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /

“-vg _kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
BRI 1sblk i & LLBR TR 45 Koy i tH Heise 46, n SRABSREUCE 2 1) 2515 B a0 -1

28, Bl

~1$ Isblk -1

NAME MAIJ:MIN RM SIZE RO TYPE MOUNTPOINT

sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

vdal 252:1 0 500M 0 part /boot

vda2 252:2 0 19.5G 0 part

vg _kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /

vg kvm-lv_swap (dm-1) 253:1 0 1.5G 0 Ivm [SWAP]
A RA] A AT IR e B HIFK, &F Isblk(8) man T/

7.1.3.3. {# ] blkid #y 4
blkid #5747 LLE R Al I E R R EE S . B FE root BUR, K IHE root
FHE8{E H Isblk 7572, LA root 3 7E shell #i AN R4 :

blkid

AP, blkid < EonE R ENE, filn UUID, SO R 4026
B, B BT
~]# blkid
/dev/vdal: UUID="7fa9c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
/dev/vda2: UUID="71vY zk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"
TYPE="LVM2 member"

/dev/mapper/vg_kvm-lv_root:
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UUID="a07b967c-71a0-4925-ab02-aebcad2ae824"
TYPE="ext4"
/dev/mapper/vg_kvm-lv_swap:
UUID="d7ef54ca-9c41-4de4-ac1b-4193b0c1ddb6"
TYPE="swap"
BRI blkid fr &2 Bon A AT & . In R B RIE — il e, 2L
i J TN e 8 44 -

blkid device name

filhn, BRI R /dev/ivdal (S S, LA root F P AL BRI A i 2
~]# blkid /dev/vdal
/dev/vdal: UUID="7fa9¢421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
7E b1 a4 s -p Fl-o JE AT LASREUEE 2 4071515 2., 4 2 [FFE 75 2 root
R

blkid -po udev /dev/vdal

i
~]#blkid-poudev/dev/vd al
ID_FS UUID=7fa9c421-0054-4555-b0ca-b470a97a3d84
ID FS UUID_ENC=7fa9¢421-0054-4555-b0ca-b470a97a3d84
ID FS VERSION=1.0
ID FS TYPE=ext4
ID_FS USAGE=filesystem

A RA] FH A AT IR T e 53K, & blkid(8) man T/

7.1.3.4. f# /] findmnt 77 %
findmnt @iy 578 RS0 ATEER SO R 48, £E shell AU T 54

findmnt

BN R S, findmnt d7 2 B, RS, RGN
A R BRI,
Bt
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KYLIN

AT BRI = IR 25 AR E RGEVI0 RGUE B 5 T

~]% findmnt
TARGET SOURCE FSTYPE
OPTIONS
! fdev/mapper/rhel-root

xfs
rw,relatime, seclabel,attr2,inode64, noquota
|-/proc proc proc
rw,nosuid, nodev, noexec, relatime
| sprocs/sys/fs/binfmt_misc systemd-1 autofs
rw, relatime, fd=32, pgrp=1, timeout=300, minproto=5, maxproto=5,direct
| “/proc/fs/nfsd sunrpec nfsd

rw, relatime

b=/sys sysfs sysfs

rw, nosuid, nodev, noexec, relatime, seclabel

| |-/sys/kernel/security securityfs securityfs
rw,nosuid, nodev, noexec, relatime

| b/sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

BRI findmnt DUR R SEF 5 H S0 R Ge,  an RARSRECE 2 1B 25 2 s -1
28, i

findmnt -1

B4

~1$ findmnt -1

T DL Ff R SRR SO R G, g -t ST, S TS SO R G,
g

findmnt —t type

B, EoRFETE W xfs X RS

~1$ find mnt -t xfs

AR A AT I 5 AR, EF findmnt(8) man T .

7.1.3.5. fiiH df &
df iy 2% RE R R AR 2, 7E shell B0 R4

df

F—MIHE RS, df s BR RGN AT, KA (LK F
FiONRAL), ThAL A [BE B R AE KN, R A 2 (A3 4 /NI S 3 .
TR
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R R LR o U S5 SR RGEVI0 ARG LR T
18 df
Filesystem 1K-blocks Used Available Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18618236 4357360 13315112 25% /
tmpfs 380376 288 380088 1% /dev/shm
/dev/vdal 495844 77029 393215 17% /boot
BRI df Ay s 70 XK/ CBAK 5 O B, A S TR B, REAR R
R E (UK FRo8RAD . UM P G 5 o i 28] -h i,
AR TA] LA L 5 107 2 S 2 s i A A 18] K/
(ZLUE
~]$ df -h
Filesystem Size Used Avail Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18G 4.2G 13G 25% /
tmpfs 372M 288K 372M 1% /dev/shm
/dev/vdal 485M 76M 384M 17% /boot
AR AATIEDU 5E 8y 3K, BF df(1) man Fit.
7.1.3.6. fiiH dufin’
du A& LEE AR du far 2 ANINSE] LB R BEAS1 H e SO
E"Jj(/J\o Bl
~1]$ du
14972 ./Downloads

4 ./.mozilla/extensions
4 ./.mozilla/plugins
12 ./.mozilla
15004 .
BRI OL T, du A DL O A B o i A i A S Ol . o 2R AR DL 5 12
77 (MB fl GB) B/ KA, aTUATNIIZ H-he fi40;
~]$ du -h
15M ./Downloads

4.0K ./.mozilla/extensions
4.0K ./.mozilla/plugins
12K ./.mozilla

I5M.

FEHRARRE du fiv = Bon S 00 H R Pra SO R/NAT, iR R H 5k
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AT BRI = IR 25 AR E RGEVI0 RGUE B 5 T
HSCAE R K /N AT LS N 2 3-s, 1511 4 -

~]$ du -sh

15M .

AR Har TR e 5%, &F du(l) man Fit.

7.1.3.7. ARG TH
FE ARG T RIS R GEAR R TUR] LA R 1 5 sUE S SO R GG
23 [A) AR A A 2

FrT E

ByBM) B\E) FEV) BHH)

#E AE XHRR

R B v XY B L) QL] L]

Dldev.'mapperlk\as-rout ! xfs 13.2 GB 1.4 GB 1.4GB 11.8GB

I /devisdaz /boot xfs 1.1G8 689.6 MB 689.6 M8 373.7 M ([l 35%

D/‘dev.‘sdal /boot/efi vfat 209.5 MB 203.5 MB 203.5MB 6.0 MBl 2%

2 /dev/sro /run/media/root/Kylin-Server-10 is09660 3.9 GB 0FH 0FH 3.9 GE

& 7-3 XHRS

BN RS, RGNS TR SRR s, HirddEos, it
FRGUERTUMURN, il i 2 TR A5 FH R /NARAE FH K/

7.1.4. BEBEHEER
7.1.4.1. {EH Ispei T4

Ispei a2 AT LLE 7R PCL 24k BRI AE RS, BRITA R PCL W& 7L shell H
BN A4

~1$ Ispci

AT LA v 226 T H Ve a2, A8 -v e THUR H e 4 BE VR BUAE B

~1$ Ispci -v

AR A HAr SATIEINE e 8 513, £ 1spei(8) man FHf .
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7.1.4.2. f#H Isusb a4
Isusb #7427 LR~ usb #4415 B o B RFTA ) usb W55 B 1E shell B A
LR

~1$ Isusb

AT LA IN-v ZHCE R T R .

~]$ Isusb -v

AR A AT I 5 84K, B Isusb(8) man T+

7.1.4.3. M Iscpu g &>
Isepu fir & o AT REEM cpu 5B, (FRELHE opu 2H, 4, H%5, X
i, W, cpu EMEASS, 1E shell BN

~1$ Iscpu

AR A AT R I 5 AR, EF Iscpu(l) man T

7.1.5. WEEHHER

HRTAT BB v IR S5 S A E R GBI TR A AR S AL o X AL 22
DIMMs W£E N A7 £t e AR R A 25 FD Y B AL Ay iR, I HATES R 1) FH 2 28
[ . FH P 25 18 1 57 97 3EFE rasdaemon 23 $R8 A AL BRIX 26 iy Y AZ AL BR BE A
A EEPE T PR AT R A R A, RIE SR EATT. XA ThRELAET HH edac-utils 2
f, ILAE 53R rasdaemon FE it

%4 rasdaemon 75 2 root FUR

~]# dnf install rasdaemon

JR RSS2 iR

~]# systemctl start rasdaemon

SN I T ) i & B 4 [ 25 Pl T

~]$ rasdaemon --help

T2 1L rasdaemon(8) man FHff B 7T A HHik .
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e BRI PR 25 SR AE RGEVI0 RGEHE T
ras-me-ctl T HIEAE T —Fh Al LMEH] EDAC WKEN 175725, N~ i 4] A
B i & ML .

~1$ ras-mc-ctl --help

fir & 1F ras-me-ctl (8) man F/t ELUT A ik,

7.1.6. {8 FH Net-SNMP W5 A8

ST LI T IR 55 S B AE R GG Net-SNMP BB, b i — A RiE
FRT 4™ F B 7 BA X 48 B BR P (SNMIP) ARH . AR K L IR 1 52 FH AR 2 v BA
WHTIRKEM RS IR S — RV T H, X T H A R SNMP i
o

AF AL T T AL B Net-SNMP A HIE T 0 25 22 4 s A Re $dis, 16 ]
SNMP Pl A6 Z B R M9 & SNMP (LB LA [ 58 It BEFEHF -
7.1.6.1. %2%é Net-SNMP

Net-SNMP F A4 AT 4 i OB 5 I 55 28 54 R G V10 RATRR I — 41
RPM ¥4, ##% 8-2 T H Net-SNMP B AL MER T &AM EA 1IN 2

F# 8-2 T H Net-SNMP #f4FH,

L7 ¢ E ) AL
net-snmp SNMP AQEE S 3 EFR A SR . At 14 Re 2 s 75 XA
net-snmp-libs | netsnmp JEFFHLR 1 FAE S (MIBs). farth Pk BE Fidis 75 22
XA,

net-snmp-utils | SNMP % F' 35 51l 411 snmpget A1 snmpwalk. 75 221 B L LA
i) SNMP R S 1 e £

net-snmp-perl | mib2¢c F£FF1 NetSNMP Perl #58t . 0,2 ph v %8 i HE A5 A o

net-snmp-python | Python Y] SNMP %% ¥ . A& FH Al ak i iE SR AL 1Y

LIRATAT — AN ERAF AL T 7 2 AEH dnf 2

dnf install package...

Blan, ZBELEARTT LR H 5 ) SNMP AREE 57 3t FE AT SNMP 2
Ui, DA root S5 TE shell BN U iy 4:

~]# dnf install net-snmp net-snmp-libs net-snmp-utils
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e AT LI v 2 R 55 1R E RSEVI0 RGUE B 5T
7.1.6.2. 11T Net-SNMP 547 i 2

net-snmp AL AL S SNMP AREE S 47 E R snmpd. AT A <A 5
A1, A IEAIE S 3 snmpd RS AE B . A RAEERTRBUBE = IR 55 3 10 R &R
V10 RGEHE B S HITEANE BIE S0 5.1 A systemd HH AR GRS -

JEBIRSS

1217 snmpd %% LA root S 3 7E shell BEA U T4

systemctl start snmpd.service

Fic Bk 55 (6 AL R SR e B ST aGis AT R A0 T a2

systemctl enable snmpd.service

% 1k iR 55
& 1E snmpd A %5 LA root F 43 7E shell SN U1 T A74:

systemctl stop snmpd.service

e B 5 HLAE R SR SR IR AT Iaists, MW~ ar <

systemctl disable snmpd.service

EEYENES
# Ji snmpd k%5 LA root S 3 7E shell 8N A4 :

systemctl restart snmpd.service

Z i A5 I 55 PR E S AR 55 . B EFTINEC &, 1ok F1EIRSS, 12
ﬁbﬂ‘ﬁ*ﬁé\:

systemctl reload snmpd.service

X287 snmp k5 2 EFINEECE
7.1.6.3. FCH Net-SNMP

FAE L Net-SNMP A BESF $7 HERE I L &, 448 /ete/snmp/snmpd.conf Bt B A
RV RIS v R 25 AR R AE R 48 V10 B3 B BRI snmpd.conf SCAFRE R &R,
TR AR — AR AR T B SO S

AT FENAWME WL KERSEEHARE VR FRTHNRE
B4 MEAE S, 62 snmpd.conf(5)FM 0. LA, 7E net-snmp AFHL A
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o HRTTRB R PR 55 SR ME R V10 RS0 FL 5 T
— /M4 snmpd.conf (IS HARRE, 1T LU LA B 5 AR AR B

B & ) & net-snmp-util B G 0 20 W 22 B A BEAE A T BT IR 1Y
snmpwalk S FEFT .

systemctl reload snmpd.service

WEARGER
Net-SNMP @ id R G et 7 — AW RGE S Fln, FIHF snmpwalk
[P A s BA BRI E R0

~]# snmpwalk -v2c¢ -c public localhost system

SRAETEHI T, sysName X G4 E A FHL4 . sysLocation I sysContact %} 4
AJ LLAE /ete/snmp/snmpd.conf SCAFE I 227 syslocation FI syscontact F{E #7 L & -
Bi4n:

syslocation Datacenter, Row 4, Rack 3

syscontact UNIX Admin <admin@ example com>

EECE A, EPTNEICE, JFEE B UUE1T snmpwalk @53
Fic B 5 AR

~]# systemctl reload snmp.service

~]# snmpwalk -v2c¢ -c public localhost system

e B A PR

Net-SNMP REESFHFEF SCREFTA = AN K SNMP Hhill. BTFANIRA (1
1 2¢) JEAE AR R AR AL R B ) B IR UE o 2T R ARER AR bty
SCHFERF 2 AL R . SRR B SR, XA AL 2.
SNMP PR 3 Wi SCIREAE A 2 R sl i A P AEFIS 2 0% . Net-SNMP AR ELE
C¥F SSH #IE, i X.509 UEH) TLS IAUEF Kerberos TAIE.

fic B SNMP fiiA 2¢

FRCE SNMP WA 2¢ fI4EIX, 7E/etc/snmp/snmpd.conf At & S A4 M ¥ H RO
X B RW 4 X 54 Fe4 k2R

directive community [source [OID]]

Hr, community ZAE AL X FFFE, source & IP Hulib8+#, OID X}
SNMP W27 A JE P Flin, N Fe 202 P et R REmviin, 1%
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e BRI PR 25 SR AE RGEVI0 RGEHE T
%P S A AT S LB R4 X745 & “kylin™

rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

i ] snmpwalk iy 2 I8 M1-v Fl-c Z %] LNAAD & .

~]# snmpwalk -v2c¢ -c kylin localhost system

AiE SNMP k4 3

PENCE SNMP A 3, f# ] net-snmp-create-v3-user 7% . Iir 2 insgk H
#l /var/lib/net-snmp/snmpd.conf Fl/etc/snmp/snmpd.conf 3L, X AN AT LLAY
B P IFRAL A $EE, net-snmp-create-v3-user 4 R AR FI21TH 4 6
BAT. FHPREIE)E 7 “admin”H 77, ZiS“kylinsnmp”:

~]# systemctl stop snmpd.service

~]# net-snmp-create-v3-user

net-snmp-create-v3-user 2 Vsl rwuser $84 (BCYFRAE T -ro my 247 1L T

F rouser) #/etc/snmp/snmpd.conf F FIER I rwcommunity F1 rocommunity F#% =X
EIEE

directive user [no authlauth|priv] [OID]

Horb, user £ 44, OID J& SNMP W# LU . BRINFE LT, Net-SNMP
REFAN Fo v CB T BEAUTE R Cauth 3£T00) . noauth 3% 350 1] LA FS ¥4 AR 4 B2 TE
3R, priv i T il {5 FH i 2% ,authpriv %6 5045 52 115 R 2 2008 ok 352 A3URN (B &2 0N %

Biltn, NH—ATRARRTHS “admin”i5 15 ] AR -

rwuser admin authpriv .1

RTMAARCE, EEMNHP HEX NEIE A snmp B, fEZHX NI
snmp.conf A (~/.snmp/snmp.conf), {8 H U x4
defVersion 3

defSecurityLevel authPriv
defSecurityName admin
defPassphrase kylinsnmp
snmpwalk iy & 75 A WA BRI 23 (5 HY X L4 A
~1]$ snmpwalk -v3 localhost system
SNMPv2-MIB::sysDescr.0 = STRING: Linux localhost.localdomain 3.10.0-
123.el7.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86 64
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KYLIN
ERFOIBRE

R A R S5 AR E R GEVI0 R G HE T

[output truncated]

7.1.6.4. FREIETERE

R T M v R R 55 28 B AE R G0 Net-SNMP AR EEFE SNMP Pl EHEfE T 2
FivERe(E R tbhh, wl PUEACEE &l R 40P 2% RPM BWINAIR, KRG HETE

AT HIBERE D AN R G ) 2R L

AL T % F OIDs £ SNMP & (1) 1 fg

Bk, EfERGCLHE

net-snmp-utils Z 6L, FEH AP 70518 SNMP A, 41 8.1.7.3 Fe B AR H 4

R
ML

£U.45 Net-SNMP ] Host Resources MIB $& 4t 1 T ML & F i B2 e PR s A2 A0 444

E ., £ 8-3 A OIDs

AT AE MIB T AT LUEREUANFE ) OID -

F# 8-3 WTHK OIDs

OID

ik

HOST-RESOURCES-MIB::hrSystem

BE—RAGUE L, Wis TE,
HEH, AT R .

HOST-RESOURCES-MIB::hrStorage

B ARSI R G 1S DL -

HOST-RESOURCES-MIB::hrDevices

B A AL BEES , M 28 B0 & A 2
GBI

HOST-RESOURCES-MIB::hrSWRun

B A IEAEIZ AT I HERE I 91 35

HOST-RESOURCES-MIB::

B AR R T AR CPU SEit {5

hrSWRunPerf 2, #HORE R XKk BH T
HOST-RESOURCES-MIB::hrSWRun.
HOST-RESOURCES-MIB::hrSWinstalled L5 RPM 088 1 513k

1 Host Resources MIB 1,

A R AT S B SNMP .

T 7% 7 HOST-RESOURCES-MIB:: hrFSTable:

~]% snmptable -Cb localhost HOST-RESOURCES-MIB:
‘hrFSTable

SNMP table: HOST-RESOURCES-MIB:

Index MountPoint RemoteMountPoint

:hrFSTable

Type

Access Bootable StoragelIndex LastFullBackupDate LastPartialBackupDate

1 s

readWrite true 31
5 "/dev/shm"

readWrite false 35
6 "/boot"

readWrite false 36

" HOST-RESOURCES-TYPES:

" HOST-RESOURCES-TYPES: :hrFSLinuxExt2

0-1-1,0:0:0.0
HOST-RESQOURCES-
0-1-1,0:0:0.8

0-1-1,0:0:0.0
TYPES: :hrFSOther

0-1-1,0:0:0.0
*hrFSLinuxExt2

0-1-1,0:0:0.8 0-1-1,0:0:0.0

% 184 W / #3017




Ex

N SR LR T P 25 AR AR AR RV 10 R H T

% T HOST -RESOURCES-MIB K] % £ 15 &, 7] UL & /usr/share/snmp/mi
bs/HOST-RESOURCES-MIB. txt 314

CPU MM fEE R

UCD-SNMP-MIB [k 2 8 R G 1t fe B & ] H Y. systemStats OID #2411
— LIRS A T A

~]$ snmpwalk localhost UCD -SNMP -MIB: : systemStats

F77&, ssCpuRawUser, ssCpuRawSystem, ssCpuRawWait Fl1 ssCpuRawldle
OIDs #ff ) THBURRAERA € R G0 e 5 AL D 1 KR AL PE &5 I () 76 3 % 45 18] 5T
FaEaEg, /O BB A H . ssRawSwapln 1 ssRawSwapOut R i€ KRG NF 2T
FERIAER A

UCD-SNMP-MIB:: memory OID 1R % A F [ W A715 BN free i 22510

~|$ snmpwalk localhost UCD -SNMP -MIB: : memory

UCD-SNMP-MIB [ 171 % #2) 17 /& 7] FH /) - SNMP 1) UCD-SNMP-MIB:: laTable
21 8, S 4B AN 15 % i R S T .

~]% snmptable localhost UCD-SNMP-MIB: :laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig laloadInt laloadFloat laErrorfFlag

laErrMessage
1 Load-1 0.00 12.00 [¢] 0.000000 noError
2 load-5 0.00 12.00 0] 0.0000060 noError
3 Load-15 Q.00 12.00 2] 0.000000 noError
ARG EEAS B

Host Resources MIB $2 30 RGN HE B . ARG (BLA
%W A7) 7E HO ST-RESOURCES-MIB: : hrStorageTable & HH —AH:
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~]1% snmptable -Cb localhost HOST-RESOURCES-MIB: : hrStorageTable
SNMP table: HOST-RESOURCES-MIB::hrStorageTable

Index Type Descr
AllocationUnits Size Used AllocationFailures
1 HOST-RESOURCES-TYPES: :hrStorageRam Physical memory
1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES::hrStoragevVirtualMemory Virtual memory
1024 Bytes 2045580 388064 ?
6 HOST-RESOURCES-TYPES: :hrStorageOther Memory buffers
1024 Bytes 1021588 31048 ?
T HOST-RESOURCES-TYPES: :hrStorageOther Cached memory
1024 Bytes 216604 216604 ?
1@ HOST-RESOURCES-TYPES::hrStorageVirtualMemory Swap space
1024 Bytes 1023992 0] 7
31 HOST -RESOURCES-TYPES: :hrStorageFixedDisk £
4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: :hrStorageFixedDisk Sdev/shm
4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /boot
1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB: : hrStorageSize 1 HOST-RESOURCESMIB::
hrStorageUsed H' ) ODI # F KT R AEHOU R AT R A =

1/0 ¥4 7 UCD-SNMP-MIB::systemStats F1 UCD-DISKIO-MIB::diskIOT able
RPEE R JaE RO 7 E MR EDE, 5% 1 OID 4 diskIONReadX Al
diskIO NWrittenX AR TS, T8 R4t shiN i g S UM 5 AP & 1+
AL

~1% snmptable -Cb localhost UCD-DISKIO-MIB::diskIOTable
SNMP table: UCD-DISKIO-MIB::diskIOTable

Index Device NRead MNWritten Reads Writes LAl LAS LA15 NReadX
NWrittenX

25 sda 216886272 139109376 16409 4894 i ? ? 216886272

139109376
26 sdal 2455552 5120 613 2 ? ? ? 2455552
5120
27 sda2 1486848 c] 332 o] ? i ? 1486848
0]
28 sda3 212321280 139104256 15312 4871 7 ? ? 212321280
139104256
REIEPS,

Interfaces MIB $#2 it X 2% % 1= B. . IF-MIB::ifTable #2£t 7 —/> SNMP %,
RGP AT O M A E A S PR A BES IR AR B — AN H . NS
TN ifTabel 251, EER T KRG RPN EE 2842 1

~]$ snmptable -Cb localhost IF-MIB: : ifTable

W 2% i = A AR P IF-MIB: : ifOutOctets Al [F-MIB: : ifInOctets & fit. T
SNMP &Pk R R RS EA— N RO NS R &

~]$ snmpwalk localhost IF-MIB: : ifDescr
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" J& ) Net-SNMP

Net-SNMP AR AT DAY f 2R AERR I A= RS S N T i XA A =
KA B8 ir) /R ) PR R . lan, AR ENIE B R SR 15 40 8hE 5 e
FEERIIEIRS A TN, 0 A H 2 5018 T R G AE DAL P 8000 M
B E 15 e s 2 /b . 2N HRE P 7 B0 B B AT A R ARy
RGN EE, X ARVFEAF K7 BE W )5 5L X RGurERe T #il (i,
110,000 2645 2 G IN-T 4 L & 100,000).

A0 FE ER AT LB v R A5 A ERAE R G V10 1 — S B RE il L SNMP
Net-SNMP A DR N H & A U5k AR E SN AR o AR5/
HiE IS shell A M AT E ) Perl #F kT AR .. BiZ R4 net-snmp-utils F
net-snmp-perl £ T8 %4, [F AP AR AT 7] SNMP A

S shell JAIAY & Net-SNMP

£ Net-SNMP CHE {7 —A 9§ MIB (NET-SNMP-EXTEND-MIB), H] LA
H ok & ) AF = 1 shell A . 45 € 1 shell | A Sk iz 17, 7 BL7E
fetc/snmp/snmpd.conf SCAFE A extend $54 . — HiE L, IR KM 7E
SNMP | & AR5 o N ] TR T X AL, AR E R R
httpd R E = .

HER:

Net-SNMP AAESE (4t 17— NN BIHLHETT proc fr > B E . H 2 115
S A& F snmpd.conf (5)F M T,

NI shell JAAS (3R H RS A2 E 25 7€ I 18] 51 R 48 EI2 4T 1 httpd HEFEEL

#!/bin/sh

NUMPIDS="pgrep httpd | wc -I'

exit SNUMPIDS

N T XA IALE SNMP _ERTH, AR S HI 3 Rat gt BRRENME,
VB W HATAL, FFE N extend 184 3/ etc/snmp/snmp.cof XA 8N extend 54
(A% AT

extend name prog args

name ;&N extend FJFFFH, prog R BIZITIIFEST, args RIEEARETFINS
o #un, WS _EHA shell fHIACE #1] £ /ust/local/bin/check apache.sh, | [fIH$5
L XUNINIAE] SNMP B o
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R A R S5 AR E R GEVI0 R G HE T

extend httpd_pids /bin/sh /ust/local/bin/check apache.sh

A H] A#E NET -SNMP -EXT END -MIB: : nsExtend Objects /1 2] %] .

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: : nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER:

NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd_pids" = STRING: /bin/sh

NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd_pids" = STRING:

/usr/local/bin/check_apache.sh

NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -

read(1)

NET - SNMP -

EXTEND-
EXTEND-
EXTEND-
EXTEND-

EXTEND-

permanent (4)

NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -

EXTEND-
EXTEND-
EXTEND-
EXTEND-
EXTEND-
EXTEND-

MIB
MIB
MIB
MIB

MIB

MIB
MIB
MIB
MIB
MIB
MIB

r:nsExtendInput."httpd_pids" = STRING:

rinsExtendCacheTime. "httpd_pids" = INTEGER:
rinsExtendExecType. "httpd_pids" = INTEGER:
rinsExtendRunType. "httpd_pids" = INTEGER:
rinsExtendStorage. "httpd_pids" = INTEGER:
rinsExtendStatus. "httpd_pids" = INTEGER:

exec(1)
run-on-

active(1)
PinsExtendOutputiLine. "httpd_pids" = STRING:
rinsExtendOutputFull. "httpd_pids" = STRING:
rinsExtendOutNumLines. "httpd_pids" = INTEGER:
rinsExtendResult. "httpd_pids" = INTEGER:
rinsExtendOutLline. "httpd_pids".1 = STRING:

1

HER, BHEMSRENER OREITRESN 8), BRIt 4T
KM, T ERBHNZ EER, extend RARRM T AFMSE. Hlln, T
FEVAS AT LA T 52 VE B 2 748 o I RE AR B, JF AR H A SOR P4 R oK

TR R

#!/bin/sh

PATTERN=S$1
NUMPIDS="pgrep $PATTERN | wc -1
echo "There are SNUMPIDS $PATTERN processes."
exit SNUMPIDS

2 bR B AR B # U1 2 Just/local/bin/check proc.sh T,

WAT T T

/etc/snmp/snmpd.conf SCAFH I FE 42 W H httpd A1 snmpd R 3EFEEL

extend httpd_pids /bin/sh /ust/local/bin/check proc.sh httpd
extend snmpd_pids /bin/sh /usr/local/bin/check proc.sh snmpd

N FI 7 R snmpwalk 4% nsExtend Objects OID [FJ4%i H -
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~1% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand."httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs."httpd_pids" = STRING:
/usr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs."snmpd_pids" = STRING:
/usr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult."snmpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "httpd_pids".1 = STRING: There are 8
httpd processes.

NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "snmpd_pids".1 = STRING: There are 1
snmpd processes.

&5
OB MRS PR L 0-255 BOVEH . X TR 256 AME, BEAT A RIAS (1)
i (B OR AT ED B RAEERAFTT i

7.2. BREMEEHEEXMH

HEXMRAE RGE BRI, BN, ks L s T iR AR .«
ANFEE HE S ARBE S, #lan, F—FE0N RS HESF, —F R 2H
T2aE RN HE, AT ESESHH S

ik i e R 46 1) R IS, ik B BN N AZ SR B R e BT R AR P A ) 26 ¢
Rainl, HEXHZAEEAHT .. KESHLER R DR R H &30, T iE
HESH, PLERAEHEHEEMH 4.

— L E A4 A rsyslogd IS IERE IR 1% rsyslogd SFAH AR R
BAX sysklogd H)— Rl s BUBERE, JF4RAL 7 A JESS, BN ORGP, A Fb
Jic B e T, A N AR, 1@ TCP 8% UDP W SG3 AT 45 5« 75 2493 = P A2 rsyslogd
5 sysklogd /& #4517

H &S 1T L journald <P @ F2 AT 2], Z5P3PEFE /& systemd 2
o journald ~F P B IR ARG HEHEE, NWZHEMWE, Y146 RAM @50 &
WA shiE NS BbREs H T S, DL A RS AR RS R T, X S
BATER G, RGP . A H B, BRI R 5] k) 5
i, dolt TR, FRRAEE I ERE, T H S AR TR BEH P ID ()T
#15 5. M journald A I H ESCAFAEBAE O T AR —BEAER, HEXFR
TRAFAE N A7 B/ run/log/journal/ H & T IR X o il B8R =BT /T N
17, BRI EERRE, RFEPICTRBEMER. H2, WER D SE - &
Z: ] 7.5.5 (ERERF ANt . A RIATIVEAE R, 1620 7.5 H .
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T

BOEH T, XPRMds THIFFAEERI RS . journald 747 1 FE 2 Mg e 1n]
B FETH, et 7 LERH T el 0 EWE B ngds . @it
journald $H 1) 5 # 7 & 3| /run/systemd/journal/syslog E$% 7, 7] LLH rsyslogd
Db H A YE . SRT, rsyslogd FRINIETT imjournal iy ABLEL, Mk T B
MEEZT . BIET LEH omjournal B rsyslogd 2 journald #£AH % 77 7] A%
WidE . 2 0. 7.2.7 Syslogd Ir55 A1 H B MIAE B HERAE T SOA I H B 308
— A T R ZES, DA OR AT BE 1 R FH AR e BOle B AR ST rsyslogd [RFREAS
Yo Bk, 0T U 45— B A% kY rsyslogd H &, (S 7.3Syslogd H
B

7.2.1. BEXHRME

Y2 i rsyslogd 4E3 1) H & SCLETE /ete/rsyslog.conf it B SCAF Bidk. KE2H
(1) H &SR var/log/ H R R o — 283 AR 5451 4 httpd 1 samba 7 /var/log/ H 3%
THACK BB

TR R B B var/log H s A 24 H E A 5 8 A (1]
1, cron-20100906) . XLEE ARG INEC S HE A BN R, HE Tk
¥, TLHEKR/INALS K K. Logrotate 45 T — Mg 6 1E 55, ' Al LAAR 4
fete/logrotate.conf Bt & >k H Zh40 B H E 3, 1% B U1 /ete/logrotate.d/ H 3K T .

7.2.2. Rsyslog FIZEAAE

Rsyslog ] 3= ZH0 & U 72 Jete/rsyslog.conf. 7EIX L, &0 LAHEE £ RTE4,
R A E 2 N AN SR 45 o BeAl, R RT DLRLSCATE A PEe s nfig e (LA
#5IK).
7.2.2.1. g

RS pERR ) — &7, BEFERGEHEHEN T8, PLEATSIH—#
a3, ‘EFR R I TE BT 4 o BEAERE I ete/rsyslog.conf [ HC B SCAF & SCEE,
FE—A47 [FII 8 SO JESRMNBNE, FH— B AN B R A7 70 o

RyEPTIEETE, rsyslog MAETRME T AR T N ERGHEHE . ATHIK
WU, AT N CEAET IR E ), ET RN, AT RN FR A U
Ao

WE/ETIREHFIIESR

s i P AT A BT B R 1 ok I I8 R g H ETH B R A 2 T E 2 Tk
R yEds, g syslog W BZET AN BASHRREENILES . o)
ANk, EMEH LT IR
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FACILITY.PRIORITY

» FACILITY f85€ —MEEM T RGRAERHEHE . #lw, #ifFTHR%
SR AT SRR R R G H EE S . FACILITY A] LA Rtz — (8l
AR KFLIR: kern (0), user (1), mail (2), daemon (3), auth (4), syslog (5), Ipr
(6), news (7), uucp (8), cron (9), authpriv (10), ftp (11), 1 local0 through local7 (16
- 23).

> PRIORITY #55E £ 4t H G H 2 MIL5ES . PRIORITY AJ BAH LR R4 ¥
2 — (B B ARS ) Sk 3R 7R : debug (7), info (6), notice (5), warning (4), err (3), crit
(2), alert (1), 1 emerg (0).

FIRTEER Y E EE SRR RGHERE . B s (=) W
WL Fed, BTe e ML 524 HEN B gok b, prg HA s gk gt 2
W& o FHIC, RGBT 2 BIA —A (D, EFERE T e A R HEHE.

br BRTRE ST, W ATRME RS O KE A WESILESR X
R T A ERER S, S92 E). &A% Mgk
JE H OGBS N none. B MR KMRAX D KNG

B X2 NMEEMAS, HES G) BellnIt. BE—irhg et
EHE, Has G) aRReil. dE, ERBFEaSE 7 BaeieE & nl i i o,
'BAT LR R B A B SR IR

Sl WE/ETRARIITIESR

DL A& AT £ /ete/rsyslog.conf H $5 78 15 B /5 T S0 0 ) 3t JiE 23 100 LA 1 =9
To BIEFEANERNTANZRGEHEHE, BI0F R S 2180 E S0

kern.*

WFETA I RS H S, ARSI crit BUE R, MM EA:

mail.crit

BRI cron HEHEER 7 ILJ200 info A1 debug . 1 W1 ~4% K.

cron.!info,!debug

ET RIS

T BRI JEAS AT R 9k R g H A BAETE M, W timegenerated
5y syslogtag. %8 A LUK AR € JE MEAIME LU L, X SB{E A FH A% 8-4 T @1k
RECEERAE B ELBERE . 8 M4 A AR AR 2 X 0 KN E 1
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i BRI R P 55 SR 1 RAEVI0. R ST HLI T
AT RUIERSESEUE S G JHa, & G%dEs, R~k

:PROPERTY, [!]COMPARE OPERATION, "STRING"

> PROPERTY & X 75 E i JE 1)@ 14

> ALEREMLS (D S B R . BT R PR I ERS B AT SR
A R IE AT

» COMPARE_OPERATION J& ' 5E X | LLascHRfE, 25 £tk 8-4 HT Rtk
() LB AR T I 1 B LU LR A

> TR B E R, HH BRSO A R R B AH 5 S
FEEER . AT AR Ao e (Fln—AN515 O, ARBUTFRF (D).

R 8-4 BT RN B ERE

Compare-operation description
Contains o2 S I 7 47 £ 5 AR AR 38 20 A0 B 4 1t ) SO T

PP AR AL . EPAT RN S RBUR Bt A, ]
contains_i.

isequal R AL B 745 Ef AT SCA SR BE R 8 R 745 H o X PTIME
WAZRIL L -

startswith KA S A 45 o A0SO (0 & 1%k 5 7 A3 TSR UL IRE 240
ITARX G RANG LR, {EH startswith_i.

regex LR AL POSIX BRE (FEAS IENRIE RO FSCA T
AR BT R

ereregex LEE R L) POSIX ERE (F & IEMERIA =) FSCA fr
AR E MR

isempty KB IZE IR ST EEET . R4 E— i EdE

I, L BRI R IH AR, XA ERAE A H
Sl BT BRI e
PAT 42 W] £ /ete/rsyslog.conf 45 7€ £ 1 J& PRI SE SR 1 ) LAMI) 1o £EVH B o0&
BEEFAE error FAENHE, 07T Fis:

:msg, contains, "error"

B BE R N EHLAA D host] SRk EEH ETH R .

:hostname, isequal, "host1"
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S R S R AR S A B E R A VIO R EH R T
R H B B AES fatal A error CL2H 2 [A] 1 SCAR .,

:msg, !regex, "fatal .* error"

ETRIEAHLIES

BT RE A IR AR L EAR, /RS FRR M EEEREHEHE.
FFRIE AL IR EH rsyslog H AR IANE 5 1 B RainerScript JIAS, 7] DA 2
SRR JERS

BARPHEET RIS IEARAA T -

if EXPRESSION then ACTION else ACTION

> EXPRESSION &R/ 2 FHRIE . flln: Nlig)RiEN
$msg startswi th' DEVNAME' or $syslogfacility-text = = ' local0'# 7] DL g X £
AL, A and B or BRAIERT.
> ACTION Ja AR A R KA R (M oy LB PAT I . AT B — A
—HIBEE, BB EAE RIS KR E R
> FENEATHOTR, T ERIA A pEAs oSk if FEoR . SRHEF then
JF EXPRESSION Fil ACTION. ¥, tAILLHSCHET else KA 2 MRLEBI{E 2 1
RAFATAFAS BT R EEIAT
S S UV PUR/E TWiﬁﬁﬁ%ﬁ%ﬁiéﬁﬂﬁ/MﬁFE'M%{ﬁJﬁD BRI
I PEds . ZBIAR] DRSS A RR s i e/ 238 T it g ds . 705
M, EFErErctiEss, A& INAEIX B ., RainerScript 34 5E B % re_match ()
F re_extract () [IENFIE,
. BT RIXAMITIES
THMRERNEEPANREFZM . progl F2/7 61 H E SO 7 i T
2P “test A R B A SO
if Sprogramname == 'progl' then {
action(type="omfile" file="/wvar/log/progl.log")
if $msg contains 'test' then
action(type="omfile" file="/var/log/progltest.log")

else
action(type="omfile" file="/var/log/proginotest.log")

}

B2 HRTETREAR IS IER S FH AL . RainerScript A Z rsyslog
W E AR, 15255 7.2.3 MAHT IR E RS K.
7222. TN

17 R X A BRI B 4 o R — L8 R] DLEEGR I RN g S
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s R R = R 55 SRR R SEVI0 RGUE B 5 T

T4 syslog JH B 2| HE XX
FEAT NIEHH syslog YH B4 AR H B S0 - X 72 B T8 2 U AR 5E

FILTER PATH

FILTER U3 H P& £ 00 B R SCHF A2 flan, i Al &k #E
(1) corn syslog 11 59 J5 K Ho A7 fit 2l /var/log/cron SLAFH

cron.* /var/log/cron

PROAEOLR, HESFERHRAE R — ARG H S HE BRI e [FED . 8 e S
bric C - ) AENSCIF RS AR RO R 26T RE A I R 25 -

FILTER -PATH

HEE, BURSAEER, MRRFGLIEREETZRT. HE, ZXFiE
LR mPERE, Rl R I RIS TR 2 AR AR PR H S 2

145 5E B AR T DL RS EE A o 58 SCIF B — AN RDE SCfF AR, 1B
n BRI B 7 R R RN o ShASSOIF AR YE Fr T B AN R I o BhaSSCfF
RS (2 MRTSRRER:

FILTER ?DynamicFile

DynamicFile #& — %K. AH2 T F0E R A TE i g At . 18T
DA R AT S AT 2% C - O REZERFEZE, SR Ui — N8 SR 2 A
RPN

HIEAEH )2 X Window RGN i, 40 R TE T8 1 ST 2 A7 18 ) 28 i B¢
/dev/console W%y, F & HEH B RIEBbRMER H O FRFER ) Zum AL 3D Bld%
Hil G (i FRFPR ) /dev/console H-ALFE)

B 4% K EsyslogiH B

Rsyslog VFEERT LUl IS WM 48 KIEFEZIR R G HEHE . DR R 8E—
EHREHZ N EVR ARG HEHEE . 2K syslog 14 52 THENL, 51 H
DL B

@ [(zNUMBER)JHOST:[PORT]

> at 75 (@) Ror syslog H Bk BIEH] UDP Mh il i EHL. 28
TCP Wpil, M at 775 5MAIZEEAZEHE (@@)-
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Ex

SRR T R 5 B AR 1E R GEVI0 RS T R T M

> T[IET ZNUMBER & & X /248 H £ S zlib 45, % NUMBER J& %
TaE M EAEHN (N1 - BARE] 9 - HK) . E4adth s F 3 H rsyslogd A, Witk
AT AR 250 B R 48, WRiH ST 60 F 1 MIA 4 R4

» HOST J& 4 & XA FEHLIEFE syslog H S -

> PORT J& M & L FE ML

> MENLE L IPVe Mk, HFFESHEHAE (D

Sf. BT ML KI% syslog VH B

DR Zal it e GEER, BT SR A —/\iz”ﬂ%%%, FIE AT A
AL AEE) Bk Z%HEE BREAERN—5%4]+. ZEd UDP i,
W 2 5 31 192.168.0.1.

* % @ 192.168.0.1

i 6514 i AT TCP PR SCHE I B.4% & 2] example.com:

** @ @ example.com:6514

NHEZE1E BB zlib (9 R4, HAgHHE /k 25[2001:db8:: 1], 4% f# F UDP
e

** @ (z9)[2001:db8::1]

i IEE

i R TE 2 B TR 8 H RS AT DU B B KRN o X0t H S B
FEHAERN CERFHELR, BWSN 7224 HERD). Ft@EEEA LRET
WHEBAAENGERNES . b #E H Soutchannel 15 4 & L. ZE X
Jetc/rsyslog.conf %y tHiHiE, & H LA T 1HZ%:

$outchannel NAME, FILE NAME, MAX SIZE, ACTION

> NAME J@{H485E 1 i HHdiE m 4.

» FILE NAME @15 7 ScFE 4. @i R ae s A2k, &
FEE, %, BUHABSERHH .

» MAX_SIZE J& 14858 1 30l UK oK, TR EAL

» ACTION J& M & 430 B i R R/NAT

> B SCREE N B — AT, R

FILTER :omfile:$NAME
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s R R = R 55 SRR R SEVI0 RGUE B 5 T

. lEENSRE
N AN R TE s T AR H SR . f s A

$outchannel 54 7€ X :

$outchannel log_rotation, /var/log/test log.log, 104857600,
/home/joe/log_rotation script
18 B R B BT AL S I BT syslog Y ., SREUH B G 3T e i %

* * :omfile:$log rotation

— HR#| (ZEAFIH 100 MB) #5122 %], /home/joe/ log rotation_script 2 #f
PAT o ZIIATT LA S AR NSRS B B L Ad S R N2, i B AR N 2, B
H TN R E

Rik syslog HEAREMAP

rsyslog it $5 7€ FH P 44 syslog 16 B X ZIFR M 7 (AR Fs2f]: 45
EZATR . BfFREZ MR, HES () RSN 4. KEEKIELS 45
FaWTA P, HES (9.

PAT—NEF

rsyslog A LA E I R 48 H EH BHATRET, FEEH system O A AE shell
HPATIRE . AR — MEFPRIT, B () FRTdZa 4. ik, 485E
— MBS )T SRS 2, IR AL 8 248 E R HAT ST E N — MT S

FILTER "EXECUTABLE; TEMPLATE

X B U 2R A 0% 8 B EXECUTABLE 15 7€ RIFE R iEAT AL B o 31X R
J7 0] LARAT A A R AT AT SCPF . A AR SUABEAR 1) 44 B 5 40 TEMPLATE

L. PATRERF

2RI, POk BRE IR R RG0SR, HkadsS
template AR VLHC IFAE NS 8fL 345 test-program T /5 .

* * Mest-program;template

B

MATAT =ML BN LS A8 shell $0ATERVE, AIRESZ R TEN.
i AT LS Ay SV E AN BT E AT N EPATIIFEF - A T 8 AT n] e %2
M, 70 FEAE R I shell ATIT N
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LT HRTR L = B SS A A E R VIO RBE AT
4% syslog ¥4 B 25048 22
T B S A, WA RS H W E AT UL EES NBIEEFEE.
ot B 5 N BRI R

:PLUGIN:DB_HOST,DB_NAME,DB_USER,DB_PASSWORD;[TEMPL
ATE]

» PLUGIN i FH%Rr € i, X Seddfiff mr DAAC BR300 2 S 454k . (ol
ommysql i)

> DB_HOST J& 4458 & 4 FE 1 E ML 4 .

DB_NAME J& 45 € #dfs e 4

DB_USER J& {4 & $de 22 H P

DB_PASSWORD Ja& {45 5 £ e H1 7~ (1584
TEMPLATE J&P£4i € —MELL syslog 15 B I .

HE:

HHT, rsyslog ¥ MySQL #1 PostgreSQL %(#& 2. N 1 18 F§ MySQL A
PostgreSQL #(¥& 2’5 N TRE, %% rsyslog-mysql F1 rsyslog-pgsql B Lb4h, &
RIS L1 ) Jete/rsyslog.conf BT B SCAFINZAR B AR -
$ModLoad ommysql # Output module for MySQL support

YV V V VY

$ModLoad ompgsql # Output module for PostgreSQL support
B2 KT rsyslog 5 B 275 7.2.6 11 H Rsyslog fiHk.
F4h, R U A B omlibdb A5 e 52 0 58 B Bl R4 0 (SR
Firebird/Interbase, MS SQL, Sybase, SQLLite, Ingres, Oracle,mSQL),
E3F syslog JHRE
W8 EFEE PRI I B A BT (~) .

FILTER ~

FFAT N EE R R BAT AR AT — B b B 1T, DRG0 S . iR
AR — R E R RS, X2dRE A, &0 E S B E R HE . £
FrARAE B 45 ST BT AE B B S v R e EL B A B S B B ) &5 AT
XA RIEAT N HI R IR - 157F R, — By B8 E S5 G A & SO i
1T WEA INERIG R E

Bian, RN E S T AR cron [ syslog 1H S

cron.* ~

EXEZITA
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s R R = R 55 SRR R SEVI0 RGUE B 5 T
XA, R VIR T, AR RS MRIE, &
—AMERBERIAT, FFRFS U (&) T
FILTER ACTION
& ACTION
& ACTION
15 MR ARG 7 A S I M P RE  DRIM R 8 0 T T VP £

7223. &EEL

L JRTRARIEH T rsyslogd SFH AR IIEC B LI A A 18 5 2 ¥ e e e
B RME, 1ZE 2R rsyslogd SFHHERR AT ABUENE N . BTG 4 RiE4
WA ETLFS (9. RA-NMELRETRE. T —1MERELSIFT,
HAg 7w R 5 HEH B R KA

$MainMsgQueueSize 50000

AR BRI K/NE 10000 NE ., 0T BARE ETH 481 7 2535 AS [F) 1 5
& A DAAE /ete/rsyslog.conf FL & SCAFH & L MBS . — MBI T A AL
BIETWAT A, BRI MRS 5 —F AR E] . 4 Rda 4 rT DL KRB AT
N, BAFIANER. BT E aT HIEC B 38 2 e B AR nT LS E R4 e, Har, —
FloBr I EC B A% OS] DLBARS IR 152 (7.2.3 A8 B i E A% =0
SR, LML R T8 2198 N IR S .
7224, HEHRE

T THT A — A ] HL 1R /ete/logrotate.conf i B AT
# rotate log files weekly

weekly
# keep 4 weeks worth of backlogs
rotate 4

# uncomment this if you want your log files compressed

compress
NBIEC B S TR BAT 0 XA R, Hod A T8 — A HE SR 23K
MR+, HESEERE, 80 HESCHRE A2, Fraries HE
A gzip 4B gz BRI DS L ARATAT 2R, Ao abs,

AT LIRS € 1) B G S0 G EIE I, R HR B A A RIs U R . 2R
M, B2 7E/ete/logrotate.d/directory H & N A% E 1 H & SCAF O 5 B &
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£x

AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
SO, AR E S B B T
T & M E ete/logrotate.d/ H 3¢ N EC B SCAF I T

/var/log/messages {

rotate 5

weekly

postrotate

/usr/bin/killall -HUP syslogd

endscript

}
%A R B TR B 3% 00 A Ny /var/log/messages H & SCHFRCE - FERIRERITE LT,
MR ENREBESLSEREE. Hik, &1 /var/log/messages H & LR AR
B, AN 4 R IR TUE SCE SCRIPY R o
IR AR A AR, AT DR ) A B E S B
> weekly- Ti57E H SRS OV, KPRt T

daily

monthly
yearly
> compress-{ BEFE & A L4 D BE, RIAR) iy S B FE T
nocompress
compressemd — 55 F T4 1 i 2
uncompresscmd
compressext — 15 & FH T L4515 & .
compressopttions — 45 5E FH T 45 F2 7 (1) 4 16 T
delaycompress — 1B Hi [R5 B2 T~ — M2 8 .
> rotate INTEGER -157€ | —/HE XM B s K8 H , @ H I H
SOOI R sl R 2 ) — MR ik . W SRAE R 0, 1B H B SCE RN .
MASEE
> mail ADDRESS -t Til, 468 2 r) H G ORI sk . SR
L HE:
nomail
maifirst-9i5 7€ R 2 B 1) H S ST 2y, 2 H S SO A S -
Maillast- 8 5& 2 H E 0 MEET, 508 00 H B ST ET o 4 HEaT
DIReFTFEIS, LRI BRI T .
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LT HRTR L = B SS A A E R VIO RBE AT
KT B IR T 5E 2 1$8 2 512K S logrotata(S) M 7o
7.2.3. EAFHEER K
IR VAT LI v R 55 B R AE R G 2 25 1 rsyslog CLERINTE L R 250 8 i, S
o B RS . XML E R U H *TEEE’EK HEW, i TTfDLtF%‘Lb
ToRA B S5 AL B 15 DL A 1R . 1A 5E 18 8 &2 dl 0 RainerScript AR T & AL
AT B ARG BISCRE, B BIAfE ete/rsyslog.conf Ft B SCAFH
RainerScript & — M HIATE S, B7EH T ALE X248 FA- RN & A Ab 25
40 rsyslog. RainerSeript fix .72 F KE & TR A Xl iEds, W 7.2.2.1 i€
o O T 20k S JE 2% 19 & 15 . RainerScript 7F rsyslog7 (R AH SZHL T input
() Ml ruleset (), H RVFATIR/etc/rsyslog.conf it B SCH# 5 N B iEE . #rid
TEAFZ A F LT, BB MWL, SEE NS LIRS ES], Wi,
1709, B, APV, 1R VE ] e R IR ] X oA, IR R
HRELE MR . & — DR ER RIS . A LD REERT IHTEEHT AT LA
M, BEREREET LA,
5 IR XHS ()2 2 B 3R
$InputFileName /tmp/inputfile

$InputFileTag tagl:
$InputFileStateFile inputfile-state
$InputRunFileMonitor

[ B E A BT B BC B TR A) R
input(type="imfile" file="/tmp/inputfile" tag="tagl:"

statefile="inputfile-state")
X AL B PR IS EN S E , e 7R, IF HIsiR It
WISATIEE . A 5% RainerScript 15 A IS NG R, S WAEL .
7.2.3.1. B4

BRFIRTE 2 25, rsyslog Ab PR TH B HT R 5E S o U] ey acd 08 % A7 AR 2 2R
KM AR EPATIEAE A . 1E/etc/rsyslog.conf SCAFAH T IHFLN, FirA 1AL P
AN B I R VAl . e BRI AR T A — R, JR4ksE, ERIrA I
T U] HS  20 4 Ak 3 38090 SR A I B — B 25 5

SR, KRN RT 4 73 AN 5] B PR R B o AE RN B, 85T AR i) B
)”’JEI’JE‘ m, R N BB e 108 B N AT N T rsyslog [
PERE. Her)ihud, FEESRAYH BN T]EE S B VP AL B, SRALIX AR IS I A%
ﬁ_fu%}}iﬁ)li it. fE/etc/rsyslog.conf H IHFLINAE & LUl T A7
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s R R = R 55 SRR R SEVI0 RGUE B 5 T

$RuleSet rulesetname
rule

rule2

25— R E S B AR ERES R 1, B BRI R SR AT, 2R -

$RuleSet RSYSLOG DefaultRuleset

rsyslog 8 HIHT AL B A%, input (O F ruleset () BFJHATHAREE . Hig
I HE U ZE 7T Jete/rsyslog.conf HH € L, U0 R iR

ruleset(name="rulesetname") {

rule
rule2

call rulesetname?2

§
FHASFE 0 2 AR 57 & # rulesetname. 1Z K0 NI 4E A FRANBELL RSYSLOG F
G, I ZRRA AR B, it rsyslog f# [ . RSYSLOG DefaultRuleset &
SR BB RN, W S B3R 53 Be H AR RN SR 4 AT - AE BT 2
rule Al rule2 &, %&ATLLE SO JE-#RAE A N . T TR S48, T URE
FIN) £ F PN 350 i 0 D £ e AT T
SIS, BREREEEH THA2mA:

input(type="input_type" port="port num" ruleset="rulesetname");

33 LA DS It input_type I 6N L, SR FTIAE RO L, Bl
port_num - 315, FAlZH, W file 5% tag 7T LU THE & input O, FIFUIILE
[0 4 FR B H rulesetname. 555NN B BB 7E MU S bk, BRUARLIN) £
LUK .

7.2.3.2. Sysklogd JR 5% () Fe 2k

rsyslog 2 5 fOd It -c T 1 e A, (HAESE 8 A SCHE, [FIFE, Sysklogd
PR ) i AT T sk i, 7 3 G i e I e 1y 24T I UG L rsyslog. HAE, &
A] DU 2 AR AN 8 AT B rsyslogd SRARA 1% sysklogd fLARIAT A

2 5 TAA rsyslogd HEIRIIE B2 rsyslogd (8) T,

7.2.4. {#F Rsyslog BA%

FAZI FHT-1E rsyslog A 2 (AL BN EE, LB FENS L RGHEH L.
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fr

i FRIT LS S R S5 AR E R A VI0 RGVE R TFM
TEBAFINLEI R, rsyslog RERE RN AL 2 ANE S, H T LA 2 /M7 A% 4 H B
SN . rsyslog BB ULBH AN :

. Action

Action Processor
Duasue

. Farser
& Action
Main Filter Action Processor
Message Engine Queue

Queue

e

output

& 7-4 Rsyslog F14 iR

T rsyslog A AR ENE S, EATEXMH RS AR, RERKHNE
PIEH B BNF o T B SEAETS LA Y BRI 32 2 0 b 2R 25

T A G R — AT AN E 51 B8 . FELE, fE/etc/rsyslog.conf 52 SCARIL I
PHY o JE T EE RN, AL AL B AR PP AR LS AR AT . BT NRE ER C
HIPRAT IS o V8 S BA SR8 AT D A PR ES f 257 AR M Bt o VR, AR
— b, JUMT AT AR S —ANE Ris AT . A TR HE, —NE B E I
(U EIE A RSV ISEE A

HARMTHA—ADBIRFTREN . IRAEBCE AR, %3 5 T BLUE# I 2
1T AE B g AN E I PAT RS KR BRG] (IR 30 BIAT . FES H R AT R
W DL R AT A EEEE AT NS, — B TRl R e, A7 9 b Eas xR I
AU HE, BRE.

Zi EFg, rsyslog BASIAALE: Toig x5 MM A B SR —
JS BAB PR Ry T A 25 RS A (1 tH AT DR AR RS BRI - BA S P 2244
s B AR AR e B AL A R

> EAIFE LS, TE rsyslog HISEH 73 B A 7= 3 R 9
> EMRVFIHMTHATH R

BRubZ 4k, BRAAT DAY LRIAS [F] (1462 i e B R Y R e i tE P RE - 1X
SEC B E I LLR T 4

%%:

IR R AP CVA I NE ., BB E AT T 2 A S . W RAE A
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
TS, SINPHZE, BERIEA . R R Sk A4k B ZE 1 B BA 1 . 7
BABMPAT SRS O, XA EJ AR, ik SSH HE il =%,
XSOk X BH b SSH U la) o [Rlitk, gy 8 S i ) 245 2 1) B8040 P2 1 o 1 el
& H AT NI BAF .
7.2.4.1. 58 LBAFI

AR B AR, 5 UM SERIEFASI: direct, in-memory, disk
disk-assisted, i) 2 F [ A Z1] 52 in-memory . A LAIE I LL M [ Horp 2 — 1
RNEEE BRG], Wa] E AT EAS . R 1 E A N £ /ete/rsyslog.conf T
i

$objectQueueType queue type

X E, ey EHE B (F MainMsg & #t object) AT (H
action 8% object) HIE 15 & . A direct, linkedlist BY, fixedarray (in-memory BA %),
o}, disk S #t queue type.

ERIAIE T3 B BA 12 FixedArray BAFI, B K A7 10000 AN & o AT BAA
RN 1% B N Direct PAF1.

Direct BAZ

XTIV 2 R LR, B, Ht S AN BRSO, FEPAT RIS — BB
FATER) . R TR, ST

$objectQueueType Direct

] MainMsg 83 Action &1 object,iX ™% 1 A] LA £ 3= ¥ S5 BAZ1 B35 4
1T B BRI o 0T direct BAFI, VM B EEALIER, BRI F AR ZTH R E

Disk B3

disk FAZAFfTH B 2R AR B 4%, IXAEAR EA s rTSERT, (W2 P A AT he
PIAEAB N B8 1. BT TR s R R EN H AR E R HE, K
RGP AR BT disk PAF1. ERE disk BAJI, fE/etc/rsyslog.conf HIEEA
AT N2

$objectQueueType Disk

{4 ] MainMsg 5# Action Z AL object,iX /™% I AT LA 7E 3= 78 B BA #1534 Hh,
ITHEE A disk BAFIE NGRS, BRIAK/NN 10 MB. BEERIA K /INAT Ls G R T
FIRC B 8 S 3T 1B 0L
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s R R = R 55 SRR R SEVI0 RGUE B 5 T

$objectQueueMaxFileSize size

Horr, size Ko disk BAAIAY RN € LRI R /N BR AN 5 A PE 1K), rsyslog
HAEHN A RENBA A B, B S /IR disk BAS RS 0 A7 5
M SCAFARUGEC . IR fir 44 152 00 R s

$objectQueueFilename name

XRNERBER S RE T AR . o4 L 7 AN EEE T, SR in—
AN HF B N.
In-memory PA%
7t in-memory BAFH, HEBANIITH B RAEAE N AR, XA AT R IR P
1 SR B R N R B OC AL, U HE A B B4 K R k. HE, AT ULAE A
$ActionQueueSaveOnShutdown % & R AL HT PRAT 28 . A A LAY in-memory
FAF1] :
> FixedArray queue —ERIA 1) F ZVH BB S, 5K 10,000 NIGE . XA
SR B BAZ FASE P [ 2 T 53 B R B2 AR AT BA B T R (4R 5T . T IX EE 4R 4,
RIS RAZI S 2 VH #E — € B IAFitias . 1M, FixedArray $2ft 1 e E: 11z
ITHMERE, ISR RN B S AR A E R RE, RS2 S R
» LinkedList queue —1X B, —/MFER H A S5 82 3 70 B, PRt
A A A AE TR W 7B . LinkedList ) A A BAR R R 58 R 9H BAE 47 o
fE—MIEOL T, 244 LinkedList BAZIAHEE T~ FixedArray BA%1), & VHFER />
HIANAE, RS T AP T4
B & in-memory PAFIAE T I H1EVk:
$objectQueueType LinkedList

$objectQueueType FixedArray

{# F§ MainMsg 3% Action %1 object,iX ML I A] L AE 74 B A A Bl 3 44
1T B BAF .

disk-assisted in-memory B\ %

disk 1 in-memory BA %1 &84 % H B0 & rsyslog il & 7] LU H & IF N
disk-assisted in-memory BA%1. Alt, BCE —ANIEH B in-memory BAFISR 5 ¥ N
$bjectQueueFileName fi§ 4 7 & X Jy BE 4% 4% B ) SCAF 44 o 1X A BA 21 it A8 i
disk-assisted, IXE M in-memory BAFI5 disk BAFIIE J1HME -

WA in-memory PAI 35 B0E 77 2 XML H BASE 1 disk BAAIBBOE . £
disk-assisted BA%IHH, W] PL[RJI 1% & disk-specific BY, in-memory specific it & %1,

% 204 T/ #3017




&

s R R = R 55 SRR R SEVI0 RGUE B 5 T

X PRI BA B AT RS2 dpe v IR, “E00) AT B IR [R] 3 AT B ANAS AT S IR e il
.
& %€ disk-assisted in-memory BA %I H| so-called 7KEfl:

$objectQueueHighWatermark number

$objectQueueLowWatermark number

§i Ff MainMsg 5% Action 1 object,iX N1 11 1] DA 7E 378 B A1 B3 4
ITH BT e N AR i R E B 208 A number. 24 in-memory BA 5114 3]
T EKALE SCHECY, EITIRRH BB AR, IF— B 4425 in-memory BA%IK
AN BB SARKETE R EE . I B K ENR SR A D ZE A S AR, [
N T BN, BB NSO A 2418 1 . BRIk, KA 20
L HEANBA B 25 2 1 B SobjectQueueSize k. /KA FIFEEARBA T KN 2 [6] () 2 /2
PR B R & AR 2 X o 25— J7 1, BOE m/K AR A E AT
EJIEAPIR RN
7.2.4.2. BRI

T 2RI () BAF AT LAt — 20 e B DA a2 S B 25K o ST DA ] LRI AN [F) B 48
A RABEHATAIIFI T H B BT HET, H 20 2 ABIISETH], WAEL .
Forp i — Loy B LAY, HAhig a0 TAREARE 3, SRAEXBAFIAT 2 4],
RS ERH I EH . EmPekE S, AT LR rsyslog HITERE, AFEHRBA,
BB R Gt < H A AT A

B #5 BA 51 R )

T mT LABR I A Z AT PAEL &V B R, S an N A

$objectQueueHighWatermark number

1 Fl MainMsg 55 Action AL object,iX ™% T /] DL ZE 378 B A F1) 5 &
1T B BT HBAFI AT DAL 2 3 B 4 H B 4K number. 7T LLBE BABI KD,
AR AE A EATLBRAF i o B KA o 52 2 BB FI R B2 BA B BRI A Z1 R 7Ny
10000, AT BRFIERIN K9 1000,

Disk assisted BAFIZEBRIAE DL T =2 ToPR A, ASRe TR Ak Ko, HA]
DAL B O B AT T I Y B A s 1A, DL R I E

$objectQueueMaxDiscSpace number

{8 Fl MainMsg (7 Action #1X object. ZBAFIMIEENT, FriH B4 E5F,
ELRIPAS IR 1 2 W 22 18]
ZHHE
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i BRI R P 55 SR 1 RAEVI0. R ST HLI T
LB IR B AR, O R AR, SR AR BA S A A K
e, DR A 22 (R a0 Se 8 i BN A2, - J3 Bl S AL B AR BRI T 0 5€ discard mark:

$objectQueueDiscardMark number

i Fl MainMsg 553 Action 1 object,iX NI AJ DA £E 19 B BA 1 5 4
ITIH BB XH, number X/n2H 30 A7 H EHENHEEH . & UL
REY A7, AT

$objectQueueDiscardSeverity priority

MR R 87z — (8—1%) AL priority: debug (7), info (6), notice
(5), warning (4), err (3), crit (2), alert (1) Flemerg (0). fFHILKE,
LB EFHA NG, HE RS FEBARRER RAT SRR BB F i B .

5t FH I R

Al LARC & rsyslog 7E—ANMREE FIB [ BLACEEBA S . A T IX /N IEIT, 0] L
B> TAE R m et B, B M TYEHE, i H LT ik

$objectQueueDequeueTimeBegin hour

$objectQueueDequeueTimeEnd hour

AT LR E G N R OHESE, DU D sfr . R 24 /N, ASSCRFIRCE

Ao B TAELAE

TARRREPATIH BB TR BAF o B0, ETHERAS, — A TARLREM
G5 R IR AT I BN BRI A 2 IR LA BIR S AT A S . =43 B 2
BN, A TARLRERS SRS JHENEERS € 8E N, 54 LTIFEL
e R Eh. e s, AW

$objectQueueWorkerThreadMinimumMessages number

P B R AN number Rifid & #h 78 TAEZERE . #lU0, number B4 100,
2100 ZMH B EBEARE, — AN TAFLE I ia . 2kt 200 NMH SRR, 2
=N TARERRE R A JR1, JHATIEAT R 2 M TARLRE R, B A AT BLRR
eI R RS, Wk s

$objectQueueWorkerThreads number

number X T FAT 1547 19 TR0 BASH .« 0238 B F, BRI
BN LAER. — B MR TECATI, ©e— il sl ihol. B
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i BRI R P 55 SR 1 RAEVI0. R ST HLI T
BN, R

$objectQueueWorkerTimeoutThreadShutdown time

FHFEEEI ] CBASER 9 Ffr) B4t time. A% R time, N 24 7
F, e B AT DAL, TR BIZe ik, S de s B H-1, 3%
Pt el

At RA )

T HRREMERY, AT LU rsyslog [N 2 BBV EAL. 5 th B
BOE BB, TR 4

$objectQueueDequeueBatchSize number

P AT RIS HH BA S VH 2K B R H B # number. 15VER,  HBASIH B 4L
F R i B AR 2 1) TAR LR RN B AT 2 S BRI N A AR R

Z BRI

MBS AR S AE S S AT BhS i 1 45 5 I Th) [A) R 4 T AR A
KTEAFIAL R, DLyg /b d 7 2k

$objectQueueTimeoutShutdown time

A€ I time DAEZAD Y AL . IR — BN RS 58 — L83 ROTH S, TAF
LR SE AT B AL P, SR ZEBAA . TR, RAEEEH BRI ER. S
AN IS 1] T B AT AL A £ 58 e i PR A Ak 2

$objectQueueTimeoutActionCompletion time

FERCER time B FITH LT, ARF TAFLREARB R M AL SN Z R4
&, AT LMEH

$objectQueueTimeoutSaveOnShutdown time

wERde ETRIRFERCE 1, A BAS I ERE 7E rsyslogd 2% 1E i #R 24 A7 fift 2
o
7.2.4.3. 1 rsyslog PAFHTIEE

rsyslog 7 #2487 HHIETE, BB RAE action (O NHEFE X, REAT DAER A
F 851E /ete/rsyslog.conf FH— MM AEAS FH o SAT BAZI R4 = Xan T

—"

action(type="action type" queue.size="queue _size"

ueue.type="queue type" queue.filename="file name"
q ype='q _type” q )
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FHEHAT B E BB 2 FX B 4t action_type, FHH 2. BAFI AT LA 4R 1) B R 2L
H & queue_size. *fT queue type, I LLIEFE disk PAFIEM in-memory PA %1
HHik$E— : direct, LinkedList [J5} fixedarray. X file_name {{ g & — 31
Y, MR TR, WERENE — S8 H kR H &30, SELinux 44
TR E

7.2.5. FEHEMRSEEE LBECE rsyslog

rsyslog JIg 25 B& tH 1 15 it v] SR Iz 47 H 8 IS5 28 ATC B A R ik ik H
ESMH B HEMRSS A 75 S WS m SRk HEH B RIS H, BER S i
rsyslog FCE 15 S -

rsyslog R %5 AL HAE BT HAE N H ER SR RS L, FFHEBIEMNR
GiC B K H B R IR H B RS 2% . H IR i IR 55 24 /E R 48 V10 BRINTS
LR 222 % rsyslog, WIHRTE, DR RG2S T rsyslog, LA root B 134
ABLF 4

~]# dnf install rsyslog

Syslog ¥t & BRI B A K 2% UDP #1514, HAE/ etc/services SCAFHFIIH .
SR, rsyslog BRA# ] TCP Eim [ 514. 70 & X /etc/rsyslog.conf #1, TCP
EH@@F M.

e W e A I 2 H 2, 281 SELinux FIERAAD B e v Rk s
WACHE T T 27 H F g 1 e

~]# semanage port -1 | grep syslog

semanage £ #2 ¥ H policycoreutils-Python 0 [ — 3 43 $& £t o 4 S8 75 2 A,
RN

~]# dnf install policycoreutils-python

AL, FEBGAEOLT SELinux [ rsyslog KA J2 rsyslogd t, H AL E N
YRR LR R T R rsh_port t (AL FE shell (RSH) i 11, H: TCP BRA ¥ I 2
514, Bk, XAEEA LS semanage H) B K foi4 TCP 3 A 514, 10,
FRI A SELinux VAT AR FFAES [ 514 1845, BAmLSWT:

~]# semanag eport -1 | grep 514

HEEIT S SRS A RS b, T IR IR. EIX R
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e BRI PR 25 SR AE RGEVI0 RGEHE T
(¥ i A A PR ZT LA root B 43 P AT i 4

7.2.5.1. £ H &R 554 LA HRR
rsyslog 7 B Z FIA R IBARRE 0. 7 B R e R (MR 3o P4 ER A
A BT T P R, A0 s
template(name="TmplAuthpriv" type
string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::secpathrepl
ace%.log")

—_n

string"

template(name="TmplMsg" type="string"
string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::secpathrepl
ace%.log”)

X LEAF AR AT DLS BT TR A R
template(name="TmplAuthpriv" type="list") {

constant(value="/var/log/remote/auth/")

property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

}

template(name="TmplMsg" type="list") {

constant(value="/var/log/remote/msg/")

property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

}

XFIX LS rsyslog BRI UL, XAMERCCAAR FAT e A ) 32, PRIkl
PASE 55 N

BEE U TRE B, 75 2 FH AR O BN # a4, ISR, 285
05 B, S LRI DU AR A RN

module(load="imtcp")

ruleset(name="remotel"){

authpriv.® action(type="omfile" DynaFile="TmplAuthpriv")
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* info;mail.none;authpriv.none;cron.none action(type="omfile"
DynaFile="TmplMsg")
b
input(type
7.2.6. fHFH Rsyslog 1R
T RABEAL BT, rsyslog SR AL R, X SRR HEA AT 1) ThAE -
i EVE R A AR AT DL 8 =5 Pk . K2 B Ao A (LR SCi N
B ) BRAAT Y LR SCH AR o AR PR A AL A B R AR R RS 2 DI g
g — S, FLRT SR A AT A B I INEC B 1R 4 o ZINEARE, 150 LA i

imtcp" port="10514" ruleset="remotel")

$ModLoad MODULE

H-rh$ModLoad A2 IN# 6 & ML 42 R $8 4 . MODULE Ko & i /5 5
Peo ilhn, SRS E B SR SR AL Gimfile), ff rsyslog FHAT il A5
PSRN R ARG HEE B, 1E Jetc/rsyslog.conf it & A8 LA AT

$ModLoad imfile

rsyslog $efit VR 2L, X EEHL 4 9 LT 25

> AN A TSR B & MR S . AR RS 2
PLim BUZEHF4R, 4 imfile T imjournal

> A B R B R 45 & Bl H A T B Al i Y 28 kK,
MBI R, B IS HE . B AP a2 UL om ATZE, 1

omsnmp, omrel p 255,

> fENTALEL- X ORI G B ST RN, B AT R BT S R
AHM. H CESHFREEZ, Ear LAl a CrE SR . R
A FREAE L pm BTZEIT46, W1 pmrfc5424, pmrfe3164, %5,

> JHEBNE - HE BB R G H EE RN IR
4 PR mm AT 46 . T BB S BB W1 mmanon, mmnormalize, 5§
mmjsonparse H:FH T~ F& 4 80H B IEHE AL

> FRFERAERSE - RSB AERETHENSNERNE, S
rsyslog FEALIBAR D BEAH HL P IE] o Hf AR O ER 1) 44 7R s 2 DL sm BTER T 46,
Un smfile 5% smtrad S 4.

> FEREHL - FERSHUOR AR AT N E R (T RE o X LERTHAE rsyslog 7
B BB NE, ARetH A A ICE .

BT A nl AR B R0 B AT VR 4E R R I 58 B A R v DL 7
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http://www.rsyslog.com/doc/rsyslog_conf modules.html k%,
B
5 B R A rsyslog MNELLEL, X AEAdATRT BAYG R B O 0 e EOr %L
o X RISAE ) Z 2 B . N T R IR B> 22 4 R, AN AS R AT S
IR .
7.2.6.1. FA text 3CfF
AT NS, AR imfile, 1 rsyslog B A A A AL R G H &
TH B AT LU imfile M BIEE B QB SCA SO H BRI HEF H S AHEWH
o Zhn# imfile, 7E/etc/rsyslog.conf ZsIILL T A 25
$ModLoad imfile
$InputFilePolllnterval int
BAELUME imfile —k, FAZA AR 2 0tk . $InputFilePolllnterval
2 )RR TR IE rsyslog A A A IEHE I SR SR AR AL AR . BRI RIS TA] TR] B D 10
P, BARE, FHLARD g BRI a] 1A] R 5 #2 int.
AN TR XX F N, £ Jetc/rsyslog.conf SCAFH 8 B EZE W T
# File 1

$InputFileName path_to_ file
$InputFileTag tag:
$InputFileStateFile state file name
$InputFileSeverity severity
$InputFileFacility facility
$InputRunFileMonitor

# File 2

$InputFileName path_to_ file2

T2 4 DB R E — M

> SRS 42 BAX path_to_file

> FHIHE B tag 42 B AR tag

> FHME— IR SO 44 B X state_file_name o IR SCAFHAAAHLE 1syslog
MTAEE R, NI RRRRIC, A0 ORI R X o an S
EAT, BASEPEEEREN . ERREIEE T NAEER AR

» 7 In$InputRunFileMonitor 452 RESCAF IS . WAHRXMNERE, XA
A R
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LT HRTR L = B SS A A E R VIO RBE AT

B T BT EOR TR %, AAAERT DA BRI LA B R E . 1l IS
1) B 7 4 B 7 severity SRIXE RN BB EM . HCHET B facility
ke AT BT RS
7.2.6.2. M S HHH B

FEEHREE D, A3 H AR LA B A ST AT LA BE R, BT B A
] DBMS 2R, EHE& Pk, #10 ommysql, ompgsql, omoracle, B,
ommongodb. 1 AEAR, 18 FK# T libdbi [ 138 F omlibdbi 4 A EE . omlibdbi
MEH S RE R EE P R 48 F Firebird/ Interbase, MS SQL, Sybase, SQLite, ingres,
&, mSQL, MySQL F1 PostgreSQL .

7.2.6.3. {EREIMNFAL
9 28 AL g (RO AL 25 PR R SE 8 AT DLIE I TLS 8% GSSAPL N pr BOR$ At
fef )2 2 At (TLS) J& B /EFRALIE I M 4815 1 2 A M I3 pihist s 2448
F TLS, rsyslog ¥ B4 RI%E 2 BTN, KI%EHE RIS 2 18] () 75 BEAH EAAE.
WA Z M5 APL (GSSAPD J& —Fi RE 7 n) 22 4 IRk 55 1 N FH B e i 2
B ATIES rsyslog BEREHME A, E0ATH —ANIEH 1 Kerberos 355

7.2.7. Syslogd [REMHEMZH

w _EFTiR, rsyslog A journal, &G LRI NHENHER, B LA
[RRe L, EEATEH TRE B FEIRZ LT (UL 7.3Syslogd HESH)D,
AT LUHEAAE, et @ gt i &, IR e E £ — A S B E .
T3 EOX A AR B — AN A5 12 T2 A AR B ALY, IX LS5 Y Rsyslog
A journal FIIE{E socket SCHF

BNIEOLT , rsyslogd 1% F imjournal BiEAE A H & SO B ERIA B 4 A B2
R XA, A AT LR ATH B, ] ELS N B Journald $2 41 (1) 45 #4 A0 2504
oA, B OB o m PLOM journald O OAN C Bk dE 2 b H
$ ImjournallgnorePreviousMessages 164 ). 2% 7.3.1 M HEH ZANHIRH 7T
imjournal AL & -

ENEAR, BLE rsyslogd KiLHUH journal FEAEHIEE F1EN—/1 3T syslog
I FH B % o B4 7 1K) #5438 /run/systemd/journal/ syslog. 2478 AB 44 rsyslog WH &,
T FH T, AHEE imjournal, BN IRMEE Z M ThRE, a4 e HN L Bk
g, EEdEET AN SIS, 1/ ete/rsyslog.conf T H L NG E :
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S R S R AR S A B E R A VIO R EH R T
$ModLoad imuxsock

$OmitLocalLogging off
IR TEEINE imuxsock AER I PHI$OmitLocalLogging 84, {HfEiHIL R4t
BRTEN. BRTWIAZ S B /etc/rsyslog.d/listen.conf HF55E, WIF:

$SystemLogSocketName /run/systemd/journal/syslog

&t AT BL A Rsyslog i V8 2 2] {6 H omjournal #& Ht [f] journal . fE
Jetc/rsyslog.conf H It B i tH 41 R
$ModLoad omjournal

** :omjournal:
fian, T A B K A RS s TCP % 11 10514 £ journal:
$ModLoad imtcp

$ModLoad omjournal

$RuleSet remote

* * :omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514

7.3. Syslogd HE4W

FE A KB R H EHWE R4 L, — gk 208 B EAE B T LT 3 gl
g B EER, IRESEZRERE R, ARG THE B B H
ABFA—F . rsyslog f# H JSON (JavaScript Xf R7F 5 ) #\3eft HERE B
AL o

BT T AR S A AL B H ST B

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed

sequentially
TR HEE
{"timestamp":"2020-2-7 T10:20:37", "host":"localhost",

"program":"anacron", "pid":"1395", "msg":"Jobs will be executed

sequentially"}

st FH BRAEL XS 15 2% 45 A A Bt B A 1 U 2k 345 3R SCAR ST ) g 58 B R B
AR o SRRV DL T AL R B M N R 2R A ] E R - 5541, JSON
SCHE AT AAFAETE SCRY SR 72, 1 MongoDB, ‘B $2t T ZAME 1 BE AN 4> BT ThAg .
FITH, —ANEERA R B R E LIRSS M A BT B 2 A S A
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T

1E rsyslog, A JoHdE Y H EA5 B4 imjournal L[] journal #EH . i
F mmjsonparse 3, A CUEAT K H journal FHARRKIE T A F15dE, FRdt—D
XPHHEAT AR, i, N — N AR R . v T AE@ATECY), mmjsonparse £
KRENIE B ARG, W HAE lumberjack T H & X HIABEE

Lmberjack i H 1) H 172 LA n) J& Fe 25 1075 2N rsyslog 38 ings M4k H i 5%
e — N EAEE S, Lmberjack 18 € @ cee: FFH, HATE JSON 454,
714, Lmberjack & X T MiZHLE JSON S ArifEFB A FRIIFIER . A % Lmberjack
MEZELR, 1HS WAL,

N THI /& lumberjack A% =7H S A5

@ cee: {"pid":17055, "uid":1000, "gid":1000, "appname":"logger",

"msg":"Message text."}
BAE Rsyslog XA, — MERSPAER, HZS W 7.3.2 IEL
s B, S FE 5 RAR 25 43 7T LR F libumberlog J4 k45 B lumberjack 3675 % 24
HIYH E.. A< libumberlog F1E 2155, 1HZ WAL Y
7.3.1. MBEH AL
imjournal FHIE rsyslog HIF AR HH KB H 30 (I, 7.2.7SSyslogd ik
FHHEBNALH . YEAFER syslog 115, HEMELSCARR Bl A0,
B3 — DR, FLEEREKE HH journal $RAL I ST EHEEN PR A AL ITE
A 7 M Journal 5 N\ % # 2| Rsyslog, 1F/etc/rsyslog.confi SCA4 H 8 F T T i & -
$ModLoad imjournal

$imjournalPersistStateInterval number of messages
$imjournalStateFile path
$imjournalRatelimitInterval seconds
$imjournalRatelimitBurst burst number
$ImjournallgnorePreviousMessages off/on
> %M number of messages, 7] AR /A7 H EE IR . 524
1A 3 number of messages 5 € FIVH S, ok BHERAT -
> PRSI BB AR pathe JESCAFERER journal 185%, Hog AR H
i — MMtk
> 8] seconds, 5 B I FR i1l 2 A IR E] (A R o 0kt ) g S99 ) Ak PR PRV U2
B AS AL AE burst_number 53 HYE . ERINBLENEE 600 £ 20000 FI7H
B.. Rsyslog 2 EFH7ELE HIS IR P4 i £ K burst_number {EITH S .
> f#H$ ImjournallgnorePreviousMessages FJ LA ZH& 24 Fj 7E journal HJ7H
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
BRI R, Xl B R e RS S A o BRA R E N
Mo 1B R, MARZWE RN, BAREM, Frf journal H)7H S 1
AhEE, BT E A AE 1syslog LRI & if H# ab#E it .
R
& 0] DL R4 A imjournal A1 imuxsock #H, imuxsock #iH & IH R4t H
LN, R, NTEEHEERESE, U IE imuxsock $2H journal H RAE
e BMAIX— A, H$OmitLocalLogging $§% :
$ModLoad imuxsock

$ModLoad imjournal
$OmitLocalLogging on

$AddUnixListenSocket /run/systemd/journal/syslog

fn] DL ik A7 i 7F journal HIEHE Ao dE BIE A ALTE B . Hp i —
U6 5T B4 TR AN 72 5245 “journalct] 1) verbose #irth” FH I, AHIREX journal 357
SEHG| R, 15 SN systemd.journal-fields (7) FMUT. B, w7 DK E SE A
% jouranl B, ZIA N AZ AT A6 A T SAEH .

7.3.2. SIELEHLER

BRI — rsyslog RATALEL TR 21 lumberjack ¥ ZVH S, 1E R DL #R
R :

template(name="CEETemplate" type="string"
string="%TIMESTAMP% %HOSTNAME%
%syslogtag% @ cee: %$!all-json%\n")
XA TS 7% & @cee: P LARLFH () JSON #4555, #il 40, 441 i {8 FH omfile
R FR i 1 SCPEIY o BT ) JSON B bk, RIS Avgd. #lin, MRS
TR IE S RTE R, 180E T IE B N4 AT UID.

($!hostname == "hostname" & & $!UID=="UID")

7.3.3. fi#Hr JSON

mmyjsonparse R T AR S5/ ATHE B . IX L5 B AT LK H journal B AR
NI, 3 H AL 20 H lumberjack T H 5 ST 2dEAT 4% XAk X 269 B2 H @cee::
FRPERRRTHAR A . SR)5, mmijsonparse 2162 JSON £ #4275 & 21,
IR %I BT .

A ¥ H mmjsonparse #& Bt f# HT lumberjack #% = ) JSON ¥ &, 1&
fete/rsyslog.conf ST 8 A [T PG & -
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$ModLoad mmjsonparse

** ‘mmjsonparse:

FEIXAMGFH, mmjsonparse BEERZESE —ATHINEL, PrEH B KL E.
HAr, AR HIEEZ %A T mmjsonparse.

7.3.4. [ MongoDB HEMEHEE

rsyslog 371 ommongodb i i B HAE MongoDB ) SRS B H 415 g o 47
JSON H .

ik HEW B 3] MongoDB H, 7 /etc/rsyslog.conf i H DA T i 12
(ommongodb Pt B 24 R 1E A T#le B A% =X W 7.2.3 48 A H e B A% O

$ModLoad ommongodb

* * action(type="ommongodb" server="DB_server" serverport="port"

db="DB_name" collection="collection_name" uid="UID" pwd="password")
> H MongoDB Jilt %5 #% ik 53 44 - B X DB_server. Bt & v [ 75 £
M MongoDB IR 55 & B — AR HE R I 1 o BRI FHE 2 0, JF Hidw
BH BESR G
> fiiH DB _NAME, #fE 48 B84 H 2 MongoDB [l 2% #% - (1)
NI . XA LA I AR - collection name. 7E MongoDB 7,
b R—HTH, EHM—A RDBMS #5541,
> f&iEd % B UID A password KA AN BRI (E 2o
R n] DU SR OR 28 3 foe 25 50808 P (W tH TR 3. BRIAAE DL R, rsyslog At H]
FIRR AR 3 T bR UE ) lumberjack F-BX 44 5o

7.4. VAR Rsyslog
7t debug #IE 1T rsyslogd, fd FH 4~ iy

rsyslogd -dn

fEH a4, rsyslogd P2 A2 A EUE BT EN RS HERIH . -n KR “no fork”s
&y MBSO AR &, i, n] AR H ARG TR S R . EE 3
rsyslogd Z |, TEAT24T EHAT DL R HRAE:
export RSYSLOG DEBUGLOG="path"
export RSYSLOG_DEBUG="Debug"
F B 75 e s RS B S A7 B B 3 path. %) T 7] T RSYSLOG_DEBUG
AR IR SEREANR, 1S rsyslogd (8) FMATAHRZF .
for 25 £ /ete/rsyslog.conf S HR ST 175V 2 15 A 4K
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rsyslogd -N 1

Horb, 1 Rt B A TEANRE L I 0] o IX A AT TR A TR IE T, [y H AT,
WA= DRI B, BoBRINESECRIETRIIE.

7.5. [FHHEZE

journal 5 systemd [ — 4, BT AHMEEHE S B I T
S E I —NHY syslog SRR, 11 rsyslogd. journal [T KR AN T v 5 1H
) H B A R, & RS RGN HRIMOENR, CHR2MHE DR
ARG )& B H B

O HAE H journald IRSS ISR, fF4f, FFAEE. ERIEMLEY 4N journals
() R SO, XSRS Bk H A%, F P HERE, Friifah, Aruedlimim i,
o iE N A APT FIFRHERS R H o IX 2 journals MR &5 ML FFHE R 5], BIRAL T E
AR A TERE] . journal 25 HA —ANME—HIARIRST. journald ARk S5 U SR H
HWERZ TR 7B . HEXH %2R, ARt FahdmiE.

751, BEFEHEXH

N T viiA journal H&, f#H journaletl T H. DL root S & E H &KL
ENFEYSE

journalctl

i A A 1A R RGP A H AU PR, AFE R AR P A B B
12860 H B 25 M) 2841 F/var/log /messages CAFHH B 45K,  HA—E /et
> AL ARICE AT W BRI OL S R B = A e A T
S0, RN AVE 5 A S AT F IR A
> IRV o R G I ACHBIN X .
> AR SR, AFERENHE.
> Gl REIHER bR BT

7.5.2. Vi &l

BTG T, A root BURY journal H /7, REEEHHENZHERHEX
o RGEHE A LI E H - ) adm H, 4% TARA Y5 0] 57658 H E TR
PR EAH X — R, LA root I AT :

usermod -a -G adm username
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KYLIN
ERFOIBRE

HRTR L = B SS A A E R VIO RBE AT
FHER IR adm 47 H F 4 B4R username. 1% H B 5 #2U8 journalct] iy 4>
()8 H 7] root F P SREXU B e — % . 15V ER, V548 R A 248 journal JHH 1
FEAAFEA 2= TAE.

7.5.3. f#H Live view

HAHZEAH, journaletl MISEE B B -1 2% H TG, o sk H B 5253
F. BT liveview, AL B HEHEE, FOHTHI B BI04 T el
Hk. EIF)E journaletl F) live view 10, #iA:

journalctl -f

i 23R B+ i H B AT 52 - journaletl T EUEHRAFZEAT, 455 10
2L BB R ARATT

7.54. TEHE

Aty Z AT journaletl Ay 4 B HAE BRR 20, AT DU & Fiod
TETTIRIEHUE B, LA R IR R

;i UK et SO R

H &7 Sl T ERER RS RANRINAT . B IEE e s e gl =B,
WA DL B

journalctl -p priority

EXHE, NPTz — (BT Birfkdt: debug (7), info (6),
notice (5), warning (4), err (3), crit (2), alert (1), F1emerg (0),

. RS gOT 8

BEMRILN error BUE FITHE, {HH:

journalctl -p err

iU I ETPURY
HEFENMNHRTG R HERH

journalctl -b

IMREE R B RNRGE, b A BEED journaletl 1%t . FEXFEH]
THOLR, J TN TR (R 8 A BE AT 1

journalctl --since=value --until=value
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f ] --since A--until 3. ErLIEFENEERANUEZPNHEER. &
R LAR time (1% 30 data (R4S B 5 35 A0 n] 1% 3 value 253X PRI, 4 LA
bl

SEfl: BN Se LA R 8

MRYE R AR R g TR LA &, B> (4 Rt o filln, AN 1]
o BEEGEERIEHNHEE, W

# journalctl -p warning --since="2020-3-5 23:59:59"

FEA 5S4 “Gournalct] Y verbose i1 i fis & H & 5% H B —H ¥ B, HAH
AU T g, X T systemd Al A o BB O 2 B U W, = W
systemd.jounal-fields (7) FM T, &4 HEE B o # g UcsE, e AP
TP EIEH R T ICARK, HAT DUREC BEHIARHIE; BRI WA,
B2 7R Ll 2 A .

BEE RAEAE MR g™ A W ME— B S5, TE I BL N

journalctl -F fieldname

B ZR 7B 44 B R fieldname.
B R il e R A H SR H I LR i

journalctl fieldname=value

FH 7 B 44 iz 2 B A 5 BB B AR fieldname A value. 255, Fr& XMt
AT =it

EE:

Wi systemd A7 R G 7 BUWBCE R AH S KIK, BAREE 5 K0 B
BT A FR . WRARERE, THHA:

journalctl

ZPEIR tab B X2 R AT 7 Bidh . Tab 4 FRAN ST 224 1% 7 B
BN SCHRIGE R SR LA &7 BF, SR A 1% Tab R B )58 X 447
FIRE, SR F B s mE—{E.  ah

journalctl fieldname=

% tab B, LG4 journalctl —F fieldname —#FF .
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e BRI PR 25 SR AE RGEVI0 RGEHE T
AT — B EEZAME, Wh:

journalctl fieldname=valuel fieldname=value2 ...

Al — >y B e A el AL ECHIME, BRIZH or —#FILAC. #F & ULACE 1 5L
2 Mk H =R,
AR, AT LR E 2 field-value X R — P/ D H

journalctl fieldnamel=value fieldname2=value ...

WARAERE TP AFER B A ILES, e 525 AND 45 . LA
N SRR E ER S TV
I+, AL EEH or HEILECE 7B

journalctl fieldnamel=value + fieldname2=value ...

Za R B BB ULRE— RIS H . AU 2T A SR H
Lhl. WESTIEBEE
P /NiE avahi-daemon BY, crond.service G125 H - H1Z 2 HIWH 7 UID
N 70, THRHHIBLIN
journalctl _UID=70 _SYSTEMD UNIT=avahi-daemon.service

_SYSTEMD_ UNIT=crond.service
T SYSTEMD UNIT =B n] ULk BN ME, LR E NS R ER, H
_UID= 70 &4 0h 20k i /& o IX 7] AR L HLER 7 (UID=70 and (avahi or cron)) .
famy DL 20 AT iR 2 e ds, LB live-view xR ERER 6 € A0 H &
MEPSNIE T A

journalctl -f fieldname=value ...

7.5.5. fEREIRFLEIAE

BRINTE LR, journal W 7E P A7 H B/run/log/journal/ H 3 N (K /NRTE 28 v X+
fEfi &S . A journaletl Wosiiln s HAEM LY 1. &% HFH KM,
HEHIEA KA. EBOABE T, syslog B HE LT, FHWHAEMHEAE/
var/log/ H3X N HRFEMEHELTKITE, HESHAFELE/ var/log/journal, X &
WK BB R s AR AFAE . XS —28H 7, journal BEACE rsyslog.

fERERFEL A A T T A AL

> AT R] AT FH R AR ) R B S R e A il SR

> AT REEILZIE R A, B S S AT DARECE 3 AT AR
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e BRI PR 25 SR AE RGEVI0 RGEHE T
> MRS5 a6 ZEr W H S PSR, A2 H A
FREEAT il A SR i

> FREEAE A T BRI TN N AE, AORIE AT DU &85 1
inglaIliccyi a8

Pt e AL A 1R e A e

journal & FHEFELAEAE M, %5 0 B 4] 1 F- 30 A1l & journal H3%, LA root
DAL PN

mkdir -p /var/log/journal

# /5 journald >R & W B A AL

systemctl restart systemd-journald

7.6. HINMLRGRIES

f£5%5, WHRRATAE, TLUEdERE, £ Maer i, £ 8E
[N, B0 A RGN A EIRT 0.8 I, HBHIEAT,

R LB = I S5 AR B E R A TUEILE T IaT — R E E N KRGS, UIIREF
RARIEHT . B, locate fiy 2 {H FH Y slocate £l /R A= M. RGEE R
A DM H AR SR IAT BAPER & . 1B RS 1817 B € UAARSESE

BRI LR v IR S5 A R E R G Fe T LT B35S LA cron. anacron. at
H1 batch.

B—Fh THAR N T W EEAS [F] RAF S5 KRB 4% B 1, Cron AT Anacron
JEE R RAENIAESS . At A1 Batch 5% — RPERIESS (570 312 % 7.6.1Cron M
Anacron 1 7.6.8At 1 Batch).

BRI RLIE v R 55 SR R AE R4 V10 SCHHE A systemd.timer 78— /M8 5 IS
[ HAT —MMES . S W systemd.timer(5) A 7 F M DU TS 215 5.

7.6.1. Cron 1 Anacron

Cron 11 Anacron #f\ 42 & % 1 B 25 &2 14T 55 75 — /N 2 110 ) [8) s A T 1) S 4
HEAE, WA SR A BN R . A R Ay — R RIEER BRE

Cron FMES A LA BT I24T « HAE, XA TEREEE RG2S RF8Hs1T 1,
WERAEAE 554 I (B RS R A BT, WHESASHHAT .

F—J7H, R RGAAT S5 IS R % H 1847, Anacron £ id(FiX A
W ZH TS . — B RGITIRIEAT, XMES RS EHAT. 281, Anacron
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A BRI PR 25 SR AE RGEVI0 RGEHE T
XF—AMES— R HAEEIT— Ko

7.6.2. %3 Cron 1 Anacron

B %2 %% Cron 1 Anacron, & 2 % %% Cron [ cronie £ Al Anacron [¥]
cronie-anacron ‘) (cronie-anacron #& cronie [ —~7fl ).,

e BN ARG LRECE 2 TN, ATUHATU T4

rpm -q cronie cronie-anacron

MR RET, Fikar A ¥R [A] cronie L1 cronie-anacron 3 [ 58 28 44 R,
75 TP 38 S A8 AH B2 IR B AN AT &
B dRIX LA, DL root AP IR R T A% ACRAE A dnf a4

dnf install package

tn, HE[E]E 2235 Cron 1 Anacron, R PAZEAT AT M ALL N a4

~]# dnf install cronie cronie-anacron

BT ey £ AR OB = IR 5 AR AR E R A TP 2L, 1S 424 %
BRI

7.6.3. iz4T Crond fiR%%

cron Al anacron 155 # & H crond M55 RA=HIK) . AT BRI 3. 1%
IEAVE S crond Mk%s, VAR AnfRC B i HITHLE B3, BT AR 24 R R L
o v IR 55 B AR AE R G0 VIO Hp o] A B IR S5 R A i, WS S i
systemd EH KRGS
7.6.3.1. Ja5) Cron iRk%%

B B A5 TS IEfRIEAT, HA T md

systemctl status crond.service

B YT 215 I8 AT crond Ali%s, 5 LA root P EEAT S ATHRARTT FAIAN LR

A
el

systemctl start crond.service
LRERSIHLEES), 1L root F AT LA N a4

systemctl enable crond.service
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ST LIRS 5 R 25 B R BEVI0 ARG HLR Tl
7.6.3.2. =1k Cron IR %
B YT 216 H {5 1k crond AlRSs, 15 LA root F P EE AT AT HURETF REIANLL

A
v

systemctl stop crond.service
AL RSITHLE RS, 5 LA root FH AT EA T i 4
systemctl disable crond.service

7.6.3.3. HEJ3 Cron IR%%
B8 5 crond k%5, 1H A root F P AEAT ATEERST FHIALL R in 4>

systemctl restart crond.service

215 IEAR ST Ja R AR PRt B RS B R 55
7.6.4. BCE Anacron 1%
T AT 55 1) 32 ZE 0 & SO /2 /ete/anacrontab SCPF, B A BEIETE root H] 7 BEAT
Vil o ZSCHFRE BUT WA
SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/ust/bin
MAILTO=root
# the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=45
# the jobs will be started during the following hours only
START HOURS RANGE=3-22
#period in days  delay in minutes  job-identifier = command

1 5 cron.daily nice run-parts

/etc/cron.daily

7 25 cron.weekly nice run-parts
/etc/cron.weekly

@monthly 45 cron.monthly nice run-parts

/etc/cron.monthly

HI =47 %€ X KRACE anacron (T 45 1a TR I AH AR &

® SHELL—H] ﬂéﬂﬁﬁ%ﬂ"] shell #1458 (745172 Bash shell)
17 () AT

® MAILTO——iid fL 7 M AF 4R anacron 155 H () FH - 1 44
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Y SRLIFTIRIBE P 0 M 55 B R F R GEVI0. RS 18 5L T

WIHREA E X MAILTO B & (MAILTO=), NIARE AL,

BT R AR B SRS 2 O ST 55 1R JEE B [

® RANDOM_DELAY——¥425 N 3 98T 5548 7€ 1) delay in minutes 28 &
AN =N

ERUAEIL T, S/ NMEBREY R E RN 6 8.

f4n, a1 RANDOM_DELAY # % &N 12, JB-AIXAMFF5E 1) anacrontab HH
(18— ME25 1 delay in minutes {HERRHE00 F 6 2 12 4386 . RANDOM_DELAY
BT AR E N 6 LU, A6 0. 4% E N 0 HIRHE, WA IBEYLER .
BEALAE R IR AR A B, flln, 42 G 3= — AW ERE NI BN HFEG R
T A [ (1 B s I

® START HOURS RANGE——itRIME 5] LUz AT IS [A] B, BAZNIRE 9

AN

7o

Ji—45id TIRAN RN B, B0, B AR, W R TR S A
AT
/etc/anacrontab SCAF I RATAE T RIMES, I HEM LU TR

period in days delay in minutes job-identifier command

P REC AR AT AR

ZJE A T AR E L — DB EE — A (@daily . @weekly B
@monthly), @daily F#E% 1 KoM R —AME, @weekly MIEEE 7 —F¢, 1M
@monthly WFRRAES—ANH RiEi7—&k, AMERXMHABREZEZ D,
FEPHATAESS T, anacron 55435 1) 4 B0 4K
ZJE PR AT DA SO — AN, R MR E N 0, TRIREE IR,
F T H &30 SGHR— AN 8 AR 55 1 ME— 24 8K
W AAT I A 2

B A BE ] L2 — 248 Is /proc >> /tmp/proc (A4, tHA] BLZ —/ L
ITH /iE)(HfI]ZIKEI'J TR

DS ) JERM AT RS ERE, A tab s,
7.6.4.1. Anacron fF557~ %

DA 7 — M1 5[] /etc/anacrontab SCAF )71 -

® period in days

® delay in minutes

® job-identifier

® command

SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
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# the maximal random delay added to the base delay of the jobs
RANDOM DELAY=30

# the jobs will be started during the following hours only
START HOURS RANGE=16-20

#period in days  delay in minutes  job-identifier =~ command

1 20 dailyjob nice run-parts
/etc/cron.daily

7 25 weeklyjob /etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >> /tmp/proc

FEIX /> anacrontab S E LT A AESS, #HKGBEHLIAER 6 F 30 734,
F HKAE 16:00 ] 20:00 Z A BHEAT

F— M LTS BAER R 16:26 3 16:50 (B #ffih k. (RANDOM_DELAY
FETE 6 3 30 4r8h 2 [8]; delay in minutes J&VE(E N 20 4381 ) . 1ZAT 55 Frde e i
X6 A run-parts A (run-parts JAIAEE 2 —A H AN AT 8, IR I
AT H FH 18— T $dT/ete/cron.daily/ H & N FIFTEFEF . 2 W, run-parts
FH P M 0T 1 ff 58 22 9% run-parts JIA 1S B

5 MES A E AT — WK ete/ B 3 R weeklyjob.bash JHIAS

B=AMES BT NS, 1 24/proc KNS #/tmp/proc SCAFHL,

A~ H—K (s /proc >> /tmp/proc)

7.6.5. HECE Cron{£%
Cron 1F:55 I iC B A /2 fete/crontab SCAF, B R BEELL root FH 7 #EAT 15 1)
B E LU AR
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
HOME=/

# For details see man 4 crontabs

# Example of job definition:

% 225 W/ #£3017W



R R LR o U S5 SR RGEVI0 ARG LR T
#ommmmmmmem - minute (0 - 59)
L I hour (0 - 23)
#| | - day of month (1 - 31)
#| | - month (1 - 12) OR jan,feb,mar,apr ...
#|1 | | | .----dayofweek (0-6)(Sunday=0 or 7) OR

sun,mon,tue,wed, thu, fri,sat

#l T

#* * * * *kyger-name command to be executed

Al ATt %% 1 1 anacrontab SC/F—## 142 & %E X : SHELL.PATH Al MAILTO.
HIREZHARZINEZEMEE, HZS W 8.7.4 ILE Anacron 4155 .
Ak, iz e DloE X HOME 48 & . HOME & e L —MHZ, ZH*
FEAT 55 AT 1l & BUAIA IR Rl 0 5 H 3%
Jetc/crontab A BRI ARATAE I WIMESS, FREM LT 5
minute  hour day month day of week username
command
LT A SUE LT RS54 BB AT IO 9],
M0 F 59 FAF R
® hour MO F 23 BT S HEEL
® day— M 1 331 KEEEE (nReaE 7 H 6, WX B H 022
HRF iz AR H 3D
® month——M 1 2| 12 KEERE (BEH AR A4, B0 jan 503
feb)
® day of week——M 0 2| 7 ML EBE, 0807 REREMH (B3 45
JA B RE I RLA4H%, 9140 sun B(# mon)
AN B IUE LTRSS EE k.

® minute

® username——fE E HATAESSHIH 7

® command——F EHATHI 4

X B A BER] DU — AN 248 Is /proc >> /tmp/proc FA 4, 1] LU —/ M4k
A7 H 8 SURA I A 4

P UL RS TURMEME, 25 (¢) nfLLFRFE R NGB8, Bltn, o
ALK month FIMEE AR S, WHRZAT S-KAE HoAth 2644 O 2001~ B4 H B 3AT .
B WETS (O ARER T —MBEGER . i, 1-4 RRBE01. 2. 3.
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HiZ5 (O BREIMESIETEE T —Mo1R. Fln, 3,4,6,8 BiAiSEHE] 1 iX
IR

AT (D FTLLHRABE S KA . 187E T B KA I 428 K P e ) # 4
K3, BT, minute TUPEE XN 0-59/2, NIRIREERE—r80. SRR LA
MES—E&MEH. i, % month WHERE XA*/3, WAEFKEE=HH
17—k GRS HD.

IS () FER T EATH TR, At b B .

4E root A /7 7] LAf# A crontab T HRACE cron 1155 H /7 % X crontabs #%
{RAFALE/var/spool/cron/ H %, I H BAAIEATTHIH P K447

PP — AR H kA4 crontab, 1 DLz Pt AT &%, FEHRIA G4
crontab -¢ K i F§ VISUAL {3 EDITOR 3 35 4% & It 45 52 ¥ 4 45 23 X H P 11
crontab FAT%%E . 1Z SO Fl/ete/crontab 5E A A AR =0. 24H P X crontab
I S SRAFIS,  crontab $% HE ] 7 % K £R1F, FF5 A/var/spool/cron/username 3
fhrbe ZHH S HTH ) crontab U N ZE, ] crontab -1 7%

Jetc/cron.d/ H 3% A& 1 ST A ete/crontab KA B A M [F 5. HA root
F P e VAR 1% H s RIS SOl E

@ cron S 4 HE R £ 4 43 B A 75 Jetc/anacrontab SCAF . Jetc/crontab ST
fete/cron.d/ H 3 /var/spool/cron/ H sk 1784k, AR 2] FE SOmE B N A7 H
PRI, 24— anacrontab B crontab SXAFAE NG, FHA TR B H 5 P R .

7.6.6. %t Cron Fijj 5]

BRI Cron V510, #&7] L H /etc/cron.allow Fl/etc/cron.deny (Ao iX
SE 7 a5 i SO AR R A& 20, B — A7 — P P 4. 18T, A SURARAS
SV %

URAFAE cron.allow S, RAFEIZSCA A H B 7 A4 8460 cron, JFH.
cron.deny SRS 2B

WS cron.allow XHALFEAE, W cron.deny SCAFHF 0 R 7 R 25 14
Crons.

WS AR SO T, AW EST Cron SFHE#ERE (crond). &RRA P
B IR — A~ cron (551, AR A A U I 428 1) SC A

ANE VT S B P A4, root P IR A REREAEH cron.

B m] Pld i 36 A OAIEREHR (Pluggable Authentication Modules, PAM) K
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T ERTNT ML = R S5 A B E RALVI0 REEHL L FM
P ) o AR N I B AR AFAE Jete/security/access.conf U . B, FE SO
I s —172 )5, B RA root H P HEEIZE crontabs:

-:ALL EXCEPT root :cron

%Bi**LtEI’JE%H%BZIB%ELéE’J H&ECfF, 80, 2448 crontab -e A4
I, IR FARERE . E TME2ZEER, 2% access.conf.5 I T

7.6.7. Cron fEFHBHALE

FE55 10 38 B 44 B R R E SR S5 BB AN TR B AT o 8 7E— A Cron H 3%
B (i, /etc/cron.daily/) Y H run-parts FIAR IXIRAH: W A EIXNHE
K NHIREFIN T A48, run-parts A A SHATIX LR,

O R, TG LE run-parts JASRE ZEHAT 1) H skt 81— jobs.deny
A ltn,  fn SR T M ete/cron.daily/ H 5% T 28 — AN E AR, E A
/etc/cron. dally/Jobs deny SCfF. EIXANCMFH, 485 77 EAEHATIN B 288 FIFR )T
MR (REAMTR—NEKNEEFREIMATIR . R —DUEHEHAT
me, % ﬁ‘ﬁ 4 M /etc/cron.daily/ H K ATFESF, U0 run-parts /ect/cron.daily, |
jobs.deny S E SIRRE P AN AT

BUE L —MHAHE, WA jobs.allow .

jobs.deny F1 jobs.allow [ 5 F F 0 F1 8.7.6 4% il %+ Cron [ 15 17 H 4 1A 1
cron.deny F1 cron.allow )45 BRI —#F .

7.6.8. At F1 Batch

Cron ¢ R FEE B MRS, At T HYEFRAE— A5 E I 8 B — It
f£5%, Batch T H A FH KR EHAE RGP AT 0.8 IHHAT I — IR IHEAE S
7.6.8.1. %% At Al Batch

PEMEEMARFA LRBCE RS T at tl, HPATU N4

rpm -q at

MRCEZE T, Bk KiRE at WA, &K@ SRR
A
B IRE P, BL root HI % T T AOAR ORAE ] dnf iy 4>

dnf install package

Bilan, E[E R 23 At A1 Batch, 7] PLZEAT AT HRET MmN LL R an 4
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~]# dnf install at

7.6.8.2. 11T At k%

At F Batch {145 # /2 H1 atd ARG RA M1 . AT U0 W 5 3. 5 1=
Ja atd k%5, LA B AL HIFHLE B3

B At RS

BHAE RS AT IEAEBAT, EEHLL
systemctl status atd.service

LAE AT 25 IS AT atd k55, 15 LA root FH P FE A AT RARAT T LA A

%
systemctl start atd.service
EICEMRSITHLE G S, 1H LA root F T HAT LA N i
systemctl enable atd.service
QD HWIEN atd RS EE N R H L EATTHLE S
{51k At k%
LAE AT 2 T AL atd k55, 15 LA root FH P FE A AT RARAT T LA T A

systemctl stop atd.service
BERIERSSITHLE S B, 1 A root FI 7 AT BA T i 4

systemctl disable atd.service

=g At RS
LH A atd ]ngs, 5 LA root FH PEAT SATHORFT FHIA L R i
systemctl restart atd.service

215 IR AR ST Ja R AR PRt B RS B R 55

7.6.8.3. MLE AtfE5%
BAEH] At T HIRE — VAR SSAESR I [ 30AT, 15 1% UL T D BRERAT
1. {EA AT A AT 4 at TIME, X B TIME 7 i 2047 H A o
TIME Z-%n] DUfs ] PR AR R — P 2008 e
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
HH:MM: f8E VIR /NS A28t 40, 04:00 R8s B4 mio
midnight: ¥8E NTH 12 5.
noon: FEENHF 12 K.
teatime: TEEN NF 4 Ko
MONTHDAYYEAR #%30: 41, January 15 2020 37~ 2020 41 H 15
Ho A a2 ATk .

® MMDDYY.MM/DD/YY &# MM.DD.YY #%3{: 54, 011520 &R 2020
F1H15H.

® now + TIME: iX B ) TIME H— 40 f1 minutes.hours.days 5{# weeks
JUANRAUE R E Lo BT, now + 5 days SR~ 2 75 NIAE AL 1K 5 1 [F] — s
[R5 PUAT -

WAZTE SedR g I TH), S AT DAFR e mlak ) H . 27 R 5 22 00 TN [l U
{58, 152 % /usr/share/doc/at-<version>/timespec LA A4

WERARE IR B2 dd 1, WA S5 A8 B R 1R (5] — I TR 4 AT

2. ERRHE am 2ATIRATT T, & XRS5 2

A, FINES NAZPATI S, JFZ TR 8. ATk, 7] DLE B P IR,

R

ITAT <o
B. TEA R ATHRRAF FHIA—A shell |IA, HAEMAR ST G T RZE
.

{E25-F A8 F FH P 1) SHELL RIS 5 ik B shell. F P ()% 5% shell, B0
/bin/sh (TG e EIE—4).
3. —HEIAGH, EE—NTATHE T CultD AEH, BH 1T
WRIX — R 5 fy 2 BE AR e br e BoR (5 B, Mg K & LT
R R T O E 25 F P o
WA FHSAFPATIMESFIE, EEH atq L. 1520 8.7.8.5 BHELRAHAT
AES TR 25
A AT AP at dp 2 HfEH . T BEZELE, B2 8.7.8.7 #HHilX) At
F1 Batch FJ15 1]
7.6.8.4. ALE Batch {1.5%
Batch 2 /5 7F & 48 T 14 61 3 P 2] 0.8 BL N FIIHEAT B 58 X —IRPEAE 55 .
TE X Batch 1155, 154% UL R D IREATERAE
1. fEfr AT R HiI N batch 74>
2AE RN ) at i SATIRRAF T, & XAES a4
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SRR T R 5 B AR 1E R GEVI0 RS T R T M
A, BNESPOZPATI S, JFH T I 48, mligth, mfRLE S
R, itz s
B. TEMAATIRREF PN —A shell JlIA, FEEMAME 172 G5i% T
[l ZE 4
125K+ 48 F FH P 1Y) SHELL 385578 & v i B 1) shell 7 5 5% shell,
5. bin/sh (LIRS B —).
3. —HENGR, IHE— DA% T Cul+D HEH, B ITIRRAT
R — F 1 i 2 5 A B AR AR S tH b R B T R LA 7
B PR T XOAE 25 F P
B FHSAFPATIMES S, W atq . 155 W 8.7.8.5 AHE LR AT
ES TIEEZE R
& mr LARR i) batch iy & HIEH . BT REZELE, WS 8.7.8.7 #& i}
At F1 Batch HJ5 1] .
7.6.8.5. BEERPATHIES
BEEFAPATH At #1 Batch 4£55, AT atq 7 4. atq i 244 Wos—
NERFPAT TS FIER, BT BB R N — 1T - B — AT NS R 5
HA. AESRBAAH 2. HA REEEMAITE SES . W root 34
17 atq 4, W BRFTA B P RTEES .
7.6.8.6. FAL I fir A AT LI
at Ml batch 7y 2 S g AT IR TN N Fros

F#& 8-5 at fl batch fy&-1TE IR
by, 351} ik
AR SR E A A Y shell JIAS, WA & TEAr

-f

RATFERTT N A & BUHIAS o
-m 2RSS e A A P RS L TR
-v R AR S5 BT (I 1]

7.6.8.7. &%} At F1 Batch (1)1 ]

& 0] LU F /ete/at.allow Fll/etc/at.deny SCAFERFRHIXS at A1 batch Ay 2 H V5 A
XKLL el g A AR F s 2, # R AT DM 4. A, AN TR
AN FR VS 2545

WERAFAE atallow U, RAAAEZAFH A K P A Rl at 802 batch,
I H at.deny TR 20
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ERFOIBRE

ST AR U 5 8 R 1 R BEVI0 BB 5 T
R atallow SCHEAAELE, W at.deny SCHFH B HE I PR 25 1R at 5%
# batch.

R VT M SO T, AU EE at SFHHHE (atd). SRR IR ER
17 at BY, batch fir &, HB S HCYT A2 ] SO

B RIS A4 root PP RIAERERS T at I batch fp
4.
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s R R = R 55 SRR R SEVI0 RGUE B 5 T

BIN\E REARE

8.1. Z&EFMARS

8.1.1. Ph-kif%

B KB R R B 2 T H, nRERHHEAR N 22 2B . firewalld SCHF
P2 | B KIEIX 3K (zone) & XN EERE | JedE R E RN BN KB B
T H. B3X#F IPv4, IPv6 i K E DL UK MM, IF HAA 847 I L&A
K AT B T "B SCRE SOV IR S B S 2 P T 0 7 K BB ) fr 2 11 L mp
DA AS B BB K3 o
8.1.1.1. FEIhE

1) SEPUShAEHE, ST U0 B SO B 75 2 T O @ A B K

2) Heflt firewall-emd 447 St AT L C & TAE;

3) SEI firewall-config EITEALECE T H;

4)  SEILR G AR B P R R B Ok 0 P

5) XHSCFE
8.1.1.2. FAMm4

74k

dnf install firewalld

JA 3]

systemctl enable firewalld.service

systemctl start firewalld.service
KM

systemctl stop firewalld

systemctl disable firewalld

BEIRE

systemctl status firewalld

8.1.1.3. Xk

334 P 2% 1) o AN [ 1) X 3 GEFAB L TR zones), 58 AN [F] X 4 2
[ FFJ U7 I 2 o] SR S SR 42 1) JFL W A28 ) B8040 o 91 2 EL BRI AN TS AT (R X3, T
PN 08 O 45 2 v P A AT D DX 3, DL T 2 4 SRS R 28 1 1 — Se3d S . BLAUE AT X
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
BABEEKM ( —MRAGERXE ) M—PHNHEHE ( —DNEEERX
B ) I H bR PRS2 I AR A R K P BB AR X 3808 I 22 4 R s 47 A
I MY 2 TR AR S DR U . il A3 WIFL 48R NAZAME
M 2K BE A 2 W 28 3 N TE B AT o 28 22 AR i] DAFE 2236 . WIIRE A
RIS X 28 SRR S BRI AR o AR YRR 1 ML IR BE AN ) 28 PR 1 AT {5 4%
A, R ST HERMAE TR 1E Jetc/firewalld/ 1 [X 3515 € & — R AT LI
PUE AT BN 284 TR E « A JUMAS [ AT 26 11X I3

drop (EF5)

FEAT SR Y 28 KA B0 A 5, BB ARAAT IRl B o AN B AR Y 25 110 I 2% 1
¥z

block (PR

AT AT B2 IS X 2% JE F2 #5 8. TPv4 1) icmp-host-prohibited {5 & Fl IPv6 ]
icmp6-adm-prohibited 15 B i 4.

public (/A3L)

FEAFLXI AT, ASREAAE IS N B FL Al TSR0, R ReRRilc & 1 e B 1) i
Pz

external (#P)

Rl e N AR T O ThaE AN o EANBRAS AT R B 28 1 HoAth 1 5
ML, HEeRl st kB8 mds:.

dmz (FEZEHX)

TS FEE R X N M, XA T A JF 070, AT DA R NS A
L, AU R IR B Rz .

work (LE)

R TAEX o SR DL ASAHAS 9 28 P 1 LAtk F i AS 239 35 16X iRy m i o AN A0 32
Wt i e R 1) i

home (ZJE)

T HKBEM 2 . B8A] DLIEAAS AR 28 N (1) HoAl v LA 2 e F B E L.
UL W & iR B )2

internal (PY5)

T 2% . R80T DL AR EAG AT 28 o 1 oAt v S LA 2 U RS B T H L
U R 2k ik P )z .

trusted (fF1%)
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LT HRTR L = B SS A A E R VIO RBE AT
AT HESZ A I 28 2 4%
PiBH: firewalld B4 X372 public.
R SCREI X 881 %

firewall-cmd --get-zones

BB BE XI5

firewall-cmd --set-default-zone=home

AR R Xk

firewall-cmd --get-active-zones

BCE AT X R

firewall-cmd --get-zone-of-interface=enp03s

BRI A 3EIX IR (public)

firewall-cmd --zone=public --list-all

IR S 28 4 10 enp0s3 AP EFIX 38 (internal)

firewall-cmd --zone=internal --change-interface=enp03s

RAMESIN L FE T enp0s3 AW HEBIX I (internal )

firewall-cmd --permanent --zone=internal --change-interface=enp03s

8.1.1.4. JR&EH
amanda . ftp + samba 1 tftp SFHEEMIIRS O firewalld HEALAH IR
%, ALMEHmSAEE:

firewall-cmd --get-services

R AT S

firewall-cmd --list-services

N http ARG BN EX I (internal)

firewall-cmd --permanent --zone=internal --add-service=http

firewall-cmd --reload
= MRS I 253 X
B MRS AR X, Flan e SMTP #: AN TAEX:
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firewall-cmd --zone=work --add-service=smtp
firewall-cmd --reload
BN XIS, A TAEIX#8 R SMTP:

firewall-cmd --zone=work --remove-service=smtp

firewall-cmd --reload
8.1.1.5. i 1 HE

3T 55 11

T 443/tcp ¥ IAE N FIX I (internal) -
firewall-cmd --zone=internal --add-port=443/tcp

firewall-cmd --reload
i 15 %

firewall-cmd --zone=external --add-masquerade

firewall-cmd --zone=external --add-forward-port=port=22:proto=tcp:toport=3777

FHIA A EEE, Ea S (masquerade), A JEHEAMIBIX 1K
(external) ) 22 ¥i1% K% 3777,
8.1.1.6. H &

firewalld A — M4 Fx N “direct interface” (E ¥ 1H), ErlLHZEET

iptables. ip6tables F1 ebtables FJFLN . ‘&3&E H T MR, A ZH . firewalld
PREEXS FT N H B EE, BrLAEILRETH firewalld 1A 30 H1 48 A $3eim 145
TR P I8 B BE e B0 T E 3G N —-direct &S . Bz B & A T
MRS ECERE 7, DMEAEIZAT I ) A G INRT 7€ B BI5 KBS RN o 3 e AN 2 7Kk A
. BN hnss o tep 9999 .
firewall-cmd --direct --add-rule ipv4 filter INPUT 0 -p tcp --dport 9000 -j
ACCEPT

firewall-cmd --reload

8.1.1.7. EHN (Rich Language)
J# i “rich language” &%, B A L B O X 5 M ik @B r 8 4

B K BRI . AL RE K AR B BCE . XME S AT AR RECE 70 X, AR SR

DT E e A a2 LA, root H BHRIEAT o BN — T0URR U ) i 2

AT

#firewall-cmd [--zone=zone] --add-rich-rule="rule' [--timeout 9=seconds]

Fo B — TR 0«

firewall-cmd [--zone=zone] --remove-rich-rule="rule’

oA — TR ) 75 A7 -
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firewall-cmd [--zone=zone] --query-rich-rule="rule’

—NBARG T, BIRAE— 1P Hilik (192.168.0.0) IR S5 #Hc B B k5% fo
YU N ARG http, https, vnc-server, PostgreSQL .

1

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="http" accept'

1

firewall-cmd --add-rich-rule rule family="ipv4"

source address="192.168.0.0/24" service name="http" accept’ --permanent

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="https" accept'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="https" accept' --permanent

'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="vnc-server" accept'

'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="vnc-server" accept' --permanent

'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="postgresql" accept'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="postgresql" accept' --permanent

firewall-cmd --reload
8.1.1.8. QI k%
BT EE RS2 RTMP(RTMP J& Real Time Messaging Protocol ( 3£
BH BRI MEFESE . HhET TCP) w5 1935. 7&
Jetc/firewalld/services/ HxH, FIFIA B & ST nfs.xml /F AR o

cd /etc/firewalld/services/

Y 2% H SRR E P4 ik S5 A 1 248, RIBT2%, A
REMEE. XA A e T —#Brl H E  55 » £E1% H e h B0 € N
M55, WALERIAER xml & X, J5sld E Hay&n] BLE .

cp /usr/lib/firewalld/services/nfs.xml /etc/firewalld/services/

VLR M\ Lt F AR 7 AR A AR ST (0 xml SCPFE 21X H ke, iR
S 1A A2 A U AT BUAE S Hh R U
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# cd /etc/firewalld/services/
NHAEE nfs.xml A rtmp.xml

#mv nfs.xml rtmp.xml

NHEEH vi AR rtmp.xml SCHE NI N

<?xml version="1.0" encoding="utf-8"?>

<service>
<short>rtmp </short>
<description>RTMP Stream </description>
<port protocol="tcp" port="1935"/>
</service>
BE— MRS E ARG B AR A 5 IR AT /Y 2% 45 58 /5 2 AL
PRI, S VRIS R A4 o SR 5 FE B0 IR 25 N 77 s R o

firewall-cmd --add-service=rtmp

firewall-cmd --add-service=rtmp --permanent
firewall-cmd --reload

8.1.1.9. firewall-config

firewall-config SCRERT KA HIBTA Rt o & B AT DL R R e el
KMo @ firewall-config 7 mJ LARC B By K4 SR VFIEIE AR ST 3w L Dh3e .
Ui LU« L ICMP Jd JEAS AR A zone (XD BB S Thae LMERT Kk & &
)10 S 15 e I 7 oo N1 i

BkERE | x |
XHF) Em(0) EE((V) FEEHH)
v EEBSIE feE: | EfE v
i Bl BS | 1Psets
enpls0 (enp1s0)
LXK public FirewallD KIEX T HENMEER. BOURRGANEEER, KEZES. 8O, D e
#0 £, BOMARXER. IcMPREUREANSES, K] EE R EOURiFbt,
5 == « WS WO B EE0 o%  mORR
mz
drop AL B I R E 28, A EREMNEIXTEKEME
external #. BONENFMEENNNER ~ oJUpR A RS,
home 53
internal amanda-client
public amanda-k5-client
trusted amgp
work amgps
apcupsd

bacula
bacula-client
bgp
bitcoin
bitcoin-rpc
\ge Z« bitcoin-testnet -

BREILZE firewalld B9EE,
#AXiH: public LogDenied: off ff&{#: ZH Automatic Helpers:system (off) Lockdown: Z5

B 8-1 P K E
firewall-config TAE G-I 730 B =077 b2 3385, a2 il Bk i~ .
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AT HRIT BB = RIRSS SRRAE RAVI0 RGE R T
FHZXE. kS ICMP I, A REREIRTR.

YL FE/C U7 A FRCER TR, XARES firewall-config T H O& %
AP XEGERF firewallde EE, ICMP KM, HEMRE (Direct
Configuration) 8% 4 ¥ (Lockdown Whitlist) 25 RIEMN &F T H
WHEZ G A R W

1) firewall-config F3EH

firewall-config F R WFEPUANIET: O, &, &F, #Hh. Hiik
i3 e i E ), ERSEJ LR

HEPT K AT IR 5 B IR AS AT BT B a0 R A A
KARE#AE, BaRGERGEEE.

SRR X B UM 4 IE R I BRIA X

AR BRI XI5 B R 2 2 4 1) I J X SR 42 1 o

R R RN AT A R AL .

BUE: BUE AT DO BT KEBC E AT hndt, R v r s R AT
M. BUERHEA firewalld 30 1 8UE A N A 503 il 55 Wc B 1 il B e B 7 2
B PR R I B FH R Y SR

2) BCEEIF

firewall-config FC B LR EHE: B1THIAIKA

AT BATIECE A ET A I ECE A . s AT I ECE AR AR AE L
FEEHUMEN P IR S, T RFE RS EE . (71N, XEEmg SRk,

KA R B RNE R E i5s 33 B e fd FH o 7 AIC B AR FE D
B, RV S B IR S . BTN AN K BB .

3) XEEmF

X ez - 2 — A EE R A

W] 28 Bl B K i XEE X T R T ERE A . firewalld $24E T JLAMTUE
Mg X B XIEGE RS Iml . PRl Ph3E. ICMP W JESEAH &I s .
X 3E AT DAZR 8 B8 Yl o AR 55 T 10 8 SCWIRLE X R 55 =2 TR 1) AT
B BRSSPI AR 1 X T i de . 20, Rl

& suliny
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PiriERE - o El
XfHE) EG(Q) EAE(V) FEI)H)
v EEEISE BE:  EaE v
i Rif RS  IPSets
enplso (enpls0)
BHAX: public FirewallD RIgTEX T HIEMMEER. BOMURRANEEE, KERKRS. 8O, HiL. »f
#0 £, WOMRXER. IcMPEELREMNEES, XKignl RS ZEOURE DL,
= Dloek C WS #O Y EE0 6% 08RO
mz
drop AILEREE XK THERSRAERN, AEEEHNERX M EKEME
external . BOMEAFMAINARNER ~ sIlpie o] ZES.
home B
internal —r T -
cfengine
public .
cockpit
trusted
N condor-collector
wer ctdb
dhcp
dhcpve
[¥ dhcpv6-client
distcc
dns
docker-registry
Change Zone Anckar.cimarm -
BERIE firewalld B1EH,
#IAXIE: public LogDenied: off fF2##: %F Automatic Helpers: system (off) Lockdown: Z5

A 8-2 IREETF
il ¥ H kTR
Uit e T AR W B S0V B ML X 2% 15 1] 1 i 1 Y8 A

- 0O
XFF(F) #EB(0) EE(NV) FBEIH)
v ETEIEE iEE: BT~
Ei i BE IPsets
enpls0 (enpls0)
BHAR: public FirewallD i X T HENMSEER. ROUREDILNCEEE. EHEES. 8O, i wrHh |
= 1n) #. WOMARXEE. ovpid B R EANNES, EErUSERFOUR R,
. Dok « BS @m0 W EE0 BB MORE
mz
drop wOKEROER.,
exter
home
intert
publ
trusti
work
ELE(C) BT
Yll
+ @A) MBIE(E ER(R

ange Zone

BRIE firewalld 895,
BAEIE: public LogDenied: off f@#ist: 2F Automatic Helpers: system (off) Lockdown: 2

&l 8-3 wgH &R
RV EE P KB RIA AN g E, W JE3) firewall-config H ik B IEAE
O E 2 X . 1 uwm o BIRR IR SR A L) Wn #24H, Port and
Protocol Et¥TH 1 -
i N\ i 1 0 B O 115G L, SRASVE AT o MR RS R i £ tep B udp.
% 240 T/ #3017




KYLIN

A BTN B 25 B R 1 RAEVI0 ARGef 8 3 T
fii. DT IEIR
DT I R HSRATFA A W 2 ik T LA S B A JTHK) 1P Mk

PudsReE - o
X{HE) EMQ) THV) HWEIH)
v EEEIE iE: z=hi~
i Ri§  [BS IPsets
enpls0 (enpls0)
B public FirewallD KiE X THENRSEER. BOURBGINTEEE. KH2RS. BO. Hil. pHh
®0O . BOMXEL cvpdELIREANNES, K UdERROLRRAL,
RE ok « BE  ®0  BY B0 hE  mOEE
mz
drop MRCERE -6 HENXMRNEEEIERMNINNERME, HE
v RREAN, EHARFSETAN, BEENBUS—BEaHRHT
home EEREAT, HEERAT Pva,
internal REXE
public NBEEMHE, BoREn Pva FESHE P KL,
trusted

work

BRIE firewalld BIi¥E, EBELH.
#1iAXid: public LogDenied: off RIS :

# /| Automatic Helpers: system (off) Lockdown: 22

Bl 8-4 PhRE TR
BUK 1Pv4 HhhEF N — N B — B AR H b, WU JE ) firewall-config T.HJf
16 e B A A Mk ) X 28 X 3. J 3 O EARZE AN S el AT IPv4 Hbdik 55t
B> B bk
iv. Ui G R IR
Uiy 1128 2 RT AR 1) 53— 1 DA/ mleas HoAd =L
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LT BRI = IR S5 2R ERAE RAVI0 REE AT
BAERE B
XH(F) &Eu(o) TH(V) #HEIH)
v EEHBEE EE: | =fe~
& Xi& MBS 1Psets
enpls0 (enpls0)
EAK: public FirewallD Xi{E X THENMEER. BOURFMINAERE. KBS, B0 Y P
0 . WOMXER. ICMPITELRENNNES, Xign] LT DiE0 AR,
*B block « WS WO WY EM0 BE  mOwk
mz
drop FMEFEXRZLRFEO, JURNEHRZN—TFEOAS—NigO, e
external LEMEMALDS— Rl BRIS—AKDEROSMHENRE
home BH. BORRREAT IPv4,
internal w0 i B0 Boibat
public

trusted
work

o FFA) | (e iz (R

BEIUZE firewalld BIEH,
AR E: public LogDenied: off f2#E: =H Automatic Helpers: system (off) Lockdown: ZH

B 8-5 I ¥R FIETMF

AR 5E i 8 e N X 25 9 B B “packets” | — /N P BB bk B 3 B AR
H, HeRus i3 IP fulilh, RJEikdE um RIS . fEE HEE B ik F A
St I B WSO g 1 B o IV o S8 00 = T L E ) 4B

P R B — A R [R— Rg LW 1, TR IR BEA M ke I AE
B N LB DRV AR P A e i 1 B g B B R R R B AR IPv4 ik,
MR B A B Iy — Ao VR IRAE, SN H B9t TP Huhik R o 803 v G L
SR 17 B 7 o DU BR AN IR B[R] — Ao o iy 0 F B AT B 2

v. ICMP RLJE& T~

ICMP L JE&5 AT LA #% Internet #2Hil# SCHMURAROC . X LR SCAT LS

BTE RIF AT A2 00 {5 BV K B 152 25 A1 61 22 ) W N 5
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K SRR = 0 55 s PR AE REEVI0 R GUE HE 5L T

WAIRER - oEn
XfHF) #EW(0) EHE(V) FHH)
v EHMNHE iR  EE -~
EH B BE ipsets
enpls0 (enpls0)
EHIE: public FirewallD EEEX THENMSEER. BOURRIGILNCEERE. KH2KS. WO, il e
#0 . BO/MRXELR. IcMPRELRERNMES, Kigo] USEIBEOURERLYE,
R block ¢ BY B0 R EORE  icMe @RS EAN
mz
drop ERRESRHY (cmp) TEAFEBRRNITENELEHEE
external B, B%XEEM ping IBRUREINEES.
home IcMp EH TS| EPAFICR BB IcMP
internal address-unreachable ~| %8, FEHE ICMP ZRINE A
public bad-header Wilidpi kg BARERRER
trusted beyond-scope o
work communication-prohibited MBEATREEES (Invert
destination-unreachable Filter) , fET#Ric#0 ICMP B
echo-reply HEaEEE, MAGFENZE
echo-request {84, EFHEEH DROP BIK
failed-policy 8, efl&=8EF.
fragmentation-needed RETEE
host-precedence-violation
& Zone host-prohibited -
BRILE firewalld #1i5H.,
BRIAE1E: public LogDenied: off [@i#z: 2/ Automatic Helpers:system (off) Lockdown: 2

K 8-6 ICMP iIJEZFEHF

ZAFHECEZE R — ICMP 38, WS35 firewall-config T H Ik 2t
JEHAS BRI XK, %8 ICMP Filter BbRIFEBFME T ELIER ICMP
TR (P S EAE o 75 R ST IR AE DR FH L 98 o X PPk e A2 FR 1A, BRIA SR AR

vi. BEZRCE LR

HEMEET RO =AFETR: 8. UAFEE. B XL
R TR S B B AR 3G IR s B 7 K BRI o X eI IR IR K AH R
FEHAEUE] firewalld #id D-Bus fLIEMEZ). HE . HEI(ES 557 ZEHMN
.

2] - o

X#(E) &M HE(V) WHH

~ EEHBE RE: XA -~
i Ki 5 IPSets EIERE

enpls0 (enpls0)

$AK: public BRESHTFERGHAHAELAN. XEEZMREAF T WEAFN iptables B, LR, & &<,
#0 BUMEBE. EREENENATUHM firewalld DT o SRS FH.
E'$ ] STEREN IPY 287 ipva 3 ipv6 5§ eb, ipv4 AT iptables, ipvé fF ip6tables, eb FFEL

KRIHHE (ebtables),

S U]

SAMNEE T MBI ME
ipv Table Chain

+&m(a) VRIE(E ER(R

BERIE firewalld 8951,
#iARE: public LogDenied: off f&jfx: = Automatic Helpers: system (off) Lockdown: 2

K 8-7 HEREEME
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KYLIN

B R A R S5 AR E R GEVI0 R G HE T

4) SRR KEERE

FOLZI SR BN BT KBS B, AU E ST AL BOE R 81T 868 W
Frs ik A (Permanent), 2’8 T KR 31 5 48 B0 Bl7 K SR NN 04T
R E o

FEIBATIY (Runtime) BN 5 By K A BEE RS, — B R ZhalE TERE
PR S5 2R I SEAE, IR PRI AR 2. 7F Permanent B T 5 2By KA R ¥ 58, X
A FHTINEBT K5 B R G0 5 2 Jm A0 W] DU S5 50 0 BT 2 1
br, BCE T L, R U NP K

BABRE [ x|

XfHF) EmO) FEWV) Bz

v ETIRISE RE: XA

EiE Xi& FRS IPSets EHIZRE

enpls0 (enpls0)

ERAK: public EREES TERBAMAEAR. XEERTEMAF THEEEN iptables #2, LOXR. &, &<,
&0 BUMBT. BERLENENATHEM firewalld HEBF]ARNREFH.

*E E121ER 1PV BEA ipva o ipv6 Zf eb, ipv4 fiF iptables, ipv6 BT ip6tables, eb FFLL

AR (ebtables),

AN o8

SHNEEEHAMINEE
ipv Table Chain

i ~ - 70 (a) IRIE(E
ange Zone

BRI E firewalld 895,
#RiAX1E: public LogDenied: off [F2{Es: ZF Automatic Helpers: system (off) Lockdown: ZXf

Kl 8-8 B Rh kg E

5) BEEAT X

FEBOE SR B BOF 8 O 0 AR N BRIME, MR 3) firewall-config,
NEERFLRFREIR, BN A A B E BN X, Mg B 212 e £ 4
i Z A KAF BN X, R e S LRI AT
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ERFOIBRE

R A R S5 AR E R GEVI0 R G HE T

- 0O

XfHF) #Em(o) FE(V) BEIH)

v ENSEE RE: =7~
E# Rif MBS IPsets
enpls0 (enpls0)
BHAK: public B fEf Ipset RIRARERRRR, LUERF P ik, WOSNE MAC it
&0 BhiARSE
iR
AMTEAIRERRIAK timeout #FAY ipset £HURBEH
fo FEFIHERE ipset BTN,
block I
dmz
drop
external
home
internal
public
trusted
work
OEHEC)
S —

Zone QEEETKAREREDI2RBER PSet,

BRI E firewalld B9:E .
BiAR: public LogDenied: off &i85%: ZFE Automatic Helpers: system (off) Lockdown: 2

B 8-9 BEHBRISTKX
8.1.2. HiHEH (audit)
8.1.2.1. faiifr
audit T HAT DL HITHLRE N HESCM . AR RS A ST .
LG AT DR AR e H A, B E R AR AR (A 2 ORI B Sk 25K, B
P RGBS RIL T A]D .
8.1.2.2. ZEMy I JRHE I3y

K 8-10 ZEHrERE

audit.relus
Y
il i = - auditet!
-
RiF LET S = Exclude
B | .
ot = auditleg
SPHE
Exit  prosreesoan | 1 |
Limux P& : ausearch aureport
auditd.conf

Vi SRR EIER, BARKHGZ HHEHIRR. BIEEWH RIS
HhE) ) AE N AZ LR RS0 Cuser, task, exit, exclude), A& — RN HFE
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J¥ (auditd. audispd. auditctl. autrace. ausearch A aureport %), Linux W%
H LR R G R F A2

User: oM P B A=A HEAg ERER 2 iEE B, NiE&LIEs S
it G B e,

Task: PFRERNFHFEF 3R (fork)s — " MESBAVEER, Hie Qi
i fork ANvEREANE T HERE 1L RAIZ AT

Exit: 4—> RS FH 45 A A 2 5 il s i H

Exclude: MIBEAGASSE4E; Exclude & H R IEHE S, W2 AEE 2T
BT DA B S AT i

audit &N — ML, AT audit Hidsk, XM
SN HH R PR B . WAL audit B N E I —A N T
auditd REEHIH . audit 7 EREHTAL S AEIL R auditd 1, RJEFH auditd B
ITHEHAE, auditd.conf 2 auditd MIHCE M. auditrules 52 audit [IFILINSC
1, #5E audit B HEPICRKMBERE, Bl 0 audit FEAT IS N AR
¥ auditetl #EATHAE . root F A WATLAE B A auditetl HEATERAE . auditd Hic3]
NI G =AM EL . BN 2% HERAA auditlog SUHFEH, BUAEEIT
/var/log/audit/audit.log. 75—/l audispd 4 HE#AT 0K -

B2 2HIF KRG AR NP R B, REERERE
. BE S HaA, WiE TN, RERM audit sE iR T iE T H Fid
S, B AR R T AR 2 H R S b 43 b R

P 2388 1 24 auditd. audispd. auditctl. autrace. ausearch F1 aureport
SN AR T AR IR

auditetl : RIS F2 6] 8 TP 9 @ERE AT NI T B, anas inii v &5 o

auditd : audit SFHHBERE A TTAE AN ARG RS ASIEME B, X8EEH
IR R S iE sk A . P AR RGUEE auditd J5 & BRI
T RGMLIERINETHE R, BEES AT /var/log/audit/audit.log.

aureport : £ A B TR A 1 T

ausearch : A H TFFHAFH TH

auditspd : R F B ENZG AR T, A ZE AR v HE .

autrace : — M TEREFHBERI 7S KBAT strace, FREAF—HERE, Ik
RS REANHE M2 h.
8.12.3. “RELNE

1) f#H dnf TH2238 0
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dnf install audit -y

2) audit FCE

audit % % J5 & 4 & 2 AN E L : /etc/audit/auditd.conf F
/etc/audit/audit.rules . /etc/audit/auditd.conf & 5F 37 FE ¢ B9 BR A EC B S .
/etc/audit/audit.rules FEICREH TFRWAISCHE . H XL audit J&, 8 THRINSCH
peaalio

Jetc/audit/auditd.conf ~F3F 5 1) BRI\ T B SR H G HE S A

NI R B E ™ Jetc/audit/auditd.conf

#vi /etc/audit/auditd.conf

#I B H B

log_file = /var/log/audit/audit.log

# B HEHRAMEE, SR 0~99 ZEME. WREENNF 2, W
AEHHE . WREERE num_logs i, EHMBMINA 0, BWREMIRATER
H &0

num_logs =5

#CE H S S AL R

name format = NONE

#BCE H B R, DR PR RAKH S XX EE. JAFRNEE
i, 2347 max log file action &7 MBN1E

max_log file=6

#E H S RIE s KR HIEE, X Bk ROTATE (&if))

max_log file action = ROTATE

8.1.2.4. auditctl £ s

auditctl 2R

auditctl [1%I] filter,action -S syscall -F condition -k label

Tk 9-1 auditetl #yS %R

| A% 4 1B
filter 1 2 15 BH WA PN AZ R0 00 DT i ik
filter user,exit,task,exclude 25N HIEFHH . LSS task. exit. user

PL A exclude
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, B HKEM (always FIR42) (never
action always, never .
TR

L ST TR < A E < S B W

syscall all, 2, open 5§ . _ ‘ i
/usr/include/asm/unistd_64.h SCAFFH R E].
TEA R AR T, 33— 2545 Lo ) ok

condition euid=0, arch=b64 5% ity 4 ID. #F2 ID FHARN
A R B FH A% AH VT T

label T PRICH ZEA IR R H &

S RINRGH 84T
-F RN
-k RN BCE W N BRI e O
8.1.2.5. audit B 1T #IN
audit B TR 23 L= AN )
1) FHIFH: XA T B H I RAEA S E M E.
2 11300 BT LAE fetc/audit/audit.rules HEE . 2 EALHE:
-D #I53 BT A 2247256 285 ) o AZ R U #
-b 8192 #£ WAZ H i€ S KRB E I CARE R B AZ 0 X A 8Mb#
-e 2 #Y{E HALIC B #
2) RGN FKECRSCFEE R KR, FRATAT A
HAZ AR 8 SR B H SRR 2R AL U 1]
ATLLEI auditetl Ar B E . WX RGAT N (WREESUHE. HRIAURE
PERID
T4 =X
-w R
-p BURR
-k R
Horpp AURMIBHES J9IU M.
r— PO H %
w— BAMEE Hx.
X — 1BAT A EE H 5.
a— BURAEATEE B e k.
51 2 B 4% fete/passwd SCHFRAE AT N, AT UME R X AN 4
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auditctl -w /etc/passwd -p wa

Wa] Pl 2% Bk 920N 31 S /etc/audit/rules.d/audit.rules Bl o] SZEH
XPAZ A ) I A -
T T AZ A SR TR a2 M ete/hosts SR A

auditctl -w /etc/hosts -p wa -k hosts_change

3) RGUAFRIN: X LR T R AT ] AR B 3T I R R
WH .
W R G F AT RE < 5 S i g 1 H B35 30, 1R 2k AR S B K1 Fus
JiT AL S A RS RS B R auditrules Ho WIRE TR B SR,
e 1Z H A S @A T o . WA T IR sefE, RE——H.
ARGV g
-a ININ—2% RS0 A a4 )
-S IR TR BRI RS0 ) 44 K
SR AR 3 R0 <
-D IR B A A
-d MHIBR— 2 FD-a X
-w BN H .
-W I BR— 2R F-w X
-1 F1 S F AR
2845 B SCIL AW SR, R P (UID A 10001) 7 i FFR 21 H &
2 B I E)

auditctl -a always,exit -F arch=b64 -F auid=10001 -S open -k userfile

Uil userfile 2 HOWERN — M INA T, DLEMAKRETSE T, 5
ATV AR T S AhEId auditetl a2 W I0HEENIA 2 K AE 2. R Tk
M IFEERT B 3 I A Rk, AT DL A N 21 32 14 /ete/audit/rules.d/audit.rules H1o
8.1.2.6. syiiifE

Ja8):

systemctl start auditd

HalR2h:
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systemctl enable auditd

service auditd stop

HJH:

service auditd restart

7t /var/log/audit/ H 3% H gk H &30

service auditd rotate

MR S 0 B2 5 BTG, GIINAF AL A 2% AT A 7y X 3 ) R AR AT
% H SIS L

service auditd resume

NI AT RS

g

service auditd status

B T i S AR U AL 2 4%

auditctl -1

FLE auditd [ H ESCHFEEFE E AL
% audit AR5 284 FRS2 kylinl ,ip Huhlk 192.168.0.1; audit %577 % 4% FR A2
kylin2, ip Hiht 192.168.0.2 .
16 25 IR 55 e ikt e 8 A
vi /etc/audit/auditd.conf
#I B Wi A 60
tep_listen_port =60

HR 55

#service auditd restart

2 I i 2 B AR SRR A0 0 HL B A
#dnf -y install audispd-plugins
& e E A

#vi /etc/audisp/plugins.d/au-remote.conf
# LHFZHERERH SRS 4
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active =yes

#vi /etc/audisp/audisp-remote.conf
remote_server =kylinl

# B Wi oA 60
port = 60

#vi /etc/audit/auditd.conf
log format =NOLOG

SR JE R R 55

#service auditd restart

8.1.2.7. aureport

EAREHTHE ERRE, AIEH aureport a4 . WIHHAT aureport A
fEFARAT LT, o SR il Sk E. T LMl

A2 R B SE I TR) Y R AR

aureport -ts 8:00 -te 17:30 -f -1

HEROITA P RIGCE A R R AR

aureport -u --failed --summary -i

A AR G R

aureport -s -i --summary

8.1.2.8. ausearch

fiH] ausearch , AL JEAPE R FAAFRA ., B A] LIS HUE
NEMEMLE Can RGP B P 4D KRAEREFAT . LA root H 44T ausearch
e, HRREGRE, FMORH 4 FEEARN—ATRIT, MO
NI A AR I .

7~H: ausearch —f /etc/passwd
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[root@localhost audit]# ausearch -f /etc/passwd | less

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.800:1468): proctitle:"whoami"

type=PATH msg=audit(1584676474.800:1468): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n{
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_ fver=0
type=CWD msg=audit(1584676474.800:1468): cwd="/root"

type=SYSCALL msg=audit(1584676474.800:1468): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f830dd3bl5e a2=80000 a3=0 items=1 ppid=42011 pid=42536 auid=0 uig
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=34 comm="whoami" e
xe="/usr/bin/whoami” subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 key="
passwd_changes”

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.803:1469): proctitle=6964002D757200726F6F74
type=PATH msg=audit(1584676474.803:1469): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_ fver=0
type=CWD msg=audit(1584676474.803:1469): cwd="/root"

type=SYSCALL msg=audit(1584676474.803:1469): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f4b43e7615e a2=80000 a3=0 items=1 ppid=42011 pid=42537 auid=0 ui
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=ptsO ses=34 comm="id" exe="
/usr/bin/id" subj=unconfined_u:unconfined_r:unconfined_t:s0-50:c0.c1023 key="passwd_c{

B 8-11 fHgR

TR Ik

time : V1 [A]

name : #H X

cwd : HFTEEAT

syscall : AHICH RS H

auid : #HIiFH A ID

uid A1 gid : YiRSCEFAH R ID M P4 1D

comm : F 7 A ST i 4

F A A AT PAT SO AR

A LM T
TR R GG SR a0 g 2

ausearch --message USER_LOGIN --success no —interpret

HWRITHR, BH, MORE, HH N mL

ausearch -m ADD USER -m DEL USER -m ADD GROUP -m
USER _CHAUTHTOK -m DEL GROUP -m CHGRP_ID -m ROLE ASSIGN
-m ROLE REMOVE -i

FZ M RE I 18] Be (R R R Ge i A, AT BL R Al

ausearch --start yesterday --end now -m SYSCALL -sv no -i
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ff ey ( key) BR#FIFHEMICR
auditd B H ESCHN RS, REA R ECHE Y, ERRERHE I
HAFO S MY ( key) A LMRERCR:
B auditetl Ay EE L — NN

auditctl -w /etc/passwd -p rwa -k passwd_changes

AN U R RS SR I BB KL/ ete / passwd K T AE A AR
e — BA MBS 7 Bz S0k, aTBMER IR R ( key) HREHIHH
fHdsx

AT ( key) HREHTFHAIR

ausearch -k passwd_changes | less

TR A BRI B/ ete / passwd SCARRI H EAS B, HARES B2
8.2. ZAeWEMAH

HERE RG22, ERIEILARN RS B NE R E R, B, 8%
KB AR S N N AF R AT 2SR, B AL X T R, DAROETEIE AT
PRI B A A5 o AN U0 B G o] A FH LA 17 S5 13 >R MR B AR LBt i 25 25 # 4
RGP RIXLEEE.

8.2.1. KYSEC Z4&HL#|

HRRT ORI 55 AR ERAE R G V10 S55 [ R AE RGURR ORI [ P9 Hh i
ERGH RN, 3R 7T PRC A AT RIS, SEIN RGN LR
PRI IR ANPAT TR, B0 ORI FH SR 8 T 5 1 R P A B 1 e 48 . BAT FE1IAL
HFEH S AT . BEHUINEAIL A, N R G BT AR,
B X SRVF R A B IEARIC R SCHAAT , AR N3 #% DA AR BRI B 48 14k
17
8.2.1.1. ZAREWE

KYSEC St AR R (normal). #AEal (softmode). s
NABEHATIRE N R, BDEEIEF P BT A S Ae RS R, TR
T R AREN AR AT A, AZEIEH P #E. RGN KYSEC %
PRENRPPIRES, HAATIER] SR . WIRZERTOIRSERAL TR IRE, =
RLor NS A o
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BE kysec ZAIRE:
$ getstatus
KySec status: Normal
exec control: on
file protect: on
kmod protect: on

three admin : off

W H kysec ZARE AL
$ sudo setstatus softmode

B HE kysec AR N o il A X
$ sudo setstatus normal

8.2.1.2. AT

BT JELIEA = R 55 AR ERAE R GE VIO UM 1 SO AT B At =
R BRI ARG BT AR, Horh v B Skl i s
AT, AL T3 $5 DA RBA R BT o AR AT AT A AT AT S A
EMER. B UL, B3). EadSRiER, ST,

(1) ATHRAT ST R AT 25 )

U A DL /mp/1s D PRAT I

$ cp /bin/ls /tmp

$ /tmp/ls
HEH RWE /tmp/1s 1 kysec bnidJa, H WA $04T /tmp/1s #2 )7

$ sudo kysec_set -n exectl -v original /tmp/ls

$ /tmp/ls

Bol/tmp/1s BEfF WG, SRR A RERIAT .
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$ echo “” >>/tmp/ls

$ /tmp/Is
(2) ATHAT A B P AT 42 1]
B PA A /tmp/test.sh FFRARIIBAT R, A& W -
#!/bin/bash

echo “test”

$ chmod +x /tmp/test.sh

HRAPEHM NS, #IEHATER:
$ /tmp/test.sh
$ bash /tmp/test.sh

O PR BAZ S kysee AR )E, FEPEREIE H AT
$ sudo kysec_set -n exectl -v original /tmp/test.sh

(3) ARZAE AT 12 )
F PRI ARz S )2 32 B 5%, R almass DU Az, By

KYSEC Zhfg, M kM.

$ cp /lib/modules/ uname -r'/kernel/net/netfilter/nf conntrack ftp.ko ~

$ sudo insmod ~/nf conntrack ftp.ko
B U AR AT, U] DU ) .

$ sudo kysec_set -n exectl -v original ~/nf conntrack ftp.ko

$ sudo insmod ~/nf conntrack ftp.ko

8.2.1.3. AHORI The

SCAFORIPDIRETT IR, SZARAP ST ANRER B 2. Edmda . MBR . IXAE
RETR T 5 40 8 2 IC B U AR R E B .

25 A BB AR B BR AT
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$ sudo kysec_set -n protect -v readonly /tmp/testfile
2 AR BR SR M AL :
$ sudo kysec_set -xn protect /tmp/testfile

95 LA /tmp/testfile 5 B SO R BIARIE S, W25 B8 O, E a4 B
/ftmp/testfile SCAF . W1F # A ) <> 32 7R 2 W

$ echo “test1” >> /tmp/testfile
$ mv /tmp/testfile /tmp/abc

$ rm -f /tmp/testfile

8.2.2. HIEREE LRI ML

R LA R 0 IR S5 AR R AR ARG V0 SEBILFH P AL B 1 WL P B S A
IEE TR R OS], B 7SO R AR T RE B DR ARSI ST DR 3 AR A
HFRE, RIS EEVE 3R 8 HR G AL Rt JE A SR IO Al ) P i FA A 8 s (7]
IS i (A ST A OR3P A 1 Bt L = L

o [FEikeEl, FRAE B OO A OB =R RGN, A

AP RESTNCE

o HIEILE, A WA H ABEAT L ERE, TR ER T

R SRR, S,
8.2.2.1. P ke

KA R 2 AR LA B B4 H 3% J9/box. FH 748 ] boxadm 81 — AN L BE ST
PRy, st H St e pl i 0 U7 i)

test FH 7 QI — AN SO ORI AR testbox, I T — NSO

$ boxadm -c testbox

$ touch /box/test/testbox/testfile

test FH ! &5 & /box/test B H 5% M S0

$ Is -1 /box/test
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testbox
$ Is -1 /box/test/testbox

testfile

H root HH PP & F /box FIT HX, ul:
(1) 1s -1 /box/test 7y 2 % H H1 3% /box/test/testbox, &/~ “EHE 07
(2) s -1d /box/test/testbox fiF 2 &7~ ”No such file or directory”;

(3) Is -1 /box/test/testbox/testfile i 27~ ” No such file or directory”

$ Is -1 /box/test
$ Is -1d /box/test/testbox

$ Is -1 /box/test/testbox/testfile

8.2.2.2. HRIL=
P4 boxadm BB ST ORI AE Y H L ZRUR, i A st = RUR

EEILERR, BB P EtEE VT M XA H =%
test [ /7 % B root Xt /box/test/testbox H s R 3L ZAR J5, root H 7 A
AE )7 M) /box/test/testbox H 3% :

$ boxadm -s -u root -p rx testbox

root F AT U N4, M0 BLUE 3] /box/test H & N AF1E testbox H 3k
/box/test/testbox H & FAFLE testfile A4

$ Is -1 /box/test/

$ Is -1 /box/test/testbox

8.2.2.3. boxadm & FH J5 1%
test 7 61 gt — BB SCAE PR P 48 testbox, 2= 2E % H X /box/test/testbox :

$ boxadm -c testbox

BB root Xf/box/test/testbox H M R =R R 5, root H 7 A HE Vi 1]
/box/test/testbox H 3% :
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$ boxadm -s -u root -p rx testbox

B E root Xf/box/test/testbox H ML H I ZEMIR G, root H 7 A S
/box/test/testbox H 3%

$ boxadm -s -u root -p rwx testbox
1 F /box/test/testbox H [ Box 15 £

$ boxadm -i testbox

Access:user:root:rwx

B root FH J7 XF /box/test/testbox H 3% B 3L AR

$ boxadm -s -u root -X testbox
W B4 /box/test/testbox H 3

$ boxadm -r testbox

8.2.3. BRIV a4

TEVH BN 22 A AR —Fh B4R E R LR A U7 il # i, H AR PR A sk
L Vg ) SO0 BB H AR BT IE R ERAE I RE T o AESEER T, FARIEE R — R
BRZRFE, XTRATAER M. Hat. TCP/UDP 3. FENFRE. VO %&Z., X
BN R & A BA —HZ2 2 EmE. &R AT e Re, SR ERAN
A% BRIt AT AR —— A A5 22 4 B M I VR e A P EAT U7 18] o A Ao AR AT fi]
FAR AT FTHRAEHAR AR — 2B (B RR NS AT, JUE B ER T
Vo

TR EARFR IR VT 0 (— A — AR, BT 0= B 7 1) 1) 5%
P ARIE IR, 7ESRISAC B 5 P NSRRI, W dir, file,

process .

2 BRI RS ICAETE Y LR R, A4S SELinux 7. M.
MEEEA, MR MLS(Z %4, LN A4 RIGIEEE 2 2.
R ooy — X RIF P W] DAV AR R, 38 BgERE, 96
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RS A XS R
I HERE A2 58 O BERE RIS AT B RE PR s e, 50 2 = A ok
e —ANBERE BT ISR A X — AN AT AT SO entrypoint U7 RIALRR ,  HEFE
HI2 T (AT SR AN N H RO execute U5 AP, 2ERR B 241
SRR H IR T A transition 5 P AR .
ff: ALl G, TR MR AT DU A .
LATME T s AIBRUE linux XS R, 2R AN 38m] BAEN
8.2.3.1. SELinux :fifi e
B R i IR 55 a1 E R GE VIO IRIE Rt 27K, &l ¥ RS
SRINRESRMG . =AU SLINRESRME . o TH IR 95 SRms . PATIEHITIRE KNG . B4 5Th
RESRMG . kvm/Ixe 55 RGTIIAERME . RGBT i H T HKIG . RGE3)
I B EARIC AT RE . IRIEAFEN IS5, Efl 1 ukmls. ukmes 1 target =%
SE LTl S o
8.2.3.2. AR A D)k
RGEIET B a7 RV, VPSRN T 7 ERATRS S E ,
EIASE FeAT T ) 22 4= SRS B FCVFIR AR B AR T DASRAT , (Bl i TF F R sl A
R RS A X IR A v FRATI 22 2RSS 38 R A a5 a0 T
A5 A2 SO VAR TR SRS, A8 BRVUR T U A P i s A G ) SR s S o ] e
55 AR 24
(1) i 22 4 FEng AR 2 A i
FATFR A 7 — LT H Ay & AT DA ) 2 BT I 22 4 SR AT, 2/ust/sbin/getenforce
Al/usr/sbin/sestatus. AT /7 A AT OB I X i & AT D
getenforce iy &% 45 4 Permissive MR AT 4L T 0 ¥F#E N, %79 Enforcing |
BN |l P Ll e
sestatus 7% F% H AT BEN LA T A 25

$ sestatus

SELinux status: enabled
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R R LR o U S5 SR RGEVI0 ARG LR T
SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: ukmcs
Current mode: permissive
Mode from config file: enforcing
Policy MLS status: enabled
Policy deny unknown status: allowed
Memory protection checking: actual (secure)
Max kernel policy version: 30

EAMUR L T 2122 A SRS AR, [ Bt T DAAS 31 Ath 22 4 SR 145 2
LRI IR . 22 SE U RGHEALE L LB S BOAE, 24
SREWE AN 22 4 SR H A4 R

(2) 4 RIE A E L

N T ZAEFZERLL RS — BN BRI, (R R T PME K
I 22 4 SRR U A 2 o

setenforce 1 15 B A5 il 15 5

setenforce 0 % & N VLA

RE=AEE R W 228 8 51 LU H] setenforce 1 #E A5 HIHLL, 2
WU 22 430 6 Al U] setenforce 0 HEAFI R

(3) 2R 22 4 g

5 Z Gt IR N FRAT Tt W DA e 8 F FRATT IR e 4 SR a3k N B 447 1 5 Cdk AT
BE . FNTTENT:

a) R A ENITHEN grub SEHL,
b) #i grub FIE M A% G 81 S8, ¥ S 3 selinux=1 enforcing=1 BN

selinux=1 enforcing=0 -

(4) BEh&%:.
XA ARG RN B e 15, B root P RFEHATIER .
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N SR LR T P 25 AR AR AR RV 10 R H T
8.2.3.3. TRMGNLE A

N T ITEH P A SRS AT I B, FRAT AR At 1 DL R Ay A0 2 i 22 4 HE g
BT E -
8.2.3.3.1. AFEM LML

ARG — L8 H & (-2 G IUER SR i | B SO a2 4 BN SO T Re,
w: Is-Z id-Z M ps-Z, XEEAg4 0T -Z ST E e Wos iz SO e R I 22 4
BRI, wils-Z —ANSCF, i BUR A

-TW-r--1--. root root sysadm_u:object_r:admin_home t:s0

Horb sysadm u bR oR 1% CME B T sysadm u %4 5KIE 7, object r Koni%
SR T ARSI A €0, admin_ home t IR 1Z ORI, AT SR kA2
AR X S 1 ke il 8 R AT U el 1
8.2.3.3.2. 2) BHbrid a4

LAE I G A LB I — 2 Ay A3 R G0 T SR A B R ST HERAE, 4
chcon. setfiles 1 restorecon T4 .

/bin/ls fix %4 bin_t KM, 24 P 51 A LU cheon -t sbin_t /bin/ls #F bin_t
1240 sbin_t 57,

cheon i 4 [¥-u ZHA] DMESUZ U224 F RSO 2 AR P, « 35
ARMESUE A, 1 SEFT MBS R g0, Homb B AR A S T
B

setfiles iy 4 1] LUAR 8 AT 1) 22 4 & R AR S R G0 B A SR kA7 A
ide s

setfiles /etc/selinux/targeted/contexts/files/file contexts /

restorecon iy & 1] LAPK &A% U ER A % 45 3, WT: restorecon -r filename.
TER SCAF 224 R SO BT BR AR I 1 S 8 A A X bR id IR 1 48
Ja PR REHTERAE, BARGE AT LLEE P T
8.2.3.3.3. 3) M/, AEAEIKR
BT (login, sshd) Fu ST} Linux 7 2224 SEmg 7, 78 25t
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LT HRTR L = B SS A A E R VIO RBE AT
N S 22 4 s B PR RRFFIA 1A —A Linux A P AR R 52 M E, VUES ) 224 56
W& FH P AR IRAF SN WA shell 3ERE 224 R SCHIH PARIRRT . 2248 B O3t ] i
F semanage iy 2 5 R ET, 41: semanage login -a -s charlie u charlie, 7~ Linux
F 7 charlie 1F 4% 4= %1% I F charlie u &% R4 .

i [ semanage login -1 ff & 7] A&EH, 1 FNE:

$ semanage login -1

x4 SELinux Fi MLS/MCS it 1 55

__default user_u $0-s0:¢c0.¢1023 *
auditadm auditadm_u $0-s0:¢c0.¢1023 *
root root $0-s0:¢c0.c1023 *
secadm secadm_u $0-s0:¢c0.c1023 *

—ANF AT BAGE R 2 A 8, ETE F B Z) R REVE N — AN, mT LR
i g B T H semanage % A\ semanage user -a -R mgr_r -R charlie_r -P user
charlie_u >RAIE—AN 1T L/E AN Mt mgr_r i charlie r (1% 425K 0E FH /7 charlie_u.
Ai# T semanage user -1 BHATEE, W FA:

$ semanage user -1

Fric MLS/ MLS/
SELinux /" ®iZ4%  MCS 25l MCS 7if  SELinux
piiReah

auditadm_u audadm sO $0-s0:¢c0.c1023
auditadm r
guest u user sO sO guest r
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KYLIN

KXo SR IBUBE S IR S5 AR AE RGEVI0 RGUE HE R T
root sysadm sO s0-s0:¢0.c1023
sysadm_r
secadm_u secadm sO $0-s0:¢c0.¢1023
secadm r

AOAR — BRI ES, JTESH @R, FARRU A Fh)#8 2
T T R P A 2R N 2 A 1) S AR AR 3 1 5 1R U SR ik A T
8.2.3.3.4. 4) ui Hfic &

ARG TA b D R bRl T 288, A eT @

semanage port -a -t vac_port_t -p udp 222

KRN —AMRic 7R 1
A# Y semanage port -1 AT A A, WITHK:

$ semanage port -1

SELinux ¥ 287 171308 Ui 5
afs3 callback port t tep 7001

afs3 callback port t udp 7001

afs bos port t udp 7007

afs fs port t tep 2040

afs fs port t udp 7000, 7005

afs ka port t udp 7004

8.2.4. =AMU4r LA

=R SLRGAE I R LA RGAMEESR BRI, REWRDR RFEM LB, K
KIHER 7RG H AT MRS .

FEEIHEER, Beg s L EEUE R root FIRLREREATRISr, 40 Ah
root(uid=0) secadm(uid=600) A1 auditadm(uid=700)7 HI1E - 7 10 5 L A7A4E
BATTAr IR R selinux =AU LA EHF ) —Mat, WIREEERGHP S0
LR RREMMFER, B2 =B L H B .
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SARUIFSLARGEERT linux BUA P B AR OENLE SR, 9 hnEs 2 Dh e 32
& R PAL GANE ML T SCRE =B S P B 45« =R G AL 5t
linux AP S 43 S8 SAL BRI IAE 2 Gt 2 A0 R LAAIA SR FH S 3800 77 sU3EAT & 1y
B, RERGRLITERITR, HFFE AL Z2RE RGP,
8.2.4.1. Ihfk

=RRR DR EAE WL 53

1. SEIX A —AN UID Ay 0 BB H AT A H R = AN E 31 03 B 1 5 O AR
ThEe, X MAIE R G SRR 65 RGN 7 B i U155 B ml Be i 22 B il
BRI B, Rl AR = A 2 Goxd FAd AR 20 53 2 B A

2. SKIMAERR IR VI B2 5% S0, mT DA% HEOAS [R]85 21 A 48 VR AN [F] 1) SELinux
yiRERs Dl

TR A ThRE LI AT I, AR AL R G RE R ) R G AL G B S0 R
GiAEE L R P T RAEERAE, B =R G AN =AER R AR,
SHATFART oA 2 52 B
8.2.4.2. 7l

RERGEMAEE “HXEHIGR”. ZRel R0 HE KRGS 07T
X RGMFAAT A X E R U=RRA N L AREN strict B . RGE LG
AITEETE RN, s BT > T R>HE . R0 LS I 95 X G
. 2 E AL STHE R I TT AR S E  BOA 23 X g AR A R AR R
8.2.4.3. =MH A%

R 92 A dE

AP we B

% 4t reboot RGHEE ML

B O init EMARRIBITE

7 ifconfig I 85 4 114 3
rpm AT (A RR N B FRA T & A1)
useradd AR . e useradd abe
passwd B @A %, Wi: passwd abe
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Aty

ul

o

H

userdel
insmod
rmmod
iptables

system-config-date

system-config-keyboard
system-config-language
system-config-network
system-config-network-cmd
system-config-network-tui
system-config-printer
system-config-printer-applet

setup

mount
baobab

setenforce

checkpolicy

load policy

MIERA 7 o 4n: userdel -r abe

AR

LI RER

15 K S AR 5%

M B AR Gt a] (B R 25 i 8] Y 2 ntpd Al
55 i BAE SL VAR U R AT

AL E

HEACA

[ 25 i & i 2

ITENPLAC &

RARCE LA RS I B 75 2 D)4 3
SV T 3T
oy X HE
A Ay A LA
FFJa A2 selinux 58 i 155 2

. setenforce 1 JFJm G5
2 A AR AT AT

setenforce 0 I I3 il 1

X R Z A G R AT
o T 5 B W ST A G 3 AR i ) SR S
1% SC AR BT TR ST R b N
policy src_t 28,

U1 :  checkpolicy -M policy.conf -o
policy.24

Ul: load policy -bq(H55#%) S48 A% H 1)
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m E

o

it

chcon

chcat

fixfiles

setfiles

restorecon

sémanage

semodule

setsebool

audit2allow

audit2why

AN, ORAFAEH 28T Y Boolean {H
B AR AN ST Je iy 2 4 B 3.
chcon -t bin_t filename
B SO AN ST Je B 8K S . e cheat
$0:¢c0.c255 filename
BB E 2 E . W fixfiles -F
restore filename
FIas SRS, A ARG AR .
. setfiles
/etc/selinux/targeted/contexts/files/file_conte
xts /
PR BRI 24 B R SC
Un: restorecon -r filename
SELinux &2 T Hay4
Ul: semanage user -1

semanage login -1

semanage user -m -R secadm r
secadm_u
B SELinux TR #S LR
i semodule -1

semodule -1 modulename
&4 SELinux ] bool {8 RAE ok B
l: setsebool xdm_sysadm_login=1
SRR VT IR AR 2 LS IR o vF
Ui: audit2allow -a

audit2allow -i /var/log/dmesg
AR 7 111 8 15 268 10 o A5 S R R R 4 1
JR
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U audit2why < /var/log/audit/audit.log
aureport MR e 15 B geit & x5 0L, ave, pid,
file, event, config &% (5 R
Ui aureport -au
aureport -a
aureport -p
ausearch PRSP HIE B
U: ausearch -gi 0
auditd JA BN TR S5
U: auditd -s enable
auditctl RRHRSIRGS, B THRAR 5
: auditctl -s
audispd CRAR il
n: audispd
8.2.4.4. JiH 5K
KA 757 AOT R =R L2 4 D) Re
1) $AT Mk an & IF R =BUr L2 T fg:

security-switch --set strict

2) HARS, B
3) 18I security-switch --get i 2 A A A ATE UG B3 58 22 RS e = AL
SUHER, AR

security-switch --get

MR strict

2R | SRS | BOMIRES
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SELinux J F (Enforcing) J& F (Enforcing)
= A Ja H J=H
PAT FE M J& F (Normal) J F(Normal)

KO At 22 A AT PASC A =00 3L 2 A T g -
security-switch --set default

8.2.5. AN RAETIRRKEE
8.2.5.1. H " UID ME—1%

B RGP P AR P AR CRFR UID) R—AGAENN KR, — B0
Hri 2T UID W R -, d s 1E oL~ UID 7R Bl aEn < B3040 Ad,
A LLE R F P B 30 B AR G UID, % UID AT RS S BR P 6 3
. MATHEESR ML P UID frfE— RS 2, IR N EE RGN
F 7 UID #eA B R ge i — K

T RACAAAE kylin_1 P, HizH A~ T8 UID (A8 a5 4: id - kylin_1
#E kylin_1 I/ A uid) A kylin_1-UID, 34740 F#R1E:

1. root fiHIFEH 7 kylin 1
# userdel kylin 1
2. root A% kylin_2 /7 HAE € uid N kylin_1-UID
# adduser kylin_2 —u kylin_1-UID
FRA P UID ME—MEA S, WERIN kylin 2 B P2 8B 0T DA s 1 D Refd
G2 2 IR R, $27R: “adduser: JTERUIH 7 ID” REAE R
8.2.52. waVIHITH
security-switch & R4 Mt —MH T L2 EN TH, @iz TR T
WF 3 Mg e r U
® default Biz(: J5H RS kysec LWL
® strict #30: 5 kysec. selinux. =437, H. selinux &y ukmes R0
® custom B H 7 HE L2
8.2.5.2.1. default Fiz{
% E default R,
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1. kylin S R%8, #HAT:

$sudo security-switch --set default

2. HR RS
BEAORES
TR | HHPIRES | BOIRES
PATFEE F(Normal) J& Fi(Normal)

8.2.5.2.2. strict f&
% E strict B

1. kylin & R4, $AT:
$ sudo security-switch --set strict

(ARG 4 3% & root,secadm,auditadm =& F 51 FH 7 B2 69)
2.HJA RS

TR | HHPRA | BRUVIRES
SELinux J& F (Enforcing) J F (Enforcing)
A J5 H J5 H
PATFE I J& F (Normal) J& F(Normal)

8.2.5.2.3. HE XK
wE HE XX

Lkylin 3k 248, WwE HEXZ2PH], 8 selinux Z 4 HLH
$ sudo security-switch --set custom —list selinux

2.E 0 RS

L
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Zafgt | GRS | BOMRE

SELinux Ji H(Enforcing) J& F(Enforcing)
8.2.5.3. Hi ik RGARE

BT A 2 U R TIRE, BUBHERAE RGRYE =R K, S R
SIAUHLED, ABAT R FoVE S v B 53 B U IR 5% S PR R A R R
MY RGN ZR, s RS AR, TR R, iR
SHBEMNER, FOREITIRS IEHEIZAT: BB SU I8 118 H R AR, BRER
i M AT SU A2 AT auditetl FHIMEE TR, [FI, W0 7 ARER
BELFRLN . B AE S F AN 8 F =AU SIS P B TS T B

B RGBT B 4IRS A strict MU ThBEA TP, HANE
PR RGN H TR SS A TP B RAS (systemct]l statsu auditd) o
8.2.5.3.1. FREH I

Bt PR, BRI 5%, WaEditdEhaEERml . #HitHE
AIFHEAR, wE P FRD 5 G S RE RIS, .

Authentication Report

# date time acct host term exe success event

2020 £ 02 H 09 H 13:21:21 test localhost localdomain /dev/ttyl
/usr/libexec/gdm-session-worker yes 309
8.2.53.2. 47N it
AP TR, AP RAT AR ARG U
Bl Chsxt uid 7y 600 [ FH P S I0AT 9 E TR -
LA THE B I TR, X uid=600 B9 AT AT it
$ auditctl -a exit,always -S all -F uid=600
2.2 E T RPATERAT
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$ cat /etc/uid_list
3HVEH AL uid #THIMEEAR
$ ausearch -ui 600 | grep uid_list
SEIf AT EAE F T H AP AR B P R 2 i IHE R .
82.533. KT B it
il P K5 B8 . MR (useradd. passwd. userdel) 2547 NHREH R 4E
Bt
REINR, fEHE T FiE $ aureport -m 7] DL A B F F K AR ) B
rHE.
L.root G —N
# useradd testuser
2.root MBI E
# passwd testuser
3.root M H
# userdel testuser
8.2.5.3.4. JCfF. HrMEMLHI T
I B BEAE , AR SO H R A S R g it .
ZN/LUNE
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LT HRTR L = B SS A A E R VIO RBE AT
171E kylin F 7 QU2 i /tmp/filel SCHE M /tmp/test.dir H 5
LEIMEHERERRA, R0

$ auditctl -w /tmp/filel -k file

$ auditctl —w /tmp/test.dir —k test_dir
2 kylin Fi F* cat &G /tmp/filel SC14
3.kylin AP rm MR /tmp/filel 3044
4 kylin [ 7 %t /tmp/test.dir #4754 1F
5.kylin F J* X} /tmp/test.dir 347 5 #AE
6. IHEH G R ARG, WP 1 e
$ auditctl -W /tmp/filel -k file
$ auditctl —W /tmp/test.dir —k test_dir
ARG, PR 2. 3. 4y 5 XTI K H SRR e AE
HEFRARIL; B3R 6 BRI AN B E S AR SR o H &
8.2.5.3.5. MMIMC &
U INHERR RN Ja wT LLHERR$E € 1 THE S .
8.2.5.3.6. Hiit HELRY"
REFIHEHE AT ER S THHE.
8.2.5.3.7. il HEHAH
T H AR E R R ER, S8 & il B i B e 5k
T TL VT RO B S ete/audit/auditd.conf FEAT T B G
ENIE
1.8 oF & 3 5 9w #5 Jetc/audit/auditd.conf A, f# max log file=1,
num_logs = 3 BYHESCFEAN IMB,  #4 3CAHEON 3
2. F THE B G R 5%
# systemctl restart auditd
3. H THE B AN ER R,
$ auditctl -a exit,always -S all -Fsys
4. 25 R ATETERAE, MEAEREHE
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$ find /
5. TFE R EE U H E RN H
$ 1s -1h /var/log/audit
LW S EBH, 2a#itHESR: auditlog. auditlog.1. auditlog.2, HH
audit.log.1. audit.log.2 SLHFR/NEN IM 45 .
8.2.5.3.8. it H & B EEH
=R o R O el T T a4 R A S e S e Dt I o A
WPRAE H) e, 728 1H 7 T80 % /etc/audit/auditd.conf,
L, RERGHE S XS KN 50G, K 30G 5B R RS A BIAE, Bl
ARG & A 206G VLR &4 & i H G4
1.8 118 i 02 Y 8 /etc/audit/auditd.conf X4, fd space 1eft=30000, B[ H
B2 A B {E N 30G; space left action=SYSLOG, Bl HEHFHA
—R AR & CHARHE A 7 8] 1 {8 AR 4 I3 2R 48 5 o 1 A5 A 1) 1
5E )
2.8 THE B L R RS
# systemctl restart auditd

AW 2 )5, IR HEERFREENT 306, WE it HEFR 4w H &
BER.
8.2.5.4. SCRFL AL T H L5
AT R 95 2 iR 95 R G A A 22 L Dhe B AAFZRB R i iF H &
R,
un kysec K E 1 HERAN:
type=KYSEC STATUS msg=audit(1502938410.303:182384): status=2
old status=4 loginuid=0 session=4294967295 id=1502938410.303:182384
type=KYSEC AVC msg=audit(1502886638.943:132300): denied
{ execute } for pid=15325 comm='bash' name='"/secadm/Is' ssid=0x01
0sid=0x00 loginuid=0 session=4294967295 kysec_status=4

1d=1502886638.943:132300
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iy SR BB R R 5 SR A SEVI0 RS0 5 T A
8.3. BBtzZEEHTAR

8.3.1. HEik

W22 2 TR R — R R G 2P TR, FmEg, BERNMHREk
L AR RGBT AR .

A TR R T U R G0 WL S ILORYT R G R R e A SO 58
Y, TR RGBT BRI AT AR . AL SRR AR A B AT B PR 2 1,
KRGS B B RS, X AR IR BN B E AR o RIS, BB R i 4
B2 “omIRiat 7, BRI A g =MsriR, EAR KN
MR, UAEREE R AL, 490 P RRIBITHEN %4

W W TR E: JHRES > rAflF > BlzeEHl T, &
AT H G, R B RR:

PR SEETA

WENBEFEARNTER RPRFTTTRE2TE

Z2fiE

B 5-12 BBzaEE TR

8.3.2. Kysec ZEHEXKE
W R SE ) KYSEC 22 &ALl 73 0y “omfil i a7, « B il “id il
=Rz T
AT “smbIAR T B, RG A BN IR ZAAIEITRET SIS E AT,
BHE T B MRS . 78 a BB i 44 32 OR9P S0, BHAE AP I BoR #5245 B9 A% 3K
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SRR = 0 55 s PR AE REEVI0 R GUE HE 5L T

KYLIN
ERFOBIB

BB
AT CEEEENT, RGN EGREM R S IUTHNMNERE, &

AR BRI TR E R AT
Il A e, AR, RS IEEERR

P AR (RS AUT N, RAE H SRR AT L s AT
FERGE 2 B T R E A B e OIS W E” A, BEAIRE R
BE O, BIRD R g e L T i AT i S e

= - x
IES
WEIRE
%F

v RSB TE

EENARFIXENRRE RPRAETIIRRETE

R2EE

B 8-13 XH MO
[EJ 3 AT AT HE ] SCEER ST . AR = KT I AR ER A2 AT IR

BEATBCE, 0 N E s
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AL HRTAT LS A BR S 2R E RAVI0 RAEH R TFM
U EEeeEETA - KEEE o - x
BitENIgEAELEEITRE BT © BEER A
SREHITEN. TR, LA ELIE, ASBRET © s
© EEEs
< ERER
m.:. TS X T e — T
N enrsmmEsoR RSN iefteTleE R R, . B

:':' POt RS ® -
R RSP R MEAENH

& 8-14 REWE
8.3.3. RAIIRE
8.3.3.1. AT
PATFE ) 12 H 1R AR RGNS I U5 K RGN AR 71847, 1
N FH R PP AT BAS 25 5L 17 5 B, T A0 L b A T 2 B S 28 1 8L FH 4T
DI 2% 3 40 AT R dd BRIRIR 5

U BRReEETA- ReRE o - X
AITIES SR PIZIZ R IR
R ELAETFHEEL. FFRTTRES
Q BERAERRE + #hn B RRRSIME
O Fs e XFEE v HATKE ¥ i
0O 1 fsbin/mount.vboxsf EHITEF e
o 2 Jvar/lib/dpkg/info/klibc-utils.postrm THRITA & FHMTE
o 3 Mvarflib/dpkafinfo/libpam-cracklib:amdé4.postinst THiTHE RFIAE
o 4 Jvar/lib/dpkg/info/python-piston-mini-client.postinst THITR & BHIME
O s Mvarflib/dpkafinfo/openssh-client.postrm THTHIE RFIAE
O & Jvar/lib/dpkg/info/libgtk2.0-0:amdé4.prerm AT & AT
o 7 Mvarflib/dpkafinfo/python-blinker.postinst THTHIE REIAE
0O s Jvar/lib/dpkg/infofecryptfs-utils.prerm AT & ARHAE
o 39 Mvar/lib/dpkafinfo/libmtp2:amdéd.postinst THATHI REAE

H 11761172 R, wHENIT

B 8-15 MMt % £t B- ATz
PAT R FIFRIRER, REHERI A HAT IO A L= (B
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K SRR = 0 55 s PR AE REEVI0 R GUE HE 5L T
PEOL, g, WIZ N EEETT A RM) BiEEEET, RAEEEPOAMESINA A
YR, AATLOEAT.

PAT IR T RAPIRES, RGUF QIR N AT HAT M A IR (B
UL, g, W28 TR AN T ULEEEEAT, AT HH] 44 U4 1 A b
B RAE

Y mERwLEETH- RS o - X
PiTEE SRR AR

BELREFOTEE, FPRTIFRRS

Q isiAEEAS + it i RIS AT
O Fs  HRiE e i L3 i XHRD T YHRE T |
0O 1 fhome/we/share/test/pi BTN A EIAE

0o 2 /home/we/share/test/et o HITIEHIDhRE R FFES, Btk Tl IR AT

0 3 Jvar/lib/youker-assistant T HEE FEEIMIE

O 4 var/libfdpka/info/libdby CIEITRI kS FEIAE

0O s fvar/lib/dpka/info/pytho AT A FERIAE

ik

0O 6 fvarflib/dpka/infofucf.pe__, AT A RERIAE

o 7 fvar/lib/dpka/infofavahi-autoipd.prerm AT RERIAE

0O 8 fvar/lib/dpka/info/pulseaudio.postrm AT RERIAE

0o 9 fvar/lib/dpka/info/selinux-policy-ukmes.postinst FIHAATII A FFAE

HE N8I TER, WHBEN 0T

B 8-16 ZEME-INRERIT /B AT #RIE

PATERIZHRE R IGO0, PRl “asin” $24l, IERAHAERHATRE
Foo A B FEMARAT IS B 4 8, T RS P IEfEr) B A+ B 3)
i 6 96 2 BER IS, IRINE AR, Wk B R
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K SRR = 0 55 s PR AE REEVI0 R GUE HE 5L T

U BRReERTA-woilE =) — 0%

ATIEH & | x
RENREFNZEEL] . E3 /home/jiyiwen/SmE = e @

Q binfls B iy B v RN R WIRIAE

OFs  xtf B jiyiwen [ kerneltx | LERE T

O 1 Jusilia LI kysec.desktop EHIME

O 2 Jusebi Ols EHIME

O 3 Jusebi L) pluma.desktop RUEIME

O 4 Jusr/bi || tmp.Ext FHME

O 5 Jusr/bi FREME

O 6  fusrbi BHIME

o 7 Jusr/bi 4 » FHIME

0 8 ol XEEH: [l || 1177 it

O 8 jusgp] XHRE: [ FEXEE) S —_—
H15{TiER, BER0T

e 4= 3
A 817 R E-SUTEH-E

N N N > N7REVIRNEN < > ”

Y EZBRFR PRSI SE, ARG AR B, i
N S N \ op S N S N Y Ny “
ZPATIEF? « AR BB S FERARESAT, Pl Ak iz, RE s “58

N ) y=x Ny N —
B BRI AT R, R R
U BRweERTA - RoRE © - X
ATRES SRR RZAER{FRIP
BREEAEFOEEE, FRPRTFEZS
Q EAEERS Y s Wllsn  C®F WM
E FS HEE XHER T HEIRE T
¥ 1 [home/we/share/test/g o iﬁmﬁ?ﬁjjﬁ,iﬁfﬁiﬁ?}ﬁﬁﬁﬁﬁ AHFTRNE S
it #?
0o 2 [home/we/share/test/e AT [=31NT
0 3 fvarflib/youker-assistan TR R
0O 4 fvarflib/dpkg/info/libdk ™ N h AHTIE BT
HR;E ﬁl}\
0O s Jvar/lib/dpka/info/pythol erm AhITEE FREIAE
D & Jvar/lib/dpka/info/ucf.postrm AATEE R
0o 7 Jvar/lib/dpkg/inFo/avahi-autoipd.prerm AT FReE
D 8 Jvar/lib/dpkg/info/pulseaudio.postrm AT RiE
0O 39 Jvarflib/dpkg/info/selinux-policy-ukmcs.postinst TR R
11831 2R, #wHEM1T

B 8-18 AR E-PAT I HI- 5 Hr
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KYLIN
ERFOIBRE

R A R S5 AR E R GEVI0 R G HE T

Y mEzeEEIR - 2eRE

MITIER]

SR PIZIER IR

HENAEFNREE, RPNTITEEZS

o o
E
ujn

-

O 0o o 0o o o o o o
w

NEZERS

MHEE

fhomejwe/share/test/ping.sh
fhomejwe/share/test/echo.sh
Mvarflib/youker-assistant-daemon/libs/libshredmanager.so
fvarflib/dpka/info/libdbus-1-3:amd64. postinst
fvar/lib/dpka/info/python-semanage.prerm
fvarflib/dpka/infofucf.postrm
Mvarflib/dpka/info/avahi-autoipd.prerm
fvar/libf/dpka/info/pulseaudio.postrm

fvar/lib/dpka/info/selinux-policy-ukmecs.postinst

118314712 R, WHH 01T

o - X

+ Fin ekl RBISIME

XHEE Y SERE T
AT BiliE
TR Bk
HEE FEHIML
AT E FEHE
AT REFIME
AT FHIE
AT E FEHIML
AT E RHIANE
AT REFIME

B 8-19 R&RE-PITEH-EHwH

T ER P ABAT F i A 4% SR A OO, TR TR ThRE, A R
NSRBI J oy 19 2 B bR B 12 [0 AR, R a) 2 B SO AR 5 A S BEA] (11D 5%,

W B AR

Q binfls

]
E
di

1

0O 0O o0 o o o0 o o0 oD
o

T

Y EREoSHTA - BLRE

RSP AIZIER G

S ENAEFNTREE, fRIPATHFRRS

MHERE
fusrflib/klibe/bingls
Jusr/bin/lsinitramfs
Jusr/bin/lsattr
Jusr/bin/lspgpot
Jusr/bin/lsof
Jusr/bin/lslogins
Jusr/bin/lsb_release
Jusr/bin/lsipc

Jusr/bin/lscpu

HAS{TER, BHA 0T

+ #in B
MiFER T
AITIEF
AHITHE
TRITEF
T
TRITEF
TRITEF
AT
AHITEF

ANITIETF

gAML

EElE e
RIEIME
RIEIAE
RIEIAE
FREIME
RN
M
FREME
FRHINE

FREAE

Y

B 8-20 &R E-PITIEH-ER

BJRBIR A EPATRBUICS, mal CEERAE” $Z4, ATRUR AR
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i HRITBE ET RS BRAE R GVI0 RGEE R TNt
SEEMR RNE” RE, W H A E PR

U MEzeEEIA - weRE @ =
AT XHFRIP PITZ ISR R I
o B AEFNEEE, FRPRTIREES
Q EmAREAS Q wm @llsn  CmE WAL
® S ZHHE MR T LERE T
0o 1 Jhomefwe/share/test/p IMERRIR R AR T2 R SR ERRPRPR aRiTRNA BIME
FEEEICRENMERE?
& 2 Jhome/we/share/test/e THITIE EAAE
0o 3 Jvarflibfyouker-assistan HEE FEAME
O 4 Jvarflib/dpkg/info/libdk BY3H Bk AT FEAE
O 5 Jvar/lib/dpkafinfo/python: prerm T RIFIAE
0 6 Jvarflib/dpka/info/ucf.postrm AT FHIME
o7 Jvarflib/dpka/info/avahi-autoipd.prerm AT FHME
O 8 Jvarflib/dpka/info/pulseaudio.postrm AT RHIME
0O 9 Jvar/lib/dpkay/info/selinux-pelicy-ukmcs.postinst GIERERL B REIME
H11831472%, WHH 0T

A 8-21 RERE-PATEHI|-FAEBRINE

U BRzoEETA-RORE © -
MITIER XHRIP PIEAR SR

TN REFNTEE, FPRTTERS
Q EWAEERSE + & ki HEIAE
0O FS xiEE prgisSi LEE T
0O 1 /home/we/share/test/ping.sh AHATRIA
D 2 [home/we/share/test/echo.sh AT
0o 3 fvarflib/youker-assistant-daemon/libs/libshredmanager.so HEE ESaten
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