DETRE

RS SR ARSRIRERA V10

BB BIR AT
2021 % 3 B

ER

&afc



8 o g ey s A T i N - YR 1
AR B B 28 P P AE B U AT T ettt st s et s et s et s essess et s et sasntens st ssentsaen 2
AT B R R e B AT 5 FH et s et s et s et ss et s et s et ess et s et saentens st s et saen 6
R T R TN T H et eeeeeeeeeeeseetessesa e et sessass s s st essss e etetessases et s easasas et essasasstetensssasnena 11
B B BRI T .ottt ettt e et e s ettt e s s et et ensasenena 12

O D25 NP R L= RO 12
1.0 0e FEEFBZEHIN ooooeeeeeeeeeeeeeeeseeeeeer s s s e s et ever v s s e e et es s s s s e e et et er s s e e s et ererrr e 12
LI R 50 5y 13
O T /3 U 14

1.2 BT T L oottt ettt ettt et e e et et e e e ettt et et et e e eteteaeae et et et aeeaeeens 14
D200 BB A 2B I BT oottt ettt r ettt r et ettt 14
12,20 BB 2B I BT oottt r sttt ettt erer et et e 14
D.2.30 JIIEE DINS ettt ettt ettt s et sttt n et 15

1.3, E I TITIE B oot e ettt ea et et e et eae et erenesesnesnserenesesnenanene 15
1.3.1.  Timedatect]! LML T LU ..ottt 15
1.3.20 DAE L LALEIT I oot eeeee ettt st ee s ev s eneennes 17
1.3.3. AWCIOCK L BLESTTEH I oot eeee ettt seeeet s evsesneennes 18

Lol B oottt ettt ettt ettt a et ettt et et et et et e et eaentateteaeeeeneeaeenas 19

1.5 KAUMP HLH oottt ettt sttt 20
1500 KAUMP B TTIIET oottt eaeea 21

160 FFEUIEA oot e ettt e e e et et ee e ee et e en s e e eeeeees 22
16,00 SU T L oottt ettt ettt 22
1.6.2.  SUAD B L oo ee et e et ee et ee e et st et s et arese st e nne e 22

B B R TE R IR oo e s s as et ettt et et ettt s s s e e e e s s s asasanenananenananans 24
3 B 0 (- T s U OO PO T OSSRV 24



2.2, GCEC-7.3.0 i e 24

2.3, GDB-8.3.Luuucieeieeceeiiieesiese st 24
2.8, PYENON3-3.7.4 oottt 25
2.5, OPENJAK-1.8.0 .ooooivrrieriesneiseiesessssssssssss bbbttt 26

FET HHETEAL T E et ssss st s st sss s sass s sssssssassassasssees 28
310 ZTE T e 28
3.2 BB oo 28

320 BB E T oo 28
3220 B ETE TS EN oo 30
3.30 FEFEITHT ovvovereieeee ettt 34
331 VNG BEB A oot 34
332, BEFE BT FE/F SSHurueoeeeeioseeseseisess s 35
3.4, COCKPIt TEFERTTE ..ottt s 37
3.4.1. COCKDIL ...ttt e ettt e et e e et e e ettt e e ettt e e e tbesesastsaaesssaaeesssesannnes 37
3.4.2.  JFBNRIETTET COCKDIt SRS eeeeereeereereeeeeeeeeeeesteeeseeee ettt sisansans 37
3.4.3. COCKPIt WED ) Bttt ettt sasansans 38
3.5 RGEH R oo 44
3500 BEI TN e 44
352, HEHIIE B UL IE oot 45
3530 BTG et 46
354 FMITYBE oot 47

BV BT BIIRAE ..ottt s st s st sttt st st ssess 48

4.1, KEBEFNTFZURIEAD oo 48
8100 BSFCTFDRET B oo 48
8.1.20 FFLEILSE oo 48
4.1.3. FYHFRGHEG Anf BILETFRF G oo 49

8.2, EFFIAFAL oot 50



4210 FRFE IS o 50
4.2.2. LLECIDYZC oot 50
4230 BB G B e 51
428, LFEIF oo 51
4.2.5 FFGIF oo 52
42,6, MUBRILSEE oo 52
4.3 BEHRHAFELLL oo 52
4300 BIFCIZLITYZ oo 52
432 LLEHF O oot 53
4330 MYBRICSFCIL oo 53
4.4, FAFAEAEID T L oo 54
B < o 2 < S 54
B.4.2. BB F oo 55
VR <N = /N 55
BIE FETHIEZE ooveereeeeereeeestssssessss s sssssssssssssssss s s sssssss s ssssass s sssssssssesssssssssssssssssensans 55
5.1.  fHH systemd B HE R ZEIRST oottt 55
51,00 SYSEEMA T ZH oottt 55
5120 EFERR S oottt 58
5130 BB BBttt 62
5.1.4.  FLEFEPLEE LA SYSEOMU.co.eeoeeeeeeeeeeeeeeeeeeeees e 65
5.1.5.  BYBEFELE SYStemd HLTE XN eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeveveeversseesssseessssesanansans 65
5.2, OPENSSH coooririeuneetseeesseesseeessseesse s es sttt 75
5200 SSH BPEK oottt 76
5220 SSH ZELZEITFSET Do 77
52,30 B OPENSSH..ooeoeeeeeeeeeeeesseseetettee ettt sttt sttt 79
524, PR A LENT SN oo 87
5.3, THEIVNC cooouiieunietseeesseeeseeess s ssse s es sttt 89
5.3.00 VNG JREE T eevoeveoseeiseeiseesseeisesisesis sttt 89



532 FEE P TEIEHIE oo 92
533, VNG BE oot bbb 92
BEINEE JRETER oottt bbb R e ee 9
6.1 WED RSB oottt 94
[ O R Yot o YN e A 94
6.2, H TG B oo 105
6.2.1. OPENLDAP. ..ottt 105
6.2.2.  THEOPENLDAP LT oottt es e 107
6.2.3.  JE OPENLDAP JRE5 A oottt 109
6.2.4. L/ LDAP J7HHHT SELINUX TEME ..o 119
6.2.5.  IZFT OPENLDAP SRS eeeeeeeeeeeeeeeeeeeeeeeeeeeeeevevs e savsas e s ass s 119
6.2.6.  HERZNEN OPNLDAP [EITIFUE coeeeseeeeseeseeseeseeseseseseseeesesesessseesseneans 120
6.3, SUIFFIFT EIARZS B8 oottt 121
6.3.1. Yo [12] <1 USSRt 121
6.3.2. FTPeooereeieveeesesase s bbb 133
6.3.3.  FTETIZ BT oot 137
6.4. 5 Chrony B E NTP ..ot 137
6.4.D. CHIONY BELFTNZ oottt 138
6.4.2.  FEME CHRONY JEILILET oot 139
6.4.3. LI CAPONY ettt ar e 143
6.4.4.  IAISTHIFF BT HEEE CHIONY .o ves e sasnan s 146
6.4.5. LI CAPONYC et nn s sen 148
6.5.  FCE NTP I NTPD...oveieieeececeeeece ettt 149
6.5.1 NTP I ettt 149
6.5.2.  INTP o ettt 149
6.5.3. FEIFENTP oottt 150
654, FEME ALt TN eeeeeeeeeeeeeeeeeeeeeeeevevevsvvse et vesssessss st sssssas st sss s asnsaens 150
6.5.5.  UTC, TIMEZONES FDST ..ocovvorvevrrrssessiesssssissssssssssssssssssssssassssssssssssssasssnes 150



N U g 3 1 SN 150
6.5.7.  TESETUBLFTEFEIT T oot 150
6.5.8.  TIMFITF oo 150
6.5.9.  FERENDA PEET IS oot s s 151
6.5.10.  ZEME ntod HT SYSCONFIG KN wueuoeereeeeeeeeeeeeeeeeeeeveeeesesevevevesesseesesesesesesssanan 152
6.5.11.  ZZUL CRIONY ..ottt sar s 152
6.5.12.  FEEINTP F P B FELE L RELE oot 153
6.5.13. MDA HTZIEE oottt 153
6.5.14.  FZEEND HIARBS oottt 153
6.5.15.  FEEBTKIZTZEND FUTTEN oot 153
6.5.16. L B NIDAGLE JIRAF 75 eeeeeeeeeeeeeeeeeeeeeeeseeee ettt ssaneaes 154
6.5.17.  JIETNED oottt ettt 154
6.5.18. B BELIRT FF T H oo 158
6.5.19. I EHS PR v 159
6.6.  fH T PEPAL T B PTP oottt senaes 159
.61, PTP I 2 ettt s 159
6.6.2. LB/ PTPcoeeee et 159
6.6.3.  FUZE N FBEITIEI PTPcooeeessesess sttt 161
A o= 4 SN 162
N L= B OSSR 162
6.6.6.  JAIZEIT oot 163
6.6.7.  FRUEAT I JATZE oottt 164
6.6.8. (LS NTP JRZ PTP HTH] ccoovoeeereeeeseseseses sttt 164
6.6.9. (LS PTP JRE NTP HTH] oottt 165
6.6.10.  fE/H timemaster [ PTP B NTP AT /H]..cooveeerrriririeisrrisisrsisisssissssisinssanens 165
6.6.11.  FETGHEMI oo 168
FEE PRI B ettt s s st s st asesens 170
7.1 RGUMEIE T ettt 170

\%



71de BB R FE et 170
7120 BB ATFIE T I oo 172
7130 BT CPU [/ oo s 173
T LA BB LG B oo 178
T 15, B EIEIFEE IR e 179
7.1.6. (/T NEt-SNMP HEFETEGE covoeeeeoeeeeeseeeeee s 180
7.2, BEREIEHE I ottt 189
7200 HE R HTL B oot 190
7.2.2. RSYSIOG HIZETKIT BT oottt 190
7.23.  [ESHFTHIEEFEZC oo 200
724, AESTRSYSIOG FA T oo eeeeeeeeeevevevevsvsese et eves s sss s 201
7.2.5. RIS LI B 1SYSIO.aeuiveiiiiiriieieeeeseeeseseseersesssi s 208
7.2.6. LT RSYSIOG PR oo sanss s 210
7.2.7. SYSIOGA JREE T T T T B oo vsesss s 212
7.3, SYSIOZA I ZEZER oottt 213
7300 MHE T GA UL oot 214
7.3.2 ALTELEFGLE T B oot 215
7.3.30 JEBTISON ..o 215
7.3.4. I MONGODB M1 ZERETT oo 216
TA. YT RSYSIOE ottt ettt ettt ettt et ettt nne 216
7.5, JHFHH I oo e 217
7500 BB HE et 217
7520 LT FE M ettt 217
753, LEITTLIVE VIEW ..o 218
7540 QT TET B e 218
7550 M BEFFLLIT I oo 220
7.6, HBIERGUTSS oottt 221
7610 CrON FHANGCION......corveiiriesiiriiseistiseis sttt 221

VI



7.6.2.  ZELECION T ANGCION oo eeeeeeeeveveestsee s s e eseseseeeesesenanessas 222

7.6.3.  ZETT CrONG M5 woovoeeeeeseeseeseeeeseseiseis st 222
7.6.8. B ANGCION [T 5 oo 223
7.6.5. BB CrON [T 5 oo s s 225
7.6.6.  JBBYIS CLON HILTIH oo 227
7.6.7.  CLON fEFHTIEITZ H oo s 228
7.6.8. AL FUBALCH ...ttt 228
BN BB oottt sttt sasssanes 233
8.1 ZZAIERIIRTS e 233
B.LLe K I e 233
8.1.2. = N (o 1Yo 1) DO 245
8.2, TAMETRULLE oo 253
821 KYSEC BB M eoeveeeeeereereeeeeseeveesesses s 253
82.2.  BHHEBT B IRL LA oo 256
8.2.3.  GEFYLTITTE M oo 258
824, TR VB oo 263
825 fHEf LR TYFE T v 268
83, MEBE AT T H Lottt 274
831 e 274
I B (Vi -Toll 7 o O 5 = OO 274
8.3.3.  JEIZRIYBE ettt 276
8.4 BB UL LRI oo 283
Blle BB 283
8420 FETKIYFE oo 287
BIUEE R et 294
9.1, BB IEJE L EL (oot 294
9110 FEFHBI oottt 295

Vil



9.1.2.

Vi



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

BB AR AT (IR BB

DML 7= M A FRE a3+ T3 2 P s SN [ 5 [0 46 = ) 22 4 s 5 22, R 4%
Al A B 5 OB AT 2 Atk it e v B E T EAE A, R A B SR
BR 2 R R KA RGN 7] PR BR 7] AR LS B AR IR A ]
KL RSB EE A, FT3E& v [ R0 R SR A — MR AR 1A R ] CRRT PR BELIBR AR 1) o

U AT L2z aE A RGO L, TN A P hm BB < HR 9 Bt
W O D it i R, O T [0 30 P RT3 22 22 BUTIRAT R GUNAH LR TR T 58, X
T ) [ By e AR T 3 e 2 iy T SE3RAE RGN o7 58, LR RR 1 IR 55 A 15
ERG. RHRERSG. MARBRIERS. BUBES S0, e FIN SCRE S
sy HUEL RS WG, SRIBAEIE 7 CPU. Ak R AT IE AR,
NSRRI E AL T %

WBUBRER A EAZ O BOR B, Sem HiE LR 320 R, HAHALH 138
T, FICHAE R 340 RIL, ERMSHEEREZ. 7k, BRESORTRHE 30
AR, SRR SR D — SR A N ) 45 SR X 2 A R AT M 20T 400 AR
R < R 2RI AT JR) A B s R Al s <[ 5K SR P A IR TR SRR T
Ailb i B R AR R AT RE JIT I, 8 T CMMIS ZpP A, B 1+ )5 AR
BIRPILRE AT TR0, B MEE IR RE 7 A0 4% 1) & BEAYE .
BB AE R ARt Bl Vb ML ORI KM RS P, TR AR
MOV 53 SCATUAL), R S5 I sl dlid A 4 [ 31 /N8 23T o BE T A E R G R VI 7=
FESCEL. EBG. et BAE. BER. Sl . BTSSR 2 M. R
WA Sivh, BB TR R G wh, 3ELE 8 fEALAH E Linux 1ilg i
HRHE 4.

%1 W/ #3017



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

R R 2 FH P 58 PR P AT MY

BB AR BB A R G0 ARG P CBURFR A B SaLAE )

T 2 TR A 3% ) BRI S PR A W) T R IR RIE R AT I AR T LB R RS
A=

TEIEFT A BAEA A Z AT, AT B A TSR 3K FEAE M T E AN T VFnT 4%
K CGERRH) S AR LR 1 R SRR AL S 75 B — BT FF AR A
%%%@aﬁ%ﬁwu%%ﬁ,ﬁwu%ﬁwiﬂ,wﬁﬂﬁﬁaﬂﬁﬁﬁﬁﬁ
AP IR
1. AW

MO N SAT SR I P ECE SOt BNV AL, BB A IR AR CF
PRt et e FARHED . AR TTEAERIVERT, AN SRV P E R
PESRAIL 1) B8 R R RO SORY A SATAT AR A IE (GERR A AE)

— AL ]

TR SF A SRR A I LT s BB SR AR5 7 S LA AR . AN AT
ik HIRMVERT, VSR 2 2 A8 BRI L (5) 1 51 88 K R A& B ) — 3k il
e aRRIAS, T SRR A R AR AT 22 256 T B AR R 1) PR

— HE VLT

FEBSF AR I SRR A B DL G SR S WLM R BB MU, LB S E 4

SO ARSI (5 AR AR BT, SOV SR LA ASCAE P T A FH i B £ A 08 240
_ﬁ%%ﬁmﬁ# S AL PR <A PN A FH A2 R TE SR N 22 1 22 2 . SR L
SARN B A P A

— FRURAAE

AR A e AR R R BV AED MWTTMK#$ﬁ
TRV o ST e Bh 2R AT, DABT I e S5 = B R AR B VB N AR — 309
AT SRATAL BT BT AS LA AT AT DI g o SRATLA AN D 2 B B A RN AE Dy L=
PRAME DA B A 2 B A AR () ST A
2. FRH

ARBAESZ B GEERD . BARZa A0 H Aty e 1 B S R = L 2
o USSR AN BV RT R B 6 AR B R B B B A A DR B AR PR k)
T RELBE A B AT 7 AR R bR ARSS AR AR B S AR BCR] . BT AL
R, ARV AEAT AL

KFEH BRI K

W RAEFT A S W P AR AR A, BT DL H S TR (GNU

% 2 W/ #3017



5

FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

GPL-GNU il AFLVFATIEY &l A0 o R AR BB A SR G 3 7= it a8
5 (GNU GPL-GNU i A 3LV al ik ) PS4, HoAth A i# s (GNU GPL-GNU
T8 FH A SEVE ATIE ) PSR T BB 1 R B P L R R S A VR R 2
fVF AT B BCGEEAT S B S, ABAT AT DUER AT BB A 2R S 1 7= il D At
(AT HE AT WA 28 LR SR A PR 2 ) ) 45 T 432 AN e A P A AT T Bt 4 A BR A
] PR R A B AR AT AR 7R

FEE R 28R By KA SR S A EH (GNU
GPL-GNU @ AFEVFAIUE) B8CEE,  QneRimT BB AE R G = A & 1
NIEAE s FRERAT S 56 =5 N A4S . BRAEIE VAR R st, B IEAA
Xf EIRBAEAT RS B CBRE R R TR K.
3. FRR#ELR

BLBE AR A I AROR, AR B SIS 2 Hig S+ (900 R (LAY
RIAREIRD), AP GG W) 78R 5 M R oL Ak
LTI B BRI, ARz R fe . EARERMARIT, &
(1) BT A D R L A A P 23508 Bt A D e L A0 A1 a2 3 B 45 A B A ot ORI AR
AT K2
4. RIS FE

BRAEAEA G WA LE , 5 W TARAT IR B R 1 25 A Rk S4B R,
AL FEREE B 1 RHRr E FH 388 A3 A 1 B R AR U AR T B R B 4ELR 3 A T 4751,
1B _F3 4 53 7 B A AR TR R IS LB A
5. FAERR

TRV AVEIGE N, GRAEAMEOLT, Tl RAMMA ST ERER,
WA A7 2R B0 0T P P B A F AR B 51 ke i B S 2 A SR AR AT Wi 2k
k. FNEEBEARIISE, BEE X TRERI . AR J5 R r . AR I E& Sk
(A0 3 IR 2 RRRLBA R Ak B L/ W] g S AN A RAT A 5 AT CRASE REORBE 4 4 4t 5 ]
Rt ERTRFEEED . WA, EEFHELT, LRRAESGE. TN
CRFEE ) J71, B AEHARTT I, BB S 0 165 1) T AR AN i Sl AR A
Fr S AT 8. RIS FIRE IR AR BEE B HEEAR B I, EXCHrR B IR AR E
6. &1k

APYAE AL 2 RTH 2o 10T CABE I 28 1k AP, H 05 250 [R] B 4 S5 A R 1)
ERBIEAFIRIA . A SR AR S AR PR REE , WA B SO A 2 OB R 1
HHIEENNL R 28 1k 2RI, SR 0V BSOAS BT () A S AR AT RIS, I HL 7R AR AH K]
A S AT F B E R T T

% 3 W/ #3017



5

FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

7RER

5 AR U R AR 30U o CRFREAIR VR4 S M e
FOILANENE AR o AT ARr 8 [ ORI X P2 R U AN T3 F
8. F &Itk

R AP A AT AT E B A€ N TIERAT, TIHBRAH R E , A P sATI 94
AR BRAEZMIBR BG4 7R A B KR SEI (FEX PG, AP SCK TR 2
1E),

9. SEEEM:

APPSR 5 5 TR A e LB TR 3K s P 58 B Ao e R i B R R B
FIAPPA— B LB P HAERG S @B BRAFHEAR, GO iTH.
(5] P B A 7 2 B A AR B SRR R IR AT B AR AT SR I AT Hh B AT AT v R Sk B B o 2%
Ko BILAARII O HE . X AP SIS TR Ty, BrAb@E B ak
IR — 7 AR F
10. BEHRAIFRIR

SR AN I S LB A 2 DA SR, RIS - 30 O Sk . R VAT R
BErbr, LA 5BUBEECE . AR BB AE SC IR AR . RS ARIC . FR iR A Ho A
FRFRIR CBUBE AT ARIC ™) o BATLAA XS BB A0 B i PR A e 5 FH #1201 R gt
BAF
11. JEARRS

AHAE T Be 0 B YRR, ARt 2 ME— B WS AR RF A A PN S5k 2 € It
222 Ho WEAEATT o3, BRIEEAR A R HE .

12. R4 1k

R A A BN BAEAT:— 7 56 K AT BE AT AR FIR P AUR BUR I 2 AR i, ]
AT—J5 A LRI 2 E AR P o
13. Java B PR

BN AT S B “Tava ~F-& FHH” CRIFRIPT, BIFEE A “java™ 5l “java”
PR PR EIZE), LW P R EIEASMZE, i HA T 025
XTIPI H SR AT IR BE B, YA TET . an SRR AL G — N M SR DL R —
ANELZ AR APL el G) 7 Java P& TZhae; HFHE G arfksE =77
AT A TR AT A LR s APL FIEANRAE, TSR 26 2R ED 32
NATXT A AP HIHERR SO, DUREPTE T K& B . S AT B . R
B oL WL IR VT 0T NG ATAR 77 b 7= A <java”s “Gavax” . “sun” A7 S |
FHIE. THLEL Sun EARfAT i 44 205 TR I RZ)5E . 2L Java Is 1T I A —

% 4 W/ H£3017W



M R LR = IR S5 SRARAE RGVI0 RGE R T
BERIARID AT & 4 A CHRIAZ T http://jdk.java.net/), LT ##AI 5 Java /ME
J7 R0 S R 3 [543 R (R34 7 I ARG B AT R 6L

P AR AR A P SO B RRAS, P EARRT NSO 8O, AR SRR A
i

T/ #3017

H
o
=



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

W BHRIE R AR BOR S B

FRAS KA H B 2019 4F 12 H 18 H
FRASA L H B 2019 £ 12 H 18 H

BRI BB E RGP (BUR RAR<E7), RIBBHEE R 9 R 5
PEF= o2 B A TR A F) COAR fRIRR <A BB ) W R AT, H
T I3 B B AL R BURT R4S B AL R A it

PRI R A A B AN NS BRI AR, TR A ™ S fE 38
T2 8 CHRUIAT LI R4 RGBS FABUGR A ) (LU AR A B WOER . A7
BN NG R AT RIEX SR ANBSFAME B Ak A8 &MU f#
F, 24, AIEsME UL R TR0 26, TRATHIE T A . RATK
YRR . RAFFIE RN NE B, DU B IR, MR ARy X
SefE BT o FRATKE S R A BOR AL FL e e hnife, NI NG B2
BEAE S IR 2 A ORAP it o 08 R B AR R B AR AT, RIMRIE R B AR
RECRFE I, HFREIRA AR R A BRI . A8 R IS E R .

A FE WP B T LT N2

— RTWEEAE W BRI NG E

T WRAERE AN GR YU A A NE B
- ITE EIE A NG B
v ORTE =TT A B FA UL B
v ORTARBEE NS 5
NN O o
 IRTER R FRATT

HE |

o Sk

— I EAE R E RS B

LY RERNNE BB

AT fas Akt AR A B4 AR 0™ W R PSR A G HOME B, E 2 T 14
RO R R 55 A dh AT A AR 55

1) HRAT BB B A 2R 8 17 A B BCPF R LR, AR S8 s T SEL A X
[ P A0 3 A S5 A5 B0 e o s AL ) R A 85 2 2 R R R 7 e A SR BUVE R RO AL AR
s SRS Y A 40 B R A 7 55 N SRS & [R) R AR DR B30l i I s CvF ]
UHLAHS AR A P T AL AR A AR S5 B AR S S

%6 W/ H£3017



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

2) AR RBUBRSR R AR ST T 7 )5 B0 e 55 e, 2 AR A i 0 I SEALE) CPU
RAEE LU P bk dATE, SeBUE T (IR N A TS - S BT v 55
HLER 1P HuIERT B8 2 1 S L 05 A e 55 i R e ) HL G

3) B BT RS TH R, 2RI TSR 1P bk AT
% DMESCHLERAR & R T R RS .

4) f3 FIARTTRUBEERAE R G0 R A, RV S5 AE R BB MR 55 S5 52 AL 10
HFERAR . HIE. MR EDAE R

5) HRHUBERAE R G RESR B AE VIR BIA R IIRE, A7 5 0 S A R 1
5RAEERNLES . XHE B RATABERM EAEARSS 45

L5 SR B A 2R G b T SO AR, AEr g R NMME B ER 2y, R
LI ST AER I A2 o

2. ERY KRB NME BHFER

FA MR AR I E b 5 P 205 RUSER IS S - BU R &
A BT PR F g A RAE B FRAT PR R A (AT BB, RS S R
FAT 2R IS BT RA T i

PRERPIRE: LB AT R VERT L MR RS RGO 4ES . AR
VIR R

g RbE . Dy fRBE A HT AR B R R ST 2 4, AT A RIS 2 1)
BIHRTH™ i e Ak AT SEMEAT AT RF SRR 5

S, ARG (BR800 B 7l fF bt . A1EsE)
Hi 5w, g, SSER . BORSHRF Bk 55 Bl .

77 i et s RSB BOAS R T R I S O SR AR T e

RS .
N VBN EE M BRI BUF TR BIAHOGEKR .
35 BB FE K% hh A

FAIA LI Z AL RN NE R EH =07, HULTHOLERS:
D REEMUHAE. @EFH R, AR HE=Tr2 &N NE

gy

2) NSRBLAMRAL R B, BATATRE 2 5 ORHR A 7] B A S =7 SRk A
CHR=Jr s Bepim . A, B MAFRES T2 EHNANGER, k4
AT BE AT Ui B L B RABSCRE A S AR AT S ) DR A 22 ax P TR Oy AT Ak 3B ik
g I TR RATHIARSS, SEBlanfa Se R ANAE F S i A5 S8l 20 i
WHI . W15 IR KEEA R SE = = ERE R, RIS KA. B

® 7T W/ #3017



5

FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

PACK B LT B ORFE IS 15 B 2 4

3) BAIANZIIN LRI T RN NS, Qb 2R TF R, Fefll=
[ 8 T NIRRT R 1) H Y R A5 B SR R T e K BURE S, IFIESS
NN EI P

4) BEERANLS MRS E, BATETRERAT & IF. W, B 3eihaesg
Gy AR S FIARRAG I, 42 IR ENE I B AMIR T A5 75 B i 23K A A e 4k S fR4
SNt E i S VSl AN TR NS

5) AT AT ek A EOR BU O EE T T I PR ZOR IR I IS 2

WEAVE RN NASE, B T SR B A AR H IR S R B s B
KRV, B PR A A8 A B0 A ST, BRI IR A8 5 RO FAE AR 48 B B s R

ARYE AT I EE A LA S bR, A2 LA RSO0 BA TR RE YR A
PMMNEE, MEEEAURE GG DL

D 5z 4. HPw s FE A m BRI

2) Hadhgd AJLTEA AN SR E KA IR m B EA S

3) HIRARATAE . YR, B IR RAT S B AR S

4) T Y EE A AN AR dr s 748 EOR EE R e (H SR MRS B8 A
NTF

5) PSRN NG BB BT A2 AR AT

6) MAEEATHEREERIERN N NMEE, WEERERIGE. BURE
SYASIRE SR

7 RIEEER AT MEAT A R P 75 1 5

8) FT-4Ed FriR L bl B 55 W & R g s AT T T 1. AR AbE
77 it B IR 55 B e 5

9 T AIA TG B ARP ST, H ISR A AR U el
RIEERIS, XSRS AN BT Z s IR AL B Y 5

10) EHHEARLE A .

= BT AR RERNAE R

LAG B AT 1 ML

PAT AL MR ERE R E » R A 0 [F 358 SR 2E A N B AF T
U ALE

215 Bk SRR

R E, FAIMOSEIL A A 75 A Or B N B B D sRAEH S
(5 S 2 F I AR € IR ORAE S E B ER -

F
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HIATH Bk S K A RIS E WS TR, AR L@ A A SR GE
G, AEA BERIIHIR BRI AN NS B BT B A AR, I SR IR A
MNE B IESN

3 ARA AT R AP IX 2643 B

BAIBs I P G B it irbs, CApTEE R ER ASMEH . RE
FAXL T ) B 7% o

TATRAE S PRI 22 47K A AT % A2 4 R4 i it AERBEAS B 22 4« il

AT IR A (B, SSL/TLS). BE A WALEE S F BER AP RIS NE
s

iy o

PATELL TR B . ARG CLOREE(E B A 22 4. filn, AT ™%
BR 05 15 B N RV ], BESRABA I <7 R 55, JFEEATH T

4 REN NG Bl F5 5 2 FF, HAT2UIE RN MR, HikgaeH
PER, JFUFEERIE A A5 E G S LRI FO A RE IR
M A S FRAT TR SRR PR A B Tt o AT TR 2 IR R e #8 T T 25K, Bl
MNME B ZaHE AL E L

=, A EEERNANER

AR SR A O PR AR LR R/ AR 507 W S B0 A5 R ik 22, S TR A
Ll 55 75 B2 R S BAME FH 0 S NS B AR SR ZhRE 1y il 1R U VR ]
RIS . RGEHT . VR

FEAE P AR TR LR R Gtz EAEF S0 =5 A, iEEE D AR

M. RTEB=Tr AR A

e A AR T RELIBR IR AR Gt b 22 Bl P 5 =T WIS 38 = R AR B
AAPRIAE A DT h 5 =7 A B AT 95T

e A AR T RELIBR R AR G b 22 Bl P 58 =T WO I 335 J A 4 ) 5 AT
B 0T R FERA 7S B B TR NBS AL IR

fiv RTERERENEH

SRR R GRS P S AERE N, R ERRREN, W75 2
P S A N TR] i A A7 o O (R R A SRR 55 2 3 o S BRAT 7 AR BRI 4 1Y)
FRTHE T ORAP R AN, 035 B O BT R R G R A7 i B

N~ A BT B

FATI DR B G I BB A B ORCA, A s WA AR AR SR, AT i 7 i %
PO RE B F] Mot S s A R [ B, ARSI R R, Bl =14
ST JE 0 AR . S AR S R
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L. WA RIRAT

UNAE AR FE B AELEAT AT S8 1], BAT AT AR ORI F . B0, TR R &
IR##ZE 400-089-1870. B J5 Mk (www.kylinos.cn) LUK JBR I B 3t AT 5 ) B e
W, f48 T DL KR AE MR S market@kylinos.cn 5 S5 FRATTER &R

ZHIERN G, AT KR ZEAE ., —RIEN T, AR 15 4
TEHNS TER.

AP E R HR AR, A AL RSSO R R AT, DL B AT SR W 1
X, DA SChRA Ay .

BT HHY: 2019 4212 A 18 H

TELRE S A1 PR )

Mk BT R ET X R RS S 22 ki 3 5% (300450)
e vE X ALVU AP % 9 SR A K2 20 /& (100190)
Kb AR X = — Ki 156 5 T3 K& 10 # (410073)
Hi6: R (022) 58955650 Jb7T (010) 51659955 Kb (0731) 88280170
fE¥: K (022) 58955651 L% (010) 62800607 ) (0731) 88280166
AL www.kylinos.cn
HL 7114 :  support@Kkylinos.cn
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e 3 Be B

ETRB PR 5 S E R G VIO RIS R G . At R, SRS,
BRI CPU . AT E B2 1 RGBS B AR, s
TR R SR Ab, 4 T S BB A PR AR IR 5.

B s,

ATFMran S BREDEERGINMSE, a2 PIT 105 G B EAEA R
CPU V& BN A E R G M RRAS T T e A7 D VP52 AT ARSI A
W AT 225 2 Ak, VR DUHRIAT BEREE e 28R 55 2 R A A 48 V0 £ B4R CPU 1 & |
SE B4 By A5 B O HE

% 11 W/ #3017



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

R EALXRGRE

R AN ARG E LS, WEARE. HIA RECE . 1M
A E DL B

1.1. RGHX A4S E

ARG X O B 18 RGUIRS A S 15 5 A E . A s e 2 TR
SCAE I & A TR R P ST A A R RN . IX 28 B T DL O & v fetel
ocale.conf At B A BLfE ] localectl Ao Bi4h, %R LAFE R ' IR St R $AT
%, #EESHZRTM.

111 RERGHKX

RO HLIX E & SO Aletc/locale.conf, 7E &40 JA I 515 systemd sp9 kR .
XANAC B SO AT DA R — AN R S5 B P gk K, B IR S5 Bl P R AT iR RO B
SO BIANTE F ONTEE, HIX 94 E ¥ /etc/locale SCAFIELE N AT :

LANG=de_DE. UTF-8
LC_MESSAGES=C

LC_MESSAGES LI E 12 Wi B Hbs it SCAM e HAt ik 115
AEEAERRE 11 AEPTR.

M 1-1 fE/etc/locale.conf SC48:H A HE B IR

=R iR
LANG AL RGN X [ ERNME
LC_COLLATE S8 XAZIR S R HE 7 A0 LA R0
LC_CTYPE TR M re B, BTG 5 1 b2 5 =K,

BT Y, TR AL T, W .
e R IR

LC_NUMERIC JET2 B otk X

LC_TIME 1) A H R =X

LC_MESSAGES PoNE RIES .

1111 SRR E
Localectl fy 2 7] I TEC B IE & A S A . Bon MaricE, IR

%

% 12 W/ #3017




FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

# localectl status

1.1.1.2. Born] X 5%
R AT R X H) K nT A R R 4

# localectl list-locales | grep en_

1.1.1.3. Fit' B Hh[X
LB RAEBIAMIX, FFELL root P S43i217:

# localectl set-locale LANG=locale

F P AT DA B3 & 1 X AR 7 LA E locale, FIH#E IS localectl list-locales
MREA X .
112, REEREMR

AT R T B A SO ) 5 R BRI P T A R N
1121, BoRHATE

Localect! 74 7] H M. B G & MR AER AT G . B 4EiicE, vEHn T

Ay
i 2

# localectl status

1.1.2.2. Wona] HEESA =R 50ER
WoR AT X H) R AT R a0 R 4

# localectl list-keymaps | grep cz

1.1.2.3. o B 45
it B 2GRNSR, FTELL root H 7 H3iafT:

# localectl set-keymap map

F P ] DLRC B & A 19 8 5240 B b s &7 AARE map, A Id localectl
list-keymaps fo 2 & & SR AT o . % 20 v - TRCE X11 & 1 )8 A A Jay ik
5, (BEH- - no —convert S0 TE WA AE R, FIFEHATH— a4 il g X11
WO AT R -

# local ectl set-x11-keymap map

WA A X1 @ HR A AT A I B AT R AN, BT RMER AR A

A
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# localectl --no-convert set-x11-keymap map

1.1.3. HABHHRE
Hoth 5 G B ARG X AN AL AT = K N 2 1T LA S 25 238 T . RN i il 25
1.6 SRIPURFALEE ST AN 6.1 &5,

1.2. MY REE

1.21. ZhEMKEE
FTIF %, LAMIIET ethO A4l
o 5 S fete/sysconfig/network-scripts/ifcfg-eth0, % & BOOTPROTO & dhep:

TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPVEINIT=yes

IPV6_AUTOCONF=yes

IPV6 _DEFROUTE=yes
IPV6_FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=abd9f432-1ca9-4df4-874e-Tdafaef56Tec
DEVICE=ens33

ONBOOT=yes

DNS1=10.1.10.1

1.22. BEMEEE

FI 23, LA ethO Sy :

Y %E S 1 /ete/sysconfig/network-scripts/ifcfg-eth0, % & BOOTPROTO 4 none,
HE IP. TR, PR
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TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BEOOTPROTO=none

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPV6EINIT=yes

IPV6 _AUTOCONF=yes

IPV6 _DEFROUTE=yes

IPV6 _FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=a6d9f432-1ca9-4df4-874de-Tdataefhbfec
DEVICE=ens33

ONBOOT=yes

DNS1=10.1.10.1
IPADDR=192.165.1.10

PREFIX=24

GATEWAY=192.168.1.254

1.2.3. HZE DNS

1.3.

FTH 23, YmiEletc/resolv.conf, % nameserver:
#IGenerated by NetworkManager
nameserver 10.1.10.1

H BA e R e &

BAERGIX 50 LLUR AR [X

> SEEFEFE] (RTCO, S@FAEAMER B, e n UL T RG0S HRAS T

I, AEEHLSCHLIE DL B AT

> RGUNTE], SEFET SN R A B3R R S AR GET A 1) . S5 R4

JR BN ARG R G 8], 2R Gt TR U AL T SE I I 18] B AT TH I
ARG B IS RS — B ARG — MR (UTC), H TH B R GRIA R X,

AR 8] A2 P B IR DX S [ o

PAE RG L T =R AT RS HE T, timedatectl. date A1 hwclock. LA

T A B ST EH R .
1.3.1. Timedatectl T Ef# FI¥iBH
1.3.1.1. TR 4HET H R )

4 timedatect! 1] DA 7R 2411 R GBS (8] AL 2% O 0 B a) K L pEgiqE S . an

TR NTP B [E]20 (1 & G )
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# timedatectl

A chrony B¢ ntpd TR 55 IREA 2 5@ K1 timedatect! T.B, 40 R AR ZETE 3
MRS ERS S, EHITUL Fard:

# systemctl restart system-timedated.service

1.3.1.2. A HE Y HTH A
PL root F FI2 4T PA R A4 A) DS 250 Hi RS (] -
# timedatectl set-time HH: MM: SS
Hodr HH AE/DI, MM RRE S 8h, SS AR E, WHEWMER. XA
A [ AT LLSE B SR G iy (R A B 8], 4R FEABLT date --set FiI hwelock --systohc
P

AR

>

%ﬁ%ﬁﬁ\ﬂﬂhfﬂﬁﬂﬁﬁ$ UTC, UnSRAEE T AHE (B SkRACE RSt R], 75
P root A P12 4T LA R i 1B 2

# timedatectl set-local-rtc boolean

R IE T AR 8], 75224 boolean FLE N yes (534 y, true, t B 1),
WIRAE A UTC ], U4 boolean AL E N no (8 n, false, fHli& 0). R4
2R\ boolean & no.
1.3.1.3. A2 HE T H M

A root FH 3247 LAF i 2 W] LME S84 1T H

# timedatectl set-time YYYY-MM-DD

Hp YYYY (R&FE, & 4 MERR; MMARGRA G, HMLicksr; DD
R EW, TR o N RIE 75 ZEBC E I 8], ] LLAN 78 BN 1a) 28, -l in T

# timedatectl set-time ' 2020-02-17 23:26:00'

1.3.1.4. BHHTIX
HAT L N a2 vT L R Y BT [X

# timedatectl list-timezones

LA root FHl iz 47 BLTE dr & R BB BTN [X .
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# timedatectl set-timezone time_zone
BB XOR BT -
# timedatectl list-timezones | grep Europe

1.3.1.5. [P ARG 5w RS Ay Ta]
PL root H P Ig 4T BA R fir 2 AT LA FH /AR A B 18] 1) 25 R 55 -

# timedatectl set-ntp boolean

A 525 F5 5 & boolean {1 yes Bl no. N gs 5 H 3 FH — ANz e
B AR SS#8, AT PABAT — R n 4

# timedatectl set-ntp yes

1.3.2. Date T Ef#FH¥iH
1.3.2.1. R a7 H A E]

fir4> date TU\mTél RGN H . X HIASE R Frr Ll Z245--ut
TR ETN XN TE] . @ “format” bR~ fFkd A ERA . # AR format 1544
LU

x#% 12 2HNH

¥ i

%H DA HH #% X H 4 i

%M LA MM #& 2 H =4 1 704

%S L SS #% i H M i A4

%d L DD #% =i H 4wt H

%m LA MM #% 286 4 w0 H 4y

%Y LLYYYY #2024 7T

%Z BRI X, Flan C EST

%F L YYYY-MM-DD #& it 4 airE H H, S T2
$%Y- %m- %d

%T PL HH:MM:SS 4% 2 2410 8], 540 T2 40%H: %M: %S
NIl
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# date
Mon Feb 17 17: 30: 24 CEST 2020
# date --utc
Mon Feb 17 15: 30: 34 UTC 2020
# date + ""%Y-%m-%d%H%M"
2020- 02- 17 17: 30
1.3.2.2. ZAFH Y H7H A
PL root F P I2 4T PA R A4 ) D& B8 Hi R (] -
# date --set HH: MM: SS
Hrp HH ARE/NE, MM RRFE 28N, SSAREMEL, WHFENMLER. X0
A [ERE AT LLABE B R Gy () A EE R |], SR 2T hwelock —systohe 74 o
KRG BRI [A) e B T ASHB T [R], an SRAB LT UTC B8] SRAC B & 4eh [a],
T E D root F Fiz4T BL R fin 1E e
# date --set HH: MM: SS --utc
1.3.2.3. AHEYFTHY
PL root F Fig4T A N a4 a] DM wr H #:
# date --set YYYY- MM- DD
HAYYYY REED, F40EER MMAREAD, FTHAEEER; DD
REBA, TR WA T B & W R], nf LAk 7e sk [a] =80, mfilin .
# date --set 2020-02-20 23:26 :00
1.3.3. hwclock T EAEFi8H
1.3.3.1. o4 HET H BAAIES ]

#irA hwelock 7] DL 7R Y4BT RGN A, BFX . HEIZE R, s S5
--utc B--localtime &7~ 241 UTC B X I 8] FOAS LR ) . 7~ 48] 0 T

# hwclock
Thur 13 Feb 2020 04: 23: 46 PM CEST - 0. 329272 seconds

1.3.3.2. A2 B4 i) YA [H]
LA root FH iz 47 BLTE i 4RI BUE C8C 24 RTINS 18] -
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#hwclock - -set - -date "*dd mmm yyyy HH: MM*™*
Forp dd AR H ) HH ARER /DN, MM ARFE 708, SS R, B ik
e MmmARE A0, PLAMIEAF R EERR, yyyy &S, LA
TR/ XA B8 --utc Bi—localtime X 2> Bt B 2417 UTC i [X I} [a) Fil A
HB B[]
BT UTC I [aRACE RGN TH], 75 ZELL root iz AT LR a8, 7=l
.

# hweclock --set --date "20 Feb 2020 21: 17" --utc

1.3.3.3. [0 R 5 FE R 55 23 B (]
L root F Jig AT LA R fiy 4 B D FE I 1]«

# hwclock -- systohc

14. APRE

P G B AT DO P BT SR, S RS- >t AR > I -> 4
B—ANFK T LU S, JEE LA E S R B B DU R,
BN P 44 DA R i, S B P RO B AR T
P | x |

L EnER
® fRERR

RERPRIERAS ST, B
TRREREHNEREMFRERPE

) BEBR

BERERSG LA EEREN
i, BEREMFRNT.

EVHE

& 1-1 Gk
FH P BN R 5, v DA P 250 DA R Sk AG03E 4T 58T B0 o4, o S s i ”
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PAR: “EEHRAR” RIAl BE .

ila “
PHERER
ETT:
Y RHEE
M root
i BEER
s EBR(EHAR)
3 Rieme
EiE# 1B
APEP iRERR BHER LG
RER(HREBP)
v EAEE
27T

1.5. Kdump HLi

Kdump 22T kexec WAL BELAENLE], 1ERGUE . SEBIESEHLES H
KEAENAEIBATSH) AT RARSS,  FH RIS A AZ R 5 I g™ 2K 1) crash
dump. Kdump J2i24 A4 ik ol 5E B N AZ ARG, B K0 SU7E T 1 it i i 20
P T A—ASH R B AL B R SCHRERE, AN R AN S AR )BTRS

Kdump F5ZHAAF B R NAZ, 5= AR SR N . B A A 3k
PAZIRS IR : IR RS — B, WA IEF AR INETAE T, 151X
Mg B Kdump 724 — AN TSRS TS AT E BN, NS SR
ramdisk  CHEIUANAEAE: K AP BB B (AR — i —ANMROAEE, Kt
IR A TR B BT A IS AT RS RO 15 B WS 2] — > dump core SCAFHT, — HNAF
SRIETEN, RABSHINE)S.

Kdump AL 3= ZEFER DA kdump F1 kexec.

kdump f£HH kexec JAZhEMIRAZ, LUR/INAAEE S DRRIEERE . &
FENZIREE TN I RN AZ B B A . T kdump FIA kexec JH3)
WKW, ST BIOS, FrlAZE— " WAZHI A DUR BT o IX 2 A% 1 i i
(A5

kexec s&— MR E 2N kernel BFIMLE], Eis T ERE— IEAEIZAT Y kernel 1,
JEE—ANE ) kernel 1 HANH B4t BIOS #tal PAsEE 8h. R8—f BIOS
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AR IS 8], JEH AR KA I H RN VF 2 AM R 15 % 1) Server F1f)
W5, BIOS &169% 5 Z [{I[A]

kexec G 2 NHME 7 — AT RS AH kexec_load, fi35i7E
PR N R SRR R P AZ AR B e ikl . R P 2SR T E kexec-tools,
AR A 3R P4 A% R A% 33 25 A P P R AT AE 22 498 37 W ) N % R 8 4 21478 3R P4 %
[k HIZAT

VLU : DU BE, Kdump HLEI{LAE ARM. X86 &1, s &8 A L H.
1.5.1. Kdump & 1TEE
1.5.2.1. %% Kdump 75 Z 1R AF

R 1-6 Kdump FrifBIRAEE

L QLA B
kdump kdump#x {4
kexec-tools kexec BAEL, kdumpHH 225 Fh T HARLE LA A

kernel-debuginfo ~ Fi>k4r#T vmcore C{f
kernel-debuginfo-c  kernel-debuginfoff i 2,

ommon

fEFHKdumpllR%s, oo X THA ., ZRmLuh:

dnf install kdump kexec-tools kernel-debuginfo-common kernel-debuginfo

1.5.2.2 Fi & grub

Kdump #4875 Z A& kdump kernel [ P9 A7 X 8. Kdump ZR#1E R 48 1E
WA IIHE, ASEEEH kdump kernel AT 5 BN AE, BB XN F BB
/boot/grub/grub.conf SCAF, B 2/ 5] F8 4>, MM crashkernel. Crashkernel
g R

crashkernel=nn[KMG]@ss[KMG]

Forb nn 2R E Ny crashkernel T 2 /DN A7, ss Z7 9 crashkernel T B N A7
HOpSYEE A=

BMSERIFE R G, A LLE cat /proc/emdline A7 kernel Je B B &I,
HPEZLInAT crashkernel T,
1.5.2.3. 35 fM& A Kdump AR5

BH Kdump R% &40

systemctl status kdump.service
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IR Kdump 55 ARITIR, AR 6 K5 3 kdump 55

systemctl start kdump.service

1.6. FREUFAL

RGE@EH - EI’J*XKE%TI_JE’JKE%J FLLOE LT I 7 5 AT E O
FIRUR A R AT A 4, U AT LLERE su 33 sudo v 4 37545 2 G BURBEAL .
1.6.1. Sum4THR

AL su s BF, TFREHIA root P %8S, IS uF@d 5 o] LASREL root 1
MIAISEE . — F@nk su 28N, XAF P RIFTE BRESSM N root FH P 44
HH T su A LAZREX root 4= 3#ACRR,  FEERME SR A HAD A -~ FOALRR . P REAFEAE — 5 %
G v L, DAL AT DASE L 2 3 ZH 7 wheel SREEAT BR 1 LA root P AT L R 4

# usermod -G wheel username

LK A PN wheel 475, TL)BE%JDﬁiZAQE%‘iE‘JﬁHFTWiﬁH su
i . FCE su i) PAM A] LA’ /etc/pam. d /su SC:, @I R0 i 75k
TN E TSI ER

#auth required pam_wheel. so use_uid

IR N RN B wheel N P RTDUETS su vg R AR P
1.6.2. Sudo #y4 T E

Sudo A4 FLVF R GUE P 1L Il H P AT — L EE 2 ER ) root iy . 4]
& F AT sudo &Iy, FFESRMLAATE AP %, 285 L root BPRIAT

o

FEAH] sudo fr A R

#sudo command

Sudo frH IR KM, R # etc/sudoers K#ﬁlj’ﬁ&ftﬁE’JFﬁFTMﬁh
FEARATTE T shell HREEHHAT sudo a4, TIANAE root [¥) shell 3353, IXEIKFE

7 257 root f shell IA5E 29725 115 17 )

BCHE sudo w2t it 4 i fetc/sudoers SCAF, T H R A3 53 P 4 AT DU L
'©, WAUEH visudo FikE. ZATLMER visudo HEEANR, — & e AR 1k H
MR P FERES S R AT R AEEA A . B root S FH visudo 3T
TFRCE S, AL A
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#juan ALL=(ALL)  ALL

X5 B R juan H P a] PABUEAT EHLIEE @ sudo PATAEA 72 -
NTHX 2515 B B users 7 A LLASHE =41 AT LA AT /sbin/shutdown - h now

LI

%users localhost=/sbin/shutdown - h now
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HE BRI RIAR
21. Qt-511.1

Qt S 1 Android F1 i0S FrI4x1HI SCHRF, 75 B8 g 19 RV ) LA 1) 2% 1]
RN AR T B sh i s b . HIRBIETE DI REMPERE. Qs & Qt IR
AR, JFR N G ae DLEDW I - SR X 24 BRI R SRR . I8 4L Qt5
Hh gk xs JavaScript A1 QML FISCRE, TR N AR LLRE R, RN SCHF C ++
1 Qt Widget. Qt5 5 Qt4 mFEFA, B IARS ZEF Qt Platform
Abstraction, #3551 ACAS A AT RS AR

Qt5.11 FIHr Thi

o T T Image JCHE MNEE L SO 1) SCHF - SCHF ktx Flpkm 2548 S04 2

« QDoc f¥H libclang fi## C / C ++4X1H.

o UMD T XEEET 1D BRI ER

o CF ALPN F HTTP/2.

o 1R\ DevTools, It 75 {5 F i 1 A SR AR ) 4%

e Linux Printing BLZE# 1Y QPrintPropertiesDialog 1 [1] Advanced &1 S £F

% CUPS BT, T S0 VFREAT V2 oAt ¥ B CHrp AR R DTG D

FT R B R 5.11.1, 2k A M hitps://doc.qt.io/qt-5/.
2.2. GCC-7.3/8.3

GCC & H GNU JFR I gmtsili 5 i as , SCRF 2Rl &5 M40 B8, Bl C, C++,
Objective-C, Java &, [AIB AL IXELTE 5 HE . GCC & —Fh IR A T
B, SCRZMIERIEN, 5 T3 MM,

R CHERAE

Y FF GNU #rife;

AL T GPL ArifE:

A AW E R HE AT, AR

TEYH PV B Al B5RHE 25 B4 https://gee.gnu.org/ .
23, GDB-83.1

GDB /& GNU US4, RFEERF AT, s PR AR
T HRAS . GDB [ Th Rk E T

o AT —LERENE L IRE RIS AT 45 R IIRAE,

% 24 T/ H#301]
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o TEFERE MK ME LR

o (ERRFIFIRIBATR, AR AR E THA

o BHRE, USRUERES bug XPRES IR, [RIN SR BIRE R V2 AR
Mg, Bl BIESE

GDB SR M feiE 5 -
e« Ada

e Assembly

e C

e C++

e« D

o Fortran

e Go

e Objective-C
e OpenCL

e Modula-2

e Pascal

e Rust

Zam i G2 7gdb”, BIAT 4T GDB ik T A

[root@localhost ~]# gdb

GNU gdb (GDB) Euler0S 8.3.1-11.kyl®

Copyright (C) 2019 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86 64-kylin-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word".
(gdb) W

B 2-1 E/REHE
MOET E OB B R A 831, 1F 41 A vk B H oAb B ORI
http://gnu.org/software/gdb/ .
2.4. Python3-3.7.4
Python & —Ffia i iy s R Tl [ 50 R w215 5, 75 Perl. Ruby. Scheme
5% Java FHGE
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Python [t — & i ZZ K5

o THVEMEIE, TS TR

o FRFIBATHH, XfH1F Python BCAVF 2 gmfidT 55 M3 ARIE SRS, [RIN SOA
AR /Al

o PR ASKISRAEEE, SRR ZE WHIAIRESS, WHEEM 2RSS 25
IR RIE A R SOAR S O 5% .

o Python 28 B A 4500 1) 2 R A QRS Fr Br A2 AR 25 &, python & 34
14 IDLE.

o EVRIIVAGRIEIE T (W0 C B CH++) SEHLH AT, AT DU AA ML AT & o

o AT DU BN AR 7 v DA I AT g A4 1

o TEATLATHLJTIZAT, HG Mac OS X, Windows , Linux F1 Unix, JEF 77
FR A 7] F T Android 1 iOS.

o Python &k Pk flh. T el Python, B3 & AL & 78 1 1) N
TR AT EATAT 2R A, Python B A] DAY B B AS SOR B35 R AT

Python [ — L84 F5 1 & e PE AL

e A Z M EE A B HE 35 A vl A :number(floating point, complex Al
unlimited-length long integers).strings(t43% ASCII #1 Unicode). lists A dictionaries.

o Python SCRFAT A 5N 2 B 4K K IV TH ) 0 R AR o

o ARG PAS AR AL o

o I T SCRF IR IR H, AT SIS IS T B R A

o BHRFAE A MGERA, REAMEPRR W W, KEHED—4
FRFER M — N ) = IR R, I P R A 1R

o Python & 2 gm A4, 4 generators A1 list comprehensions.

o Python [¥] H 3l 8 A7 BRAS I AN 06 T3 43 FL AR JECRCAS A 1 N A

HT R BRCA 3.7.4, TEEBDRHE A B https://www.python.org/.

2.5. Openjdk-1.8.0
Opengdk 1E5 GPL YA | Java “1- & FFEALSCEL, i Sun Aw|FFk, $eft T
—AN java IIEZ AT HR8S, S74F Solaris, Linux, Mac OS X 8% Windows £ i /E &% .
W RSUAS BB AR 1 T A
o Lambda ik 1 Stream API;
o A5 HHA API;
o MEHREIH;
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o ZT PR A FH A 12 AT e B R
o JH/TIRE RE S,
AT ECHT R 1.8.0, RN RHE A 1 http://openjdk.java.net.
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B8 FHEEHLIR

3.1 ZIFITHA
Brasero & EHEMZIx T HE, S UG->076 F2F->Brasero, 1] LA #:

AR, BdE CD/IDVD. #i4i DVD/SVCD VL R &4 %5, WTFE:

Brasero n
ME(F) WEE) IRAM BEIH)
RIE—TmA: RILHE:

(~ EHME(0)
R MEREHAE

BEREEEIHTE

o BUBTIE (A)
#32—1 #4E co/ovp

o TREIE (V)
#i—11%% DVD 5 svCD

@ SHIXE(C)
fili2 co/DVD B9 1:1 Bl

o ZRFER()
* ZIRM{FH CO/DVD HET BN E

& 3-1 ZIxTHR

3.2. Wi

321 MAEHE
3.2.1.1. I EH T HANA

R B T — KRR S B T A 43 X DL R B A B 4y X T,
A LA E AT G AR A 73 X RO D 30t 4 DL R e A R AR B A
3.2.1.2. WAEHEE T AR R

s T A- UFR), SRS ers, faRFr->Ha->ma, 1716
BT R AL

28 T / #3011
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& 3-2 BRMNMERF
MR B, A2 N B BB A & S ik & B %, AR RIER iR &
FIVEANAE DG BENS TR 1) A0 3 A8 25 RN A b 1 A 235 BX Bl 4

0

D 16 GB &
QEMU QEMU HARDDISK

(@ cD/DvD BEHEE
QEMU QEMU CD-ROM

13 GB HRig&E

J/dev/klas/root

1.6 GB Hig#&

U /dev/klas/swap

16 GB {2
/dev/sda

7= QEMU QEMU HARDDISK (2.5+)

16 GB (16,106,127,360 FT)

X GUID $7XF

#(v)

XERE

SE1L: EFl

210 MB FAT

* [

S drive-scsi0-0-0-0

5
1.1 6B XFS 1968

* >

210 MB — 204 MB A (2 3.0%)

2z /dev/sdal
D D676-26B3

EFl R4t
FAT (16{iIkfZx) — BEH T /boot/efi

K3
LVM2 PV

A 3-3 AEEAE
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B BRI AR IR 55 AR AR R SEVI0 R GUE HLG Tl

3.2.2. BHBEBETRMA
3.2.2.1. 4r[X ik

R R, s [+ ERRTR A X OO, sl 5008 7 X
RN, midi 32, MABLAEERAE SE [E1), Al ssEIE R
T s SR A3 X

= 16 GB Ef = - O
/dev/sda
16 GB & 1= QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
N 16 GB (16,106,127,360 F1)
CD/DVD 538
QEMU QEMU CD-ROM 4K GUID FEFE
13 GB Hig&E 5= drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB fRig#& BV
J/dev/klas/swap
SR AR
HE3
HE | P2
ZlDJMls:IAT 1 15JEE XFS 15 GE LMz Py
* D> * >
| — |
#/v 210 MB — 204 MB AIA (EH 3.0%)
&% /dev/sdal
UUID D676-26B3
SRR EFI RYE
7% FAT (16fikzA) — EEFH T /boot/efi
B 3-4 AIESX
‘ - 16 GB B = o
'dev/sda
16 GB & i QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
el 16 GR 1A 106 127 I60. )
@ CD/DVD X
QEMU QEMU BUH(C) BRnE
13 GB Rig#
/dev/klas/root
1.6 GB 1i&{ 2N ||
/dev/klas/swap

BIR(E) %A

%8 ©@ QAT Linux RERIRZBEE (Extd)()
EBRIFE (LUKS)(R)
5 Windows # (NTFS)
FRIAREMIRE A (FAT)(S)
Hfth(0)

& 3-5 %A
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3.2.2.2. XAk

P 2

ARG B X, e 5 sl e B N A o, B A%

XA X, MAEL, BEERME, st T2, sl U%ae), BT iRk

A, AT JE BT IEH A

» 16 GB B
dev/sda

u 16 GB &
QEMU QEMU HARDDISK

S QEMU QEMU HARDDISK (2.5+)

16 GB (16,106,127,360 F1i)

@(:D/DVDQEHJE
QEMU QEMU CD-ROM GUID HER
DIB GB HRig 5|5 drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB ig& #v)
/dev/klas/swap
X R XN HE3
oarr| 115 8 0w
XD BRHLE Shift+Ctrl+F
u _
FEOR
2 REXERGS
& Jd¢ .
JUID DE
s gp  BEAIV
= FA BEXHFRGE
R ERY
HREHIER -
Lg
GRS R
MOEBRGEE
SE RN

& 3-6 ¥k
3.2.2.3. X gwt
EHFFRERBR X, st 7 DRE ] s N,
XX, A SR o DX Ak B30 AR A, Rl B BT

. 16 GB H#f =
dev/sda

uls GB B& L]
QEMU QEMU HARDDISK
(@ co/DVD B

QEMU QEMU CD-ROM

QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 1)
GUID FE®R

0 13 GB Rig& 5|3 drive-scsi0-0-0-0
fdev/klas/root
1.6 GB BRigE &V
fdev/klas/swap
BENx E
£ET) | EFI RHE (c12a7328-/81f11d2-badb-00a0c93ecI3b) >
Z#1(N) | EFI System Partition [
RHEHE(S)
MEHFI2REE)
et BlOS It HHASIF(E)
(%] vl

s [gwiE 7>

i ; ‘

& 3-7 HwWESX

% 31 W/ #£3017W



KYLIN

SRR R SR 25 SR R VIO RS FE R T
3.2.2.4. gmiE XM ARG

RPFFEEGAIRE X, Ay DRE Y %40, 3 N, Ad [t
YHRA), HHREHRERE D, WA XA, S,

o 16 GB B =
dev/sd

uleGB B2 75 QEMU QEMU HARDDISK (2.5+4)

'QEMU QEMU HARDDISK

_ 16 GB (16,106,127,360 ¥1)

gc\- CD/DVD a8 o

QEMU QEMU CD-ROM GUID FXH
D 13 GB HRig# #5|S drive-scsin-0-0-0

/dev/klas/root
Q1608 i #v)

[dev/klas/swap

REEE RERE
SE 1 EAS
210 M8 AT HEXHRAEE
*> | L
= e R R B A BEhEE.
v 2149 0|
/de; S
DORGHIC) Fh(H)
JUID D6
EFI &t

£ FAT (16{ifE %) — EEHH /bootsef

& 3-8 mBXMHRSA
3.2.2.5. 43X K/N#E
EREFBEBUCNIS X, sl OB &8, sl Fhses, Sl [
WEER/NY, R/ NE O, Hshik 8RN TR/, R
/INBPAT

’ » 16 GB B = = ‘
sev/sda
uls GB B QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= 16 GB (16,106,127,360 F13)
(#> cD/DVD EihF -
QEMU QEMU CD-ROM GUID FE &
O 13 GB Rig& :
/dev/klas/root DEH(C) BBEXN
0 1.6 GB Rig&

/dev/klas/swap
BEXGREXTRRSHMERR, BUAKHENKE, NRERS
HERESD, ARA/RIFRERERNNE. &/ AMUBLHNA
EXRITE, REQSPOXARAEAZEURETFOTIE

AEKNMS) 210 M8 v
EENFEEE 0 ™8
#3710 0 mB

B 3-9 ZREEERE R/
3.2.2.6. X EIEAFEE
RPETREEEA X, SE TN [e] ARIEITEHE,
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‘ » 16 GB B2

16 GB B2
QEMU QEMU HARDDISK

(@ co/ovD Wihes

1S QEMU QEMU HARDDISK (2.5+)

16 GB (16,106,127,360 F75)

QEMU QEMU CD-ROM iX GUID HEFR

13 GB Hig#& %55 drive-scsio-0-0-0

/dev/klas/root

1.6 GB HRig# &)

/dev/klas/swap

TR TERE R

HE L EF 5~ HE2 . s
20MBFAT 1.1GB XS e A

* D> * >
— B
A 210 MB — 204 MB B (B 3.0%)
/dev/sdal
JUID D676-2683
o EFI B
FAT (161iikRZ) — BER T /boot/efi

B 3-10 4rXEE;
HE SRR, WEDRNAER, RN e R T A

‘ » 16 GB & = - o
dev/sda
uls GB @& #S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
P ——— /' 16 GB (16,106,127,360 1)
'@owu QEMU CD-ROM < GUID HE&
13 GB HRig& %5|S drive-scsio-0-0-0
Jdev/klasfroot
1.6 GB Hig# EW

sdeviklas/swap

RAR aE3
HEL EAS S 183
200MBRT| 1168 xS 15 68 iz e

* * >
_
A 210 MB (209,715,200 F)
& Jdev/sdal
JID D676-2683
3 EFI R
E FAT (16fika%) — FKiFH

B 3-11 ZXEE5ER
sl DAY 37 HER, HE#seiE, WRERAN DRI H .
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‘ » 16 GB B = o ‘
jev/sda
ulﬁ GB F& B QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK.
P 16 GB (16,106,127,360 FTi)
(#> cD/DVD Reni o
o/ GEmU Qemu co-Rom 1 GUID TEXE
Q 13 GB Big& +5|= drive-scsio-0-0-0
Jdevjklasiroot
1.6 GB Rig#& #Y
Jdev/klasfswap
A REEE
#EL EAS HE2 e
20MBRT | 1168w ez
* [ * >

210 MB — 204 MB A (B 3.0%)
8#& /dev/sdal
JID D676-26B3
KEE EFI ik
Z FAT (16l %) - B8 F /booy/e

B 3-12 5 XER
3.2.2.7. 4y X kxR

WFEEMBR 2 X, Sy C-1 3 HMER 2 X 5Eos, iy OIMERT BT,

‘ - 16 GB B n o
fdevisda
ulﬁ GB B & QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
@ CDIDVD WS 16 GB (16,106,127,360 F7)
e QEMU QEMU CD-ROM GUID TE#®
13 GB Rig& ¥5|S drive-scsi0-0-0-0
/deviklasfroot
1.6 GB 3RigE &)
/deviklas/swap [ x ¢
nRE o EREERMRIESEG? i
HEL: EAS | 18 6B LW
kel S S FRPANESEER
*b BEMNRE
— g B 2K 1/16-dev/sdal) [
i\ 210
g% /devh
) D676
) EFI
B FATH () (D)

B 3-13 4 XMk
3.3. WREEM
331 VNCEER

TigerVNC Viewer & —#K 7R EEw, miBiFE->HTEERF
->VNC BEFE S, i\ VNC IRE45 5 adhds:, HnigEss.
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VNC &5 HERD ﬂ
VNC IR | |
| oam. || #a. || ®En. |
| omE || s
& 3-14 VNC & E 3%

st “URIT7 FHL, ATRAXS IR A, N B DR IR IAE AT A SR BT

B
VNC BRE: EERT Ex

=8 =2 wA| BB 2m

[—'EFIJEE
LB EXEEER:
v 424 JPEG [F48:
| oms || mE
B 3-15 VNC BE R E

3.32. TEHEFEEF SSH

ssh THALLEH &SRS — g mEs B, IHEZILSE EdTa . B
XT rlogin. rsh 1 telnet F2/ 7 —A~ 2. A telnet ar&AHMLL, AT
%G x| — B b

~]$ ssh hostname

Bltn, EEFER—E4% A penguin.example.com HIZEFEFML, WTLALE shell
WAATHRTE FHIALL N4

~]$ ssh penguin.example.com
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A= LU IEAE A Y RO A B 2 1O FH P 44 85k R AR E — A
AFEEH 4, BN a2

~]$ ssh username@hostname

4, LA USER %&3%#F| penguin.example.com, &EH#iANLL Fr4:
~]$ ssh USER@penguin.example.com

S — Ik WIiaERR, KB 2R AEMERE R

The authenticity of host ‘penguin.example.com’ can't be established.
ECDSA key fingerprint is 256
da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff. Are you sure you want to

continue connecting (yes/no)?

FE [R50 TEAE ) o) 2 Wi, FH P R iR 2k B FR BN 5 1B . B P AT RAD
7] Jik 55 i ) 380 3 AR DA B85 02 IEA I o IX N AZ DA —Fh 2 421 . S 5e 48 I T7
AT WOERA o] DUE AR S5m0 ERLE B, ] MEA LAR ssh-keygen v <
KA A G EN:

~]# ssh-keygen -1 -f /etc/ssh/ssh_host_ecdsa_key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff (ECDSA)

BN yes HSHEHIFHNERL . IR SE B — A Rk i C LA

FCHPFENFER PR, DU NN E D 7R
Warning: Permanently added ‘penguin.example.com' (ECDSA) to the list of
known hosts. USER@ penguin.example.com's password:

BB R SSH S5 im i ENLE IR 1, 25 ik 2l s P iE
FEABEARSE, B AR IR S5 I i AL B M~/.ssh/known_hosts S HR I3 - SR
FEHAT IR E 2 AT, TR SSH RS i RGBT, WUk IR 55w i A 5 24
s

LM~/ ssh/known_hosts S H IR — 2650, AT DEH T a4

~]# ssh-keygen -R penguin.example.com # Host penguin.example.com
found: line 15 type ECDSA /home/USER/.ssh/known_hosts updated. Original
contents retained as /home/USER/.ssh/known_hos ts.old

FERNERSZ ), PR 2B NIERE N shell @ SATHRAT T . ATLEH,
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ssh A2 /7 A DL RAEIZAE EML AT — 26, A o3 shel | fr 24737
ELE

ssh [username@ ]hostname command

i, letc/nekylin-release SCAHFHRMAEA RHERE RGRANGEE . EAEFE peng
uin.example.com iZ AN, HiA:

~]$ssh USER@penguin.example.com cat/etc/kylin-release
USER@penguin.example.com's password:
Kylin Linux Advanced Server release V10(mips64)

EFH PN IEfRIELZ G, B BRafREIMEERGRAGE, 5
F ¥R B B A ) shell #5 ATHRTT .

3.4. Cockpit mFEE

3.4.1. Cockpit

Cockpit & —> Web =il &, BA % TMHHMIEET Web 5, {H4AT L
FENRSS 2% EHATE AT S .

Cockpit Web il G 7] LAPAT Z ME BAESS, B EHRS, EHH
FUKS, IR GRS, BB MR O kEE, BERGHE, R
PIHL, QUSRS , WENZEMIE, FE SELinux, THiHRM, HHAS
NAE

Cockpit Web #% il & 181 F 5 ¢ i A [F] (1) R 48 AP, H HAE & AT BT 5
S IH S BRLE Web $2i & o Bhah, SRR DA B/E Web $5 il & Hh Bl i 2
=R a

3.4.2. BIFEE Cockpit Frs%

AW N2 A A A cockpit k%5

#systemctl start cockpit.socket

#systemctl enable --now cockpit.socke t

[root@localhost ~]# systemctl enable --now cockpit.socket
Created symlink /etc/systemd/system/sockets.target.wants/cockpit.socket — fusr/lib/systemd/system/coc
kpit.socket.

#systemctl status cockpit.socket
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[root@localhost ~]# systemctl status cockpit.socket
cockpit.socket - Cockpit Web Service Socket
Loaded: loaded (/usr/lib/systemd/system/cockpit.socket; enabled; vendor preset: disabled)
Active: since Fri 2020-03-20 15:07:57 CST; 25min ago
Docs: man: cockpit-ws(8)
Listen: [::]:9090 (Stream)
Tasks: 0
Memory: 4.0K
CGroup: /system.slice/cockpit.socket

3A 20 15:07:57 localhost.localdomain systemd[1]: Starting Cockpit Web Service Socket.
38 20 15:07:57 localhost.localdomain systemd[1]: Listening on Cockpit Web Service Socket.

ARG AT R G0 BIgAT firewalld, U7 AL U0 a2 AT HF B Kt (9
Cockpit ¥ 1 9090

# firewall-cmd --add-service=cockpit --permanent

# firewall-cmd --reload

[root@localhost ~]# firewall-cmd --add-service=cockpit --permanent
SUCCEeSS

[ root@localhost ~)# firewall-cmd --reload

SuUccess

3.4.3. Cockpit Web =l &

Cockpit {1 9090 ¥ 11, F£H A SSL N viinl, @iyl a5 M, 7525
MEASH, JEIE PUF URL $T7F Cockpit 25421 5 -

AHb: https://localhost:9090

AR [ ARS AR LA B 1P ik, f4n.

https://192.168.17.205:9090

Gl A RN R A e A, RSN A

Insecure Connection - Mozilla Firefox

(@ localhost.localdomain X (%) localhost.localdomain % | A Insecure Connection ® [+

€« c @ @ hitps://192.168.17.205:9090 v oo O n @
&

% Your connection is not secure
The owner of 192.168.17.205 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.
Learn more..

Report errors like this to help Mozilla identify and block malicious sites

A 3-16 W/ BRER

% 38 W/ #£3017W


https://192.168.17.205:9090/

FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

Insecure Connection - Mozilla Firefox

@ localhost.localdomain X () localhost.localdomain X ‘AlnsecureConnect(on x |+

« 5 C B | @ htps://192.168.17,205:9090 - O n i @

The owner of 192‘168‘17.255 has configured their website improperly. To protect your information from being stolen,
Add Security Exception x
You are about to override how Firefox identifies this site
y AR Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: | https://192.168.17.205:9090/| | Getcertificate

Certificate Status

This site attempts to identify itself with invalid information. View...

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site

Unknown Identity

The certificate is not trusted because it hasn’t been verified as issued by a trusted authority using a secure signature

¥ Permanently store this exception

Confirm Security Exception Cancel

Add Exception...

& 3-17 @4t
3.4.3.1. [
1E Web # & B s bi s, ARG P 2 MEET S, WEFR.
W ik A B sudo RERL, AT RLAAT & BT 55, B An{E Web #5816 Hh 222
B, MERFEBECE SELinux %5,

localhost.localdomain - Mozilla Firefox x
%) localhost.localdomain X (¥ localhost.localdomain X | (%) localhost.localdomain x |+
<« c @ D 19216% 17.205. ) v oo @ N @ =

COCKPIT

Password

| ] d fi k
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System - localhost.localdomain - Mozilla Firefox x
(%) System - localhost.loc:
<« cC @ 195.168.17,205 ) t - 00 n o =
COCKPIT 2
[ rocathostocald...
@ Authorized users only. All activities may be monitored and reported X
System
QEMU Standard PC (i440F
60c1ec83fed24d90adect80d8sf547dc
kylin10()
ingerprir
caldomain
in D
2020-032016:20@
U Restart
& 3-19 Bx5HE
S 2k R
3432 iBEFILHE
) B = R AT =
AR F AT U, B s
System - localhost.localdomain - Mozilla Firefox x
) System - localhost.loc:
€ c @ 192.168.17.205:9090 I v o O W N @ =
a root
Display Language
Iﬂ localhost.locald... o :
@ Authorized users only. All activities may be monitored and reported About Cockpit

System

Account Settings

Authentication
QEMU Standard PC (i440FX + PIIX, 1996)
= Log Out
60c1ec83fed24d90adecf80d85f547dc
kylin10()

2020-03-2020:26 @
Restart

rtual-gue

& 3-20 IEEYI#H
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Display Language

Choose the language to be used In the application

Polski
Portugueses
Turkge
YEpaiHCEKa

A

& 3-21 IEE%E

(®) 4% - localhost.localdon X | 4+

&« c @ ® &

3.4.33. H&E
Cockpit ¥ H E(5 B

AR - localhost.localdomain - Mezilla Firefox
ttps://192.168.17.205:9090/sys! I - @ 1 In @
a I
@ Authorized users only. ALl activities may be monitored and reported. X
f QEMU Standard PC (I440FX « PIIX, 1996

60c1ec83fed24dd0adecfB0dESF347dc

7 kylin10()

«  Checking for updates...

& 3-22 IEE%E

FZIF TR) ™ E SR AT AN R Y 732K
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B - localhost.localdomain - Mozilla Firefox

® B - localhost localdor X

+

- c @ ® &

COCKPIT

4
Iy
a
a
4
A
A
A
'
i
A
A
Iy
A
A
A
4L
Fey

3.4.3.4. M

March 20, 2020 -

/1192.168.17.205:9090/system/log

FZ1% | Errorand above ~

Jusrflib/systemd/system/minfod.service:3: Invalid URL, ignoring: n...

PAM adding faulty module: /usr/1ib64/security/pam_console.so
PAM unable to dlopen(/usr/1ib64/security/pam_console.so): jusr/lib.
GetManagedObjects() failed: org.freedesktop.DBus.Error NoReply: Di...
Failed to start Crash recovery kernel arming
Process 8219 (gsettings-helpe) of user 0 dumped core. Stack trace

Failed to load module 'f’ﬂdlﬂ?-giﬁll'ﬂlﬁ& (argumn[ "'J anitializ
Unable to read or parse data from client.

PAM adding faulty module: /usr/1ib64/security/pam_console.so

PAM unable to dlopen(/usr/1ib64/security/pam_console.so): Jusri/lib...
[pulseaudio] bluezS-util.c: GetManagedibjects() failed: org.freede
Process 2233 (gsettings-helpe) of user 42 dumped core. Stack trace...
[pulseaudio] module.c: Failed to Load module “module-gsettings® (a...
[pulseaudio] stdin-util.c: Unable to read or parse data from client.
SELinux is preventing /usr/lib/systemd/systemd from setattr access...
EERE (B ZHEBF fusr/libexec/gem-kvm: AFITLHFZER

Unable to watch (froot/.ssh/*) Mo such File or directory

Failed to start irchalance daemon.

A 3-23 HER®

I @

systemd
gdm-password]
gdm-password]
pulseaudio
systemd
systemd-coredusp
pulseaudio
pulseaudio
gdm-password]
gdm-password]
pulseaudio
systemd-coredunp
pulseaudio
pulseaudio
setroubleshoot
Tibvirtd
restorecond

svstemd

94 24 T T AT LA 21 S AT AL A A ST B 1) 1o 3 T LA 21 AT H R R
HIEE, P MREEATIE E, ik, DLAECE VLAN. s Rt ] BT
G AR AR

PR - localhost.localdomain - Mozilla Firefox x
(%) P45 - localhost.localdon x| 4+
< C @ @ & //192.168.17.205 ) k v o @ n @ =
COCKPIT
vps HIER Kbps 1B
0 e DU S S AR
203 0:32 2033 20:34 20:30 2032 20:33 2034
4 Active Rules
#0 FIWE | WA | TR | F0vLAN
&% IPight HiEP i1
ens3 192.168.17.2 0 bps 6.51 Kbps
virbr0 102.168.122.1/24 xa
FEERMED
¥ 1P itth Higd i1, L

& 3-24 MLRHE
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3.4.35. k%
RS T 5 AN Hbr. REMRSS. BT THR 2R,

&35 - localhost.localdomain - Mezilla Firefox x

®) BEZE - localhost localdor X | +

« cC @ @ & 192.168.17.205:9090 ; [ : v o O W I @ =

BiF | RGES | EETF HeE BE

[E] 1ocalhestlocald...

X 1o} *&E
Accounts Service accounts-daemon.service WE (=T
Deferred execution scheduler atd.service

Security Auditing Service auditd.service

autovt® service iR autovt® service

Avahi MDNS/DNS-5D Stack avahi-dasmaon.service

Bluetooth service

NTP client/server

Command Scheduler crond.service
firewalld - dynamic firewall daemon firewalld.service
GNOME Display Manager gdm.service
getty® service iR getty@ service

& 3-25 BR%SHE
3.4.3.6. i
Cockpit FTH $& L S22 ui AT 5%, 1T DR 75 SR 7E Web FiL1H A28 3y 2 (7]
BV, A AU ATAES, R 7.

£2{ - localhost.localdomain - Mozilla Firefox i

=) #iK - localhost.localdor X | + *

« c oF 192.168.17.205:9090, f - 0 0 [\ in ]

& 3-26 &G5AH
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KYLIN
OB

3.4.3.7. [
A AR AR AL 34T 2 EHLIESE, Sl A M+ i E R 0.

{% 1§ - localhost.localdomain - Mozilla Firefox

(%) {4 - localhost.locald x  +

&« c ® B hitps://192.168.17.205:9090 Joart I

B 3-27 fRAFT

35. RGHZE
TR V10 ERERGIRM T AR TEEH P AN HEEHE T H,

FRZ TR T R G i H ST TN aEE . R, dIEMSH.

35.1. EAANEH
AHEEHTHIT DS NHI RS RS, #Foh “BHE”, SddmE

PRRIATIFIR o IR i 6 5 i 1 s
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=F E = — ] bt

EAERAFAE

AHERE

WEBRE ze g_object_unref: assertion 'G_IS_OBJECT (object)' fail--- 20:27 -

BHBEE =z g_file_info_get_attribute_boolean: assertion 'G_IS_FILE--

REQE [FEE[F See https://www.tigervnc.org for information on Tig--- 20:21
[[F#ZF Copyright (C) 1999-2019 TigerVNC Team and many ot-+-

XorgB&
[ fH#£F Built on: 2020-06-24 01:05

R EE&E . . .
[ 2% TigerVNC Viewer 64-bit v1.10.1
(7125 applet_factory, None)

[ZF#E[F Jusr/lib/ubuntu-mate/mate-menu/mate-menu.py:644: -

f7fEigs  applet factory, None)
B 3-28 H#&
M “HESG” S T EREFEEENHERN, R LAREE
ARG HE. WZHE, BIIHE. 2EHE. Xorg HE. MAHESKE
(¥ H &
R U TR B R E, D A B H SR
BT S B R RO AR, B AT DURYE B O 7 SRk i I 4 AT
R PR AR A HE R B S RRTE “HENE” X,
s “HESH” fdl, Lok H BN B RAT N S
s CFRRP SR F, T DU R AR A A Th RE
3.5.2. HEKERMIIE
P 0BRGN H SRR IR . 1E “HRE” PN E IR 45 SR EA]

HR.
ARGt HEMPH H SRS IETIRE, R0 H 3538« I a] & 117 A0 <y i
RUE, N HEESCHE N HBIR” g,
CINFIAL R ) G BRI AR AR IR =RT “ir— R iR
A7 CE=AHY NAh S R
AR RGBS H A, B R LB
% 45 T/ #3017
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“AF B EGO 7 EE A CL B S UL B 7 R A BL R
CRBEN UL BT, B EGOT, CRARET M “Era g’ UM A&
SRR

R H S NSRRI s HEEHR” M R/RERE” Wi
TEIT,  SCRFILIE H X PR ) H &

W FrR LR e “Aailed” #820E =K PP E AR AL BRI H &

= =

EE AR EE

EX =
BEAS: E=X v | EEE: | AR5 =
—+— -
MRS [session uid=0 pid=2658] Successfully activated service 'or-- 20:27
BmEE [session uid=0 pid=2658] Activating service name='org.gtk.vf-
wiEn= g_object_unref: assertion 'G_IS_OBJECT (object)' failed

g_file_info_get attribute boolean: assertion 'G_IS_FILE_INFO (i-
XOFQEE - - - - - R -

See https://www.tigervnc.org for information on TigerVNC. 20:21
EEB®E

Copyright (C) 1999-2019 TigerVNC Team and many others (see-

Built on: 2020-06-24 01:05

TigerVNC Viewer 64-bit v1.10.1

applet_factory, None)

B 3-29 HEMHER
353 HEKZH
Z L E SRR I8 ok 1 H B N2 5 35
MATRESHAE, Adh LA “BESH” @, AEE#REmEPR
(I SCAFCRAERTEAE, FH P AT DU B i sRie 8 5 H B IRE R 2, Boe S
HHER SRR, RE RS R B 0T
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FHEE E
&) | RHES

* 8% 4 froot | ESMH ]

= 2@\ & v Kip Ll
O mE
= @k
pe-}
4 FH

Prk-+:3

&

) Kyli---

Rt B

EHQ RE(S)

& 3-30 HERSH
3.5.4. HAhhRk
R CL A “RERESRE” 75, BEMAFRHALTIRE, 0 ER.

EEERAFBE
MEON)
FREEHE BERER
BliElEE: | E=X v FmEE: AELS | =mEH)
RERE [session uid=0 pid=2658] Successfully activatg XTEE -~ 20:27 1
B@AE [session uid=0 pid=2658] Activating service name="'org.gtk.vf---
wiERE g_object_unref: assertion 'G_IS_OBJECT (object)' failed
g file info_get attribute boolean: assertion 'G IS FILE INFO (i---
XOTQHE - - - - - R -

See https://www.tigervnc.org for information on TigerVNC. 20:21
;3 1= b
Copyright (C) 1999-2019 TigerVNC Team and many others (see--

Built on: 2020-06-24 01:05

TigerVNC Viewer 64-bit v1.10.1

applet_factory, None)

& 3-31 BFRR
CHE O DhAE SR — AN R R E O, TR R A A
MERHE.
CHERTPRGERE” DRENTLMEF P T MR TR P R
“HE” R ATHIZ TR FM, S P A
“RTHE” it sERZ T RN ER.
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IR ZRMEERM

dnf 2 ¥ — RSB, B/aH e Fedora 18 XANKATHRH . TfE
Fedora 22 W, EEURT yum, 1ExE N T Fedora22 (& H 4.

dnf AL ERES W AR T yum G HLES 0 — SRR, $RTF T BEEH R A
S KB T AE AT IR EEZ TN %S . dnf £ rpm. libsolv #1 hawkey
AT B HERAE, W LAE yum [FIE A
4.1 MBENFAZRLE

411 BHEEAZKE

BE ARG OA 2R PR A R DU APAT BA R a4, BL X86
EENZLUNE

# dnf check-update

AN «

> PackageKi t—— #4444 B

x86 64—1?%\#@35%5’] CPU 42#4;
ENTEN

>
>
>

iR LLE B8 AT 2% linux-firmware ,  mate-system-monitor Al
kylin-menu €145 & DL K& B A TR OC R

4.12. FEHMAE

dnf SCRE— IR AN B AL, I A1 I 22 20/ S H A S AR A s

1. a2

# dnf update package _name

VAR nm A4

#dnf update mate-system-monitor

kR R BT

a) Package: H /' Z N &I B RN B A
b) Architecture: ZEK A/ ELETE I 2EH .

c) Version: HAFELFHZ G IRRA o

d) Repository: AJ FZHAF TR G E

% 48 T/ #3027



KYLIN
OB

BRI AR R I 55 AR E R LEIVI0 R GUE BT

9)

Size: ALK/,

dnf BROIAZ: R AP EAGE R, IR emmmilgss, HPm
DAIEAS ] dnf ar S BERINS 4L -y, ROREER T H I Is this ok [y/d/N]:Hf
BN yeso fN d WIEHAT AR T 3.

R AR B R SRR R4k, FTLUME dnf history dr 4
BEVEANHEIR

AR E AR, FTRLLL root I AT A4

2.

# dnf groupupdate group_name

HEE TSR AT B S A

IR T ET R ARG AR, T LT a2

# dnf update

413. FHRGHMAS dnf BERAL RS

dnf 7] 5 yum 45 FAR A B0 BC B S, BIRCE dnf Y5 A) B HE X} etc/yum.repos.d/
Hiffrrepo SCAFIEAT G . MR G T B LR ECE TCIE VT IR 5 BB EE, ]
DA BB (1 RGOS AR AT T . D IRUnR

1.

QI RGOEHEEEREH 3, L root J 7 AT

# mkdir mount_dir

¥ RGO EZ A, BLroot Hl AT
# mount -o loop iso_name mount_dir

¥ RS eE ) mediarepo S MEEE H S #5 U1 2 fetc/yum.repos.d/ H %
e

# cp mount_dir/med ia.repo /etc/yum.repos.d/new.repo

%48 fetc/yum.repos.d/new. repo Bt B 1 LA NG AL i 42 -
# baseurl=file://mount_dir

ST dnf JEIFREAT T, B root FH AT

# dnf update

TR G, EERGOCREERH .

# umount mount_dir B34 rmdir mount_dir

% 49 T/ #3027
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I RA AL XA dnf YREEAT 2R AT, AT AR root HY - IR SCA

# rm /etc/yum.repos.d /new.repo

42. BERAL
dnf 4L T 52 B KRB AE HThRE, AFER. BEFFEE. MM

4.2.1. RMEREA
AT dnf search iy & 0] AT R EKAEE, 6 0046 24L& “meld” Fl“compare” - B
FIfAs, DL X86 “F & nil i

# dnf search meld compare

Wi dnf A EE R E L, wrCldid shell A& 511 grep 53 1F W ZRIA XGEAT
422 REQIIER
TR O AR 2225 AR B 2R AT DABAT DL R a4

# dnf list all

BRI AT & 2 AT AT 2 A A R W] DT PR A2
# dnf list glob_expression...

B abrt MO RAIR B a0
# dnf list abrt- addon\* abrt- plugin\*

R B R T AT O R AT R AR A APAT BN fir 2
# dnf list installed glob_expression...

B krb BT C 2 R A A B T
# dnf list installed "krb?- *"

TR B FE R AT A R AT AN R T LARAT BN i %
# dnf list available glob_expression...

SR BT ] H ) gstreamer plug-ins %1 84-60.51) 2 -

% 50 W/ #3027
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# dnf list available gstreamer\*plugin\*

R RIMCPE
FRIEM G, P dnf R BT
B AT BT B T A LT 654

# dnf repolist

CI
o

IR AR B 2 A5 B AT o _b-v i35, 5% A dnf repoinfo 4% Hi{

(il

# dnf repolist -v

# dnf repoinfo
an R B R B A A AN T A e, AT RS PR A 2
# dnf repolist all

423. ERBRHERER
BRI AN BT LUEH LU 4

# dnf info package name...
R HA abrt VAN L A o
# dnf info abrt
SR yum PR R a4
# dnf info yum

424, ZERHER
FA P AT BLEA root FH P FH DA i & 22 25 3 A

# dnf install package_name
2% sqlite 1) 1686 Z244) (114 A4 B il
# dnf install sqglite.i686

B 1 B, BT LR BAR B TR SO, SR BRSO, A
root M/ AT 2%

# dnf install /usr/shin/named
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LA
# dnf install httpd

IR BRI AT AL, AT PASRAT -
# dnf localinstall path

425 TERHGL
FEPAT 2R AT, TR NI

Total size: 1.2 M
Is this ok [y/d/N]:

BN d, ATDASAT AR N
4.2.6. MEREAE
T B B ) AFAAT BA R i 4

dnf remove package name...
JHIBR totem A AL 741«

dnf remove totem

43. BHEHBHR4HA

AT LIRS — RVIRE DI Re AL, b R g T HE AR R 4
LRI A AL AT DL — 8 22 2% LA

431 ZHAEHFIR

Summary e 50A] LR R A B R AE B

# dnf groups summary
LATR ot 7 151«
# dnf groups summary
BIRFEANFAOH R 4 EE BT U AT 64
# dnf groups info glob_expression...
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CAR NI A R 2 A s 181«
# dnf groups info LibreOffice

432, ZEHHLH
FANBAEHEE EH KA 1D, ERENEH id 7] LU LT a4

# dnf group list ids
Ak KDE S 1 8 0 H A1 R 1 7= 1l
# dnf group list ids kde\*
A LA N AT G R, filtn, A ] B A R s 51«
# dnf group list hidden ids kde\*
A AN e n] Dol b e H AR g, Wl A id 2.

# dnf group install "group name"

# dnf group install groupid
AT R AT P A a2 22 2

# dnf install @group
# dnf install @”"group

NS 4 2% KDE ST 8473 4 i 7 11«
# dnf group install "KDE Desktop"
# dnf group install kde-desktop

# dnf install @"KDE Desktop™
# dnf install @kde-desktop

433. MIBREAEA
A LU I AL 2 A B A id IR L. DL root AR AT -

# dnf group remove group_name

# dnf group remove groupid
RS A @R, ATFICUF A2 kR . BA root ST
# dnf remove @group

% 53 W/ #3027
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# dnf remove @”group

TR KDE I #4473 2 7= 161 -
# dnf group remove "KDE Desktop"
# dnf group remove kde- desktop

# dnf remove @"KDE Desktop™
# dnf remove @kde-desktop

4.4, WHEGBELRER

dnf 7] LA FH dnf history iy 2347 & PR A
441. BEEBRE
NP 20 4% dnf #2E1d %, WTRAEERIRA N4 LA root AR AT

# dnf history list
IR AR R oRFE—#4) dnf #/Eidx, ATRMEH LR a4 LA root BUBR AT
# dnf history list start_id. . end_id
Wonid 2 5 % dnf (5 BoRBlan T -
[root@localhost ~]J# dnf history list 1..5
PA_E dnf history list % tH i 7= P9 45 3 A -
ID—— AR E 1C R AR EL
TR AR E N2
Date and time——1% s& 135 (1) H HAAIS 8] 5

Action(s)——tiiR HE 1 2KRY,
Altered——ic s EEEs2 R ) 2% B 2

T SE Action [RIASE VLA :
k& 4-1 Action PiBH
Action =] iR
Downgrade D TECERT
Erase E e GE N
Install I AT
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Obsoleting o AT EARE IR 5T
Reinstall R WA A
Update U VARZ &/ R RN
4.42. HEEME

i R SRR F I R B B AR SRR E B, AT DAAT BA N i %
# dnf history id

Horbid SEHERAEMI ido
IR LR R R R EAE S, TR B a4

# dnf history info id

IR E R R P BERAF IR HEAE S, PTRMER BUR 2
# dnf history info start_id. . end_id

2NN

# dnf history info4 . .5

443. MEEBRHRE
U AR AR R A dnf #24E, AT LLLA root BUPRIAT — R #R1E:

# dnf history undo id
IR FHEELZHA dnf #:4E, FTLLLL root AR AT — T #1E:

# dnf history redo id

FEAE HEAARS

ZETNHANMAEEE RGRS . J56 daemon DUZEFEVi iR Kylin Linux

Advanced Server V10 & %;.

5.1.

fEH systemd BHE RS RS
5.1.1. Systemd A4

systemd f& Linux F—/5 SysV 1 LSB HJUEAL A 25 1) R SR 554
HE2% . systemd f# F socket Al D-Bus K Ja R %%, FRALIEE T H 3 3HFE 0944 75 )5 3l
HHE, TRE T Linux cgroups MUBEREIBERTHAE, TR RGUIRESIKE, 4k
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FEEOR B R, SCIL T B IR SS TR T AN JE OC JR I — AN BE RS 4 1) R s ], 47
systemd JG 75 £ i AR A 42 U8 AT LA sysvinit.

A L IFAT IR .
systemd JF 5 A1 B A RGEZE T unit IS .

unit & H—" M5 ECE A

o N PR 42 7 AR R AH A5 FRT (1 4= avahi.service unit A — N Bof R ) 44 - R B S
fF, RSFHHERE Avahi FI— A EEZEHI0). unit A BUT LRSI

FHe 5-1 unit REANH

Unit 8% XS 2%

Service unit service PR R S 45 b E S A E R R
it

Target unit target 2% unit Al unit HE47E 4850 4H .

Automount unit | .automount 62K unit B3 R G R RPN E
A

Device unit .device 16 unit #2% —ANFEAE T Linux &4 8 )
W

Mount unit .mount 62K unit B3 RGE L E R — A
Mo

Path unit .path B unit N RS R — AN SO EE B
o

Scope unit .scope I unit AT .

Slice unit slice K unit N — A E RGN 5Z unit.

Snapshot unit .snapshot 55 target unit AHEL, PRIGA S AT 4, HE
— W H 8RR 51 FHHAR unit

Socket unit .socket 6 unit 352 5 G0R B A ) — A
socket.

Swap unit swap B unit 352 swap 1% & 85 swap U

Timer unit timer I unit 35 24& R G (]

Systemd unit {3 H s L0
F#& 5-2 Systemd unit 428

H%

ik

Jusr/lib/systemd/system/

RPM £ 2245 N & A (] Systemd units.

/run/systemd/system/

IZATIN QR Systemd units, % H AT 5478 15 23
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i 7 1) Systemd units.

Jetc/systemd/system/ A0 58 PR Systemd units, % HRAES 2B &
IZ4THS Systemd units.

5.1.1.1. F B4

systemd H&fL DL REME:

> BT socket AT RE: A T IR KRG E SNAIHAT A 30 2 KL,
systemd 7ESZPRJE B 5 3ERE 2 BT A0 ST socket , ARJE & socket 455l
o FERGAHIIAIIT, & e T sFir AR A1 socket, 285 S 3 A 5747
R WER— MRS BN E 5 — MRS SRR 84 A 8, XS EERER]
REIEAESR ML AR 55 (R A HE BN, I8 3 AN 28 P s ik R AE X 0T SR P it A T BHLZE AR
o A RSHRX—ANE it RS HZE, W HAUR IR — R K A PR 2E .
IR 55 ) PR A58 0% 8 A AN 7 75 0 0 i B R S B IR AT B B (R — B T
FrE i socket , AR — MRS T EIHAMMINRS, & 5 AR AT DU 42 2 AH B Y
socket).

> D-Bus BUERESE RS A S ZE0E R, RS AT AR
5 FJEBh. [FIR, SIS RIS S5 R4 nT DL VEFESS I D-Bus IR45 1Y
PftE S REMFERE I BIE R (FFE 2RSS, WR—A RS RBOE K
W A R S5 DU /E D-Bus HHERAFLIE R, B 2IHARE E I B ORGSR
NIE).

> PRSI AR IR TR A B R

> RE T Linux cgroups #EFERIEERDNIRE: & — AT T EEREDRAR
B HCK—A cgroup , BLE sysytemd {# A LAFEHEE cgroup W B4 L4 4t
R E MRS AR . CnffE A libegroups utilities)

> SRR RGUIRSIKE . PRIRTT DLRSRIRAEMR E R AW IR AT BT A (1)
M55 A unit BPPRAS . BEHAEMWM EZMAMAEAEN: RVFH PN AN MM
"Emergency Shell" FIFFFRIRES, ZIbEMRTMIRS: FRAE—NE1 ) e AR &S B 1
BTV, BHTR SR B &R RS .

> YEP RN B R systemd B RR T PR O, T B
FH R A SR B SR o Jetc/fstab 1 AT DAVE D9 Ik S8R 25 2 i — AN B in i 2 Y5
WL comment=fstab % T & £ &2 7] DLbRC Jetc/fstab 2% H 46 L o
systemd FZ | 1) H A

> LTRSS 1A TR OC R 1) — M A B ] . systemd SCHRFIRSS
(8% unit)[E] 2 BRI OC R . 76 unit ALE SCHEPfEA After/Before. Requires Al
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Wants &0 A PLE %E  unit G RIF . Requires A1 Wants 227~ — ™ 1E [A] (5 il
B AR I 7R SR AR OC &, Conflicts FR— AN a) 1) fa SRAMKIOC & . HoAthik
A DB R —A unit TEEINECCH], systemd AT BRI E FAKBOC R
I PATZNZR, ARSI EATT AR B R 15— BB unit 155 )5 IR
S B IER) . IREEEERIG, systemd K 2ilMEE ©, MR LLH R
PEI TG AR .
5.1.1.2. etk

> 5 SysV WIMGALIAS e iR RE, & LSB A chkeonfig Hk
FENE, BN, sAHEMmTHEE, . fetc/red o XL AR
NN INRIBCE IR, LA/b sysytemd R 45 1A BB A EH .

> letc/fstab FLESCHF: X ARF—ANMER. @i H comment=fstab %
Tjitnic, fetc/fstab 2 H, {# systemd 7] LAFa il B 30 5 .

> SCHRFE IR/ SLBINLE . B R —MENRBIR) getty@.service ST
5, AR RNSA getty #HER—ANECE SO, B3R H 2 mT DAyt B kK,
ot & P, A LL A PR R M avahi-autoipd@ethO.service R 45 i B
dhcpcd@ethO.service , {83747 ethO fRME AJ DL B 96 it @ FC A7 T AC A5 3]

> fE— & LA deviinitetl o XA AL B RN T AT
FIFO-activated Ak%5. (72 sl R e g R plioy D-Bus 15 R)FH 5L b,
X EBRE HI) Upstart A1 sysvinit ®1f#) shutdown. poweroff A1 A ARl A4
A[LLTE systemd HgkSE{E .

> 5 utmp 1 wtmp FfE%.

> BN DA e MR

> ARHIECE SO S desktop SCEFARIE HiEE: AR 2 B AR A X
AN RETR I BT % . B AT DU 28 I E BRI IR 55 A T 5, i8R0 2
FEBLE), A B2 SR TR

512. BERGMRS

systemctl J& 5 = E K T H. ‘e @lé service Al chkeonfig IIhRET — 1k . #&n
DA FH e K A1 Bl R A 2 il b a2 R S5 -

FH 5-3 service 5 systemctl )X 5

service systemctl iR
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service name start

systemctl start name.service

KRR — MRS (OF
AN H R IA )

service name stop

systemctl stop name.service

RIRAT I RSs OF
A HEFIA 1)

service name restart

systemctl restart name.service

RIRAZ IETF R 3 — A ik
%o

service name

condrestart

systemctl try-restart

name.service

HH N IEAEIBAT R
%

service name reload

systemctl reload name.service

SCRFIN, TR A E
SCAF AN AT S A R A

service name status systemctl status name.service | RSN AS
systemctl is-enabled
name.service

service --status-al | systemctl list units --type TR ITA RS IR

service --all

F#& 5-4 chkeonfig 5 systemctl )X 3

FE KA Bl B 2
At fish S 25 A P 3 R 5%
NJAH

chkconfig name on

systemctl enable name.service

FE KA Bl B 2
At fish S 25 A P 3 R 5%

chkconfig name off

systemctl disable name.service

RERAEE MRS AE

chkconfig -- list name

systemctl status name.service

BUPAEE T i BN E H systemctl is-enabled

WA . name.service

AN BT T | chkeonfig -- list systemctl list-unit-files --type
JIk 55 1R i FHAAE A5 service

EoR unit 7 &R 3RS

chkconfig -- list

--after

systemctl list-dependencies

BoR unit J5 3R 3RS

chkconfig -- list

systemctl list-dependencies
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--before

5121 BoRik%
i H R0 B LG
# systemctl
DRSSV E
# systemctl list-units

G 75 T IR S5 (K BT, AT R R A

# systemctl list-units --type service

B AR S R BT, AT A R A2

# systemctl list-units --type service --all

B tE T AR SS R BRTT, AT A R A

# systemctl list-unit-files --type service
PAR 7 4 T P A BeE IR 55 B f 2

# systemctl list-units --type service
BRI 2RSS ot 2 W

# systemctl list-unit-files --type service

5.1.2.2. BIRIREIRE
TR IRF RS L

# systemctl status name.service

Fi% 5-5 fR3HILfE BAIR

XA #iR
Loaded k5572 S E
Active R 55 =2 T
Main PID HHT R GRS HI PID
Status YT R GRS B IS B
Process FHICHERE B 0 B
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BRI

CGroup AH% CGroup [ hnfs &

&7~ gdm.service Ik 55 R &1 -

# systemctl status gdm.service
27 gdm.service [z 5% J5 2l Hi B HOmR 55 741«

# systemctl list-dependencies --after gdm.service
7R gdm.service k55 JE 3l 5 5 MR 557~ :

# systemctl list-dependencies --before gdm.service

5.1.2.3. BEIIR%
Ja B SS r 2

# systemctl start name.service
J& 3 httpd AR 55 7~ 151 -
# systemctl start httpd.service

5.1.2.4. {F1ERS
bR S A4

# systemctl stop name.service
15 11 httpd AR 557~ :
# systemctl stop httpd.service

5.1.2.5. EJERS
HA RS A

# systemctl restart name.service
5 httpd &S~ B

# systemctl restart httpd.service
Y E R IEAEIEAT B IR S5 i 4

# systemctl try-restart name.service

HHRST L
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# systemctl reload name.service

A httpd IR 557~ :
# systemctl reload httpd.service

5.1.2.6. Ja H RS
Ja RS54

# systemctl enable name.service

HH A IR 55 4

# systemctl reenable name.service
Ja H httpd AR 257~ -

# systemctl enable httpd.servi ce
In - s ' /usr/lib/systemd/system/httpd. service'

' [etc/systemd/system/multi- user. target. wants/httpd. service'

5.1.2.7. ZXH RS
22 H RS54 :

# systemctl disable name.service

2% H bluetooth R 5571 :

# systemctl disable bluetooth.service
rm ' /etc/systemd/system/dbus- org. bluez. service'

rm ' /etc/systemd/system/bluetooth. target. wants/bluetooth. service'

5.1.3. EEBiR

A CrunleveD) J& —ANHPIMES . BLLE, systemd 5|\ T —AH1EshZk
S D REAHALL AN ] Ak 2 ARG, RS E
P8R 44 AR D RE, I HRE R 8 F 24> . — 28 B bR 4k & AR B AR IRk 55
HIESH MRS . systemd FRHE 7 —LEAE 0 sysvinit J53ZhZa ) HAx, A5AT LS
IFH telinit J5 5) 2% 50 i & U1k .

Jashgen) 0. 1. 3. 5. 6 HBHIR T4 FHig, I B AN BN —A> systemd ) H
bro ESCHLH P B E X a3 sh o Dike, v LALLE A 1S 3h 2o R, g —
¥ B H b letc/systemd/system/< ¥ H Ax > ( W L & &
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lusr/lib/systemd/system/graphical.target), Gl|%E /etc/systemd/system/<:r H #5>.wants
H %, )i NBAMR S 8% (F8 171 Jusr/lib/systemd/system/ H BTG S0

Rk 5-6 SysV BENZAS systemd HAFRXTEL

BT HFrETT E1:5%)

0 runlevelO.target, | H Wi R4 Chalt)
poweroff.target

1 runlevell.target, | #.H A
rescue.target

2 runlevel2.target, | H P H & R3], @5 R0 89050 3.

3 runlevel3.target, | ZH /7, CEIEF M. H AT LU 2
multi-user.target | B M 25 5 5%

4 runleveld.target, | H P H & R3], @5 R0 89050 3.
multi-user.target

5 runlevel5.target, | ZH 7, EESA . R0 3 RS,
graphical.target It )8 Sh T FL T AR SS -

6 runlevel6.target, | =5
reboot.target

emergency | emergency.target | SRR (Emergency shell)

R 5-7 SysV WtE 25 systemctl Xf b

|4 i 3%
run level systemctl list-units --type target R HT H bR
telini trunlevel | systemctl isolate name.target AR TE Y ET H AR

5.1.3.1. &AM\
BRI AR

# systemctl get-default
LA A EE BOA B bR ST 6 -

# systemctl get-default
graphical. target

5.1.3.2. &FE LA HAR
BEYH H A2
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# systemctl list-units --type target
BN H AR RIS, PAT BN 4
# systemctl list-units --type target --all
LA N SBoR H1 B A s H Fs s 1)
# systemctl list-units  --type target

5.1.3.3. AAHEEIAHFr
BRI\ Hbran 4

# systemctl set-default name.target
LA RSS2 F 7 H Aol
# systemctl set-default multi-user.target
rm ' /etc/systemd/system/default. target'
In - s ' Jusr/lib/systemd/system/multi-user. target’
' [etc/systemd/system/default. target'

5.1.3.4. A YT H A
AR M ET H bR a2

# systemctl isolate name.target
LA AEEE 2 F ' H Aol
# systemctl isolate multi-user.target

5.1.35. VIR

systemd.unit=rescue.target J& — M E LA RGMRFE shell FIFFsk target
unit (5247 1 AHAL);

AR A2

# systemctl rescue
WR T EHEAREEAR S B AR HE, #bl s
# systemctl --no-wall rescue

kS {ep L SiwN E
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# systemctl rescue

5.1.3.6. VK SHA
systemd.unit=emergency.target 5E %R S5 init=/bin/sh %5 RGE RS

MAZIRZS 5 B AR
BEN K S A2

# systemctl emergency
MARTBEFNESHEA A B HE, W T e

# systemctl --no-wall emergency

5.1.4. fEmENIEE EAEA systemd
LI FENL 2R systemd #4401 F

# systemctl --host user_name@host_name command
LR P A 2 25451«
[root@localhost ~]# systemctl -H root@server-01.example.com status

httpd.service

5.1.5. BIEFEE systemd LM
5.1.5.1. HLILI A
B G S A A HE = AN
[Unit): EAHEEDL BHZ unit FEAEE.
[Unittypel: Unit 288!, R[EZEAE AT RIS systemd &S N2
Cinstall): EEF 4 2%, BN KRS AE.

FH 5-8 [Unit] FERFECE W B3

[ =R E1:5%)
Description —EeiIA, BORGH S FRMER, LR RS,
— R R T IRSS B .
Documentatio | i€ 2% XIS, LM I URI JEZ, 40
n http://, https://, file:, info:,man, X FH, BRIF2E%
FRREX AN RS B B I RAT 4, RG22 E R UL E R, 5
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e RF I, AR L2 ]5E, 2R 270G
I WRAEE T —AEW, WAz EEILI, /T REEA
FERAEH .

After/Before

e B R 45 [ B a BT, tean—A> foo.service L8 | —
17 Before=bar.service, JIf 4 At T[F IS J5 2, bar.service
255 foo.service JEFNTERUG A BB EERXANBEM
Requires= HIAHE AL, [FIBSELE After= Fil Requires=
WA W M IUA] AR & — R A b, XIS 4205 4
EEER

Requires

T € MRS WO FU B IR SS, WUER A RS o, A
Requires J& MRS L S#0E, k2, 1R Requires
J& TR IR S5 A 45 1R BTE iR SR 3, A IR S5 2 45 1k XA
IEIAT LLAE E 2R, B4 223K P 48 72 I AR 55 & 15
o T B R I AR X AR AN G2 JE B el 1R, 5
SO Ad B B ) After= A1 Before= SKECE . #1201,
B foo.service i  bar.serivce, {H2HEHE T
Requires= M#A After= 5 Before=, 74 foo.service
Ja BN 2> R E foo.service FI1 bar.service. i i
Wants= X% Requires= &S IF LS, BN RG2S HLF
{18 A 3 Al 55 2R TS FR A7 10

Wants

XTI Requires= , X B ARG S BB, H
WIRTCIE B B BTCVE AN N B3 55 A B, FEAS 520 4% R 55 ik
HN—ABEARI A B o X HER PR IRSS R 7 . 1X
Pl mT CABC B SCAFAE, JEid wants/ H AN, HAk
A DLE L3 .

Conflicts

BOE —/ M s, WRECE T, A, 43—k
Ay, B b RS, Sadok, Wi B
RS BB, ARG BTk, BVE B34 R
o 38, SLEM After= F1 Before= & H AR
WRMRSS A f B R, HAE B JEINWKHEFEINE 3,
W AA T Rex A sh R (#2675 1)) s ME R
(B2 B R L TR, GF—ME, SBATH
BRI ER, B 1k 5
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F# 59 [Service] FEAE

Hic B I

i)

Type

WEBRNEINRE, L NEz—:

simple, forking, oneshot, dbus, notify, idle
> RN simple"(%E | ExecStart= (HAREE
BusName= B FIERINE), HF43R7~ ExecStart= ik i€
(R RE A 12 IR 55 ) F R
> WU S O AR R SR AR S, B4 LA
ZHERR A Bl i e s ST AR R E () R T, BAD
PR 4K B8 T JE B
> "dbus"(iX® T ExecStart= 5 BusName= I [{JEkiA
{H)5"simple"&ALl, AN[EZAbAE T %R 7 245 D-Bus
F3Rf5—/ Nt BusName= 5 & 4 FR . systemd K52 1F
JEBN R R IC AT, EAM R T A I ISR T
fRE M) D-Bus &R, W EANILEAFE YT B2 i kom:
T dbus.socket 7T,
> "oneshot"(Ki%'® ExecStart= I HIERIAME) S
"simple"Ll, ANFZARTE TR ZAE systemd JH
HJE kIt BB H . HEASRALE R FE L E
RemainAfterExit= %&£
> R N forking", 843K~ ExecStart= Frik g
R B SR EA fork() R, X2k
4t UNIX SP9 b RE I 28 502 . e T il (5 1R
EA L. BaROIizE, KR, 1M
TR NIZ RS W Rk eiE 47 . 0T e it
e, @A 1E PIDFile= 130, LL#EBL systemd #E
B e IR SS ) R, TR S 4k B ) S B
JE,
> "notify"5"simple"J&fLl, A[FIZAE T XK 2
R EN e i Jailid sd_notify(3) Z 2RI KL —
AEFE S . systemd K=AE BSR4k ITZ AT, H
TR TR I R IE T IXANE R iR E At

KA, H4 NotifyAccess= F H RE % B N all" 8
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"main"(BkiN). V=, HET Type=notify M AfAETE
PrivateNetwork=yes [J4& & T 1E%# TAE.

> idle" 5 simple"R L, AN A ZAME T Z IR R 2 Bk
SEIR B PTG R H 58 5 FRHRAT o IXAF AT DLIRE %
HE ERPRSERYS shell BIAH 4 IR A k.

ExecStart

15 3 B2 IR 55 ) 75 AT ) a5 24T (i 2+ S 40)
NFEWRE T Type=oneshot fIIEHL T, 7 0] DLk BATE N
SAT(RFEEA), BB H RS E — 417,

LA A ATRERT PLZE[R]— A ExecStart= % &, Al LLiE
i E £ ExecStart= ik S [F HRCR .

WERBEA— AT H, AR BRI T8
WiED . WRAEEET ExecStart= $54, B4 D54
WHE T RemainAfterExit=yes 154 .

T AT U LA — /N B AR RN AT AT S s, IR A
H G TR S BOR AR AT A argv[1] argv[2] ..." & i 45 3R
AT RS

W RAE A BRAS AN BRI IR )@ AT 4R, 4 H 5 R e 2
BB AE N argv[0] argv[1] argv[2] ..." & i 45 P AT 32k
o

WAL B AT N BRI - 4%, 4 RISz dh R DA
SRICIRAS () I HE 2= Bk [ B H I )R e, e axpi
NETERH . AT RARINE - 5@ T4, HIBFP AR .

IR E T 21T, AR 47k DAL .t
A BRI FP AR IR HHAT

AR BT - AT SR R i AT AT RIG, IB AR R 1 A 24T
REASHIAT, RN I TOR A R (failed) RZ -

MR E Type=forking B}, 1X B4 & ey &47 Ao shr it
TR A Z R S 1) S 4 iR

ExecStop

X — AR TR, BT 5 E 2% R S SR A 1R AT
HATHI 24T EVEMINY ExecStart= 5S¢4 AH[H
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PAT IR B e 24T 25, 1ZIRSS ITA R R
2R KillMode= ()X E W RIE(Z N systemd.kill(5) F
)

WRA G E IR, A YRS 1 4 A, % RS I B
HHAEE B2 KillMode= 4 B 1 37 B 42 3 3258
L ExecReload= —#f, WA —/MRFRIIAEEA &
$MAINPID 7] DA F- 3R F#EF2 1 PID

R, DUBE ARSI, AR
8, FEANEH .

KON Z A BB ) ey @ PAT 52 Ja, RIAR IHERE 2 1Y
SIGKILL {55 3LRIRE, XAl AEe T 88dE Z k.
Rk, XHERERNGSUIRFDERIE, MARRE R DR
(=

ol

ExecReload | X2~ AMAMERIE S, HTBEJIZIRSEEREHEA
HC BN P pAAT B AT o BRI ExecStart= 58 2 AH [ .
FAb, H AR AL R SMAINPID W] DL T30R
LHERER PID, Bl e] DU AFEAE A -
bin/kill -HUP $MAINPID
ERE, BEGURRE, B E SRR E NG T, SR
HEHTINEBCE S, IR I
RO — A b1, I DAANGE H - 7 24 MR € I
HH IR A B S AR 55
FATEZIE VR ExecReload= 5 & N — AN EWS T R BTN
HNC B SO IR R S8 UK A 4T

Restart RS HARIEFIRH . FHIRH . $ORI0. B B,

ST E B EINERS

"AR SRR S 4E ExecStart=, ExecStartPre=, ExecStartPost=,
ExecStop=, ExecStopPost=, ExecReload= 1} & {3 F2 .
LEREE T systemd B IEEEAEMW@IL systemetl
stoprestart) i 45 LEIT,  IZAR S AW BT S 30
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IR LU B 1 "keep-alive ping i8I, A DL
systemctl start|reload|stop #E{/EHER .

Zik A LB R FIME 2 —:  no, on-success, on-failure,
on-abnormal, on-watchdog, on-abort, always

"no" (FRINE) R R A S JE . "always" KR 28 T &R
HIF.

"on-success" KN AE IR S5 HERE IR H AR tHIN E S, P IR
R RS

IR HAG N0, B #EAE Y E] SIGHUP, SIGINT, SIGTERM,
SIGPIPE 155 Jf HIE ISR & SuccessExitStatus= fJi% & .
“on-failure" R/ AE AR S5 #ERE S W IR N EL S, i i
BT

B HASAR"0", B B FE M ] R AE (B 45 "core dump™ L K&
e F] SIGHUP, SIGINT, SIGTERM, SIGPIPE 2 #MiHAh (5

5)s
BE AR T B T e systemd AR A R IR I 4 R 4
Remai A" yes B 0" (BRIME), 7R i IR 55 1 B gk R 430
nAfterExit | IBHZJE, =& MRKARR RS NTE 3 (active) IRA
F# 5-10 [install] FBACE MR
EoE E1:5%)

Alias P22 A% F BN AT A b 44 - (RIIN4E ) 44 - 23
M55 A S A FFER 2 (RIFRIFEERISEAD . XA ITA] PA
faEZ K, T 4 F#GERIER, 24347 systemctl enable
A, BT EEE.

RequiredBy 7£ .wants/ 5% .requires/ ¥ H 5y IR S5 B ST AH N 1B

WantedBy o XPEMECR 2 UAIR TR BB, ARSthe
JE 50

Also 2 R 55 2 B[R] I 7R G PR %% .t SR S
KRB HECE 1 ST, N systemctl enable i 234
1T 2> B 3l 2R AR TR 2 B IR DS -

Defaultinstanc | &7~ unit i3 s BRI 1) S2451
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e

N2 postfix.service #7071 -

[Unit]

Description=Postfix Mail Transport Agent
After=syslog. target network. target
Conflicts=sendmail. service exim. service
[Service]

Type=forking
PIDFile=/var/spool/postfix/pid/master. pid
EnvironmentFile=- /etc/sysconfig/network
ExecStartPre=- /usr/libexec/postfix/aliasesdb
ExecStartPre=- /usr/libexec/postfix/chroot- update
ExecStart=/usr/shin/postfix start
ExecReload=/usr/shin/postfix reload
ExecStop=/usr/sbin/postfix stop

[Install]

WantedBy=multi-user. target

XA REIF, [Unit] FBERIR RS AR S 0o %45 B [Service] %
APIRSEAS S - Envi ronmentFile I8 il e LA RS IR AL &, P IDFile &7~
IR 55 B SR PID. &), [install] 7B R aiiz i 45 1 N 25
5.1.5.2. @l H & LI

B%E B SR IT R P R

1y & H T SRS AT S

FIPAT SO T DL A, tHr] DUR SRR 5 AR, R TR E, NHEE
SRS W EBERRHER—> PID 3CfF, —fRIE PID fRIFAAL. S 4NERT HE TR 2
MCEIAR SRR A, BRI UAZA /47 B I AR 258 H..

2) fEletc/systemd/system/ H A S GO, FF HARIE R BEHE root FH P 4

45

# touch /etc/systemd/system/name. service
# chmod 664 /etc/systemd/system/name. service

AT BEPAT AR
3) 17T name.service SCAF, ININARSSECE, Mg & W] il B AL TN
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AR S5 RAM RE , N I I R 45 ik 55 1) e L4511

[Unit]
Description=service_description
After=network. target

[Service]
ExecStart=path_to_executable
Type=forking
PIDFile=path_to_pidfile
[Install]

WantedBy=default. target

4y JEH systemd B ASHT AR SN0

# systemctl daemon-reload

# systemctl start name.service

B1)78 emacs.service LA I 1-
1) BUESCHE, HE R IERRUR :

# touch /etc/systemd/system/emacs.service

# chmod 664 /etc/systemd/system/emacs.service
2) WINEEREE:

[Unit]
Description=Emacs:theextensible,self-documentingtexteditor
[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
Environment=SSH_AUTH_SOCK=9%t/keyring/ssh
Restart=always

[Install]

WantedBy=default.target
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3) % systemd FEITJE AR 55

#systemctl daemon-reload

#systemctl start emas.service

B % sshd-second fIk 45 H 4511
1) Dl sshd_config (14

#cp /etc/ssh/sshd {,-second}_config
2) 4wfH sshd-second_config ST, #shN 22220 (13 11, Al PID XA

Port 22220
PidFile /var/run/sshd-second.pid

IR T BB SO S AL, 1 BB .
3) ¥ IE T

#cp /usr/lib/systemd/system/sshd{,-second}.service

4y Yw’H . JT M sshd-second.service
B iR 7 B
Description=0OpenSSH server daemon
NI sshd.service 5575 After KB 2 )«
After=syslog.target network.target auditd.service sshd.service
F2 B sshdkey B %
ExecStartPre=/usr/sbin/sshd-keygen
MERIX—1T
TEPAT AR, AN — sshd IR 55 FOTC & SO
ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second_config $SOPTIONS
& 245 i sshd-second.service ST 41 :

ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second_config $SOPTIONS

5) W SAE R SELinux, ¥ tep ¥, 413t sshd-second AR 5% 15 st 2> 4%
AL 5E -
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#semanage port -a -t ssh_port_t -p tcp 22220
6) BCEITHLE BN

#systemctl enable sshd-second.service
#ssh -p 22220 user@server

B 7 8% 3 11 H
5.1.5.3. B CEAFAEN T3

systemd HLICHD & SCAFERIARAELE Jusr/lib/systemd/system/ H 3%, RG8E H R
AW EBAEUOXA B RSO, B @ SRS E lete/systemd/system/ H 3% T
WARAY TR, ATLMER LT 7 %6

B —AN H st /fetc/systemd/system/unit.d/, XA RIEF R —F A, ATUS
FHIAE I FR T A, I B B SR B E, 6 B B e SR ) T
Rt AN TR -

MIusr/lib/systemd/system/#% DL — 1 R 4G T B LA 2l fete/systemd/system/, 28 f5
B, SHFRASEGRIGIE, XF7 AR B, HTA
BN T RE I3 5

SR TR B S BN FIEC B SO, R RR E A B /ete/systemd/system/ T L B
SCHFEERT LA T, AT EEF LA, 0 A R SR e eT B

# systemctl restart name.service

IS NN ST W= B G

NI R B Ic G E, 7% Yot letc/systemd/system/ T € & — 4~ H
3%, H root AT AL, T T A 4

# mkdir /etc/systemd/system/name.service.d
TENIA B B Sz MOV RC E SO, waibh.conf SCHF45 2 .
Biltn 6 g —A> 3 E X, AR

[Unit]
Requires=new_dependency

After=new_dependency

FA—A -, AT DARC B R R, £ EAERR S 30 MEEE, E
R/
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[Unit]
Requires=new_dependency

After=new_dependency

EFERE A — AN, BRSO R RER S8 — N TR, IXAFRCE ST
R 5y B8 ok B B 1 B HLA e 25 X IR L L T
N T RHIRIA BIE G A root $AT LR # 4

systemctl daemon-reload

systemctl restart name.service

%7: ¥ & httpd.service AR 55 Bl &
N TAE httpd k55 I8 S BHESAT - H o LA, FEAZ httpd [
JOHC B SO, AT DL LR, 1 2e 008 —A B 8 OCHI H 5 & 3 @ SO0

#mkdir /etc/systemd/system/httpd.service.d
#touch /etc/systemd/system/httpd.service.d/custom_script.conf

B % 8 X3 B £F Jusr/local/bin/custom.sh , ¥ iX AN {5 B ¥ fn #
custom_script.conf [ & X HIA<

[Service]
ExecStartPost=/usr/local/bin/custom.sh

IR E

#systemctl daemon-reload

#systemctl restart httpd.service

5.2. OpenSSH

SSH (Secure Shell) & —MfiH % /7 oi- IR 550 4244, (1R RS [A] 1)
CARBERE S I ERe it P Im RS R B RS E MRS . FHE
W FTP 20 Telnet AR E WMUAR], SSH % 7 & xoih, BUEARE
M DL I % B RO I 1 350

ssh F2FE gl e iE F T 8 418 0 telnet B0 rsh, X S8 ELAS IH L 22 4 PEAS = 1
F SR B SRR ENLR G R K im N R . 5 HA SR — AN scp FIFERE, AT
Br i1 i rep IXFE R RAE BN R E K SO EAR T« BORIX L TH 1 R FE
NG IR AE P i AR 25 ity 2 AU AL 338 1) 250y, BT DA 12 R AT R b 40 (5 FH e A1 T
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R 22T SRR RS, Aeflt A PR P o RGN EHLR G0 R

BRI = R 55 AR A R T IE AT OpenSSH %2 4% f1——openssh,
LA J% OpenSSH iz 45 ifii % % f.——openssh-server I OpenSSH 7% /7 by 24 3 1
——openssh-clients . ¥ & , OpenSSH %2504 i T OpenSSL 1% 3 £, openssl-libs,
XA T U E BN, {615 OpenSSH e 2 (it hn 2 15

5.2.1. SSH #Y
5.2.1.1. Jytt4fii il SSH?

BHERNZEAVFZ AT M T, efsibAb AT $2 8080 =57 % i )
gema, MM EERBOS — DN RGEM UG RIAPR . — Mok, 1X 28 AT LAy g A
L.

1) FEHMEAN RS2 EREE

Bk % v] e A T 845 U7 BT AE X 2 B B A, S HIARAT ] TA) A% 36 IR AAT A S
f AT e BUF R G R, BB BOUE Bk R IR 4R il

T A i e P R L RER SR AT 1Y), B B R RS — AR
HOLAIES TR, o] DU SR SR M 48 i R s A, i 2

2) HafrE N

Bt # 1) R G L R B AL IR B AU RS . A SR B # B SRE BTh 1
P 2402 ke IR AR IR — /M R 1 B TS .

XA AT DUE R —Fh 4 ON“DNS ZZAF R E IR, BUE B TR K
“IP KK SE . AR —FloRT, NREMH— S8R DNS IS4k
BPRGHRA — GBREEH M. 58 Flonfld, N KIS iR 25
£, RN OEERFE RN — BN ENUR .

XL AR AR BE S F2 48 T BeA77E I BURAE S, 1 B G SR ax S 2 H T M A L
R DAL, TR 5 S 72 9 ME I 1Y) o W SRS A SSH RaFEAT I F8 5 s A S 2 A
H 2 0h RS W R bl 3 22 4 Jali iy o IXAEDRIA SSH %5 7 ity A1 R 25 ity 156 FH 0
B RIBE B . HBAh, P um AR SS i RG] I T IS I B . AN
SRR IBAE W — J7 AT B S AR 2 AT AN, PR — AN R AR A —
AU A 2R 8 RN FE 2R 48 7 s (R 5 B R I 1)
5.2.1.2. FE4FME

SSH HrMIR M 1 LU PRI 15 It -

1) JoiEAh L T R AR 55 vt

FENIUEEFE 2 J5 , 57 Ui B 0% Bk e 2 1 BT de 422 10 IR 45 s 0 7 72 & 2 i P e
FEi B[Rl — A IR 5 i o
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2) TIFEAHPONIEE B

% P v A FH R 128 Az NS SRR & B IEAS B AR 35 45 IR 55 i o

3) TikHiduE G

FE— Nl A IR RIS 2R A2 1 A 128 A& Fk & iy, 445
TR B (10 5 A PN 5 B AR ] 15 W PR 1

UbAh, SSH PG TR AL T DR 5

1) $et TEMLZE FAE A B AGS HFE T 2T B

I A X1 BR IR, &P e MR S5 s & X11 (X & H &
g0 BT

2) Pept TR R H A e Ay

SSH PS8 R IE FER ) — DIEAT N2 o a3k 56 FH 44 g ooty VG R IR,
SSH IRk ity AT LLRCA— /MRS B A 2 (Flin POP) 4, Mg N
FEAR R GBI (1) 22 Ak

3) AT LA kA 2 Al iE

OpenSSH Iz 45 By FH 2% = By 1] LAY T B 5K A il 55 i A0 P i AL 2 <2 i) P TR 265
Wi, B —ANRALT AL F M 45 (1 BE3E

4) ZFF Kerberos WAilE

OpenSSH ik 45 uify A1 25 7 g v LA L B N B Kerberos I 4% UIIE i 1)
GSSAPI CGiffi FH ¢ 4 IR 25 B HFE 7 g4z 1) SRR T IE.
5.2.1.3. ThRA

SSH H RIAELEBARAS : FRAS 1 FESH I RAS 20 4RIAT REORSS = 9 IR 55 25 B 1
ARG OpenSSH B SSH fRAS 2, ZhA RA MR HZLHE L, A
2 B RA 1 S ARIE B . AR, N T ARAE R, OpenSSH &4 [F]
FE SRR IRA 1 BEFE

B -

NT RIS E R R i 2 A, BB BT RESLE A %Y SSH AR 2
(1 5 55 it 1 2% i o

5.2.2. SSH EEKH4F5]

PLF — R G A AT DRSPS ML (B SSH 3815 1 58 B 1

1) HHTIMERTF, LMER b A 0 50 0E T 1 75 PR E A 0 IR 45 i 047 T8 A .

2)  SRADRIRRIN G B0 R v A Ze R ML ) ()45 () A% a2 3 AT %

3) & ;RS AT H FAAIE.

4) ;i I N A A EWLEAT A B
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5.2.2.1. fLH)Z

&5 2 1 E A AR ORI L RIS 2 v S, AFEEIAIER
I AR A B s ()38 45 BATR] o A% 28 o o s 347 i 2 RO g % Ak 3, DL R s
PR AT HH A A ARSI 1) 58 BE ORGP, SR SCINIX — B bw o A& %= 2 it 4
pIIBE X RS e infEapriN:

SSH % ik 2 R 55 v, A4 24T B A #e, S IS R G0 2 B RE A% IR
ML= . BN P IR R

1) HEEH

2) E NHINE L

3) e R RR N

4) eI BN

5) T MG A SR

TEBHA A, g5 o A — AN ME— R EVLE AR R P imR B E SR S0
AR 2 T i DA B AR AN AN 78 IR 55 ol 50, 55 i ) L3 B0 25 7 g
RVt RN, B A4, OpenSSH il id 45252 I 55 dii (1) =ML Bk I
WEIXAN )RR FH P NS, JF HRT I ML O R e 5, #8E skt
o EZJEIHIERT, 2% P hines FH OORAE I RRA KA 7 iRk 55 i 1) EHLZEEH, DA
PRE P v By S 7 AT 1 AR 25 i B AE « SRR R FNUE R A T &4, F P
WA AT 34 2 TN B 25 P i 8 AR AT BRI RRAR

Y

Bk 5 0] Be AL AT IE R B B 25 e SSH AR5 iy » PR A A b 22 G AN 11
T ER) Al 55 i A1 0 5 L BRI 55 i 2 (B A4 Xl o S T BI7 IR IR AR R ST
A, VHAEESE — OB EVLE A ICECRT, 6 AR R4 o i 3 53 DASGIE SSH iR
55 Ui FR) LS8 e B A

SSH # & B LT BT DU AR SR 2 (1) A B A B St b U 2 - AE B W 1
AR AR T — N TS A M — DN ER S, AN RGSLRIF GG
THEOBT VB AL, DUORYP I AE I B RIE BV E A -

R E S HM B R — 28 EFPEERT SSH 2D %R
ZJa, B RAEN—ERAS Y, A —BRAEM AL %l . B
Wi % REE 1 i PE A (B AN 3 23, X — (5 B AE IR H G BR B — B 1o A H
5.2.2.2. i

— BAE R E I — A 2 R PR AL I R G AR IS RS i R0 2
Ui e B SCREI AN R R AIE 7%, Bl anfdi Fl — MR AS 2544, BB AN — 1%
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o SRJG % 7 w2 A FH i SRR e o — b 0732 ) R 25 i 3R AT DA IE

SSH ik 55 i A1 P o o] ARG B A8 F AN R SE Y e 77 =X 1k & 07 & BoA i
(I FE o M55 i T DL oRE B T 22 Y, & m] DASCHRFIIRES N85 7 vk % P i
A AT FH P 328 100 i 438 S IR 7V I
5.2.2.3. iHIE

£ SSH fEHZ5E R — R INIWIEZ J5, KB g 2 BER (£
HEMEEZMRZME S AR, XEE5 T — A= BT R
XT SSH SR, AFEFIEEAE —MILREP 2 eE R RIE BRI T2
Eﬁiﬁ (S SUiB ] ﬁfifﬂﬂjﬁ’]%lﬁﬁzmﬁﬂﬁﬁ X11 251

VA 2 P i i A2 I 55 i R AT LA 8 () — L_LHEL_%EI’JW@%

%EZLEE%*A@%?O é%)ﬂuﬂﬁfﬁﬂﬁé/\%ﬁﬂ’\]Lk_Hﬂ“, 2 Ui AT TR SRR 8 TE 2
—RERIE T 2. IR LT B IR SS Im PRAFAEE K ﬁﬁ?#%tféﬂﬁiﬂ‘ﬂ”ﬂ’ﬁt“ it
—K, AFERYPZIEASAHTTW, IFHS—MEERSIEES R G, RAE
(10388 AN 2> Hh T 32 () SSH 2.

T TE AT LSRR _IUW»ki_ﬁu—ﬂlﬁﬁ%f?ﬁ’ﬂﬁiﬁﬁ%%ﬂ%q&i&%
PLIZ A7 30, R 2% P I B8 IE 2 009 B, BdE 4 S s @i K1k .

% P v AR 35 B 1 2 W e SR B T ) AREALE , R T2 B 1 SR ) R 95 2R A DA
JoFH PRI 17 2o IXFE ] PATEAS D6 B B W) B A T it ) 1 40 T 5 D de
FHAS [R] 28 28 1) 228 A e SR AR K R 12 o

5.2.3. BtE OpenSSH
5.2.3.1. FCEH

BLE XA AN AER RV, — R5H T2 P im A2 7 (5 a0 ssh.scp A sftp),
HH— BRIV T MRS (sshd SFHERE) .

REVEHE R SSH L B A5 B AR fEfE etc/ssh/ HE T, FERNFERK 5-11 RGTuH
(BC B SO . R FH P ) SSH IE B (5 BRAF(E~Lssh/ B~ (i H sAERFE H -
I H D, VERFRM 5-12 K5 - fc B0 rFs

T 5-11 R4 RIECE S
XA iR

fi4 7 Diffie-Hellman 255978 # 55 2144
Jetc/ssh/moduli i) Diffie-Hellman 41, Diffie-Hellman %25%H

AEHO TR A AR R A R .
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KYLIN
OB

BRI AR R I 55 AR E R LEIVI0 R GUE BT

XA

i35

FAE A SSH UL IR AIF BUg s e i
g, — LR REERAE, ZEET
T AT AT BN — T TR g . XA 2E{E B
JER SRR AL T LINIE .

letc/ssh/ssh_config

BRI SSH % F i B S0 i, Wi
~/.ssh/config 777E HITE, 12 SCF B HC B R B
~/.ssh/config 78 5 .

letc/ssh/sshd_config

sshd 573 BEAE I HC & A

letc/ssh/ssh_host_ecdsa_key

sshd <y 3" HEFE T {3 H ¥ ECDSA #A#] .

letc/ssh/ssh_host_ecdsa_key.pub

sshd =74 it R Fr {8 FH ) ECDSA A%

letc/ssh/ssh_host_ed25518 key

SSH S IAS 1 F) sshd 533t K B 4 FH
RSA FA4H.

letc/ssh/ssh_host_ed25518 key.pu
b

SSH S IAS 1 F) sshd Sy 33t K B4 FH
RSA %,

letc/ssh/ssh_host_rsa_key

SSH MIUA 2 1) sshd 5y 47 EFE T A 114
RSA FAH.

letc/ssh/ssh_host_rsa_key.pub

SSH YA 2 Fr) sshd <37 3R Fr 3 B 1)
RSA 5.

Jetc/pam.d/sshd sshd ~FH BEFE R PAM BC B A
letc/sysconfig/sshd sshd A 55 HC & S A
R 5-12 KrEH P K E X
XA iR

~/.ssh/authorized_keys

PR GS S DR B — DR A IR . %) i i%
AR 55w, Al 55 i AR B DR AF A 12U I e
R4 A PIRINIE S b o

~/.ssh/id_ecdsa

05 HI 7 i) ECDSA AL 4.

~/.ssh/id_ecdsa.pub

FH P () ECDSA A%H.

~/.ssh/id_rsa

SSH #rU A 2 1) ssh AT fdE ¥ RSA FA%H

~/.ssh/id_rsa.pub

SSH #r A 2 1) ssh BT fdE ¥ RSA A4H.

% 80 W / #3027




FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

XA iR
~/.ssh/identity SSH B RRAS 1 /) ssh AiTf F i RSA A8 .
~/.ssh/identity.pub SSH WA 1 1 ssh Bl B i) RSA A%
A28 P U A7) SSH IR 55w I EALEEH . 1004
~/.ssh/known_hosts YT AAPR SSH %25 P i 1EAE 2 452 IR0 1) SSH R 55 b
AR EEN .

SRECE % SSH FLE LA FH I & M1a 2 E S, 15 % ssh_config(s)
F sshd_config(5) T T i .
5.2.3.2. JE ) OpenSSH R 555

1B Wb 70242 5% openssh-server 2 J5 7 &1z 1T OpenSSH MR 55 ¥

TAE YR 2159 R 3 sshd P37 3ERE, 115 LA root I 7 7E shell fiv 24782/ T
HIANLL T ar 4

~]# systemctl start sshd.service

B YT 21 S 1EIZAT sshd s Pt FE, 15 LA root P 17E shell A7 21T H#ER
FRHINLL R4

~]# systemctl stop sshd.service

IR EARAE R GER BN 3R 3793, 15 A root FI T AE shell dr 474
ZGE AN

~]# systemctl enable sshd.service
In -s "/usr/lib/systemd/system/sshd.service'
'letc/systemd/system/multiuser.

target.wants/sshd.service'

5.2.3.3. {#i/f] SSH HEfTm i i

NT ik SSH HIERIEMEH, MiZESIEE AN ZErEE DI B/, HF
HI S T BEAE — D ih ] SSH ORISR Y, (HAZ2 A2 Ja{E /] Telnet
BRI T . T EAEH MRS L4 telnet. rsh. rlogin AT vsftpd.
5.2.3.4. M HE T HIHIIAIE

NTHEH— SR RS s, nTLUER SSH % 4AXT, AR5 5 & T
HEAPIE, FEEEF RS IE . SLXAE, TELE vi 803 nano S5 3CA iR #R 14T
FFletc/sshisshd_config Bt B S0 F, FK PasswordAuthentication 5SS NN R A

e

N
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PasswordAuthentication no

WERIEAR AL — D H BRI 351 R G0 R b AT 3, 1A A 0 B OO R

1 3 B PubkeyAuthentication no ¥ETi . fn SRR i AR B, AN Ad R 4 )
G AN, BRI S YGEZ AT e — N R TSN S Rl .

N TR sshy scp B sftp N— & P um bl a2 I 55, 1%

DA SDIRA B — MEBCE N . 1R, X LB XA F 40 S AR

HRIAT RELREE v B R 55 A 4R A AR 58 VA0 BRIAE FH A 2 1) SSH S RSA 2 4 .

B

WAL root 5 1 5E R T PR, B4 R root HI 7 RERE AT X Le B .

HVE:

IR EREEEPI RS, AR 2RI E R, W& ~lssh B3, &
HA G, BHEHEENERER. X—IdBERELRS WA P #UT, a5
root /7.

5.2.35. A RE R
A SSH PR SUIRAS 2 (1) RSA B85, 1% DL AL IR HRAE
1) £ shell fg 2ATHER T NI LL N i 2 2E i RSA B8 %

~]$ ssh-keygen -t rsa
Generating public/private rsa key pair.
Enter file in which to save the key (/home/USER/.ssh/id_rsa):

2) ZIRIZEREEA T O I S H BRI AR, Bl~/.ssh/id_rsa.

3) AL, I HAERREIANI &R ANZE 2. T 2R,
T AN LAY ARG S AR T R [ 1) 25 A

4) BOINEOLT, ¥~LsshiH xR E N rwx------BF DL\ Bk il Frik &
NI 700 IXA2N TR A X R P USER RE AR LN . aik
AWE, FTRME T LR A R BEAT A -
~]$ Is -Id ~/.ssh
drwx------ . 2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) MAHLLFRRB S, HAPEH ] —GaEiE L.
ssh-copy-id user@hostname

IR AP AR ZIRNIE, 1% &2 B H I —IKIE U~ sshlid*.pub 24,
AR, SR DR AR SR 4
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ssh-copy-id -i ~/.ssh/id_rsa.pub user@hostname

Z i 4 2 ¥ ~Lsshfid_rsapub B N 2 & il B & A8 E B0 HL A0
~/.ssh/authorized_keys 4. 4% authorized_keys XA CATEE T, i k<
IBINENZ SRR

B R SSH BRI 2 /) ECDSA Z5A%F, 4% UL 3 ek
1) 7 shell ap 2ATHER T T4 LA T f 242 8 ECDSA 5%

~]$ ssh-keygen -t ecdsa
Generating public/private ecdsa key pair.
Enter file in which to save the key (/home/USER/.ssh/id_ecdsa):

2) R R UCHT O BRI 42, RI~/.ssh/id_ecdsa.

3) HIA—ANOL, HHAEFRENPBRHE XA Z IS R T Z4E N,
Vit AN LA FH AN AR 8 S 1 ) T P R[] 7R 36 R

4) ERINEOLR, F~lssh/ B FRIBPR BN rwx------83 Lkl AR R
NI 7000 XA TR RAX R A USER REE B/ H N . Rk
AWEE, FTRME R DUR dr 2 kAT i A
~]$ Is -Id ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) fHU TGS, KBAHEH R — Gkl L.
ssh-copy-id user@hostname
IR AP AR LRI, 1% dr &2 Bl HIL — BB~/ ssh/id*.pub A 4]
AR, AT LR E A SO 44
ssh-copy-id -i ~/.ssh/id_ecdsa.pub user@hostname
Z i & 2 F% ~lsshlid_ecdsa.pub 17 N & & il B & A E B AL A 0
~/.ssh/authorized_keys SCErh. iR authorized _keys S CATEAE T, 8K
B INEHZ SRR -
HE U
AN N, AAEESEAN, X— s HEER.
5.2.3.6. OpenSSH % J7 i
e iiacde openssh-clients flf5, A BEMZ P omblas iE4: 8] — OpenSSH
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M HRTRT BRI o R S5 AR AE R AVI0 RBE I 0L TFM
s5im (GHES W 4.2.4 22850 1 fan ] 76 AR IS v Ik 55 25 43/ E R G
LR
5.2.3.7. M ssh TA

ssh T HA] LS8 53| — G mfEyles b, e _LATar 4 . & &% rlogin.
rsh A1 telnet 27 (1) — P22 & k.

Al telnet a2 AHAL, AEH LAT &8 5% 8] — Gam e plas b

ssh hostname
fihn, BESEF|—4 4N penguin.example.com AL ML, A LAZE shell 4y
BATHRIRTT N AL R i 2
~]$ ssh penguin.example.com
27 2K 2 DL IEAE AR ] O A B2 B0 D P 42 8 o an SR8 FE 2 — AN
WP 4, AT a2
ssh username@hostname
fi4n, LLUSER &% penguin.example.com, i&HiALL R4
~]$ ssh USER@penguin.example.com
S —IRWIIRIERERS, KB 2T AEMHURIE S -

The authenticity of host 'penguin.example.com’ can't be established.
ECDSA key fingerprint is 256
da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff.

Are you sure you want to continue connecting (yes/no)?
FE R B T AE ) 1) U2 AT, FH P NOZ AR 2 A FR Bl 5 1B R . P AT BA)
7] (e 55 B () 657 B O3 AR5 R 2 IERA IR o X B PA— P2 1 e LE i1
BEAT o an T AT DA R 5% s 6 E AL BB, AT DU AR ssh-keygen &K
KR el
~]# ssh-keygen -I -f /etc/ssh/ssh_host_ecdsa_key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84.ff (ECDSA)
BN yes H 2 BHIIANIERE . R SF R M RIS Im Cayai g 2
R ENFIR PR E S, DL DA
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Warning: Permanently added 'penguin.example.com' (ECDSA) to the list
of

known hosts.

USER@ penguin.example.com's password:

B

NS SSH M55 i NV AR 7, 2% vk 2 8 0 FH P& e A Re gk 42,
B4 A IR 45 3 1) 32 WL 25 5 M~/ ssh/known_hosts S . SRT, 76 HE4T
TEZ I, HBCR SSH RSl RAEH 01, Wik IR 55 wn ik A YR Bt .

LM ~/.sshiknown_hosts ST H R — A% 48H, mT R a0 g 4
~]# ssh-keygen -R penguin.example.com

EMANE G, g N AL shell A7 S4T5R T R .

AL, ssh AP AT LLASRAEIZAE ML BT — 2% @S, AN &3 2 shell
T AT HERFT T

ssh [username@]hostname command

fltn, fetc/kylin-release Xt H RBIERGIRARGELR . ZEF

penguin.example.com iZ IR ZE, FiA:

~]$ ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:
KYLIN Linux Advanced Server V10release V10Update2 (Potassium)

RN IERMNEL 2 )G, B BoRafEENERERERAE R, REE
W35 [ 2 A< H ) shell i AT HRFF T .

5.2.3.8. fifH scp TR

scp 1] LU SRAE BNz [l s — AN e N g e fim sk . et b, &
A rep JEHAHAL

BRI — NSRRI RE R G, AU R4

scp localfile username@hostname:remotefile

il 4n SR 4G AR taglist.vim &4 31 44 24 penguin.example.com [fzEF2 4L |,
R LAFE shell fiy AT 1R 7-4F M oA LL R 654
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~]$ scp taglist.vim
— RAT LU € 2 A SCF . B4 B .vim/plugin/ H 5 F 19 A 25 215z #2 32 6L
penguin.example.com [IAHIE H &, BT LU LL R r 4
~]$ scp .vim/plugin/* USER@penguin.example.com:.vim/plugin/
TR — NI S MBI A R g b, AT DU BA
scp username@hostname:remotefile localfile
filtn, FHEFEFNL BT ELvimre BEE S, TR

~]$ scp USER@penguin.example.com:.vimrc .vimrc

5.2.3.9. fiif sftp T H

sftp TEADUHRITH — e, AW FTP 2. it b, B2
T ftp, AFEZAAET sftp M T — AR ER.

BEENEERS T, LM IR a4

sftp username@hostname

4, EAEH USER & 5534 N penguin.example.com iz fE FHL E,
CIRYEE PN

~]$ sftp USER@penguin.example.com
USER@penguin.example.com's password:
Connected to penguin.example.com.

sftp>
LIS N IER SN2 5, BBSE R —A sftp M S ATHR T, sftp T
AT UME R — R B ftp KL 4 (S ILEM 5-13),
T 5-13 HHH sftp frd>

Lile it:p%)
I —m A B KA R . IR R AT H 5%
AFK, B 2T A H %

Is [directory]

cd directory TR T EE XA e HR T,
mkdir directory B — N H 3%
rmdir path FHIBR— AN FE H 3%
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S 2%
put localfile [remotefile] | KA SO A& A B AR AL L.
get remotefile [localfile] | Kz AL BRI ST T 2B A L L.
BRI H dr 2 1) e 853K, ES % sftp(L)H -~ F Wi .
5.2.4. ARE—AE4EH Shell
— AR AT S A AL 2 SSH %‘%ﬁﬁﬁ?‘ifﬁﬁ‘]ﬁﬁﬁ”ﬁ BT EIE T
AL SSHIEIEREAT X11 KGRI K. B, @il TCP/IP ¥k, A4t
UWmTﬁémD %TH%%@T%%%HL@io
5.2.4.1. X11#%
FHE LT SSH EBATIF X11 2%, nUME A LR a4

ssh -Y username@hostname

4, EAEH USER &5t 34 N4 penguin.example.com iz fE FHL E,
CIRYEEPN

~]$ ssh -Y USER@penguin.example.com

USER@penguin.example.com's password:

M4 shell G SATHRRAT N8 T 4> X REFI, SSH %0/ i MR 55 i =
B — N 2 AliE, X P B 1 X A 8 W b R 1K 3% P AL A b

R, ERAE XIL R AT, BAHEZRE RS 230 X & 1 &%t Ll root
PP i N CAT i 7T BL22 2 X1 A 702

~]J# dnf group install "X Window System"

R RTRMAUTHREZEE, ES 042 EEEME.
X1 ¥R AREA M. Hln, X118 UKoy CITENB B 1 TRAIR —
LML HA S BIXFE, el ssh S BIARS5um, SRS

~]$ system-config-printer &

CHTEP R E ] TR Bor oKk, ibafE 7 ar DR A2 AL 22 4 Hh e B
FTER,
5.2.4.2. MO R

SSH 7] LI ik sty 15 7% 22 4 N[ HoAh AN 22 4= (1) TCP/IP s 7R FHIX —+
ABF, SSH RS SN T SSH % F i () — AN N 4

i 11 2 I P AR TR THL o 2 P i PR — A A i 11 B 5 8] R 45 o (1) — AN Iz A%
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i 1 _E o SSH AT PAM IR 55 i K A T 11 RS 2802 7 i (AR 3 1 b o X —BORTF:
AN £ 15 HAHILAC .
HEY
VB i L R MW 1024 LU B3 1, 752 root 20 U7 R BCRR
LANE—MEWT localhost b [IEFE) TCP/IP S I ¥, A G8IE, AT LMEA LT

T fir 2
ssh -L local-port:remote-hostname:remote-port username@hostname

B, EfdEH POP3 L —M % & Bk A 44 4 mail.example.com Ak 55 2%
FERAE, TR PR 4

~]$ ssh -L 1100:mail.example.com:110 mail.example.com

— ELEC P i L2 R A2 i 55 485 0 (10 vy 11 R B T 4 R 28 ), it mT DAASE
—> POP3 Hilif4: % F i ££ localhost FA% A 1100 i IR As 2 HTHBAE 1o ARTER
P R 40 R AE 1100 B 15 3K, #0422 4 -5 7] mail.example.com I 2545 -

R mail.example.com ¥ A 1217 SSH AR %50, (HAER—MZ&HRA— &1L
FRIZAT 1 SSH Me55ui, A4 SSH AR T AR SRAERE AT LAl . 2498, {6
FH i & 2208 A A [«

~]$ ssh -L 1100:mail.example.com:110 other.example.com

FEIX ol T, I P LA 1100 S 1% Y () POP3 iR, Kilid 22 i
1 _F ) SSH & B 55 % 31 SSH AR 4% 3 other.example.com. #& J& , other.example.com
%2 3] mail.example.com _F 1 110 ity TSRS 2L HTHB AR o 33 &, R0 H IX —HOR KT,
WA % P Fl other.example.com IR 253t 22 18] P14 32 2 22 42 () o

g 11 3 A AT DA K 3ok D 2% 977 <K ik 22 A R EU(S U8 o SR B K B G A 7o
YRIRAT A Amvtesi 11 (R 22 3% ) f9 SSH B i, (82 P28 1% e s 5
], ABAAEEAE P & ML A1 Ak P 2 5 1 ST B AR R AT RERY, R e
A2 1) (38 A5 8 — 2R B L L Y SSH 343k 47 e [ B Ay

L

DAIXFop 7 A FH o 1 R ARG AT 7 K, 1 VP& P i R 48 BIAT
o] P R e I B S IR S5 Lo G SR i RGN, Bilid IR FE RS Ui
7] % R I IR 55 o

RO ORI RGBS P, AT LAFE AR 45 il fete/ssh/sshd_config ST (1)
AllowTCPForwarding &I & & No, F£H )5 sshd k45, SREEF b %% & ThEE
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5.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) & —/MEIEAL ST E R4,
A LR R ) L e T AL

TigerVNC K FH Ik 55 dii- 7 m 28 K. IR S om AL = e 5 it (vneserver), %%
Fu (vneviewer) JEHZF % b .
HEH:

A b DA BRI R = IR 55 2 R AE R G, ARV LA = R 55 2R A E &R 48 V10
H1 ) TigerVNC i H systemd HR & & Hsp 9 b AT & . & SO
letc/sysconfig/vneserver #% & i, 1 letc/systemd/system/vncserver@.service.

5.3.1. VNC iR%5%

vneserver T E H K G 3)—4 VNC (Virtual Network Computing) 5[ . E¥F
13 3E 24 B3R TTE 4T Xvne, 3F7E VNC SRR Es— N E DS . vneserver
ARV P — G lds EIFATHUEAT 2 DML 20, 2 51Xt n] DL AT 22k
=12 i ME A B VT ]
5.3.1.1. %% VNC k% v

22205 TigerVNC AR S5 5, 1% LA root F AT LL R a4

~]# dnf install tigervnc-server

5.3.1.2. L VNC fR% i
VNC k%5l A BCE T — e (X PR P AR T R
g b @ —MNErR, TRIREFE NS R E. Magthb Mg 0, R ZeRE
ERIRSHL.
(1) 48 H P E i vneserver@.service 3 1F F] Jetc/systemd/system H 5% (LA
smbuser H J7 4l)

~]# cp /usr/lib/systemd/system/vncserver@.service

[etc/systemd/system/vncserver-smbuser@.service

(2) 1524 service U <USER> 5 i i 5 b 1) FH /-

~]# vim /etc/systemd/system/vncserver-smbuser@.service

# The vncserver service unit file
#
# Quick HowTo:
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# 1. Copy this file to /etc/systemd/system/vncserver@.service

# 2. Replace <USER> with the actual user name and edit vncserver

# parameters appropriately

# 3. Run “systemctl daemon-reload’

# 4. Run “systemctl enable vncserver@:<display>.service’

#

# DO NOT RUN THIS SERVICE if your local area network is

# untrusted! For a secure way of using VNC, you should

# limit connections to the local host and then tunnel from

# the machine you want to view VNC on (host A) to the machine

# whose VNC output you want to view (host B)

#

# [user@hostA ~]$ ssh -v -C -L 590N:localhost:590M hostB

#

# this will open a connection on port 590N of your hostA to hostB's port 590M
# (in fact, it ssh-connects to hostB and then connects to localhost (on hostB).
# See the ssh man page for details on port forwarding)

#

# You can then point a VNC client on hostA at vncdisplay N of localhost and with
# the help of ssh, you end up seeing what hostB makes available on port 590M
#

# Use "-nolisten tcp” to prevent X connections to your VNC server via TCP.

#

# Use "-localhost™ to prevent remote VNC clients connecting except when

# doing so through a secure tunnel.  See the "-via" option in the

# “man vncviewer' manual page.

[Unit]
Description=Remote desktop service (VNC)
After=syslog.target network.target

[Service]
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Type=forking
WorkingDirectory=/home/smbuser
User=smbuser

Group=smbuser

PIDFile=/home/smbuser/.vnc/%H%i.pid

ExecStartPre=/bin/sh -c '/usr/bin/vncserver -kill %i > /dev/null 2>&1 || '
ExecStart=/usr/bin/vncserver -autokill %i

ExecStop=/usr/bin/vncserver -kill %i

Restart=on-success
RestartSec=15

[Install]
WantedBy=multi-user.target
(3) 47 systemctl daemon-reload
5.3.1.3. J33) VNC k% i

LREEIHLE E 3N VNC kS, HEMATHIEE BoRd 5. 7£53.1.2
FCE VNC r5im TRl < N8—H P EE VNC B d il A ric & S fE
B, ST EI%I K8 systemd AR5 B . 3 — NG 201
BN S RIPAT LT i

~ ]# systemctl start vncserver-USER_1@:display_number.service

BT LR SERF /N B E8. 25, MEEREN, vncserver &
ZHAMBE T . LA root P HATUL T a4

~ ]# systemctl enable vncserver-USER_1@:display_number.service

X, HoAt R 2R DU — A VNC BB LR, LU E T B 5
HARIER S VNC IjSS . B Cewdetly 1 — PMRIBAET, HaBRiZE
TR — AN o XA ST B AR HLES b I AE s B S92 A AH R Y

PR AT AN AR R B VNC RS i

XTHACAE B HKR VYNC k% 4 vneserver-USER_1@.service Al
vneserver-USER_2@.service, %I LU AR Bondi 5. Blan, LR dfes
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fif USER_1 1 VNC 45 umfE & ondn's 3 L3, 1 USER_2 1 VNC R 55 it
fEngm's 5 FE3h:

~ # systemctl start vncserver-USER_1@:3.service
~ # systemctl start vncserver-USER_2@:5.service

5.3.1.4. &1l VNC £1if
AT 5 H vneserver FIFFHLE G380, B AT LIS HZ RS N E & 8-

~ ]# systemctl disable vncserver-USER_1@:display_number.service

o, HER RGBT, 0T LLLL root F P $AT BA T i &2k 45 15 VNC
55«

~ ]# systemctl stop vncserver-USER_1@:display_number.service

5.3.2. FXE—ACHEENEE

BINE LT, —ANCEFH P A — AW X RS it . f£EnR%mS 0
s . F R PUE A TigerVNC AR 453 ) xOvneserver K35 2 A Al 1K) S 18 .

SEf: FEE—A X ZH

Ef FH xOvneserver FL = —AN B PRI, 1L LU T P ERRAE:

1) Lk root A HATLA F a4

~ J# dnf install tigervnc-server
2) NHPE VNC #fid:

~]$ vncpasswd
Password:

Verify:
3) LLEESH P H AT BT
~]$ x0vncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

M5 K B AR E T A vri%EsE 5900 i 1, WLAE e A S ILZE st il LIS B 3
BoRgn'T 0 b, IEFECERH SRR 1152 W, 5.3.3.2 y VNC FLE i K

5.3.3. VNC &E#

vneviewer & —/N >k 7R BUE F - S s A2 45 1) vneserver FIFR)T

N T HAE vneviewer, H—MUEVFZ K HNIRH SRR, @i IX L% H AL
PATIHE OB A B, B AR SRS MIRIE. ik, EhaTil
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T 2 Sk A vneviewer . 7E T 44T T\ vneviewer -h B LLFI H vneviewer )
5.3.3.1. %4 VNC AE &
234k TigerVNC [ 7 i vneviewer, 1 A root B P HUAT LA R Air 4

~ ]# dnf install tigervnc

B S| VNC RS i

—HRECE LT VNC M5, Emha] UMEAT VNC £ F #5153 2R 5 v
I
5.3.3.2. 4 VNC [t & 5 -k it

A AR D242, firewalld 7 Rg 2 PHIEZERE . 4 T ik firewalld fo ¥ VNC
B e, ST LAIFE I TCP Budiiig 1. M H-via I, HdEim
L SSH # 7 E M, 1 SSH [ I 7E firewalld H BRI\ TR T -
E BT

VNC fikc 55 i i BR A i 12 5900, 245 21178 A5 5L 1 4 U 1] (o 115, W] DA
F BRGS0 B P A Be i Bondm s . Bilan, XS AN EoRBE: 2 + 5900 =
5902

T EoRgms 0 2] 3, wLAE BRI firewalld Xt VNC IR 55 B9S2 RER#EAE,
HAR I DL R AR 1 service i TR AT 1) VER, M TRT 3 KBRS,
SFOT N [ 1935 H2 AR Y H (A5 < Hr R R VSR I

5.3.3.3. f#ifH SSH &3] VNC JIk 55 i

VNC & — MR R B SCARMZEML,  FEIBAE H5AA A SR 22 2 B R SR
AR o O T HEAE e 4r, AT DU AE  -via 328 TR 0 25 46 A R 55 it - 2
PR . X2 E VNC IR S5 i Al P o 2 (8] 18— SSH B&iE

I VNC IR 45 B~ 1 i 14 422 1) i 2 =X

vncviewer -via user@host:display_number
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BANE RFEH

6.1. Web JR%28

Web fil 5523 REE N P SRt —Fh L T web HIMIZEARSS, 8 LM TR E
LS FH P T e N2 45 B o ETHm AL, B AT DA Y 5 22 () 5 Fh ok 1.
N web JIR 55 2548 F 2 SCARAE S (HTTP), BT PAFR web k45454 HTTP
&

6.1.1. Apache HTTP fR%2%

R ] REL IR 5 2 AR 45 A AR R A R ] B web AR 45 %% /& Apache HTTP il
%75 (httpd), httpd FIRRAN 2.4, ‘BEJ&H Apache B{HFE 4 S H K B —Fh A
web 5545 .
6.1.1.1. HEAH

httpd Al 552 il

WEEITRIEFE T SysV WITHIHIA, RGE I RZ A apachectl Al
systemctl Ay 2R B FARSS, MASZ{H ] service 74 7. N4 T &F httpd ARk
55 B4

AN
iaey

service httpd graceful

PR T

apachectl graceful

£ httpd 1) systemd TG SCAF AR UG AL BIAS , G 40 R B AN [R1 B4 -
> HEFINEARS R, ERIAE A Z graceful 5 5
> YiFIEIRSSE, BROAE I E graceful 57 1k 7 2

AN
iaey

service httpd configtest

PRk T

apachectl configtest

AR ftmp

N T HRERG 7 A, systemd FIT AT httpd S74@ERE I, BT A B /tmp
SRV, MRS mp 25,

B B A7 )

METRGH, AT BSOS E SO AT IE T fete/httpd/conf.modules.d/
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H%N. Jv httpd $&ARM— LS 0] hngk B A () i & SO A7 Tk, e php.
letc/httpd/conf/httpd.conf SC fF # 1) & Z B B T Include #t 2 A K # &
fetc/httpd/conf.modules.d/ H 5% K ) include U/ . Xt &R LE httpd.conf f) 3=
IR, SEEALPE conf.modules.d A HBIC B 3. 7E/etc/httpd/conf.d HE?H:
K3, #EH IncludeOptional 57510, 7£ httpd.conf SCAF )8R = in LA A
BIJE i, XU fF47E httpd.conf T4k JE AL B .

1 httpd B A L3R A i) — L LB e B

> [etc/httpd/conf.d/autoindex.conf --- it & mod_autoindex H 2 5l

> [etc/httpd/conf.d/userdir.conf --- B E B U5 W A P H %, i 40 -
http://example.com/~username/ ; N | 4 W, MAZZER X MERNTI I

> [etc/httpd/conf.d/welcome.conf --- 7EfS FIF HARCASE, 24 http://localhost/
BAHWNAEREOTS, Bk S E R T XA T

ERINACE

BRAIMEOLR, $EALR httpd.conf SCAF R /ML E . VP25 ILECE D, -
PLRTERIAFC & o ) Timeout Bt KeepAlive #ASF4 B E 1 Migmid ik Btk
BART o &5 T TC B 48 7 T g ) 15 B 7 P 0 A TR

A HEA IR

WERTFENIA B httpd 2.2 FLE I 2 httpd 2.4, WIFEER KERT & A5
AH) httpd BB EE TR EB . B2 H KT HESH) Apache IR, ESFE
http://httpd.apache.org/docs/2.4/upgrading.html .

Aib FRABEARY

FEERIAT RN = 20 IR 55 38 R A RGN R AR A, ANE R 2 B (MPM)
AL T ANER httpd k| SCAE. G JE T RREAR A AT DL “prefork AR
Jusr/sbin/httpd; FE T 2R FEAE AL 0] DL “worker” fXZ/usr/sbin/httpd.worker

FEARAT BT v B I 5 2 B R girh, JUEH] 781 httpd. 3 > MPM 1E
AN EIE A B worker, profork (default) A1 event, 475 hn#—4
MPM ey, A DL i 4 48 /etc/httpd/conf.modules.d/00-mpm.conf Ft & 14,
FHIR MPM ABEELET VR AT 251, i mT DASEE MPM BEER R IR 1

AR B

FH ST 20 mod_ldap SEEUE) LDAP S IREAIIAL. HHT I 6
mod_session #2L#H mod_session F1 helper. Hi#7#7> £ mod_proxy html #2fit
i mod_proxy_html #1 mod_xml2enc. X £645 {460 #8 0] DL AT i 450 rh k45

TR R Gl Rl
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AN F3A% F Ivar/cache/mod_proxy/ H 3, B A2 [ =& /var/cache/httpd/ H 3%
] proxy A ssl FH>% .

httpd 2% {46 BT FE (L FT 6 N 25 © 28 MIvariwww 3E#% 2| 1 usr/share/httpd/ .

> lusr/share/httpd/icons/ --- A& T —HH T BRI MEr. FIAMRALE
Ivariwwwl/icons/ H 3¢ F, BIZEIE# E] T Jusr/share/httpd/icons H % K. EERINIE N
T, http://localhost/icons/#&= 45 %[, 7E/etc/httpd/conf.d/autoindex.conf SCFH, T
DATC B b o7 AT ] FH 42

> lusr/share/httpd/manual/ - /var/www/manual/ H % & & i # 3] 71
lusr/share/httpd/manual/ H 3% . XA~ H x5 7R H T httpd-manual B4R A%
5 T httpd 9 HTML JRFF . a2 2238 17 XA 569, I hittp://lo calhost/manual
17 % . {E/etc/httpd/conf.d/manual.conf SC4H, AT DARC & Tt 047 & A a]
P

> lusr/share/httpd/error/ --- [fvarlwwwlerror/ H s © & i % 3 T
lust/share/httpd/error/ H 5. fEERAECE Y, CMMFR 7 HE X ZEES HTTP &4
s B AC E . 7F Jusr/share/doc/httpd-VERSION/httpd-multilang-errordoc.conf
SO, BRI E SRR

ISR, BRI Al 42 )

F T4 By il . FACH UG RS Hl L E 48 2 O R E TR MSE. £
A B ScAEd ) Order, Deny A1 Allow 54 Ri3&E H T8 i Require 1575
H X Apache X M W ¥ Z W M fEFE B, FH A F
http://httpd.apache.org/docs/2.4/howto/auth.html .

suexec

NTRERGW 24, O 2% suexec 3k 7, BUMAZ K& S0
RGN, RFHE™EPINIRIRE . 461X —M4, suexec A F A
Ivar/log/httpd/suexec.log H XM 1 #H%, HEESERIEZ] T syslogs BRIAEHL
T, i BAEvar/log/secure H &S

B O

FH T httpd 2038 7R D e 3, R, 2T httpd 2.2 FEE RIS 3 7S
httpd 2.4 2R . IXFE, BT EARYE httpd 2.4 BB 1E L, W HRLERTERAR
ML EREY, &5, FHEK. HX httpd2.4 AP A WIE4HE SR, ES
&

http://httpd.apache.org/docs/2.4/developer/new_api_2_4.html .

T MU M @B R apxs AT AT SCAF 248 M Jusr/sbin/apxs 1L % 2] T
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lusr/bin/ap.
DaillER RN
FEAR TR RS = R 55 St E R Girh, CABMIBRIY httpd BEERBIR 40T
mod_auth_mysql, mod_auth_pgsql
7t mod_authn_dbd ', httpd 2.4 #2417 501 SQL 4 ZEAENL -
mod_perl
7t httpd 2.4 1, AFIEASCEF mod_perl 1.
mod_authz_ldap
£ httpd 2.4 156 mod_ldap ', i mod_authz_ldap #24t 7% LDAP )¢
Fo
6.1.1.2. HEHME
NY §EH Apache HTTP Server version 2.2 it & 30, T B 52 LA R B3R
1 BT BHRATE TR 1, Bk, FEEFHINTAEILTRE S IE
B B0 AR [ AARERE MR, 5 2 £ 111 i 5 LoadModule
TR
2. FETR BB =TT BT, FEERRIECA]. XIEEERE R LS
O B AR AU
3. WG ] mod_userdir fHe, IFE UserDir f57nWirdy, FFE4EMLH &
AFR GEH Y public_htmD.
4. WIREAE T Apache HTTP 4RSS asiil, WA KEH Z2ERYE
(SSL) ML EE(FE, H2FE 6.1.1.8 5 H mod_ssl k.
AT BLU R A4, A A B SO T BE H AR iR

~]# apachectl configtest
Syntax OK

ARk Apache HTTP IR #s AL E M 2.2 lRAFZK 2.4 fRA, 1ESE
http://httpd.apache.org/docs/2.4/upgrading.html .
6.1.1.3. i&1T httpd k%
AR MRS, {521EFE B Apache HTTP, DL {67 Apache HTTP
[ HDIRAS o O 1 REAEH httpd 55, NS BA R ar & BN & 5 & %245 T httpd.

~]J# dnf install httpd

T, LEARI R S RS AR R G, 05 H AR S N W] i H R SR
ZHEZ(ER, ES/ 5.1 @ systemd FE RGNS .

JR Bk 55
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BRI AR R I 55 AR E R LEIVI0 R GUE BT

H root P H#ATLA N4, Ja 30 httpd Ak %5 -

~]# systemctl start httpd.service

PAT LU dn 4, AT MBS AE R G051 I, H31/R3) httpd Ak 55 -

~]# systemctl enable httpd.service

Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service to

lusr/lib/systemd/system/httpd.service.

T
R DL 2 4 45 2 7 B 5 Apache HTTP RS #%, NIRE RSB35,
SPUR TR N SSL FAAH N SR (1) 350

&1 IR %%
H root I P AT L w4, 151k httpd k%5

~]J# systemctl stop httpd.service

PATLA T A, AT LB httpd iS5 BEERIE RS H S -

~]J# systemctl disable httpd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/httpd.service.

H A RS
HLLF 3 M5k, ATUAE S httpd AR5
i root P AT L R dn 4, e R IRSS
~]# systemctl restart httpd.service
XH, HREEIXANIZTER httpd k%, AEHERE. @, f£L
B bR — N Eha . (. PHP) B, SHX A4
i root H AT BA R A, AT LB R N 2 A & -
~]# systemctl reload httpd.service

KR 2 FEESATE [ httpd ARS5 25 OB INAECE FOBC B S AT IEAE AR B Y
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FETHESR A 2T, 2 PO Y8 -t 2 B0 B (3 R s T 5B
9 T LT ARAL FLTG SRR 24 AT ROUR, TBLEY root TR T LA

T

~]# apachectl graceful

KR FEOATE N httpd A 55 25 B INBE MECE SO, 2T L e A B 1
FEARTE SRR 270 Y TH BB B 4R SR A0 2

FEARVAT LI R B S5 2 BRAE R gt rh, AR E B A GRSWEZER, F
2% 5.1 systemd & R4 /RS -

LATIR &R N
fE shell $27-75 F, PATUL R, ARG EIETHE 1) httpd A 55 PR

~]# systemctl is-active httpd.service

active

6.1.1.4. ZmiEMC & 1k
BREIL T, 24830 httpd B, 2xHEK 6 -1 httpd JIR S5 BE B SO 51 H i)
httpd [z 55 fic & S .

FH& 6 -1 httpd RS B S

B & R
Jetc/httpd/conf/httpd.conf FERE S
[etc/httpd/conf.d/ A9 FE 32 B SO R R B A
(R LE B 5%

B, BUARERGE & T RZHAG A, 2RI, PGS Loy T E B
o B R A L E . TR N T E BB AR R, e B UG 2
J& web g5t . A8 T AN S httpd IRFHIEZAE S, 1§23 F 6.1.1.3 1217 http
ik 55 H
GRS
CINDNSE 1D b R W 0 S R e s B Efaf 2 g
~]# apachectl configtest
Syntax OK
AR R PR T R 925 A R I L SV R BB SR IR
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6.1.1.5. fsf LR

TR AL S5 RN, httpd ik 55 4% K AT I A K E RIS L= 4
(DSOs), MR ZEEAT AAEIZAT T shaS N4 e 4. 7 AL IUSE = 2155
BEAERG, XEBHY A7 I /usr/lib64/httpd/modules/ B 3% T .

pIlIERTEER

N T InEFEE ) DSO Bk, FHEHMF LoadModule $5/R%. V& PSS
Bt SR AL B, 38 %, 7E/etc/httpd/conf.d/ H 3¢ R A E E CHILE .
. ARk
LoadModule ssl_module modules/mod_ssl.so
eRE, T HJE web IR ARINEAL . AU E S httpd IkR95HIEZ
55, WESFE 6.1.1.3 117 http MRS H 11

HRARSS .

R

T R ELAN T DSO FEE, I 75 222244 httpd-devel FAFAL . AT LA R g 4,
5t AT DL SE 82 2
~]J# dnf install httpd-devel
XA B S W EBESLFTFE R include ST, header SCAFANZw 3 A4 i T
H Apache eXtenSion(apxs) M FH R

— B 5 HFURRY, hA] H BAT A SRR AR T

~]# apxs -i -a -c module_name.c

B R, B AT DUR gk Apache HTTP AR 4528 Hoe BB il 7 ok In e .
6.1.1.6. WE BTN

AT LM# A Apache HTTP 4548 I BB ENURRME, SR AR IP, &
ML AR 15 B IAS [F] (9 2845 IR S5

N7 W E BT OE N & B R B E N, BN
Jusr/share/doc/httpd-VERSION/httpd-vhosts.conf it & 14 51| /etc/httpd/conf.d/ H %
I B Hifs @ @Port@ @ A1@@ServerRoot@@ 5 A2 A« MR 45 7 2 R i AL T,
R B S
e R ENLE B LA

<VirtualHost *:80>

ServerAdmin webmaster@penguin.example.com
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DocumentRoot "/www/docs/penguin.example.com™

ServerName penguin.example.com

ServerAlias www.penguin.example.com

ErrorLog "/var/log/httpd/dummy-host.example.com-error_log"

CustomLog "/var/log/httpd/dummy-host.example.com-access_log" common
</VirtualHost>

7 ServerName L2024 %41 DNS % . <VirtualHost>%5 28 [ 7] H 2 X PR
U, "L ERSB/HRZEIERDIMACE . A& &M User A1 Group 7
AR T, B P)/2 SuexecUserGroup.
e

U SREC B R L AL U v A R BROA R, R B R AR R, Bk
1 letc/nttpd/conf/httpd.conf H ) 4x JRjFE 7 T Listen.

NT BOEHECE P ERL L, TEE web IR5E. A RWAE T httpd i
SHHEZER, #E3F 6.1.1.3 11T http MRS 1)

HF RS

6.1.1.7. g SSL x%#%

CRBEHTE (SSL) 2 — PR MR 5545 A% 7t 1HEAT 2 A 40738 vy s
. L5224 (TLS) W& SSL (9 R RIS RRAS, RSB f B AL AN %
P ) 22 N 5E B . Apache HTTP R 4528 F11 mod_ssl AL i 45 A, A 1
OpenSSL T B AL, Retig At nt SSL/TLS B, i@ % FR'E N SSL RS 25
R L o IR 55 2 A RS SCREEE T TLS S2ELAY Mozilla NSS. mod_nss 15
Pt 7 % Mozilla NSS 132 5.

MG HTTP &8z, (BR8] e i NS e LS AE e . Frild HTTPS
HURAE HTTP 3G N 17 X% SSLITLS [ HF, & Be TR 3 & 5 N 25 A 27 T FIAZ 24
AREEFEANLE Apache HTTP RS #5BCE I, 4] o F UL ISBEE i) — e JE R Ty
%, A8 S WA AR SR B ZSAE P A R

NEIRUE 5 A 22 4

HHTEM T 240w RGBT HAR T, 5555 1 W iz FAH [F] )
RO SR . SR, AEAILBEERFRINE R ARG, H 2 MEHILAE
AN RERE R AR AT IEER, AR A HmR S HEE R
BEF S DL AL B R AR s AL R Gt 1 5 1 B FE 0 I FA A BH R A

N T HET SSL SEEL A AT IE I, SSL R S5 # 0 U EASE FH H IR P AU R HLA (CAD
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AW U RS A RS AR SR NE (B RS FNA; A
%y AL E S, TS AHEHNZE CA MAH. XANZEAnT LU R4 iiE
TR R4 Tk, I AR DM 7 B e

0 AR HE T web BEEENLHT1 SSLIERER , 246 7 web RS ER SR AL AR
N FAE A # TS CA MU, B IE i ) ML FE _FoR I ML AT
Be, web M55 2 R4 L@, @ H 7 RSB R 1 RS S

NN R ji%’ﬁwd"F%ﬁﬁﬁﬁﬂﬁﬁ—éﬂ%ﬂir{zﬁﬁﬁE‘J’a\%ﬁ%lﬁ%o ER
N, WERARSAE, Sn UEFE—NEER CAUET, XFE, mARP
BRIV REIERE T, B, SUREIRERERRE R, X, JENAEZ—

AME . BT CLZEIE AR, (H02, S EfRdta T DREiEiEs,

b, SRAJEFERATRAEFPIE CA. MHXMEZER, IHSEREN 622 BHN
WA R oE T I CA

Rt 6-2 AEN ST EETTHE CA

web J % 2% B o'
Mozilla Firefox Mozilla root CA %13
Opera Opera 1] F FIFRIE 15
Internet Explorer Microsoft Windows #] FH frIARIE 15
Chromium Chromium project 7] FH AR IE 15

FEEEST SSL MRS 280, T EA R —METTERM A%, R, KIZIED
TER, AF S UE A SO AT BREB MU . — B CA BGIE T & HIEF5 15 KA
SOE], e KIE AT AR S5 28— A FH A AIE B . S35k, TR
BIE—NEZLHET, EAMER CARNETESL, Fik, XUGERH T LA
RKABEMZA
6.1.1.8. J&i F mod_ssl fEHR

WAL T mod_ssl #Edk, @ —> SSL B HTTPS k4545 ih, WA RE
FAN—AS R H B (W1: mod_nss) A% AH R #3443 2 ERIN HTTPS
Uit [

N7 48 mod_ssl AH AT OpenSSL T H AL, 37— SSL RS #%, M7 %
‘2% mod_ssl A1 openssl #4410, | root 34T DL T iy & il T DL S8 Al 20 2 -

~]J# dnf install mod_ssl openssl

I, £x60% mod_ssl HIBC & 3% /etc/httpd/conf.d/ssl.conf, ERINEHL T, BEE
7E Apache HTTP R4 #8 0 ERCE SO . N 7 msisis, FEE S httpd k5
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HSBE 6.1.1.3 1817 http MR SS 0 5 AR SS -
L
1E4n POODLE: SSLv3 vulnerability (CVE-2014-3566) 41 Fifiii& ], Kylin A

a7 5 ssl, EIUANAE AT TLSvA.1 BF TLSv1.2. fd ] TLSv1.1 7] LIl ) 5 3k
K. BARVFZ M MZ O FMEH SSLv2 5% SSLv3 il 1, FHERIAE H T e,
B2, DAL RANIE GRS HEFREAE e

7t mod_ssl Hj5 A AIZEH SSL F1 TLS

YA AR FHAE SE BRAS (9 SSL AT TLS WM, BE /T LAZE Bc B S fh b, st 78
“ ## SSL Global Context” #7r#s /MR SSLProtocol 87Tk 4 )5 5 /45 H
SSL, WA PAEREAN“VirtualHost”f“# SSL Protocol support” A B fi 2 45 BRI\ Tk
S R RN Ve, WS MRERMINRE. AT
ZE A RCA, BB G BER] A AE SSL Global Context” #7) K45 &
SSLProtocol, H ] AYERE/ MK I T=NLES 48 8 e, EREW LS all.

6.1.1.9. i FIAF7EH B PIAHIE T
AT LAH O B HANE R ACE SSL kS5 4%, TR EIENm. Ha, a2
FRIE TSR] LAY
1. IEfEE 1P B4
UEF AT MR 1) IP AR A T A i . Rk, REH A2 — KA TN, iF
Ft =R
2. IELEFE N VeriSign Ak T ES IR 55 28
VeriSign J&— AN I IE BAUEHII, B2 E R AR, 1P HihE A4
WURUEFS o — BEESC T 3A= ih, IE Bt T8
Tove LR R E R A, B8 TR B E B AE RIE T A R EZHKE R, ESF 6.1.1.9
A O HANE TS
SR B H A BB ANIE TS, TZL53 5L R AH 5SS 2l fete/pkiltls/private/
A1 letclpkiftls/icerts/ H 3 T o 7] LAPAT DL i 2 523 :

~]# mv key _file.key /etc/pki/tls/private/hostname.key

~]# mv certificate.crt /etc/pki/tls/certs/hostname.crt

SRJ5, {Eletc/httpd/conf.d/ssl.conf Bt & SCAFH, AR 4T

SSL CertificateFile /etc/pki/tls/certs/hostname.crt
SSL CertificateKeyFile /etc/pki/tls/private/hostname.key

NI E S EAR, ESFE 6.1.1.3 1817 http KRS I E & RS .
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Biltn: fEHKE Kylin 224 web IR55 a5 B0 PIAES, W F s

~]# mv /etc/httpd/conf/httpsd.key /etc/pki/tls/private/kylinos.example.com.key

~J# mv /etc/httpd/conf/httpsd.crt /etc/pki/tls/certs/kylinos.example.com.crt

6.1.1.10. A& AOHT 25 BHANIE
AT HERFZBHARET, FERGH NI T crypto-utils 4. H root
F P AT LR A 20 DLSE 2 3

~J# dnf install crypto-utils

XA AR AL T — A BN SSL IFE A T A & genkey N FHARR,
B RETE BhIRATTAE L%

HEUL

WA —AHHE & bl OB WA RGET, I R H R — AN A FBF5 .
IXHFE, AT DA R AP s 0 DO AR R 1, Ui I T AT N T B
SFF SR HAET, 7B root H 7 H R 5144 B 4X genkey i :

~]# openssl req -x509 -new -set serial number -key hostname.key -out

hostname.crt

HolE
FERGET, WRAE IR BN S PRI, MRAT genkey I FE
Fra R, BEi, wiE i root I $RAT AN v, MHER L 501

~]# rm /etc/pki/tls/private/hostname.key

i root FH 44T genkey MR FEFI, FREONHOERE—NEERFNA (.
kylinos.example.com), 1 fff7R:

~]# genkey kylinos.example.com

6.1.1.11. 2y HTTP 1 HTTPS B & [y -k 1%

BOAEOLS, B LB = R 55 2 E R G A E ﬁﬁ HTTP A1 HTTPS ).
ERGEE K1 web kS a5, FIH firewalld ARSS, @5 kB, shnlblE
F HTTP Al HTTPS T .

HH root F P #UATUA N an4, LS A HTTP:

~]# firewall-cmd --add-service http

SUcCcCess

i root P HATLA R4, AT LUE A HTTPS:
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~]# firewall-cmd --add-service https

SUCCESS

FERARAERG, XEBEERARNT . AT HXEEEORAERN, RFEE
PAT L &8, fn_k--permanent JE .

K HTTP A1 HTTPS ™48 37 il 14 7]

H root P HAT UL T am4, AT DUk A it By K 3 fo VF o7 in) i IS LS e B

~]# firewall-cmd --list-all

XN\ R, BB KRR 7, (B2, HTTP fl HTTPS 24t
VR I By KB U 1] 1

— H R VFIEE B K EE AT LAYs i) HTTP A1 HTTPS 1, ABA#AT ka4,
&% services T FEHUW TN ER:

services: dhcpv6-client http https ssh

6.2. HFMREH

6.2.1. OpenLDAP

LDAP (& H U R0 & —4F i, RV m7EM 4 FgEF 17
i 15 B o BT X.500 H st hnife, (A2 /0 1) 5 4 FE A B IS5 AL 2, b,
LDAP #HR1E X.500 xSl =2k 1) — M LAR AR .

4 X.500 —#¥, LDAP R H H skl 2R 53 J2 77 7o 1X 88 H s n] DL &5 P E 2
a7, Hihk, AEESH, R DUEELT MEE B IRS (NIS:KRAEA,
PRAT AT NAEATATHL RS 38 LDAP SCF A 25 30 mT LA Il A AT TR 7

LDAP il TP A A, AP SRIEs K5 E. CHaEEN
—AN LS H 3, SV YT AR RS R thAh, eRTRASI A
FEIH AR LDAP RS2, Mgt —ANREn i) & RE B NAEGEE . AW, &
setp i W N A T 1A HLENA, FlnksE . BURFE TR AN A F .

6.2.1.1. LDAP /4

i FH client-server f& R 454y, LDAP B — Nl W4 n] vy il 1 05 5 B
Ko % P B EOX AN B ok B S B, RS E S muEH A RS A BN
MIRLER, ARG WIRA TR S INELE BN L. N T B R0 G /& 224 (1), Transport
Layer Security (TLS) % b5 B34t FH KBy 1k 38 ik AR AL fan >k Bt .

LDAP IR %5 2% 3 e 2 MR IE 248, EH A0 UIREAF TR, HHE L2 1L
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o BINCSH 2 PR, GERAT LDAP IR45 #5185 M N A FE
HiR%Z, FHHAZEMREE LA,
6.2.1.2. LDAP ARiE

N A AEA T A LD AP-specific AiG -

entry

LDAP HgM s —4 . B— entry J#id BBl 1 73 5 4 K € L (DND

attribute

5 RS ELHEAN entry SCER I 40, R 40— ANHZRZRIR A —> LDAP 1] entry,
MHZH LG attributes BFGEHbAE, (& ENLS5ESE. KUK, PARRN—D
entry, G N HE SIS HRAE HbE

—~ attribute P DL — N R—{E, BiE S —HLFRMESIR. BARFLE
PRI A (B AR L FH A . LB attributes 42543 ] objectClass K& X, IF
"H .7 etc/openldap/slapd.d/cn=config/cn=schema/ H % T ] schema A th g $£.51

1% attribute )75 B A1 [E 4 FK N Relative Distinguished Name (RDN), A [A]
F DN, RDN StF— entry i &M —T 1,

LDIF

LDAP ¥4 52 #ut% R (LDIF), /& LDAP entry [ 2l e AR I 7 1, t0 N Fios:

[id] dn: distinguished_name
attribute type: attribute value...

attribute type: attribute value...

id JEIE — N E X, RS entry. & —> entry AT LB 24
attribute_type # attribute_value 21, A EAFEMM B HE X T . 1E entry
wE, BE—TEAT,
6.2.1.3. OpenLDAP 1%

OpenLDAP F2 it 1 1R 2 B Z i etk

> CFF LDAPV3——7t LDAP hRA 2 41, bl 2 it & ok

fRUE LDAP B4, HeEddt, B4EZHF Simple Authentication and
Security Layer (SASL), Transport Layer Security (TLS)#1 Secure Sockets
Layer (SSL) Z5#piY
> LDAP fff] IPC——{# F inter-process communication (IPC), 5% T %4
P 3 o ¥ o ik DX % 3R AT R 1 R R 2K
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BRI AR R I 55 AR E R LEIVI0 R GUE BT

A\

IPV6 [#) 37— OpenLDAP SZ4¥ IPv6 /2% Firil

LDIFv1 [ 37 #——OpenLDAP 3 #F LDIF il A 1

WHER C 0 —X4u0H C #O6s 7R P RIESAE A LDAP H
SRS A (T

Jnes 7 ASL ) LDAP IR a8 —— G046 T BB T RIU5 s R, LR,
WU TR,

6.2.1.4. OpenLDAP JIK 55 #4223
7E Kylin 25 %% LDAP R4 %55 U

1)
2)
3)
4)
5)

%% OpenLDAP A, 2. 6.2.2 4¢3 OpenLDAP 21,
Bl 'E 2 I 6.2.3 Bt & OpenLDAP %525 .

Ja 3 slapd 4, 2 W, 6.2.5 4T OpenLDAP AR5 .

i Idapadd ZhAENIN entries 45 LDAP H 3%,

{# i LDAPsearch ZhEERA{F slapd IR 55 O 4 IEHIRGE R

6.2.2. %% OpenLDAP A
OpenLDAP [ p& £ A1 T H i DL B g fit .

FH#& 6-3 OpenLDAP B5)FE
a ik

openldap ZAE 1217 OpenLDAP il 554 A1 25 F i I FH Pfr 75 2 1) R

openldap-clients %
openldap-servers %

0

& T A LA M A& TR LDAP iR 55 8% i & AT FE P

% 71217 LDAP IR%5 2RSS UK ERE 7, BE T
Fh ¥ LDAP Daemon, slapd

(X!
(X!

compat-openldap %t 415 | OpenLDAP F#)5Hfe 75 e bR 4
Ak, DU LI H AT LDAP IR 252848 H -

R 6-4 HHMIN LDAP B%|F

= R
nss-pam-ldapd ZAAE nsled, —/NAHIE LDAP ZFRRS:, FvFHHh
T A AT i)
mod_ldap Z % mod_authnz_Idap #1 mod_LDAP #ik, H

mod_authnz_Idap #&ti& A Apache HTTP Server ff] LDAP I

UEREE , ZAHEEEN X LDAP H SRS I6EH P AiES, JF A

Refgsmib v n Pl B T H A4, B2 DN, HXR, —4
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f£ &= attribute, BUFE 2 — AN EENLIEF/HFE XA

mod_LDAP A& 78 [/ — AN, $Rfk— AT E I =

WAT cache, N TR EEN HTTP Gk, SZHF SSL/TLS.
i dnf Z22E DT £

dnf install package...
flhn, 223 LDAP % %%
~]# dnf install openldap openldap-clients openldap-servers

EREEULIIA S PAUR, £/ root H P trE&RGETH4d. mE
R 2 23 A RE R, ESH4.24 CHERIMEE,
6.2.2.1. OpenLDAP i 55 233 Fe e

N T PATE TS, XL openldap-servers £, 2235 7 LU 204470 slapd il 55 -

FH& 6-5 OpenLDAP 453 TEFIF

LS iR
slapacl RVFIER U A & R F1R
slapadd TR entries A LDIF X143 LDAP H %
slapauth RS A VIEFRAUR 1D 513&
slapcat AVFEM LDAP HxH L LDIF #% :URAF entries
slapdn ARV A DN 413
slapindex RV U A A E B gmHE slapd B3 . 4EEM8EE

PEHIESH, RVFZANt
slappasswd RV EEIE—A I I P %8S, 4 Idapmodify 2044, =3

#& FAE slapd fic & SC A4
slapschema FOVFE R T A B ) A Ak 7 5 2 T A S S
slaptest VAT LDAP RS S5l &

6.2.2.2. OpenLDAP {5 /7 i F2F
openldap-clients 2225600 5 LAF A4, DhReEFE74E LDAP H N, Bk
I entries:

& 6-6 OpenLDAP & i T EF|FR
s E1:5%)
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Idapadd RVFIEL LADP B3N entries, 7] LML — AN SCPFE &
PRUERIN, 1% 22 ldapmodify —a ) — M d%
Idapcompare RVFIEE /N5 2K attribute A1 LDAP H 3% entry #E17 LAk

ladpdelete RV —A> LDAP H 3% entry
Idapexop FVFEfE ] LDAP 7 #4F

Idapmodify RVFEAEE LDAP H 3¢t entry, @it SO sbrEd A
ldapmodrdn RYFEESE L LDAP entry /] RDN 18

Idappasswd RYFEAEE LDAP ] 2 251
Idapsearch RVFEAZ A LDAP entry
Idapurl VIR A 857 i LADP URLS

Idapwhoami FVFIEALE LDAP JIR55 b AT IR A
% 1 Idapsearch #&-4t, Heam & @ UIUE SO 7 Nt Ar g e, mARE
P A AT B . T RLE T man Ay 2 B A U
6.2.2.3. LDAP % j i S I /248
EINEVTE LDAP % 7 b v LG FIE iR 55 4 o H 53¢, (EL 2 ER VAT R It v
PS5 A E R A B A AR H A —M W LR REE DL R S Uy 17 il 55 3
HRIM A, 135 Mozilla, Thunderb ird , Evolution, B¢# Ekiga.

6.2.3. BZE OpenLDAP fiR4-2%
2RINFK), OpenLDAP Bt B {177 letc/openldap H3% . T IR
TR B e A H S

FH 6-7 OpenLDAP LB B FFI3C4:5%

B iR
letc/openldap/Idap.conf i il OpenLDAP & & i 25 F i S FH A Fic B S0
%, %% Idapadd, Idapsearch, Evolution 2545

letc/openldap/slapd.d/  Slapd fIfic & 14

OpenLDAP AS{EAi [ fetc/openldap/slapd.conf Bt & 044, & 48 F — Mg & Bt
[ 1 letc/openldap/slapd.d/ H 3% . BUE 2 G2 T4 1 slapd.conf 30/, &
A DU DL i & 3547 e e«

#slaptest —f /etc/openldap/slapd.conf —F /etc/openldap/slap.d/

slapd Pic & .45 LDIF entries, 7£— M ZHH AL G, FTLAGEAT AN
(1) 2 %8 o
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6.2.3.1. Bl eRiE

LDAP i 555 1) 4= Js it B S 14 PR 47 7E letc/openldap/slapd.d/cn=config.Idif {4
o WHLL TR

olcAllows

olcAllows i 21217 & T e MR Ee e & v DU I, A8 DL R g X

olcAllows: feature
Al R, S ERER 6-8 7] olcAllows £ T01. BRI %2 bind_v2.
F#% 6-8 BTFIH olcAllows 1B IR

I iR
Bind_v2 LDAP #] 452 ] bind 153K
Bind_anon_cred 2 DN 2 75 1 I fige 422 32 B 44 (1) bind
Bind_anon_dn 1 DN A IE B 52 FE 44 bind
Update_anon P2 i AT A

Proxy_authz_anon Pz e A4 A ]

Bl {FH olcAllows 54
olcAllows: bind_v2 update_anon

olcConnMaxPending
olcConnMaxPending iy 4 fo V& Fi i FE 4 2 il B KB RSS2, a2 R

olcConnMaxPending: 100

olcConnMaxPendingAuth

olcConnMaxPendingAuth iy 4 #4672 38R 2 16 e KGR S/, i

olcConnMaxPendingAuth : number

ERIN{HE /& 1000,

. {#F olcConnMaxPendingAuth iy 4

olcConnMaxPendingAuth : 1000
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olcDisallows
olcDisallows 14 Ve e IRLEHF HEATT . &R

olcDisallows: feature...

Al R B R S KM 6-8 1 HIF) olcAllows £ 10

INESRa

tls_authc

## 6-9 TTH olcDisallows &R

IR ik

bind_anon ANV EE 44 bind 53K
bind_simple A RVF#E H) bind 38 iF AL
tls 2_anon AN FRVFI IR EE 44 22 1h U E] STARTTLS i
N O ARG A VF STARTTLS i 4

it {9 olcDisallows fir 4

olcDisallows: bind_anon

olcldleTimeout
olcldleTimeout 4 R FETE E LT —1 idle ]
AT

olcldleTimeout: number

ZIEIEME A AEH (FEZEREN 0

iltn: {4 olcldleTimeout iy 4
olcldleTimeout: 180

olcLogFile

olcLogFile fip 28 — Ml HEF R, W

olcLogFile: file_name

H H5 B BT SR AR A A% 2C
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fi4n: {# 4 olcLogFile iy 4

olcLogFile: /var/log/slapd.log

olcReferral
olcReferral &I OB TE E — MRS 28 10 URL RALFETE R, 21

olcReferral: URL

ERAAE
4. 3 olcReferral 4>

olcReferral: Idap://root.openldap.org

olcWriteTimeout
olcWriteTimeout 3% 10 50 VF 188 8 5 15 5< P — AN R 52 AU 515 SR IE B2 i I e, |
LSRRI 1] o A% T

olcWriteTimeout

RUATHE (BREZEN O

il {4 olcWriteTimeout iy 2>
olcWriteTimeout: 180

6.2.3.2. UK Bd I A

BRIAHI, OpenLDAP filk%:22{fi [ Berkeley DB(BDB)YE A J& i B4 B . %5
P& E T B 171 7 [etc/openldap/slapd.d/cn=config/olcDatabase= {1}bdb.Idif SC 4. LA
T 9l B A

olcReadOnly

olcReadOnly iy 4 Jo Vi A FH R e Ast =0l 08 22, (R

olcReadOnly: boolean

Bl S%. TRUE (HiE#) 3 FALSE (A[fi&ii=), BRil\A FALSE

0. 1§ olcReadOnly 74>
olcReadOnly: TRUE

olcRootDN
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olcRootDN 774 1] LA LDAP Hxfa @i . R
olcRootDN: distinguished_name

It DN. ERIAME N cn= Manager,dn=my-domain,dc=com.

ltn: {%FH olcRootDN #y 4
olcRootDN: cn=root, dn=example, dn=com

olcRootPW
olcROOtPW iy & S VFIE N s B 240, AT -

olcRootPW: password

A DARCBA INE R SCR A R, BB 2R E, /£ shell 2w, &M
i LR A E

~]$ slappaswd

New password:

Re-enter new password:
{SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

B 4n: # F olcRootPW iy 4>
olcRootPW: {SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

olcSuffix
olcSuffix iy & FLVFE TR e tE B as, MHWT:

olcSuffix: domain_name

U FQDN, EBRilJ& dc=my-domain, dc=com

fian: {#4 olcSuffix 4
olcSuffix: dc=example, dc=com

6.2.3.3. ZEH¥ e
1 M OpenLDAP2.3 DLk, /etc/openldap/slapd.d/ H 3% £ & T 2 A ££ BUEE
Jetc/openldap/schema/ H 5% T f{)—1%& LDAP & X . OpenLDAP 1 X £ 7] Ly & J5
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%, ST attribute SEAYRING RBAE T ERE ZEM SCAF . RTRXAN T E 2 1)
55, A LAZ=7 http://www.openldap.org/doc/admin/schema.html .
6.2.3.4. FELLATESL

OpenLDAP % /= i A1 AR 55 7 i 457 F Transport Layer Security (TLS)HEZE K AR
R4, TLS RN IEAE L& il R4 2I0, ER T HUBE = 2 ik
% 24358:4/F 24 OpenLDAP 1% 1] Mozilla NSS 1F 4 TLS #2235 5230

i TLS @i 4R, E4@id Mozilla NSS fH TLS/SSL, ##:
http://www.openldap.org/fag/data/cache/1514.html. Pk, 75 BAE % 7 i AR 55 2%
AT ORECE . 2/, ARG A3 EACE CA IEBAE A S FIRS 2 IE T AR
Bl B s R E A S S CA IR .

AN, RSS2 T e E — A CA R, &/ AR B — N MR
F5as v, DRI RR AR FLBC B OO LI 4R € nTE AR CA.

MRS EEBE

ZE TS T (£ OpenLDAP I35 4 H A TLS, 752X slapd iy & #3474 R
B &, #£letc/openldap/slapd.d/cn=config.ldif Fic & SC L & .

2 WA () TC BB A6 FH SR AR T L SO, 3@ & Jusr/local/fetc/openldapy/slapd.conf,
Hrhi B4 slapd Ji5 s B OR A EC &, ORAF H X /usr/local/etc/openldap/slapd.d/ .

DA 2% Tf5r SSL kUit A 24, BR T TLS mré ok, EHREERS
#eumsly SSL FTHF—A um [, — MR & 636 % [ . g /etc/sysconfig/slapd ST,
IS I0 \daps:/IIZFFH , $5 € SLAPD_URLS 74 URLs.

olcTLSCACertificateFile

olcTLSCACertificateFile #iy 445 %€ 1 Privacy-Enhanced Mail (PEM)%ift )2
PF, WETER CAER. MR

olcTLSCACertificateFile: path

path 9t & CA UEF RSO, B Wi H Mozilla NSS (1%, wI LLZUEF
ZFR

olcTLSCACertificatePath

olcTLSCACertificatePath iy 4 $i /& 76 AN R SCAF AL S Bk CA R A7 B
Ko 1% H kW ZilH OpenSSL ¢_rehash HEATE #E, A2 alidg [n) SEFRE 1 SO 4z,
— /i S, 8 olcTLSCACertificateFile 1F YAt

B 4n Mozilla NSS #%18 F , olcTLSCACertificatePath 4352 Mozilla NSS ¥4 /%2
AT GRAR T EX AT, c_rehash ;2 AT E .
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fFRHWT

olcTLSCACertificatePath: path

f5ltn: ¥ A olcTLSCACertificatePath Mozilla NSS
J@ i Mozilla NSS, olcTLSCACertificatePath $5 7€ H %845, 1% H #4% NSS
UE TR B i SCA:

olcTLSCACertificatePath: sgl:/home/nssdb/sharednssdb

certutil #y4 F K45 NSS ik 22 SC4H 7 CA UIE+H

certutil -d sql:/home/nssdb/sharednssdb -A -n "CA_certificate” -t CT,, -a
-1 certificate.pem

DL R A3m T —4 CA iEfS, LA PEM-formatted #\fR17F, %N
certificate.pem. -d WeIi4E € HdlE B H%, Z HXEE NSS IEHME A,
IR EIE DA, tCT,, EERIEBEEILM, 7E TLS % i MR % 2%
s . -A BINCAFLE PRIE R B UE AR, -a RVEEH ASCIH S AE i
Ny, -i ¥ certificate.pem Hi AL 45 7 2

olcTLSCertificateFile
olcTLSCertificateFile 7y & fi5 & 7% slapd JIik 55 2% E Fo i) S

olcTLSCertificateFile: path

path A% slapd [z 2528 1UE 5 B S04, 248 A Mozilla NSS, BN UEF &4 FK .

filn: @it Mozilla NSS i H olcTLSCertificateFile

2448 H] Mozilla NSS AMIE45 2% H# #icdfs 22 S A A olc TLSCACertificatePath i <,
olcTLSCACertificatePath FHK+45 & UE BRI AR B 5, FIH NSS Hdf o m]
FHIIES

certutil -d sql:/home/nssdb/sharednssdb -L

EPFE—AMET, e aFRIEIE% olcTLSCertificateFile
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olcTLSCertificateFile slapd_cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile iy & 45 & X1, % CAFBESFAH, REHAFIF AL
olcTLSCertificateFile FJUE T /2 ULELT o A HTASCRRINEE FAEH, PR SO 4 20
WA BRI

olcTLSCertificateKeyFile: path

ff ) PEM UEF 2R, path & # AV SO 4% 418 A Mozilla NSS kY,
path & ¥ A— AN SCHERIZFRR, 230 olcTLSCertificateFile #4248 %€ FIAE 1
(K%Y (2% R Hi4d ] olcTLSCertificateKeyFile A1 Mozilla NSS)

fi4n: 1% F olcTLSCertificateKeyFile 1 Mozilla NSS
LM Mozilla NSS I, iZfw 248 E — N WARR, XA
olcTLSCertificateFile fi5 & UL T3 11 key [0S ,

olcTLSCertificateKeyFile: slapd_cert_key

modutil 74 B 8 FIAREE AL 65 R4 B A8 NSS Hodfe e A3 1Y

modutil -dbdir sgl:/home/nssdb/sharednssdb -changepw

2P i E

Bt & S 1F fetc/openldap/Idap.conf 7 RG24 /K, WA RMK A~ 74
~/.Idaprc BC & AT E G E

AHIE I F8 2 A LB 3 — /N SSL i%E#2. 7E OpenLDAP 4 Lt Idapsearch
Idaps://F45 B 2B AR Idap:/l o 3X e iy A4 FH R 25 4 i R SSL % 1 6366

TLS_CACERT

TLS_CACERT i &#8E — M0, A8 % 7 s il B P BiE+S . % D)6e
2 7] T IR 55 25 ) olcTLSCACertificateFile 4y 4. TLS_CACERT M i%fE 3 {4
fetc/openldap/ldap.conf ' TLS_CACERTDIR &I i 445 & .

TLS_CACERT path
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path: CA IE SRR

TLS _CACERTDIR

TLS_CACERTDIR iy & $i5 % AR A A AL 2 gl CA UEFS A7 T80 H 5% B
olcTLSCACertificatePath iy 2251l 1% H 441 H OpenSSL c_rehash #H 1T #,
$%5%2 Mozilla NSS ¥ PESCHF R AR, (EIXPESL T, c_rehash ZANTEZEH.

TLS_CACERTDIR directory

directory: 7 CA UEF1 H xR, M Mozilla NSS i, ik e
Kol PE SRR

TLS_CERT

TLS_CERT #85& 3, A& & il . Zm4 HATEH P ~/1dapre SC4FH
ita €. 1E MozillaNSS ~, Zan &8 E MU MN4 Y, H TLS_CACERTDIR

T THE -

TLS_CERT path

path: 7 P uiilE PSR4, B0 & NSS 20 FEIE 15 1 44 B

TLS_KEY

TLS_KEY 8 & 1 & FABH I S, FAH 2 VLR A7 AE TLS_CERT #85€ HIEF5 .
ZINREFI AR S5 2% olcTLSCertificateFile 2Bl I 1 SCAF—A SR, ATz
PR N OORY, Zak TR e E P B~/ 1dapre ST E .

2§ Mozilla NSS B, TLS_KEY 82—, &R, H¥K
{#9 TLS_CERT #5&EMIEF. THEEM olcTLSCertificateKeyFile 25181, f#&m] LLA#
F modutil iy 2 H 20

TLS KEY a1~

TLS_KEY path

path: 27 SmilE SO E%AE, B & NSS Hdfe e 1 3 i S A AR

6.2.3.5. WHEH
R — N IR, M—A> LDAP iRZ5%% (provider) £—/E%
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M HRTRT BRI o R S5 AR AE R AVI0 RBE I 0L TFM
AN HE B RSS2 5L % 7 S (consumer ) . — > provider 454 H 5% 5 3 %5 consumers,
PRI E B BE 4% consumer & #E 2 B RS 48 m, Kl—A> consumers 7]
DA 24— provider. —~™ consumers 7] LA Z —/~ LDAP k%5 a3, ‘&0 LA
AR — AR S 3 . 7 OpenLDAP, 5 2 Fi & X, 5 WL mirror AT sync.

NI A EFEE &R, FEA provider £ consumers [
letclopenldap/slapd.d/igE 5 LR o — A =

olcMirrorMode

olcMirrorMode 1 F mirror £ {7 5 X

olcMirrorMode on

Hr serverlD 42015 syncrepl —EHE 48 € .
olcSyncrepl
olcSyncrepl {5 4 sync #3155

olcSyncrepl on

6.2.3.6. NNEAR AN 5 it

1650 LU FH shAS I E ke 1855 slapd RS . 7EBCE slapd HIRHE, AL
1% F --enable-modules 3 TR D & A Eea] DLSZ AR . FRERAELE la 45 R
A

module_name.la

J S A7 P B A 2 N0 LDAP 153K o J5 o S ) 2 3R 22 slapd B0 4 Bk
FEMSCRF, ENIRSHEESnE. XT)E%E, LN AmadE

back _backend_name.la

N T INEAE AN J5 v, 7 etc/openldap/slapd.d/idk % -
olcModuleLoad
olcModuleLoad #& 72 8 25 n 4k FI iR b

olcModulelLoad: module
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module: — N R EBIERE G B, B INEL

6.2.4. fEF LDAP R:FI ) SELinux SRRB&

SELinux 72—/ linux A% SEBLE — N s il O [ di bl . BRI,
SELinux <=2HZR N 1517 OpenLDAP Jik%5#8. N T SUVFR A LDAP JiF,
SELinux ¥ allow_ypbind 44 20 #% % A 0] H 09 . K 2N H 7 &
authlogin_nsswitch_use_ldap 2 # FCVF). DL 2BE 4

~]# setsebool -P allow_ypbind=1

~]J# setsebool -P authlogin_nsswitch_use_ldap=1

PRI R IX IR EAE R G E T — EARFEA R

6.2.5. 14T OpenLDAP fik%

ZENHIR TEMES. FiE. EE A AT LDAP RS RS
6.2.5.1. JazhR%

{8 H root ALFR, FF/3 slapd k%%

~]# systemctl start slapd.service

f8H root BLFR, BeEITHLR S slapd 5%

[root@ft4 slapd.d]# systemctl enable slapd.service
Created symlink from /etc/systemd/system/multi-user.target.wants/slapd.service to

lusr/lib/systemd/system/slapd.service.

6.2.5.2. {5 IEHRSS
1R IR %%

~]# systemctl stop slapd.service

BEITHAN A S 55

[root@ft4 slapd.d]# systemctl disable slapd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/slapd.service
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6.2.5.3. HERS
E=)iE

~]# systemctl restart slapd.service

e iEIb kS, S EHERBRRS. FHZmSETNRTLE.
6.2.5.4. B AIEITIRZE
KA slapd AR 55 I21TIRES

~]$ systemctl is-active slapd.service

active

6.2.6. BLE RGfFH OpenLDAP {EAKE

AT HLE RS OpenLDAP {F AT, M 143 67E LDAP k%
AR P IHLE E A %S, BAREESH RN 6.2.2 %3 OpenLDAP Al
6.2.3 it & OpenLDAP %5 %% . 7%/ i b, A& R

~]# dnf install openldap openldap-clients nss-pam-Ildapd

6.2.6.1. IR IHMIEIFE B2 LDAP #% 2\
TR T HARM T2 shell F1 perl A, =] LS BIIEFE IH 3R UE(S B
LDAP #%30. Z2351X8efl, 4T

~]J# dnf install migrationtools

7B e JE ., MR fF B B 3t . Jusr/share/migrationtools/ . 4 %
Jusr/share/migrationtools/migrate_common.ph SCA4, &5 LT 47 P9 28 F Sk it B 24 iy
o7

# Default DNS domain
$DEFAULT_MAIL_DOMAIN = "example.com";
# Default base

$DEFAULT_BASE = "dc=example,dc=com";
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B, MHmSTIRENEZE. Fltn, 1217 migrate_all_online.sh A,
BRI IEE, & dec=example,dc=com

~]# export DEFAULT_BASE="dc=example,dc=com™ \
lusr/share/migrationtools/migrate_all_online.sh

HE [ RS IIARIZATIE RS P Bl i, 25 K% 6-10 # 1 LDAP i
BIHIA o

F# 6-10 ¥ K LDAP T4

EFERIRS  LDAP REIBIT A% F B B A
[etc flat files yes migrate_all_online.sh
[etc flat files no migrate_all_offline.sh
Netinfo yes migrate_all_netinfo_online.sh
Netinfo no migrate_all_netinfo_offline.sh
NIS (YP) yes migrate_all_nis_online.sh
NIS (YP) no migrate_all_nis_offline.sh

EBaffHXEHA, 2% README #l migration-tools.txt S, f7HfE
{usr/share/doc/migrationtools-47/H 3% T .

6.3. SCHRITEIRS2R

XA F A Samba (LR FECE, —> Server Message Block (SMB)
A common Internet file system (CIFS) W I FFIRSEIL, vsftpd, R 7AT BEE = 2% ik
ZBREERGN FTP R4, M4h, BNATEAMHITERS & TELRE
FTEIHL.

6.3.1. Samba

Samba JEb5dE linux JTJ5 windows EFIUH . ‘B SZIL T SMB 1 CIFS #hil.
B RVFAIE 1 RS 45 Microsoft Windows®, Linux, UNIX 45, 1 1] 3T windows
[ SCAF AT EALAE 22 . Samba ) SMB {5 25481 windows il 5545 5 windows & F
Uiy —

samba % %%

~]# dnf install samba
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6.3.1.1. Samba /%4

Samba & —/MREZEHAM, 1EATHEEN Linux IRS#HFEME Active
Directory (AD)¥8i. ‘& A] LAMEA—AMEEH s, B0 25 I 5 .

Samba BT A4 -

Ak 2% H s MFD Linux, Unix 1 windows %5 ) uii R $T ER L

170 B3 DX % 30
Windows 383EAT £ 4 40 1iF 6 5%
P2t Windows Internet Name Service (WINS) 44 Fr IR 25 it e )5 %
Windows NT®-style Primary Domain Controller (PDC)
Backup Domain Controller (BDC) for a Samba-based PDC
4 IRk 55 4 B A
S Windows NT/2000/2003/2008 PDC/Windows Server 2012

Samba ASBERAT 4 :

> {EH BDC &K windows PDC

> NENIRAL IR S A 2
6.3.1.2. Samba LA K AH AR 55

Samba #& 1 =4SSP HERE4L % (smbd, nmbd T winbindd) . =MK% (smb,
nmb H1 winbind) i35 PR B3, A2 IERER RIS DIRE . X LRSS
YERNAFEE init A . CUR A A — Db

smbd

Jik 55 %5 s smbd ¥ 47 #EF£ 45 windows %Fﬁﬁ%&ﬁiiﬁ EEFTENARSS - 53 4h,

BRTTH P S eE, BIERSUE, HURIL=IEE SMB P, BUAR, ARG

5 SMB A&46rs 11y TCP 3 11 139 F11 445, smbd <y 3 #ERE 2 4 smb Al 45 1.

nmbd

nmbd 7§ FEFEXS T NetBIOS 4 BRIk 55 (3 5K (SMB/CIFS in Windows-based
systems) HEATBRfEANM N . XL RS EFEE Windows 95/98/ME, Windows NT,
Windows 2000, Windows XP, 1 LanManager % )™ ifit . BRI\ AR SS 28 W% NMB 145
Ui 42 UDP ¥ 1 137

winbindd

winbind Ak 55 i P 1 7RI ALAE SO IE 47 4£ Windows NT, 2000, 2003,
Windows Server 2008, or Windows Server 2012 JZ4% &% b AU ) f . X {75
windows P FI4LME B AL UNIX “F&iR %], X248 Microsoft RPC calls,
Pluggable Authentication Modules (PAM)Ai1 the Name Service Switch (NSS) S22

vV V V V V V VYV V¥V

#® 122 T/ #3027



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

X 0 YF Windows NT 35A1 Active Directory F /7 #% 2445 UNIX F P EAT#4E. &
SR Samba FEAT T HHSE, {H2 winbind AR 5521 smb 2 FF AT 32 51 1

4% Samba JL

&I LU A Nautilus Bify 247287 H 1) Samba HL 5.

Iz
HIME, FTEXS Samba HE I TEEEERE, FEMA root H P ES, W
R

mount -t cifs //servername/sharename /mnt/point/ -0

username=username,passwo rd=passw0rd

%24 sharename 4 2 A Hh/mnt/point/ H 3%

6.3.1.3. FiCE Samba k%5 %%

BN IC & ST fetc/samba/smb.conf o vF FH 7 U7 i) EAT T home Hs&AEN
samba L. &R DAL PTE L B A T EHLYE 9 samba JE == FTERHL. %8mT BAZE
ARG HIN—AHT EPFLIE Hodid windows HLE$FT ED < 74

pA =
Bt & Samba {# FH B E 1, 0] LLZ2% http://www.samba.org/samba/GUI/ .
WmAITHCE

Samba 1§ Fl/etc/samba/smb.conf 1E N & 4. BHOX ML E G, B
i J5 Samba A RGeS A4 2K

~]# systemctl restart smb.service

i€ windows T/EZHF1 Samba fil 55 5 Wi F2 &, JwfH/etc/samba/smb.conf
A
workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER

1F linux 24 F6))%E Samba = H 3%, fE/etc/samba/smb.conf 4 A
T
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BRI

Wltn. Samba AR 5% 2% B &

[sharename]

comment = Insert a comment here
path = /nome/share/

valid users = tfox carole

writable = yes

create mask = 0765

% T foEE A P tfox A1 carole JE it Samba %% /i XT Samba IR 55 5%
/home/share/ H 33175 5 #AF

i

Tnas R 2w DA AE 4, RN B 5 i 2 B8 22 4 o B — /M 2 2%
WEIH, mAuE

smbpasswd -a username

6.3.1.4. Ja #1524 Samba
Ja sl

~]# systemctl start smb.service

KM

~]# systemctl stop smb.service

A

~]# systemctl restart smb.service
condrestart (RFE 25/ NEE) EYETIEEBITIE N F 42830 smb. X

RIS A FEARHE A K, S5 RE A s T Mg, A PUR 5.

~]# systemctl try-restart smb.service
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HFrE N letc/samba/smb.conf Bt & X, AR EHTIRSEE, 20T

~]# systemctl reload smb.service

THHLE R 30

~]# systemctl enable smb.service

6.3.1.5. Samba % 4K

Samba 5 # Fh 22 445 5, share-level #1 user-level . share-level 2453 H T,
User-level 7] LI =FhA R SEBLTT 5, 1X 2677 iR 2 i,

User-Level %4

User-level security & Samba BRIAHEZEECE . BIfE security = user %A 7
letc/samba/smb.conf FCE X HIH, ERFESHATH . SRS F R 1% P i
[ P 4 RS, 25 P i e 3R 3L S R B e AN 75 48 2 %15 . Samba tHEE
SRR BRI P A AVE RS G KR o 20 il s F — S 5 UID iR O
WERPIRES

letc/samba/smb.conf ST, security = user 1 & user-level security

[GLOBAL]

security = user

Samba Guest J:=

&2 23, share-level security £ & HI G . 54 B E Samba guest
L=, ARAfF security = share T, 25 DL R D IE:

szf. EeE Samba Guest F:E
1) G ML e, fildn/etc/samba/smbusers, LA 47

nobody = guest

2) 1&if/etc/samba/smb.conf, ASE A valid users
[GLOBAL]
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security = user
map to guest = Bad User

username map = /etc/samba/smbusers

username map: 1 Z¥EFEE
3) f&/ect/samba/smb.conf, ASZAdiFH valid users

[SHARE]

guest ok = yes

TR A HHE user-level security SEI T 2

Domain Security Mode (User-Level Security)

EXM T, Samba k5586 — MLERIK S (domain security 15 4THK
), PSR RS SR E T B I A H) %% . Samba IS5 g EAE YR A, 7R
Bic & /etc/samba/smb.conf.

[GLOBAL]

security = domain
workgroup = MARKETING

Active Directory Security Mode (User-Level Security)

flRunf&H —~ Active Directory 3855, MIAIRAE N — AR 722 AT REI
R 22 4= SR MG PR il 4 - NT-compatible Z&iEHY, Samba AR 2% 2% n] DL
Kerberos i A\ ADS. Samba 7 Active Directory member #3  1] PA$% 5% Kerberos
tickets.

&4 letc/samba/smb.conf
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[GLOBAL]

security = ADS
realm = EXAMPLE.COM

password server = kerberos.example.com

Share-Level %4

LT, IS5 ds NE 2 o IR — AN A WA A - A B S . iS5 4s
W —NEEA LGS A L=, NMROBH P 4. r2MmE4Et, Microsoft
Windows & F ity %% share-level security A 45 #% . 1ZACL &4 Samba #1177, L
BN security = share ZU#ETF2 % user-level security. GRAMEH, 155%
User-Level Z24xH1 ()] 1: B Samba Guest FL=.

6.3.1.6. Samba I £ 3 ¥

W 4% 3 WG A 75 Windows A1 Samba IR 45 %% H Bl 7 Windows Network
Neighborhood 1, 7 Network Neighborhood HL1f, 45 2sH H CRIE kR, THE
b, RS54 AT HH B L AT B AT LA 2

4 26531 W 75 2 NetBIOS @i TCP/IP. NetBIOS-based 4% Ff UDP & i%H

BSR4 NetBIOS Al WINS {24 TCP/IP M4 Frfif ik 5 &3
KT, HERHIIE AU (fetc/hosts) B DNS & 402248 FH 1 .

AN IR 32 0 U R 5 A AT AT I e R A T 30 0 R 55 A USCEE AZ R BT A
PVEFN R, R AR 2 RN 7 R[] m DA B30 B

C RN

FRINHT, —> Windows il 554 PDC {1 y—Mk, 12 1238018 32 3 W IR 55 4% -
Samba il 55 &8 AN NAZAEAE 9 — A 0 AR S5 35 -

EVFZF M, A Windows IR %5#% PDC, [Ktt, Samba fz45# n] LAE
AN A H IR S5 2 . i B Jetc/sambal/smb.conf SCAAE A — > A 1 32 00 U IR 5%
& (BOAMEDYD, RESHREMARERPL (21 6.3.1.3 BL&E Samba k55 4.)

WINS (Windows Internet Name Server)

Samba F1 Windows NT A 4525 7T DABEAE N — WINS JR55 %% . 24 WINS AR %%
Z8H0 NetBIOS — i I, UDP A&4%REWS M i A8 WX 2% vh fo 4 FH A2 R i e .
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B WINS 55255, UDP A% 3% R Be A 411 WAL A B i R B e 1IN,
AR BRUFEE WINS &0 Dige, ANEAEH Samba 1E %R WINS k%5 %
(K24 Samba ANSCHF WINS 477

7E—A~ NT/2000/2003/2008 fii %5 %% 11 Samba & & 3855 7, #E774# A Microsoft
WINS. f£—~ 4 Samba ¥ &idr, #E#E{EH Samba 14 WINS.

NTH & —/ME ] Samba 7E R WINS 4545 4515

Biltn: BB WINS 5528

[global]

wins support = yes

6.3.1.7. Samba Distribution Programs

net

net <protocol> <function> <misc_options> <target_options>

net #4115 FAIZE Windows F1 MS-DOS R4t H21Ml. HH— S Hd8E M
AAF R0, protocol &I AT LA ads, rap B¥ rpc. Active Directory {i# i ads,
Win9x/NT3 1 Fi rap, Windows NT4/2000/2003/2008 1% F rpc. {i 0 protocol i% 3
WAEE, net 2 BB RAIE .

NG TR T ENLA Y wakko BRI HY L

~]$ net -l share -S wakko

Password:

TG F 578 T wakko FALAT A Samba B 7 1) 3%

~]$ net -l user -S wakko

root password:

nmblookup

nmblookup <options> <nethios_name>
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nmblookup 7] LAk NetBIOS £ k4G4 IP iudilk. 150 H A7 Mrh < #%
A B 2A B A ENLE .
N R T2 B NetBIOS 4 #k trek () 1P Hiuhik:

~]$ nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit

pdbedit <options>

pdbedit 11 H & #E SAM 4 22 A7 fift (K ) o BT 1Y )i i 475 324 smbpasswd,
LDAP F1 tdo %4z
N TR, MRS A
~]$ pdbedit -a kristin
new password:
retype new password:
~]$ pdbedit -x joe
~]$ pdbedit -L
andriusb:505: lisa:504: kristin:506:

rpcclient

rpcclient <server> <options>

rpcclient T H o] @ BLay 28 Microsoft RPCs, XM EZ5%1iE Microsoft
RPCs & 2 H 8 FH Y
smbcacls

smbcacls <//server/share> <filename> <options>

smbcacls i H /& 2% Windows ACLs 3CF#1 Samba 3£ = 1) B % 803# 5 Windows
AR 5525 o
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smbclient

smbclient <//server/share> <password> <options>

smbclient 72 UNIX RSl F )& F i, DIReAn ftp 25480,
smbcontrol

smbcontrol -i <options>

smbcontrol <options> <destination> <messagetype> <parameters>

smbcontrol T H k& iX##17H E k1247 smbd, nmbd B¢ winbindd 5737 iHEFE .
smbcontrol —i 22 Bz 1T, ERIHISTEE g #EA
smbpasswd

smbpasswd <options> <username> <password>

smbpasswd 1 H & BN %65 . %00 H Be08 4 2 FH S SO A I PR
HiEH P& E O Samba 1
smbspool

smbspool <job> <user> <title> <copies> <options> <filename>

smbspool 1 H /& Samba —-/> CUPS & MIFTENHEE L. BIR¥ W E N CUPS
FTEIML, smbspool AT LLFISE CUPS 4T ERHL—EfEH .
smbstatus

smbstatus <options>

smbstatus i H T 7 24 Hj Samba EESIRES
smbtar

smbtar <options>

smbtar £ /7473 T Windows L SCHERT B &0 Ak R . BLARFN tar iy
AL, PHEANFEE

testparm
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testparm <options> <filename> <hostname IP_address>

testparm F£ /3£ £ /etc/samba/smb.conf SCAFHIEE, B smb.conf 7
TEBINALE (fetc/samba/smb.conf), WA EREE. faE EHLAA IP Hulkgy
testparm F2£/7 & 7 hosts.allow 1 host.deny SCAF & 5 FC & 1EHf . testparm F2/5 AT LA
27 smb.conf SCAERIIRSS SR FUNAEMNR S o £ BIIHE T LLZS 3= 5 K 1)
MR HIE S . i

~]$ testparm

Load smb config files from /etc/samba/smb.conf

Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[html]"

Loaded services file OK.

Server role: ROLE_STANDALONE

Press enter to see a dump of your service definitions

<enter>

# Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size =50

socket options = TCP_NODELAY SO_RCVBUF=8192
SO_SNDBUF=8192

dns proxy = no

[homes]

comment = Home Directories

read only = no

browseable = no

[printers]
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comment = All Printers
path = /var/spool/samba
printable = yes
browseable = no

[tmp]

comment = Wakko tmp
path = /tmp

guest only = yes

[html]

comment = Wakko www
path = /var/www/html
force user = andriusb
force group = users
read only = no

guest only = yes

whbinfo

whbinfo <options>

wbinfo £ £ 7~ winbindd sFH 3R E B . winbindd FERE LA IZ AT HT .

6.3.1.8. HAth B UK
LAY
lusr/share/doc/samba-<version-number>/
A& A man T
» smb.conf(5)
» samba(7)
» smbd(8)
» nmbd(8)
» winbindd(8)
A A

> http://www.samba.org/
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> https://wiki.samba.org/index.php/User Documentation

> http://samba.org/samba/archives.html

6.3.2. FTP

ZEATE S E FTP W1 L% vsftpd (Linux 524t FTP ARZS2%)

FTP i F 2 7 - Al 25 i AR A 82 kAR i ST A4, A6 TCP 8 0. Ry FTP
fe MR, AA SRR P AT IR . T IXANERE, FTP &
BN AL ARG BRAFFFRIE LT AEVER . oy FTP fEM%% F &
EFHRATH, CEEWHRZXF. Bk, ERN—AEFHEG, FEAEE M
REREE o

XTI T EANRE vsftpd KL 22 EEZEE TLS AE 48
SELinux SKins& FTP %4, FTP [ — AL A 72 sftp, /& OpenSSH
A TR BRI EARSREN S £ OpenSSH it & DL SSH #p3, 152 % 5.20penSSH.

AFETHED, FTP fRE 24 0 N A RIE S TAE. 4 FTP &/ ot —
B FTP MRS 280 IR, & aFT FFun 11 21 7EAR S5 28 i — 3= il 1 o XA oy
I3 FH R A A 2 B RSS2 o BT MR S5 25 i 38125 7 iy FA) 00808 15 oK 72 % T ) 4k
iy AR50 o B R o 1, DA S M B A AR T2 7 o 1 SRl 7 =X
active ¥ passive 1z,

active mode

Active mode »& FTP Wl A& % &4 0 008 A B R a0 29— A
active-mode H(iffEHde FTP X P um#liath, MES#Hma$TH— 20 4 1P
kb, A—ANBEHLCRFAUR ST T CRTF 1024) . IXFER) 2 HER R 25 7 it 88 0
O VT ZATAT B IS 1024 i IEH: . BB A LMK, BT K8
KRG B B LA AL A 3 1) o (R DRI 820 7 i 877 K 4 0 75 58 I\ FE Bl e A%
AR, FrLl passive mode #% %t ok

passive mode

14 active mode —#¥, Passive mode Z#% FTP & i #lda ki) . MRS 4
TSR BE, FTP %/ i 22 W] ‘& 48 1E Passive mode T iJj o) %dE, RSS2 76 RS 28 b
SRR 1P HHEA—ANEEHL . ORI OR T 1024). AR5 % P o 4 3
Zaih IR R 45 35 L R0 RIS S

SR Passive mode fiff S A 25 P i 97 K B U 38 42 i) i, AT DA
IR 5% 28 v 77 K K8 o 48R DAZE — AN AR 2% 2% i aok BIR il 70 3 R R A ity 11 7E FTP
k252 s/ I e R . IX AL T IR SS SR 0 B B K R ) R
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6.3.2.1. vsftpd IR 55 %%
vsftpd BETH AR, Fae flze 4, vsftpd S8R9 B = 2R 55 s B E R b
FTP JIR55 2% . 2R A Refg AbBE R & W IE SN 2

vsftpd JITfsE FH (1) 22 A = AN FE 2071 -

> SRR HREBURT AR 7 5 b R ST 1 330 i A R OAS [R]) FOAT 45 B — A
HFRIBAT TS5 R 7 B/ MUR

> T EARTERUR IAE 25 AT LA A i /MR 3354 T b BE——F H libcap FEAEZ
PERIREME, 752 root REBURL PR AT 25 0] AR AR /NRE R EFE 3T

> REBOFFBATLE chroot F——HZ ] RE, MR AR P AT I 2
FIAR B BN SR IEE I H 3. XA H F A N2 chroot H 3.
i, ERunivalftp/ H R SLZ H %, vsftpd 15 5E valftp/ T root H 5%,
TERI. X2/ R 1Bt

A1 FH IR e 22 A il 2 %) vsftpd el b3 SR AR S, AR

> RBEREIBAT AN 7 e D IR A —— S BE AR RE S BN A B TS B /NP S 2
W RS /M o TR A B B 2 5 7% P i A8 ELANUR AT el FH B AU SR 12 4T .

P 10 75 BRI B E R — AN/ NI A FE AL BE— 3t 1% Apache HTTP Server

—Ff, vsftpd 73 R TR T REFE R AL HAE N (SR . X SR VPR, SCHERER

A g/ N EAT S

> BT M ARRERF HE R SR (1015 SR 2 SRR P 5
seilid socket, AR H R IE BR SR,

> R FTP 2 7 o &2 H A3 2 1E chroot R N ——BRA 12 2 3k
R, EMRAERZEERTAEBABIR, Rt et v im it
EHZ.

Ja s AfE 1k vsftpd

LA root FH 8 %

J53))

A1 HERLIET R

~]# systemctl start vsftpd.service

~]# systemctl stop vsftpd.service

N
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~]# systemctl restart vsftpd.service

ARMER, HEOLABITINE, 4R IiT

~]# systemctl try-restart vsftpd.service

BEITHLE R 3

~]J# systemctl enable vsftpd.service
In -s "/usr/lib/systemd/system/vsftpd.service'

'letc/systemd/system/multi-user.target.wants/vsftpd.service'

FFJa vsftpd 2 #4511

BEHE, —ATHENLS B RIE N Z B FTP 8. XA AR 2 18 . vsftpd
2 7 & ) NE R BT 2R UL, DR B S f R & S

B, BHTA NS & B 1P,

PR, FTP 13511 DNS AR 558 D 200%S B IE#f FIALES o

Y vsftpd W RNANE] P SR, HEFRR 2 % DL AUR ST . N T 4K
vsftpd HERERZ B S, — ANEFRER R 45 systemd service unit (vsftpd@.service) &
B vsftpd ELFEAER

NTAERZRS, — A vsfipd LB SCHEASAS FTP R4 28 SL 2 7
B, PRAFAE fetcivsftpd/ H 5% o 1X S8 0 B SC M 06 U A ML B 44 BRI
letc/vsftpd/vsftpd-site-2.conf), FF H A root 1S AR .

F—ANEE, EAWTISEUAEN T 1Py %%

listen_address=N.N.N.N

N.N.N.N 2y FTP uli i) 1P uhik o fRRanfds )52 1Pv6, I H listen_address6
AN & S A AP e leteivsttpd/ H 5%, 5 vsftpd 3682, TTRAEHDLR

i 2 JA 3]

~]# systemctl start vsftpd@configuration-file-name.service

7ELL B4, 1204 configuration-file-name Jy 75 E (1) L B SCAE 4 FK . 4140
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vsftpd-site-2, JE&E, .conf J54EATEEARINEERT.
N FRAR— M B B 2 vsftpd 2R

~]# systemctl start vsftpd.target

~]# systemctl enable vsftpd.target

In -s "/usr/lib/systemd/system/vsftpd.target'
'letc/systemd/system/multi-user.target.wants/vsftpd.target'

i ] TLS I vsftpd %42

TR FTP [ ARt (B SC& %) . vsftpd #ERERT U] TLS
KX E B AE AT NS . FTP % ) 5 20 FF TLS.

FERD B S vsftpd.conf . ssl_enable y YES #7JF TLS 13 #F.

fidn. FE vsftpd £ TLS

vsftpd.conf it & S+

ssl_enable=YES
ssl_tlsvl=YES
ssl_sslv2=NO
ssl_sslv3=NO

# J7 vsftpd service 4%

~]# systemctl restart vsftpd.service

AT LAEEE vsftpd.conf(5) ) man Tt T i 5 2 A= {5 R

vsftpd [ SELinux %

SELinux HmsE B vsftpd 747 iR (DL A HiAth ftpd Yfrﬁi) € T — ANl s
[, T RVE FTP SPd R vy MR e SCHFE H 3%, 75 B0 Fo 48 A 1o 4 1
FrEs.

4n, N7 BEUSEE 4 L0 E, public_content t FRES DA Z 43 BL 45 FL T 1 ST
FHZ. &urLAM# ] cheon #r 4

~]# chcon -R -t public_content_t /path/to/directory

Ipath/to/directory &8 AE M BOARAE ) H 1%, W EAR g 7 — A B S
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1) H 3, 802058 Bt — AN HF A 0 FR 25 public_content_rw_t. BR b 2 4b,
allow_ftpd_anon_write 1L BN 1, 8 H setsebool & W &

~]# setsebool -P allow_ftpd_anon_write=1

BN AR LA P @Rt FTP 15 1) home H 3%, (5 4RIl BELIE 5 2 IR 45 28 R 1
ARG IR LG R E, ftp_home dir EIL IR E N 1. B0 vsftpd o4 LA
ML AT, AR BB s RS B RIERAT XN RRE R RE,
ftpd_is_daemon L2 E N 1.

6.3.3. ITEIRE

ITEN B E T HRDRATEINLEC R, 4E973T EDHLAC B S0P, STENHRIA H 3L
ITEN AT ENHLE PR

Z L RREETEA Unix BRI RS (CUPS). WIEARTH 1) R G072 26 i AR
WU = IR 55 S RAE R GL BOR, fEAIE CUPS, FETHJUE AR & TRAFIT EIHL

=
HCho

JEBATERHLEC & T A
M AAT I8 shFT EDHLAC & T 5, %\ system-config-printer, FJEIHLACE T 5
a8, BHEEFE->MERTF->ITEHRE, TR E TREsnTE.

$TEDIZHE -- localhost n
BR$HEE(s) fTEDHL(P) EH(V) FEI(H)

Cc
TERRS A B, AR HBIREHERSNEERIS—
TR
BHRS EiE

RiER

& 6-1 {TEIRE

6.4. fER chrony E4-AE NTP

T 47k, PREFREHRRIRT R AR EEN, XAERZHRE,. Flan, 7EmWL
b, AR H ER T ERB N BT . 1E linux R4, NTP B B et
FRIEAT7E P 2 (Al s B

FH P 23 (8] ) s 3P HERE BB Fris AT AR WAL S [0 ) R Ge i Bl . KRG Bhaee i £
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S B B OR FF I RIERG . B H A Time Stamp Counter (TSC). TSC & —1
CPU 728 RS R B e ARSI, 0 F, B

A WA A%, ntpd AT chrony, K E ntpd A1 chrony 4. ATk
A1 chrony A4 1) 48 F 1K) S FH R 7 K SE 8T RGN B0 R G, A RS AL G K A 284K, o

6.4.1. chrony Z4-/H
Chrony IZATEH P 2 7 R M 21T T, RGWREH ML,

SACTAR Z 1 [ @E R ntpd KX R G ]

6.4.1.1. ntpd A1 chronyd /% 5+
LB ZE R R TEHIFEAL R 2 5H% . chronyd G LE ntpd i 5

Ut o

> AL R TR R BE % ] & R 15 i) B chronyd 8888 TAE IR Y. ntpd 75 %
ARSI [A) I E A Re B8 ARG .

> chronyd BE % 7E WX 25 3 3 (1 B A i 4

chronyd 38 & R LA [E] 235 B e B8 R A0 5 4 14D N (DR 52

> chronyd REH%7E I B I T8 58 SR A0 A IR TG I B, 49 4, T o AR 3% 8 11
FEFARAK, 1T ntpd W] A 75 ELARAC I TA] 4" g P & BT 2K

> EEFOARES, ERG N5 eI 4, chronyd MA K ERE, AT A
FIELHARIZ AT . ntpd W AT DLEC & 9 AN [F A2 I 1], (806 25048 T AS [R5
OB IX 25 — SE R

> 1 linux #ER %8 I, chronyd B89 7E—ME KRB TE IR R [AE % . IX o
BAE— /MR B R E LA LT EAE . B, fE 2B RIAL L.
chronyd BEWZfi— 1L ntpd ASBEA )1

> chronyd SCRFAIST 26 B AR IE R ME— 5 5 2 F3h N o 9, i 5 B2 01 G
I, chronyd REEAEANF R EFrh ke & e R E S, PR 28R
SRS R 2R

> chronyd $& it SCRF T AR U 2 BUAt 25 1R 3 B2 SIZIST IR e A8 420 Ao 4P 0 AL
2 K F IR o e AT LS X SO £ R 45 8 B 1A B AR e i TR AT T S
(1) ST B Bk R R A E . B AERT A ATLE Linux.
ntpd A LLfi chronyd A~ B fif (1215

> ntpd SZHF NTP fiiA 4 (RFC 5905), HLFE)#%, £ 4%, manycast % F b Fl AR
Z i o AN LA 3K o B0 SCRFRAI 1 B A B ik 77 S8 95 T A8 N %% (RFC 5906) .
chronyd {#i i} NTP iliA< 3 (RFC 1305), FZHA 4.

A\
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> ntpd BLIEYFZ S E AP RENT chronyd #a8 T HoAh 35 H 140 gpsd, 7 o) %k
= R

6.4.1.2. NTP P4 @ FEnIE#:

> Chrony 7] DA% [EEIX B8 R 458 {8 F , 3X 08 38 4 o 40 5 80 45 B ) kb 1 32
ANEFNEE N, 5 W sh A SRR S

> NTP sp3 e (ntpd) MZFEEHELE REALH RS L. KRAETHEMH
I IRELZ B 1P, BRIRAT & 17 B E B s . 1) Autokey B3, B 1% 25 FEAE H ntpd.
chrony (WA SZEEXS FREEH S 30 UE, F MD5 ¥4 8 & 4 SRS (MAC),
SHAL 83 5 5 MG A5 Bk 1 ntpd 38 SZEF Autokey VETRL, Z AT LA
FIFH PKI £%t. Autokey 7£ RFC5906 174 ik

6.4.2. HEf# CHRONY KHEE
6.4.2.1. Hf# chronyd

chronyd /& chrony 53382, EAT7EH 2S00, HEEITE NN RGN
B, I AN TRIJE, A NTP BhsCREEAT . 24 4MEB 5 FHIEATTH,
chronyd K¢ f8 F f Ja 4 1 H ARG AE ST OB . E3EmT LA chronye F3hikAT 12
Mo
6.4.2.2. #f# chronyc

chronyd /& chrony H)sF4r#ERE, AT LAg a2 47 4044 chronye %54 iX A4~ T A
feflt 7 — g SRR FF N — L ar 2T LAXE chronyd #4785 2. BRIAIBCE
chronyd {XUAXAEU A H 1Y) chronye 74>, chronyc 1] PAC & A chronyd 7] DAz 4k
B3, chronyc A A FEIEAT J5 86— MECE chronyd #2572 fEiE#z . IP bk 7t
YFIE$E S chronyd 7™ k&5 o

PRA# chrony L& i 4

chronyd Bk (U HC B SC{4/etc/chrony.conf, -f 330 AT LAFE 2 — AN B SC0F 1 %

Comments

Comments should be preceded by #, %, ; or !

allow

AEFEH], FRE A THL, TMECE N ER:— SR LMEN NTP IR 451
Plds. BAZA RS,

Bihn:
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allow serverl.example.com

W ENAL, fEE DI, IBITIER

allow 192.0.2.0/24

88 — 2% ST IR

allow 2001:db8::/32

FBE > IPv6 Hbhk

cmdallow

=2 allow 7 & AHEL, BR 1B SO VFREE BT M E AL HIFEA AN
& NTP Z P umi ). (il N, ®=EZ chronye iz iEHEFM LA
AN E I A M1+ SEHLZERE R chronyd) Ath 182 —FEF) . cmddeny all iy 4 Al
cmdallow all #4251,

dumpdir

{RAF chronyd A 55 55 (1l & 17 52 H KB4

dumponexit

N Z a2 18471, ‘B3R 8 chronyd 24250k B R B [R5 CRAF- WU =2 1 70 5

local

local JCH /& Fo 1 chronyd 38 1% 7 s fE s 4 A BEAT I (8] [R5, Bfs &l
[FDUR . IR INE B R AE master EML EEAH, E—MSIHIMLS T, 2
RN E A2, master AL 58 T 3hkm N\ DR F5 A I F] o

Bian:

local stratum 10

log

log i 4 B FE 4645 B E 9 ik Hid . B3 LN IE ol
measurements

ZIEIE S T IE LA E S, A2 measurements.log SC
statistics
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ZIR DL T [FHANEEA OCAE S, AR statistics.log SCAF
tracking

ZIETER T R B R Al 1, 2B R tracking.log SCA:
rtc

XAMEIHC T T R G SE 845 S

refclocks
XAMEICS T R JE S el &, ARk refclocks.log.
tempcomp

XA RIS B B A R G eMEIE 2, A2 ) tempeomp.log ST A%
log H &R AFAFAE logdir 48 5€ 1) H 5%

log measurements statistics tracking
logdir
i€ H S SCHFAF 3R H 3k

logdir /var/log/chrony

makestep

i H , chronyd KEARE 7 K IE T e SOy o, (6153 RGBS A LA I
A2 . ERREERFETE LT, RGN P RES IR IR, SE0Z MBS R H R
KA TR TE RGeS B o 2484 5| chronyd 78 1 88 1K T AN BN 22 2
ARG, B LERD chronyd J5 3 [a)E 1 78 € BRI CAy 3 F 478 k45 H

BRI, VA 52 I b R N A AR Ak

makestep 1000 10

maxchange

ZIR KR E RN IEmE R, HWIEE K TRERRIE, chronyd #27K

FIFHIBH, W ERIES syslog

maxchange 1000 1 2

B ABERE, chronyd KA & — e w AL BRI ER, o2

2 KT IRE R A2 BB 1L,
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maxupdateskew

chronyd HJ{F:55 22 — it & ZAEX T FIRIM 5 THE LRI Sz A7 R PR el f S
% . maxupdateskew ZHUR M E N THE 2 S A SERBRE, FYEE T, BIMER
1000ppm, iEERE AT

maxupdateskew skew-in-ppm

noclientlog

AN BAZH, %) m AL log H &

reselectdist

2 chronyd e F5[F] A5 AT FH AR RVE, €4 3 B 0 N RIB BRE . SR T, N T
T G A B ) T B R VR AR B PR B B, — AN R S A . BB LR,
FEES 2 100 fFD

e

reselectdist dist-in-seconds

stratumweight

stratumweight 5 2 13 & 24 chronyd M\ ] I A LR FEIPIRES, AN ENIZTR
Iz EREERE . BIAMER T, CentOS ¥ & A 0, il chronyd fEEFEIE
I 2GR JZ 2

SN

stratumweight dist-in-seconds

BRINIEHL R, dist-in-seconds Ay 1 5

rtcfile

ricfile #6845 X T — NI FR, iZ3CtE, chronyd 7] DLRFEEREE RGEH
SR R 1 (RTC) S 80, 1BV AS 202

rtcfile /var/lib/chrony/rtc

rtcsync
rtesync $84 K 0 FH — Nz, fEiztld, RGNHA 11 5428 L

PS8 (RTC).
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chronyc #1224t

F1 Network Time Protocol (NTP)AHLEL, PTP & & B ML A2 0 S0 FF,
FEYFZ 1) network interface controllers (NIC)F1 network switches. H ok HHE & 1 it
(i) [R) 20 e Al

6.4.3. fEH chrony
6.4.3.1. ¢3¢ chrony
{4 A root FH F7 5%

~]J# dnf install chrony

2RI K chrony #EFE 67 B Jusr/sbin/chronyd . fiy 44T L4 22 3% 7€ Jusr/bin/chronyc..

6.4.3.2. 2 chronyd R4

~]$ systemctl status chronyd

6.4.3.3. JA 3l chronyd
53]

~]# systemctl start chronyd

BEITHLE F3)

~]# systemctl enable chronyd

6.4.3.4. XM chronyd
K H]

~]# systemctl stop chronyd

BOHIFHLE 5 3

~]# systemctl disable chronyd
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6.4.3.5. K chrony & 75 [H

N TR chrony s2 &5 [E)25, f# tracking, sources Al sourcestats 4> .

K7 chrony Tracking
g 1N

~]$ chronyc tracking

RN

Reference ID

k555 [F AP Ak . s 127.127.1.1, FonizitENLE A IR IR IEAT ]
W, B IEAEAEF local B HRAE .

Stratum

AN Z

Ref time

B Je — A A JE W ) UTC I [a]

System time

RG]

Last offset

e — IRTAS A%

RMS offset

V2% &

Frequency

R chronyd WA ATHUE, RGN EIHAERIES, fln. 1ppm SE2 R
SuifiE) 1 AP, WTHESERRRfE] /2 1.000001 #5.

Residual freq

SN pr PP S

Skew

frequency HIfhi TR 2

Root delay

IX 2 W 4% 45 S R B B & R D T HEALE 1) stratum-1 DAL S AT, 75 Lk
WIm TG OL T, SRR BLA .

K7 chrony Sk
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mAWE

~]$ chronyc sources

M

RN MR — DRSS AS, =Ron—A> peer, #EIRAHIEIENIZH
I

S

FORIERPRES . * RN IEERD, +FoRCER, -FRoRCHHER, ? £oRE
FoER X" RKR— AR chronyd A N2 falseticker (-5 oK 22 Z At SR8 1 B 1]
A B, <~ TR — MR R K 2 AR

Name/IP address

JEET 1P Hihik 544 B

Stratum

B, B 1 RWIEN S A EN s, 52 1 PR RENTES 2,
H5E 2 R R ENAEE 3, DL

Poll

TRV polled R ZR, HILi{E )y 6 W, SR R 64s #EAT — Xl & .

Reach

BoRiRE — MBI . — B AR LB 8], FRE mhd BQy BoR
I3 NI JURERLAE . 10 4 BB R R A X A5

LastRx

BoRiRE — MBI . — B AR LB 8] FREmhd Bl y BoR
I35 N LR B LA 10 4F B R s A X AN

Last sample

I 1) S 7 AR P A 5 i ) 000 S A ) ) D

&7 chrony KI5 Ziit

sourcestats 4 7 4 Fi A 2 A R VRS T BE AL B AR . -v 28R

iggtae, BEEITKK. EXMEILT, BIMNAT LR AR

~]$ chronyc sourcestats

Name/IP address
NTP Az 5525 11 ik
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NP

AR FEA i AR H AT RSS2 DR B o T2 T8 28 R F L i A2 A 1138 e I 28
AT AR

NR

IXZIZAT 1) residuals B A AR5 FIEE .

Span

XS e v 2 AT B AR AR 2 ) R I TR TRD R o SR s B iME, TR
ANFEAE AP o AEX AN T TR R 46 2B

Frequency

fTHI R RIE, EXMIEL N, tEEHLRI Bl TH2 1/10° AR TR 25 2
K

Freq Skew

flith B Z SR

Offset

Tt A% &

Std Dev

AL TR AR HEZE

6.4.3.6. F3hIHEE R G 5p
i/ 1Y

~]J# chronyc

chrony> password commandkey-password
200 OK

chrony> makestep

200 OK

6.4.4. NAFRKIFERE chrony
6.4.4.1. A—MRDIEEK RS % E chrony

XA T R Gi48 ] dial-on-demand #4228 . 1F % (IBC B R A2 5 R
LG & BB W 24 . 15 5k, B A A A Jete/chrony. BRIA ¥ B G B 2R LT B R L
.

driftfile /var/lib/chrony/drift
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commandkey 1

keyfile /etc/chrony.keys

command key 1D 527t % 3 N i 4= |, B #F5 commandkey {8, /etc/chrony.keys.
NI NTP IRk 45 %%

server 0.pool.ntp.org offline
server 1.pool.ntp.org offline
server 2.pool.ntp.org offline
server 3.pool.ntp.org offline

6.4.4.2. N— ML R G E chrony

TE— A MRASFI MR WX 28 HEAT 42 ST I 28 v, BT DL — S 1 EAUE
PR ML, e EHAE R ENLRE 7 b

£ master FHL F, ZwiE/etc/chrony.conf

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

initstepslew 10 clientl client3 client6
local stratum 8

manual

allow 192.0.2.0

192.0.2.0 J& 7] DA Fo VFIEHE 1 1 P H ki
® P mblas b, ZwiR/etc/chrony.conf

server master

driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys

commandkey 24
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local stratum 10
initstepslew 20 master
allow 192.0.2.123

192.0.2.123 4 master EHLHIHAL .

6.4.5. £ chronyc
6.4.5.1. 1# 1 chronyc f% i chronyd
HEN chronyc #3254 1H

~]# chronyc -a

chronyc 41 LL root FH P #4047 -a ST F A keys H 2l & 5%
chronyc 417 i

chronyc>

AT LA help Bon BT f i 4
] DU AR AZ B A AT A

chronyc command

6.4.5.2. 1# [ chronyc #k/7icf e #
BCE chrony EH: 2 #E chronyd, #%=F:

~]$ chronyc -h hostname

$5 7 I 1

~]$ chronyc -h hostname -p port

port & FH >KA% 1) A i 42328 75 chronyd

okt L U N B D
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chronyc> password password
200 OK

Y PN
B U AR MDS WA, 75 D5 4T3 authhash i 47241

chronyc> authhash SHA1

chronyc> password
HEX:A6CFC50C9C93AB6ESA19754C246242FC5471BCDF

200 OK

6.5. ECE NTP i NTPD

6.5.1. NTP /i*4

NTP J2& M 2% i 1] #p% (Network Time Protocol), ‘&2 3k a5 W 2% h & ANt
SRERLFR BN TR R BAp 8L

6.52. NTP 42

NTP 73241~

Stratum O:

JRTE ARG 5T HE L& 1 GPS
» GPS (Global Positioning System)
Mobile Phone Systems
» Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40 and JJY-60

(Japan), DCF77 (Germany), and MSF (United Kingdom)

IXEAE 5 0] AR - & 420, AWk RS-232 B RG/E A— 14
2 Bt 1UYE A RIS 1) R 55 %

Stratum 1:

HLI B IN 7 oIt . GPS By 4 g J5 b

Stratum 2:

M Stratum 1 5280, AE AR Z KRS 4

Stratum 3:

M Stratum 2 $S2H, AR FE R E HIAR 55 4%

Stratum n+1:

Y
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M Stratum n 520, VR BERZ RS 3%

Stratum 15:

M Stratum 14 $2HL, 1E VR RS 4=

6.5.3. EfE NTP

R VAT L B v R 55 A BRAE R G FH I NTP BRAS, 7E RFC 1305 Network Time
Protocol (Version 3) Specification, Implementation and Analysis 1 RFC 5905
Network Time Protocol Version 4: Protocol #1 Algorithms Specification 5 VE4I##IA .

6.5.4. HfE drift XX

drift XA ORAFE RGN R 5 UTC ISR ) % 2 o

6.5.5. UTC, TIMEZONES f1 DST

NTP 5847 UTC (Universal Time, Coordinated) ', Timezones 1 DST
(Daylight Saving Time)# A< # £ 4t )57 F . /etc/localtime #&/usr/share/zoneinfo %% Il
BB, RTC Al RefEA I [a] B UTC H, fE/etc/adjtime 55 =4THE5E . XA
RTBLENTE RTC B4 E . F P Al MR J7 8 1948 4 System Clock Uses UTC £
Date and Time B & 5 k47 BC B 1E 24

6.5.6. NTP S 43511

FEYHT 4%, P ] LUl A% NTP A E AT Mol . fE48 F A 3L NTP I
I, 9 7k A, fEfete/ntp.conf SCAEHT, A 3 NAILE. BAH A
U5, ntpd K2 2SR o AR N I RS 75 2, AT DA T 8 BN T IS B SenE

BRONHT AL AT T o 7 B UE Y o R a0 8 thog O< P By B, AT DA
disable auth 7£ ntp.conf SC 4,

6.5.7. FEREFIHLAHE N H

FERUMLAS B {5 FH 521 hardware clock S H R SO IR Fa e o 76 AT it
B PR B ERE R AT, kvm BRI A kvm-clock.

6.5.8. HEFED

FEFP, Efe A OREFU A T A 2, HE PR E RS — e L
EIREAE T (AT REAEZRAR) Nl th S 3 nsligaks > 1 FD R %. B T b3k E
WA SR AR g M (FEE i BEE SRR, i A (R
AR I 2 [A)AH 2280 31 40,9 AP, Attt A pi ik 1 &0 (RER, &5 —59
oy 59 ) BiR ek 1A CIEERD, &fE—a 61 ) EP—RINEAH
ERBATIANHRK.
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6.5.9. & ntpd BB #
SFPERE ntpd 7E R S5 BhEE B R B SO ete/ntp.conf,  f&R] DLIE IS
A A A I E S

~]$ less /etc/ntp.conf

A HER A BT B
The driftfile entry
drift S fFEg A

driftfile /var/lib/ntp/drift

The access control entries
DL AT ¥ B BRIV 1] 428 il PR i) -

restrict default nomodify notrap nopeer noquery

nomodify ZEI: FH 1 E o B S

notrap &1 B 1k ntpde 551 2 PN E R

nopeer &I5: [y 1E peer BEA T H

noquery ¥E3: [ 11 ntpg A1 ntpdc 75 i), {H % A i 8] 25 i

A I % 45 R FE AT N F 75 22 127.0.0.0/8 Huhik B BRIA restrict 47 PR FTA E
INARIIEZIN

# the administrative functions.
restrict 127.0.0.1
restrict ::1

[ S| o oy S R N VA= iy & ST ) 7 ol AT 1 0
FENAEAR ML A TV, BUOABRIAN restrict. A 7 i T1&2%, #Flan,
P 192.0.2.0/24 X 2% - 47 s T8] FA 25 1)

restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer

WmR R B RTFRE—6ENL, #a 192.0.2.250/32
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restrict 192.0.2.250

U A T 5E mask, 255.255.255.255 K £l 1
The public servers entr
FONET, ntp.conf it & SCAFE & DU A LIRSS 2%

server 0.rhel.pool.ntp.org iburst
server 1.rhel.pool.ntp.org iburst
server 2.rhel.pool.ntp.org iburst
server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry
BRIAET, ntp.conf (5 TR A EREF A0+, IXECARIR RARRE b2 3 IR

6.5.10. B## ntpd K sysconfig 344
XA SRR 2 AE ntpd J3 3RS WIAEAL A A I e B . BRI N AT

# Command line options for ntpd
OPTIONS="-g"

-g JEIAT LAE ntpd 20 1000s HOAL EFR A, Sl [R5 i a] RS % Bk
T 1000s, {HAMAAERGRAAII AR BT IX A LTI %, ntpd £E W% &
KT 1000s Fm i 5 R H

6.5.11. 251k chrony

mAW R

~]# systemctl stop chronyd

BV chrony FFAL)E B 5

~]# systemctl disable chronyd
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BEIRE

~]$ systemctl status chronyd

6.5.12. K NTP SFHFHBER T2

mAWE

~]# dnf install ntp

6.5.13. ntpd K22

~]# dnf install ntp

E ntpd JTHHLE SN

~]# systemctl enable ntpd

6.5.14. B2 ntp KPIRZS
K2 ntpd J2& 151847

~]$ systemctl status ntpd

AREL ntpd HPR AR

~]$ ntpstat

6.5.15. AL B B k8% R 1F ntp BHEAN
ntp {1 ] UDP £, 30 123 o WAZE REMS fo Y by ki .
for 25 97 K B I fige soVF ntp A%, A8 A B 5 Firewall Configuration T. A .
Jazh firewall-config, ity Super Bt A, FiA firewall 3 H k[ 4, B
KEETLE W ORAT . FAN %50,
AT HEAN
~]# firewall-config

TR —ELERL T . XKW firewall-config T H %325 FH /7 45 6] 747
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FFE firewalld.

6.5.15.1. f& 24 firewall FiC &

T BERSLRC B AR, HifR TR H Configuration s& 13 B 4 Runtime. BY
EBSIEE SUE T — A sh R, 78 TR i $E Permanent
6.5.15.2. T i Kk dik ity 11

FT T firewall-config T.H, e#EM2s, i IAR%E, s Wi #&4l. Port
and Protocol & T, H Ak 123, FNHis2 g udp

6.5.16. it B ntpdate ik 552%
ntpdate Ik 5542 v 1 v BN [AI7E R G5 BN I
¥ 2 ntpdate Ak 55 /& 5247
~]$ systemctl status ntpdate
WEIHLE 3N
~]# systemctl enable ntpdate
TEER VAT BB =y R 55 23 R E R G R Y1, R\ Jete/ntp/step-tickers SCAFEL &
0.rhel.pool.ntp.org. ¥ NENSME ntpdate AR5 #%, 4’ /etc/ntp/step-tickers. A5 2%
HECRE A EER, KON ntpdate J2 A0 HIXASFREL— I (a5 B . R —
AR RIS TR IR 55 2%, 7R 28 — AT N IZ RSS2 bk o 7R 58 —ATR & IR S5
o

6.5.17. BEL & ntp

BECERIAK ntp IRSSASECE , WiR/etc/ntp.conf SCHF. %2 A0 ntpd — ik
6.5.17.1. Fic B NTP AR5 1 inl 4%

%% ntp.conf, {¥iH] restrict iy %

# Hosts on local network are less restricted.

# restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict fi F§
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restrict option

option: FJLLZ—AMFIZ AN
> ignore—— P A A HE E00K 4 208 B34 ntpg A1 ntpdc 2]

> kod———A>Kiss-0'-death™ i & 32 DAY 2D A 04 B2 () 7 1)

> limited—— a0 A AaE e 1R R, ARk IEK . ntpg 1 ntpde 7
WA 5

> lowpriotrap——fIG AL 56 2L VL AT F= ML 15 5E 1 e B

> nomodify——BH b &M it B

> noquery——PBH IE ntpg F1 ntpde 21, ARG A2

> nopeer——H 1l peer BX& T AL

> noserve——[% 1 ntpg A1 ntpde £, ELRTA A

> notrap——7 1&: ntpdc 3% il ¥4 B BB B

> notrust——E 48 A 2 hL B 4y ek A A

> ntpport——E %, HIULAL NTP UDP port123

> version——FE AL 1T NTP A (1504 £

NTAFHR A AW, BoEE RG], restrict ol LM limited 1ETT. %
U ntpd DAZIA B KoD $id 3, restrict 2425 d F limited A1 kod £ 35i
ntpg A1 ntpde A v T ROR B X, ANEFEER noquery &5 .

6.5.17.2. Bt B iR NTP IR 55 2% ) 3 2R R s
75 restrict Nk limited &I, GRS HERAABGERIZSE, v LDUE
discard 4.

Ay A% h

discard [average value] [minimum value] [monitor value]

> average——75 & LV B /N I8 R IR B, e 3% — A2 40 log2 5.
BRIMEAE 3 (2 =K, ST 8)

a5 UVFRIBR AL R IR, 7 log2 e — AN 350 BiME
2 12 W—ikT, ST 25)

> monitor— 8 E B AH LI, — B ARNR OB RS . Bl
fE9 3000 #p . IXANEIUE H Tk 55 48 F:F0 3K 45 1000 BHE 218 5k

discard iy 211

> minimum
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discard average 4

discard average 4 minimum 2

6.5.17.3. %8I0 peer Hitik:
7E ntp.conf FC & ST N peer fr4

peer address

address #&—™ ip Hihi-5 DNS rl U I FR. address A AUETER — 2B &
4. Peers WA 2/ — AN AR [A]JE o

6.5.17.4. ¥s Ak 55 8 Ho kit
WIN—N RS A, ZAR 52 21247 NTP RS HAMEE & )2 . 7E ntp.conf
A, {8 server A4

server address

address +& F] LA 1P Huhik 5k DNS PR 51 ) 44 55K
6.5.17.5. W IN—AN) R B 2 46 R 55 45 ik

ININ—/N R AR R M, R U, IR R B NTP G 2k ik
1E ntp.conf {491, {4 A broadcast

i~

broadcast address

6.5.17.6. % l1—> Manycast %5/ i i
NN manycast 2 i Hidik,  #E ntp.conf U/, NN manycastclient i 4 .
A

manycastclient address

Zin S BCE RGN A NTP 2% i S 4G80] LA 2 7 S AR 55 45 i o

6.5.17.7. %N Broadcast & F i ik
75 broadcast % umithhik, 7€ ntp.conf SCA4H, ¥s N broadcastclient 4> .
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S/

broadcastclient

et STCEL RS9 NTP 25« 38567 DL 7 S 35 28

6.5.17.8. % I1—> Manycast il 55 25 Hidik
730 manycast AR 5525k, 7 ntp.conf XX, SN manycastserver iy 4
SN/ I

manycastserver address

Zn QBCE RGUEN A NTP JRS54% . RGenl LAIRIN % 7 i AT AR 55 45 i o

6.5.17.9. %% IN—A> Multicast il %5 %% H ki
R IN multicast IR 2525, 7 ntp.conf {491, ¥shN multicastclient iy 4>
#e R

multicastclient address

AT RGN NTP BRS-800S o 5 R 25 3

6.5.17.10. JCE Burst &I

ANEFN I NTP iR 55 d8 — A AT, ik I0E H T8 3 4 2R 5L M
M

TE IR 55 2 i 4 25 R U 03 T

burst

6.5.17.11. B E iburst &I
TE IR 55 23 2 25 B VN INZ 1 Tl

iburst

6.5.17.12. i H key Bt & Symmetric Authentication
FEAR S5 42 B peer A% 5, WS IINZIE T

key number
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number J&—~ 1 3| 65534 )%, 1ZiEDA] DAAE B B B message
authentication code (MAC). 1Zi% i fll peer,server,broadcast, 1 manycastclient #y4>
8.

letc/ntp.conf, %=

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30

6.5.17.13. B E Poll Interval
E BRI poll interval, 7EAR 55 2% 51 peer #r 2 J5, WS IHiZi T

minpoll value and maxpoll value

6.5.17.14. MERS IS
e — MBI RS %%, 7E server BX peer #iy4 JG N INZ % T

prefer

6.5.17.15. N NTP # a0 & Time-to-Live
7E server B¢ peer 4 & Vs 11214 T

ttl value

6.5.17.16. [FCE NTP fi A
1E server B¥, peer iy 4 J& s I 1% 3% T

version value

6.5.18. FCE RSP EEHT
e B RGeS iR #F (RTC), {E/etc/sysconfig/ntpdate 751 LA R 3% 150

SYNC_HWCLOCK=yes

% 158 J / #3027



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

LRI

~]# hwclock --systohc

6.5.19. it B 8hIR
1E R G5 H AT R R

~]$ cd /sys/devices/system/clocksource/clocksource0/
$ cat available_clocksource
$ cat current_clocksource

78 S BA RIS bR, ZE A% GRUB BLEs I clocksource, 45141

~]# grubby --args=clocksource=tsc --update-kernel=DEFAULT

6.6. ¥ ptp4l B E PTP

6.6.1. PTP A+

Precision Time Protocol (PTP) #2& FH 4% v i 4 [B] 25 i1 sl o A FH I &5 &5 i
PECHE, BLLGE@ER NTP B, PTP [SZREB R N N AZ AT P 5 1] o ARV B
W AR 55 A BRAE R G linux WIAZSCRF PTP B4 linuxptp A2 Z P B9 SETR

XA linuxptp £L6524 ptpal F1 phe2sys I8 [E B0 H . ptpdl F2FS28l T PTP
T GBI e o AR VR, S T PTP BRI P 5 e RE, 5K
PRI, BT RGNS E 8 EI . phe2sys B A 75 S AR R,
RGN B F D 2 PTP AR B W 258 42 LR (NIC) .

6.6.1.1. PTP {4

Al Network Time Protocol (NTP)AHEL, PTP & 3= BRI A2 S0 K,
FEF 2 11 network interface controllers (NIC)#1 network switches. i K FIHE s 1 i
[F) [ 232 R 12k

6.6.2. f£H PTP
T AR PP, P I 2 DR ) 05 SR B A I T K
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6.6.2.1. Fu A IRBHANAE S
1 ethtool #4751

~]# ethtool -T eth3

eth3 & AR A 182 1

RS RFR (A8, AR DU 4L

> SOF_TIMESTAMPING_SOFTWARE

> SOF_TIMESTAMPING_TX_SOFTWARE

> SOF_TIMESTAMPING_RX_SOFTWARE
R SCRERE AR TR, it & LR 24K

» SOF_TIMESTAMPING_RAW_HARDWARE

SOF_TIMESTAMPING_TX_HARDWARE

> SOF_TIMESTAMPING_RX_HARDWARE

Y

6.6.2.2. %4% PTP
~]# dnf install linuxptp

¥4 2235 ptpdl A1 phe2sys.

6.6.2.3. 37 ptpdl
ptpdl AT LLE I fr 4T B E E N IRSS Ja 8h. 24 ptpdl 1E N —ANIRSS I, AT DLLE
letc/sysconfig/ptpdl f5 € ik . ANE RAEANRFZ N Z w2 1T HI), VAL
letc/ptpdl.conf #5 £ &I . fetc/sysconfig/ptpdl L1440 2 -fletc/ptpdl.conf 1T, X<=il:
ptp4l i3z E /etc/ptpal.conf ST 1.
1ERNIRSS JE 3 ptp4l
~]# systemctl start ptp4l
fiFH ar 2 ATI21T ptp4l
~]# ptp4l -i eth3 -m
TR S

ptp41[81921.804]: selected /dev/ptp0 as PTP clock
ptp41[81921.805]: driver changed our HWTSTAMP options
ptp41[81921.806]: tx_type 1notl
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ptp41[81921.806]: rx_filter 1 not 12

ptp41[81921.806]: port 1: INITIALIZING to LISTENING on
INIT_COMPLETE

ptp41[81921.806]: port 0: INITIALIZING to LISTENING on
INIT_COMPLETE

ptp41[81929.604]: port 1: LISTENING to MASTER on
ANNOUNCE_RECEIPT_TIMEOUT_EXPIRES

it ptpal H &

BRAIANTEILN,  H &2 &i% Bl ivar/log/messages. -m $EIRFT T H & B bR
i, AETS N debugging FRALE R,

FIFF IR (a8, -s 3T, AR

~]# ptp4l -i eth3 -m -S

AR AL

A 2 AR RE R I B AL, B8 0% I8 AN A ()3 T A T 1 4%«

P

-P %% peer-to-peer(P2P) ZEIE & ML

P2P Bl ik, A L& dh AR AT, ] e bb H A L) SE R
HIEIR .

-E

-E #%F% end-to-end(E2E) ZEIR M EALH] . IX A& BRI HIHE T

E2E il A2 request-response FEiR ML

-A

-A FTHFZEIR ML ) B B %

H B T H (12 ptpdl () E2E B0 W HE, WAk P2P .

6.6.3. MELAMEOMA PTP

TEANRI 28 1 22 82 RS PTP, A7 0 B0 i ) A5 i R A O AA RO 5L

sysctl ZHAFFR N WAZIEAT B S o X IEAEIZAT RS, v DU H Ay 247 803
Fe Bt /ete/sysctl.conf SCA4

BN loose #2, T &40 T
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~]J# sysctl -w net.ipv4.conf.default.rp_filter=2

sysctl -w net.ipv4.conf.all.rp_filter=2

N T XD E MBS AR AR, M net.ipv4.interface.rp_filter
AT, BN, eml WL H I

~]# sysctl -w net.ipv4.conf.eml.rp_filter=2

N7 AEE R Bk A R, 1&EUete/sysctl.conf SCEE. Bildn: SN AR
AWM, B duete/sysctl.conf, W1 FR

net.ipv4.conf.all.rp_filter=2
INFEBE SR — AR R, 1 s

net.ipv4.conf.interface.rp_filter=2

6.6.4. E—NEHE X
BB BOABCE SO, FrbARR B R B TR de e, 8 -f LT

~]# ptp4l -f /etc/ptp4dl.conf
— N EE SN, AT - ethd -m S IET, Wi FFR

~]# cat /etc/ptp4l.conf

6.6.5. fEF] PTP &% i
PTP HIE PR i, pme 7] LA SRIREAA ptpdl 15 B .

~]# pmc -u -b 0 'GET CURRENT_DATA_SET'

~]# pmc -u -b 0 'GET TIME_STATUS_NP'

HE pme &4

~]# pmc --help
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6.6.6. [FILH &P
phc2sys 2  F >k ¥ & gih) (8] [F] 25 2] PTP (1) hardware clock (PHC). phc2sys
JIk 45 Wi B S fete/sysconfig/phe2sys.  ERIAC B 1R

OPTIONS="-a -"

-a LIS phc2sys RERL[RIZD R H ptpdl N FIR 8. EXEREE PTP i IR
WA, AR EE N R AR TR ) R I B, RGN Bk A pk [F, BRaE
- IR E o WA EARLE RGN PO — IR, FRE-r IR K.

&4 /etc/sysconfig/phc2sys J&, G phc2sys k5

~]# systemctl restart phc2sys
IEEREOUR, fEH systemetl iy 2K a3, 15 1A S phe2sys A% .
N SR ASREAE T AR 55 S5 5 phe2sys, %8 a] L ar 475k B 5
~]# phc2sys -a -r
-a LTSS phe2sys Befi [0k H ptpdl BB a0 RS LE R Gem ah
FRAN— AN, AR -r I K
s F-s e T[] 25 2R Gei Bh 22 5 5 1) PTP B4R &b, {514
~]# phc2sys -s eth3 -w

-W B IEE RIS AT Y ptpdl B A5 PTP I 4d, K5 TAI 2 UTC fwfs &
IEHTEMN, PTP #:1EfE nternational Atomic Time(TAI), R {fRHF(E
Coordinated Universal Time(UTC). 47 TAl 1 UTC [1{m#% & /& 35s. 4[EHF 4
B BRI 5, RS B idb AT o, XA LS R AE— IR S-w LT
BAEHE, AT LAE -0 I DR 3T e = i B
~]# phc2sys -s eth3 -O -35

4 phe2sys servo &b THURASHS, BHEREALE, BrIE-S EDiR s .
X EMA phe2sys 27 WAUTE ptpdl 25 LA AN PTP BRI £ R0 5 B 3. 6
-w LT, phe2sys ANHTE ptpdl JG a3, BENE %A, B ptpdl &
phc2sys A LIE AR 55 5 3

~]# systemctl start phc2sys

MUURS AT RS, AT L I fete/sysconfig/phc2sys U4 72
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6.6.7. HuERYB][E]
2 PTP W 8] [F)0 AR & s, #5725 DA S R B = 4T Ep
ptp4l A1 phe2sys. iX%e{E B 7] LLfE var/log/messages LA & o

ptp4l1[352.359]: selected /dev/ptp0 as PTP clock
ptp4l[352.361]: port 1: INITIALIZING to LISTENING on INITIALIZE
ptp41[352.361]: port 0: INITIALIZING to LISTENING on INITIALIZE

phc2sys i i 11

phc2sys[526.527]: Waiting for ptp4l...
phc2sys[527.528]: Waiting for ptp4l...
phc2sys[528.528]: phc offset 55341 s0 freq +0 delay
2729
phc2sys[529.528]: phc offset 54658 s1 freq -37690 delay 2725

ptpdl H—/Nir 4 summary_interval, B LA/, BROIAMESR T, B—2
FTEN—2515 B . AT LMB N F 1024s 4T BN — 1K, {E/etc/ptpal.conf SCAFER LA T AT

summary_interval 10
— ptpdl Hi tH 451, A3 FH summary_interval 6

ptp4l: [615.253] selected /dev/ptp0 as PTP clock
ptp4l: [615.255] port 1: INITIALIZING to LISTENING on INITIALIZE

%/ M\ phe2sys gt , AT RUSEH -u i 1
~]# phc2sys -u summary-updates
summary-updates & i £ E, B

~]# phc2sys -s eth3 -w -m -u 60

6.6.8. i NTP k% PTP BA]
ntpd <5 F7FERE AT DLAC B N R Geb (0] 43 R TR], R Geh )& B ptpdl AT phc2sys
i LOCAI a3k shi# 47 [F25 . A 1 B Ik ntpd P9 R GEF 48, ntp.conf SO
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AN REWSHR TEARAT NTP k5545 LAl 1

~]# cat /etc/ntp.conf
server 127.127.1.0
fudge 127.127.1.0 stratum O

6.6.9. fEFH PTP k% NTP A H
NTP % PTP [Pt ERTBEMT. 4 ntpd J& AR R0 R GRS IE], ptpdl AT LA
priorityl JEIEC B A grandmaster B 8F, I8 PTP R GEl Bl ok 4y &I [A]

~]# cat /etc/ptp4l.conf
[global]

priorityl 127

[eth3]

# ptp4l -f /etc/ptp4l.conf

{8 FHRELEIS [R) 8, 75 225 A phe2sys SKIFI2D PTP {40 28 R Geh 4. B
phc2sys & —AMRSs, gwi/etc/sysconfig/iphe2sys S04, BRINAIECE 40 T

OPTIONS="-a -"
1 root HIJ, g

~]J# vi letc/sysconfig/phc2sys
OPTIONS="-a -r -r"

FEIX L, -r TS E 2 R, O PTP MR AR 4 A R Ge i 4 AT [R5
#H J5 phc2sys

~]# systemctl restart phc2sys

By 1k PTP Bl phos 484k, ] LLd I b B /N P (proportional) F1 1
(integral)

~]# phc2sys -a -r -r -P 0.01 -1 0.0001

6.6.10. 8/ timemaster [&]F PTP 8¢ NTP B /a
A LA H timemaster 27 11 R g (8] ER w7 FH BB [R1YR3EAT [F) 25 . PTP B 8] /&
i1 phc2sys A1 ptpdl #24t, @it {# F] shared memory driver. NTP 3k FEAE W% L
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BTA BRI AR AT [F 2D

JA BN, timemaster i —MECE SO, ZBCE U1 E NTP A1 PTP
INF TR, A AL (X 2% 42 1A 3 = 1 PTP A I 4, A2 5 ptp4l #1 chronyd
oY ntpd fic & SCPF, J5 30 ptpdl, phc2sys £ phc2sys B ntpd.

6.6.10.1. 1/ N—"MR %% )8 35 timemaster
% F root FH F

~]# systemctl start timemaster

JAF, 2> /etc/timemaster.conf it & 4

6.6.10.2. FiLfi# timemaster fiC & SC1F
BRI\ BOEC B SR AT

~]$ less /etc/timemaster.conf

# Configuration file for timemaster

#[ntp_server ntp-server.local]
#minpoll 4
#maxpoll 4

#[ptp_domain 0]

#interfaces ethO

[timemaster]

ntp_program chronyd

[chrony.conf]
include /etc/chrony.conf

[ntp.conf]
includefile /etc/ntp.conf

[ptp4l.conf]
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[chronyd]
path /usr/sbin/chronyd
options -u chrony

[ntpd]
path /usr/sbin/ntpd
options -u ntp:ntp -g

[phc2sys]
path /usr/sbin/phc2sys

[ptp4l]
path /usr/sbin/ptp4l

FEEBE AT

[ntp_server address]

XA NTP HRSS#% X3 K517, ntp-server.local & — >4 LAN f¥) NTP
554 o
ERBE a4 W

[ptp_domain number]

PTP domain &—4H PTP N4, EATREWEAH B[R . EATA] DAEE A AT LA
He it 47 [0  $HA A B 57 41 A — M. IX B HE—AN PTP 1 grandmaster
IREE

FEREBH AR

[timemaster]

BRIAH timemaster FCE SCAFELE T ntpd A1 chrony BLE (Jetc/ntp.conf B
letc/chronyd.conf), A T e 2 U al BRI EC B A IE R . X EME E AR
SEM NTP RS- 2268 F1 timemaster — A2 4 {5 FH .
6.6.10.3.7iC & timemaster 327

SEf: 4%E timemaster FCE ST

1) T /letc/timemaster.conf i & 044
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2) TR NTP RS 2%, AEFE 64 F timemaster, 6% [ntp_server address]
FB
3) WNINEAEI AT A N, dwiE#[ptp_domain O] BRI R, 9+ 40 T -
[ptp_domain 0]
interfaces ethO

[ptp_domain 1]

interfaces ethl

4) B EAEH ntpd 7E 8 NTP 74 32 , 78 [timemaster] 7 B AZ LB A 1 entry,
chronyd &4 ntpd.

5) i chronyd {28 NTP ilk%54%, 7E[chrony.conf]== Beis ISk )ik 1,
7EERIAIY include /etc/chrony.confentry T

6) fERU{EH ntpd A NTP 452§, 7£[chrony.conf] ¥ B8 INAAM LT, 5Bk
PAH include /etc/ntp.confentry .

7) fE[ptpdl.conflFBL, INHIIATATRE 24 D12 ptpdl A= BT B SOk 1.

8) fE[chronyd]FEt, WHIAEAMIAT2AT, 24k timemaster U [l B % & 75 4% 1%
2 chronyd.

9) fE[ntpd]FE, WHUEATARAAT, 4 timemaster U Al I %y & 75 24L 14 2
ntpd.

10) 7E[phc2sys] 7B, WIMETar 24T, 4% timemaster 15 1] I %y & 75 2 A% i

2 phc2sys.
11) fE[ptpdllFB, WMUEMar 21T, 44% timemaster 15 [ i i & 75 S8 2
ptp4l.

12) fRAFBCE SCHF, T timemaster.

~]# systemctl restart timemaster

6.6.11. I’

ptp4l A1 phc2sys [ F fg i Bic B 4% F 871 adaptive servo. X Pl servo Sk i,
BRI ALET AT ERE PIILLELE U 7 ptpdl T , 75 22 7E /etc/ptp4l.conf
e B SIS N BL R 47
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clock_servo linreg

5 ptpdl s
~]# systemctl restart ptp4l

7 phe2sys H# F, 75 B AE fetc/sysconfig/phc2sys fit B SCAF RN LA R 47
-E linreg

# J3 phe2sys 55

~]# systemctl restart phc2sys
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B-LE W E3ME

71. RGiRET R

HEREBE RGN, ERIERKRN RGE BN REE, B, BNi%
I WA R S N N AR B RTRE AL A, R X TR, DURIEFEIB T
PRI B A A5 o AN U0 B A feT A FH LA 7 S5 15 >R MG BRI BRIt Il 25 25 4
RGP RIX LG L

711. BERGHE
7.1.1.1. fHH ps 4

Ps frd B RGUBITHIFENGE R . ESER—MESHIR, 5IFRBREE
& U IEPAT i A0 RGUSAT I HERR 0 — AN PR o G0 SRR R 8 58 T SRR A1) 3R
T THEALH top a4 F R Gl R .

WIRAEH 1T KRG R R FTE HERE, AT ATE shell B W0 Ry 4

ps ax

AT R, ps ax 42 SRR PID, MR 25,
RIS, HERR NI CPU AL, TTHT S II 4. il

~]$ ps ax
WR AR SRR A, THI a4

ps aux

%7 ps ax fr A IRALAE B, ps aux B BoREERENAE LT, RG]
CPU FIANAERIE 43 EL, L1 N AT S5 0% R 40 Y A7 KN SR A e HE P A7 7K
/N, BEREFFARIZAT T [H] o

AT LMEH ps iy 21 grep iy 2 4L & ok B R SRR & B AEIEAT
HE Emacs S BIEEAT, A R4

1E

n, %

~]$ ps ax | grep emacs

AR H A SATIR I 52853, 2 F ps(1) man Fiit.
7.1.1.2. fiiH top fr %

Top @& IR RGUE AT HRERE RIS FI R . Bk S BRI ING BAR REGE
W], 4ET CPU RINAZIIE %, ST R R 2. IR mT LUK bR 5
B A, a0 eT LSS HEREHE T B3 R A0 — AR
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1Z4T top fv4, 7E shell AU T v 4

top

XFFAIHRIEERE, top i St RE ) PID, BERE A H 4 7, HEREIL e
2, BFE NICE 5, HEREMEMEMAL, SRR HRMEA LS, B
L AL, BERERPIRES, R WA AT CPU I 7 bk, BERE (5 A CPU
[ IR BT RTAAT SO 427

N IR top — S FH I EL A 2

i 8-1 X H top w4

e Ei:3%)
[Space] J%‘ TR
[h] 5 W Bt
» T%%lﬁ . Bowitnm ANt RE 1D DLARERIEG WG
=4
[n] MR BRI E .. Bt AL E
[u] A
[M] N EE
[P] ¥ CPU i F 47
[a] iBH! top

7.1.13. HH ARG RET A
F PRl DUE R Gl f T B A E &S B M EHRHERE, SRR s 2%
PLERIEIERE . FFER->Fr B R ->RG RS H I, .
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RGNS [ x |

LiREM) KEE FE(V) BEHEH)
e AE  XHRY%

Fi—o%h. EO#. +TRSHNTHREHE: 011, 003, 001

#Hi2R v RE % CPU  Nice ID RE  FRAE L] {7k
[#]accounts-daemon ETH 0 0 1378 9.8 M do_sys_poll accounts-daemon.se F¥ °
B acpi_thermal_pm ETH 0 -20 110 FaJf rescuer_thread ES
[Elactivation-daemon ETH 0 0 3984 17.2 P do_sys_poll dbus.service 2
[Elagent BT 0 0 3496 6.9 M do_sys_poll session-5.scope g
[Elagent EFH 0 0 2686 6.9 M do_sys_poll session-4.scope %
[Elagetty =Tt 0 0 2188 1.1 M do_select serial-getty@ttyAMA [F&
0

Bata_sff =7t -20 43 A oJf rescuer_thread E[3-1=1
4 »

& 7-1 32

STFFIH AR, RalE TASERERNS T, RE, HFE NICE 4,
HEFEE N AZAT CPU I 40k, EFER) PIDERR S A5 B At fE & ih e
YT . R TR A A T LUK AR BRI 15 BT T 0 R RS

RN RIS T H S SR qai & P I SR, B e B EE KR T
ANRBEI, ] DA S

> BEES) R
A AT R
A AT R
A RS
FA, BPEA A W ER
> BT SR
> kPR S R AEHERR

7.12. BENFEHBR
7.1.2.1. f§iH free 7%

fiH free 2 LA E KRBT NMCAMEH M NAFE, 7E shell iAW Ry

>
>
>
>

L

free

Free fir < Al AR I B N AF AN a1 O A5 02 . BT LA R AR R,
RINAF RN, R AR, SEEALERADN, buff FIR/NAT cache (RN AL 2
Ha . Bl

~]$ free

® 172 T/ #3027



B BRI AR R I 55 AR E R LEIVI0 R GUE BT

BRI free LA oo/, anSRAB LI Y B ] UBN-m B350, 4nF

~]$ free -m

7122 HARGHETH
ARG TR SRR 28 UURT LA 2R G 25 R A A7 RN LA H 114
Ko, Rl BHIRAR 2 WA RGN A IS DL

RALNE Ex
BMEM) KE(E) JFAHV) BHEH)
#E AR XARK
CPU
y . —_— — N
Il cPur 1.0% Il cPu2 10 Il cPus 123 I cPus 10%
RENZRAHE
’ RE = zl
EM24GB (64.8%), SE273.8GB B/ 12.7MB (0.8%), 22X 1.6GB
REHE
é; FEER 11.4 KB/# ‘ EERZE 490.0 KB/F)
Site#K 5.3 MB SiERE 387.8 MB
B 7-2 %K

TENAERIAS ¥ oy X B, RGN % T B BoR )N AFERIAS 3 4 X 1A 7 s faf B3R
FER P A7 FIAZ 3503 [X 1R A KN DA B AT FH 6

7.13. BF CPUMEH
7131 fFHRGHE TR

M PR S TUE R RGi0) CPU AN, /£ CPU &1, RGNETHE
7 CPU [ 77 S A EI 3 A CPU Y i I e iy R B B HUR & AU R G
7.1.3.2. f§if Isblk 74

Isblk i %A AR R R 400 DME I B & . e L blkid dr 2 3R 5 2 145 &
Ay A Iz H . e M udev EEEUE S, KR root AR AT LA . BoRBRLE
25 T EAE shell AN R 4

Isblk

B P s, Isblk R4, FRBES, Bk A UM
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bR, WK, WERSE R, WAERE, R&HERBKRAE. FlFur:
~]$ Isblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sr0 11:0 1 1024M 0 rom
vda 252:0 0 20G 0 rom
|-vdal 252:1 0 500M 0 part /boot
“-vda2 252:2 0 19.5G 0 part
|-vg_kvm-Iv_root (dm-0) 253:0 0 18G 0 lvm /
“-vg_kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
BRI Isblk dir & LA B S5 Fafi t s 4, an SRAESRBCE 2 13845 2 -1
28, Bl
~1% Isblk -I
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sr0 11:0 1 1024M 0 rom
vda 252:0 0 20G 0 rom
vdal 252:1 0 500M 0 part /boot
vda2 252:2 0 19.5G 0 part
vg_kvm-Iv_root (dm-0) 253:0 0 18G 0 lvm /
vg_kvm-Ilv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
ARV 2ATIR T a4 53, &F Isblk(8) man T,

7.1.3.3. f#iH blkid iy 4
blkid a4 7] LB R ] G &R EE R . B E root AR, KIAE root
P Be{E A Isblk #52, LA root B0 AE shell %y AU R £

blkid

NI RERE A, blkid 2 EoRE R HENE, #ltn UUID, U R4i2E
B, BhrdE. BT
~]# blkid
/dev/vdal: UUID="7fa9c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
/dev/vda2: UUID="71vY zk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"
TYPE="LVM2_member"
/dev/imapper/vg_kvm-Iv_root:
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UUID="a07h967c-71a0-4925-ab02-aebcad2ae824"
TYPE="ext4"
/dev/mapper/vg_kvm-lv_swap:
UUID="d7ef54ca-9c41-4de4-ac1b-4193b0clddb6"
TYPE="swap"
FRIA blkid fir &> BoRPrA AT BRI . IR BoRE — ek, FHEAE
LIRS

blkid device_name

filn, A RN /devivdal 15 E, LA root AP BUBRH A A 2
~]# blkid /dev/vdal
/dev/vdal: UUID="7fa9c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
£ b i 2 SN -p All-o IR DASRECEE 2 411915 8., A& [RIFE 75 22 root
PR

blkid -po udev /dev/vdal

Bian:
~J# bl ki d -po ud ev /d ev/vd al
ID_FS_UUID=7fa9¢421-0054-4555-b0ca-b470a97a3d84
ID_FS_UUID_ENC=7fa9c421-0054-4555-b0ca-b470a97a3d84
ID_FS_VERSION=1.0
ID_FS_TYPE=ext4
ID_FS_USAGE-=filesystem

BRI AATIET 5255 %, #F blkid(8) man Fit.

7.1.3.4. M findmnt #y4
findmnt #r & o8 KRG RTHE SO 248, £ shell BN fir 4

findmnt

BAIHESCE RS, findmnt d7 & BoREEda, R, RS
IESPNIEES- S
Bilan.
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-]% findmnt
TARGET SOURCE FSTYPE
OPTIONS
/ fdev/mapper/rhel-root

xTs
rw,relatime, seclabel,attr2,inode64, noquota
}=#/proc proc proc
rw,nosuid, nodev, noexec, relatime
| F/proc/sys/fs/binfmt_misc systemd-1 autofs
rw, relatime, fd=32, pgrp=1, timeout=300, minproto=5, maxproto=5,direct
| “/proc/fs/nfsd sunrpc nfsd
rw, relatime
b=+sys sysfs sysfs
rw, nosuid, nodev, noexec, relatime, seclabel
| }—fsys!kernelfsecurity securityfs securityfs
rw, nosuld, nodev, noexec, relatime
| |-#sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

FRIA findmnt LU 5 Ha et SCHF A48, A ARUAESRIBUE 22 1) B2 4545 S -1
ZH, Bl

findmnt -1

(ZLUE

~]$ findmnt -I

fas ] DLIZE 3 R HE PP 2R AL () SO R G, i A -t IR I, SR TS SO R G5,
B4

findmnt —t type

Bln, SEasPra R xfs RS

~]$ find mnt -t xfs

ARV H A 2ATIE I 528513, &F findmnt(8) man /1.

7.1.35. ffH df fir 4
f a2 RGHER A R A FHHRGS , 7E shell A0 R4

df

H— MV CH RS, df S BER RGNS T, K (LK F
FIONEAL), G A S (A4S M F RS, R A8 2 TR) el s /NSO 3 - 45
TR
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~]$ df
Filesystem 1K-blocks Used Available Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18618236 4357360 13315112 25% /
tmpfs 380376 288 380088 1% /dev/shm
/dev/vdal 495844 77029 393215 17% /boot
BN df A s 7 XK/ (BL K S5 Y B, WA = A sl &, R A e
R & (DL K TR 80D AB L M AR G 72715 s 75 B F-h G 00,
2 AT PA LA 5 132 7 2 A% 20 s i A s ) K /)
Bian:
~]$ df -h
Filesystem Size Used Avail Use% Mounted on
/dev/mapper/vg_kvm-Iv_root 18G 4.2G 13G 25% /
tmpfs 372M 288K 372M 1% /dev/shm
/dev/vdal 485M 76M 384M 17% /boot
A RA] A AT R e B HIER, &F df(1) man Tt
7.1.36. fH du v
du T & T AEF S HIRN e du fir & ANINS T LLE R4S 1 H s S
IR/ iltn .
~]$ du
14972 ./Downloads

4 /.mozilla/extensions

4 .[.mozilla/plugins
12 ./.mozilla
15004 .
BRNEOL T, du A LT 205 N 8 o S i I Ol . an SR A8 BL 55 3¢
Ji30 (MB #1 GB) K/, AIRARINZE-h. #itn;
~]$du-h
15M ./Downloads
4.0K ./.mozilla/extensions

4.0K ./.mozilla/plugins
12K ./.mozilla
15M .

TEFNFRARE du fir42 B 2480 H s P SO RN AT, R R s H
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HSCAR R RN AT LA N2 4-s, 4140 -
~]$du-sh
15M .
HRA AT SR, AF du(l) man Fit.

7137 (ARG EETA
ERG W T RS RG2S 7] LA RR 7 N EE SO RS AL

2[R RAE FA O

RS x|
SiaE(v) BWE(E) #HR(V) BBMH
#HE #AE XARE
- BR v XE OBm R QL ER
,‘:Idev!mawer{klas-rvut ! xfs 13.2GB 14GB 14GB 11.8GB
I /dev/sda2 /boot xfs 1.16GB 689.6 MB 689.6 MB 373.7 M ([l 35%
I /dev/sdal /boot/efi viat 209.5 MB 203.5 MB 203.5MB 6.0 MB| 2%
D,’dewsro /run/media/root/Kylin-Server-10 iso9660 3.9 GB 0FH 0FH 3.9 GB

& 7-3 XHRG

MK R S, RS TR SR es, HbsEdEs, X
RGERAUMNURNN, il 2 1) A5 FH R /NAR AR K/

714, BEEAEE
7.1.4.1. fiH Ispci fir %

Ispci fir 2 A LLE R PCI S 4k B &E R, RIRPTA K PCl %4 1L shell &
BN AT 4

~]$ Ispci

] DU -v 26 T 0 0% VRIS I, A v a6 0 HE B0 SRR AR B

~]$ Ispci -v

A RA Har TR 56 %8 513, £ Ispci(8) man FHt.
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7.1.4.2. ffH] Isusb iy %

N

Isusb iy 4 1] LLE R ush W55 . SBRFTA 1Y usb % 4415 BAE shell A

~]$ Isusb

AL -V Z 8RR i TS R .

~]$ Isusb -v

AR Hag SATIEDI e 8B K, &F Isusb(8) man Fiif.

7.1.4.3. fH Iscpu i &

Iscpu 4 TR AT RS cpu (B 5, 5 RH4E cpu HH,

W, A, cpu RIEHEAFESE, 1E shell A 4:

Ry, M, K

~]$ Iscpu

AR A AT IR I 5 AR, EF Iscpu(l) man T

7.15. MEEHE R

HRT LI =y IR 55 2R R G DI 1B AR FA R S ML o XA I 2R
DIMMs S 4E PN 7748 2 RV 1R A 2 R A AE AL R 25 I B %, JF FLAEAR R 1R P =
IR o P 2 T RSP RS rasdaemon 234 SRR AL BRI By Py A WL ER B O
AT EEME A PR AT 4R AR AR, R EAT. XA ThRELLRTH edac-utils £

fit, B dsP i HERE rasdaemon $24HE
‘245 rasdaemon 75 2 root FUIR .

~]# dnf install rasdaemon

JR RSS2 iR

~]# systemctl start rasdaemon

BN THI B A 2 2 i 2 12 Pt T

~]$ rasdaemon --help

4 1E rasdaemon(8) man it B 7T tH A fifiid
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ras-mc-ctl T HAZML T —Fpa] LU# FH EDAC BREhIK 732, SN0 KAy 2 a] LA
A MR

~]$ ras-mc-ctl --help

#ir A 7E ras-me-ctl (8) man T/ HL Gt A Hiik .

7.1.6. fEF Net-SNMP W66

AR R IR 7 IR 55 R 1RAE R G Net-SNMP 8 & 14F, Hhads—A Ri%
(T4 F 1A ] B X 4 B BR B (SNMP) ARER . Z AR B L S IBE (1) 5 R e v LA
PR TIARKEHN RGPS — RV T A, XL T HASCH SNMP )
Wo

AT T X TECE Net-SNMP ARHE T /0 245 22 4 MR bk GE X dE , A
SNMP WK R EHRE AT B SNMP LI UL [ 52 X1 REFEHF -
7.1.6.1. ‘%% Net-SNMP

Net-SNMP S A4 ] 1 A SRR IEORA = 2 IR 25 38 B F R 48 V10 AT IR I — 41
RPM %4, 4% 8-2 AJ i Net-SNMP # AUtk 7B NS AT N2

FH& 8-2 I Net-SNMP 346

B AR
net-snmp SNMP fRHR <3 J HERLRISCRY o 4 HH M R A 7 X AN
net-snmp-libs | netsnmp JEAHIRGR N E B B E (MIBs) . i th 1R HEKHR 75 22

XA

net-snmp-utils | SNMP % /345 41 snmpget A1 snmpwalk. 75 %4 446, LA
i SNMP 248 (1M A 585

net-snmp-perl | mib2c F£FE A1 NetSNMP Perl b . JH A0 7% T el i 42 4t 1 .

net-snmp-python | Python f\] SNMP % F 5t 7 o A H A Sk i S Ak )

ZIAEAT AR AL T 5 A dnf A

dnf install package...

Wtn, 2BELEARTT A T ) SNMP AR SE 4 iR AT SNMP 2
u, UL root B3 1E shell #0164

~]# dnf install net-snmp net-snmp-libs net-snmp-utils
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7.1.6.2. 3247 Net-SNMP <747 i %

net-snmp AR HEE SNMP AREEFH 3 FE snmpd. A5 R AEA I 4nf 5
&, FIERERE s snmpd AR IS R . A TEHR TN B = IR 55 s 1 E R &
V10 RS0 RS BE1E BiE 25 5.1 A systemd & B R A5 -

AR

1247 snmpd AR5 LA root S 4 7E shell BEA 41T A4

systemctl start snmpd.service

e B 5 L AE R GUR 3 e B 2 IRIs AT an T a4

systemctl enable snmpd.service

(G &S
{5 1E snmpd 245 A root & 7E shell B2 U1 T 54

systemctl stop snmpd.service

Mie Bk 55 (AL R SR B e I AT Iis AT, AT ar 2

systemctl disable snmpd.service

5 RS
# JH snmpd fiR55 LA root B4R 7E shell G0 F A4

systemctl restart snmpd.service

A 7 LIRS FE B T IR . BRI R, TR LR %, 2
(LU fir s

systemctl reload snmpd.service

X 2iaqT snmp RS L E N E
7.1.6.3. FHCE Net-SNMP

BAEM Net-SNMP AREESFH RN ECE , w4 /etc/snmp/snmpd.conf B & SC
4 ARTAT REILIR e % AR 55 2% AE 2240 VA0 & BRI snmpd.conf SCAE#E K&
B, AT DME A — AR I AR T B SR A

AT BB AHAE WLAES: WE RGE B E R, A5 R E
BAMEAE R, iEZ M snmpd.confB) Tt 7. teAb, £ net-snmp B RA
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— %~ snmpd.conf FSEHFER, AT CLHIR LIRS B 7 AR AR AL &
B B net-snmp-util K 1 £ 06 20 B 2 3% 4 e AT A AT BT iR 1
snmpwalk ST

systemctl reload snmpd.service

WERGME L
Net-SNMP i@ it R G 1R t 7 —LeILAR M R G5 2. B, T snmpwalk
[Frdim & s B A BOACEAC B R S

~J# snmpwalk -v2c -c public localhost system

RETELL T, sysName X R e BV L4 - sysLocation F1 sysContact X 5
A LAfE letc/snmp/snmpd.conf {31t 248 syslocation Al syscontact B #% L & -
Bilan:

syslocation Datacenter, Row 4, Rack 3

syscontact UNIX  Admin <admin@ example.com>
EICE A, EHMEECE, JHE ks snmpwalk i I — T

LW PribNa sy
~]# systemctl reload snmp.service

~]# snmpwalk -v2c -c public localhost system

A B AR

Net-SNMP ARIESF 3 FE 7 SCREFTE = ANRA ) SNMP Hrille BTRANRRA (1
A 2c) @ E A A PR R B AR IR . TR R AR AR AT R g
SEHRRT 2 B Z R . %A IR LSRR IS, KN RA AN,
SNMP R 3 MRS FH 2 A B P ERIME B 0% . Net-SNMP AR 2L
CHF SSH JEiE, 8 A X.509 uEF) TLS TAIEFT Kerberos WA E .

Ec & SNMP fRA 2¢

HRLE SNMP A 2¢ B#EIX, 7E/etc/snmp/snmpd.conf it & 14 F{# H RO
X RW A X 54 F54 kg2 W R

directive community [source [OID]]

Hrf, community ZFHAIX FZRFE, source s& IP Huhksl 7, OID %
SNMP B4 ] Bt Filan, R FIFHE 25 & im it i L REm Ui nl, 1%
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2 A A T BB AR D4 A “kylin

rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

i 1 snmpwalk iy & FE 8 In-v Fl-c 5007 LUK &

~]# snmpwalk -v2c -c kylin localhost system

Bl B SNMP R4 3

PR E SNMP A< 3, {# ] net-snmp-create-v3-user it 4. Iar 248Nk H

Flivar/lib/net-snmp/snmpd.conf Fl/etc/snmp/snmpd.conf ST, XA AT LAY

B I AG ) . V7, net-snmp-create-v3-user fir A RE B E A IZATIN A e

B17. FHPI/REIEIEE T “admin”H 7, Zi<kylinsnmp”:
~]J# systemctl stop snmpd.service

~]# net-snmp-create-v3-user

net-snmp-create-v3-user i ¥ rwuser $54 (E 4 $2 (L -ro Ay A AT e T

H rouser) Zl/etc/snmp/snmpd.conf S FIE AN rwcommunity F1 rocommunity % =X
AH ] :

directive user [no authlauth|priv] [OID]

Hrr, user £ F 4, OID /& SNMP WHE(EUi ). BRIMEHL T, Net-SNMP
RIEFAL A 2B FZALTE R Cauth #£T50) . noauth &I AT LA 2 ¥F R 4 BLIE
3K, priv 346 005 i) 455 FH i1 authpriv 128 T 2 (19175 K 06 25058 i 452 BORH [B] 52 95 2%

Bilhn, NH—ATRRRTHS “admin”i5 15 1] A -

rwuser admin authpriv .1

NTMABCE, EEMIHPEHE TR snmp B3, fEZHZXTAIE
snmp.conf Y4 (~/.snmp/snmp.conf), dFH0T A4
def\ersion 3

defSecurityLevel authPriv

defSecurityName admin
defPassphrase kylinsnmp
snmpwalk 7y 275 2 A EL I 2l F 1% L2 A ¥ B
~]% snmpwalk -v3 localhost system
SNMPv2-MIB::sysDescr.0 = STRING: Linux localhost.localdomain 3.10.0-
123.el7.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86_64
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[output truncated]

7.1.6.4. KA MERE

SRR AL = IR 55 SR E R G Net-SNMP ALHRAE SNMP Wil L3t 7
FPEREE B M4, FTDUEIREEE ) R+ %3 RPM BINFIR, RG4S
AT I HERE 51 3 AN 2 G5 1) X 25 L

AFRMET KT OIDs £ SNMP Ef P REM K. EHE R4 C %3
net-snmp-utils B AFEL, IF HH P #8% 705 [/ SNMP B, 11 8.1.7.3 o B ARR HH 4
i

T i

£33 Net-SNMP [#] Host Resources MIB $&41t T FEHL2 7 5t 2 5 B4 R0 414
BE . #H#% 8-3 AIHIH OIDs &4k 176 MIB T 1] LLIREUHIAN R OID

FH 8-3 W HM OIDs

OID iR

HOST-RESOURCES-MIB::hrSystem BE—RAGER, isfrefmE, H/o
WEH, MIZ TERENEE .

HOST-RESOURCES-MIB::hrStorage AL WAF AN SO R G S R

HOST-RESOURCES-MIB::hrDevices BLE T BIAL RS, 258 £ AN SO &

GBI
HOST-RESOURCES-MIB::hrSWRun 05 T H IEAEIBAT IR 31 32
HOST-RESOURCES-MIB:: BEFERPENAEM CPU GitE
hrSWRunPerf 2, R X kB T

HOST-RESOURCES-MIB::hrSWRun.
HOST-RESOURCES-MIB::hrSWinstalled 5% RPM HlE FE 512

7E Host Resources MIB H, &4 —n] TR0 {5 E 1 SNMP %,
T T4 1 T HOST-RESOURCES-MIB:: hrFSTable:

~]% snmptable -Cb localhost HOST-RESOURCES-MIB: : hrFSTable
SNMP table: HOST-RESOURCES-MIB::hrFSTable

Index MountPoint RemoteMountPoint Type
Access Bootable StorageIndex LastFullBackupDate LastPartialBackupDate

1 s """ HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readwWrite true 31 9-1-1,0:0:0.0 f-1-1,0:0:0.0

5 "/dev/shm" w HOST-RESOURCES-TYPES: :hrFSOther
readWrite false 35 0-1-1,0:0:0.0 0-1-1,0:0:0.0

6 "/boot" "" HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite false 36 0-1-1,0:0:0.0 0-1-1,0:0:0.0
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KT HOST -RESOURCES-MIB K5 215 &, 7] LL#F Jusr/share/snmp/mi
bs/HOST-RESOURCES-MIB. txt S 1,

CPU MINfEE B

UCD-SNMP-MIB K Z 8 R G Residi 2 nf H . systemStats OID $2fit 1
— LIRS AT T A

~]$ snmpwalk localhost UCD -SNMP -MIB: : systemStats

¥inlse, ssCpuRawUser, ssCpuRawSystem, ssCpuRawWait #1 ssCpuRawldle
OIDs R ALHTHE S AEM 2 RGe e 1 B A8 T 1 K EE B AL 345 I [A) 76 N % 2 ) B
Frs(a]al 110 WEEH A H . ssRawSwapln Al ssRawSwapOut RJ #ffi & R 5 N A7 2 15
ZANIERCESITN

UCD-SNMP-MIB:: memory OID TR 2 7] JJ i N A7 2 A1 free fir %2540

~]$ snmpwalk localhost UCD -SNMP -MIB: : memory

UCD-SNMP-MIB )41 #3545 72 7] A i) - SNMP ] UCD-SNMP-MIB:: laTable
2FH 18, 5 8P AT 15 48 ) B AR ) 1 1E .

~]% snmptable localhost UCD-SNMP-MIB: :1laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig lalLoadInt laloadFloat laErrorFlag

laErrMessage
1 Load-1 0.00 12.00 o] 0.0RBOBO noError
2 Load-5 0.00 12 .00 0] 0.000000 noError
3 Load-15 0.00 12.00 c] 0.000000 noError
A RGBS S

Host Resources MIB #2430/ R R /NFERE . BN XERSG (BLR
- MAFI) #£ HO ST-RESOURCES-MIB: : hrStorageTable % 45 — /N A [
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~]% snmptable -Cb localhost HOST-RESOURCES-MIB: : hrStorageTable

SNMP table: HOST-RESOURCES-MIB::hrStorageTable

Index Type Descr
AllocationUnits Size Used AllocationFailures
1 HOST -RESOURCES-TYPES: :hrStorageRam Physical memory
1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES::hrStorageVirtualMemory Virtual memory
1024 Bytes 2045580 388064 ?
6 HOST-RESOURCES-TYPES: : hrStorageOther Memory buffers
1024 Bytes 1021588 31048 ?
7 HOST-RESOURCES-TYPES: : hrStorageOther Cached memory
1024 Bytes 216604 216604 ?
10 HOST-RESOURCES-TYPES: :hrStorageVirtualMemory Swap space
1024 Bytes 1023992 0] ?
31 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /
4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /dev/shm
4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /boot
1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB: : hrStorageSize A1 HOST-RESOURCESMIB::

hrStorageUsed ) ODI # k1T EHE O R AT R A = .

1/0 #14E 7£ UCD-SNMP-MIB::systemStats 1 UCD-DISKIO-MIB::diskIOT able
Kp#E R . EERM T EIRANEdE, J5E OID A disklONReadX Al
disklO NWrittenX HARML s, H T8 R %08 s sz UM 5 A B & 1) 5

- 3y
T
~1% snmptable -Cb localhost UCD-DISKIO-MIB: :diskIOTable
SNMP table: UCD-DISKIO-MIB::diskIOTable

Index Device NRead NWritten Reads Writes LAl LAS LA1S
NWrittenx

25 sda 216886272 139109376 16409 4894 7 ? ? 216886272

139109376
26 sdal 2455552 5120 613 2 ? ? ?
5120
27 sda2 1486848 c] 332 o] ? ? ?
]
28 sda3 212321280 139104256 15312 4871 7 ? ? 212321280
139104256
S EPS)

NReadX

2455552

1486848

Interfaces MIB 32t 4% % &= 5. IF-MIB::ifTable $#2fit 7 —/> SNMP %,
RGP A O N A E A S BRI BES IR AR B — A% H . N HEPS

TR ifTabel (UEE 7251, E&ER T RS LAY BE R 4% 1

~]$ snmptable -Cb localhost IF-MIB: : ifTable

WX 2% 9 B MR IF-MIB: : ifOutOctets 1 IF-MIB: : ifInOctets #21it,

SNMP HHPRAG B R 40 E R — % H I M 28 &

N

~]$ snmpwalk localhost IF-MIB: : ifDescr

% 186 W / 3027



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

P JE1¥] Net-SNMP

Net-SNMP Q3R] DAY & BIFE HERR IR AR RG0S RN R . IR 115 25 /A
KRR B 1] R () M R e B o o, AR A RE B P RSB 15 %A 5 arEhid
FEEIIERRAS AT, B B2 FE T RGP 8000 M
BNE 15 B a2 20 o R RRR A B B R A R R
RGN EE, X ARVFEASF I 57 #5000 X RatkRe nT AL (i,
4711 10,000 %15 S 24N~ 14 12k % 100,000).

B FE AR FLIE = R S5 AR RS V10 (SN LR IERE SNMP 3 &
Net-SNMP A DR (N H & H UMk RARBEE RN R . A5
HiEid shell JIASFIRTER) Perl $H4FRY RACE .. R RSH net-snmp-utils 1
net-snmp-perl B, 42235, [FIS P AR AT M SNMP A,

fd ] shell {43 e Net-SNMP

7E Net-SNMP ARHAEAL T —AM 7 2 MIB (NET-SNMP-EXTEND-MIB), A LA
Mok & W\ AR B shell A . 248 E B shell A Kiz 17, W LLAE
letc/snmp/snmpd.conf SCAHE ] extend $54 . — HiE X, REHSEALR B 78
SNMP _Efg & WAt R RN T8 XL, 2B AS i e AR 3
httpd 2

EE:

Net-SNMP AAIR$Z(E 7 — NN @ RIPLEET proc fr & AR B2 1E
Bl AEE snmpd.conf (5)F-ft 1 .

N shell JEIAS 1R H RS & R 45 e I 18] 55 1 R 48 12471 httpd JEFE%.

#!/bin/sh

NUMPIDS="pgrep httpd | wc -I'

exit SNUMPIDS

N TAEEAALE SNMP ERTH, HIAE S 2] Rkt BRI E,
WE AT HATAL, FE5IN extend 54 2/ etc/snmp/snmp.cof X4, 3l extend $5 4
A% AT

extend name prog args

name JEbriH extend FIFRFER, prog R EIZAT IR, args fE AT S
o Bln, o LR shell A & i £ /usr/local/bin/check_apache.sh, I 44
LU INIAIA 2] SNMP ## .
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extend httpd_pids /bin/sh /usr/local/bin/check_apache.sh

A AT LAZE NET -SNMP -EXT END -MIB: : nsExtend Objects 125 5,

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd _pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd pids" = STRING:
/usr/local/bin/check_apache.sh

NET - SNMP - EXTEND -
NET - SNMP - EXTEND -
NET - SNMP - EXTEND -
NET - SNMP - EXTEND -

read(1)

NET-SNMP-EXTEND-

permanent(4)

NET-SNMP-EXTEND-
NET-SNMP-EXTEND-
NET - SNMP - EXTEND -
NET - SNMP - EXTEND -
NET - SNMP - EXTEND -
NET-SNMP-EXTEND-

MIB
MIB
MIB
MIB

MIB

MIB
MIB
MIB
MIB
MIB
MIB

rinsExtendInput."httpd_pids" = STRING:
i:nsExtendCacheTime."httpd_pids" = INTEGER: 5
iinsExtendExecType."httpd_pids" = INTEGER: exec(1)
rinsExtendRunType. "httpd_pids" = INTEGER: run-on-
rinsExtendStorage. "httpd_pids" = INTEGER:
rinsExtendStatus. "httpd_pids" = INTEGER: active(1)
:insExtendOutputiline. "httpd_pids" = STRING:
rinsExtendOutputFull."httpd_pids" = STRING:
(insExtendOutNumLines."httpd_pids" = INTEGER: 1
iinsExtendResult."httpd_pids" = INTEGER: 8

rinsExtendOutLine. "httpd_pids".1 = STRING:

THER, B ENERY ORGIFIRMMY 8), e Rt uy 4t
K., N T ERBANZEEE, extend 5044 T ARKSE. Hlan, T
FEVAS T AR T 52 VE B R 748 B I RE AR 2, JF HARR fa Y — A SOR A R oK

TR HEREAL

#1/bin/sh
PATTERN=%$1

exit SNUMPIDS

NUMPIDS="pgrep $PATTERN | wc -I
echo "There are SNUMPIDS $PATTERN processes."

Y b AS # # DU 3 Jusr/local/bin/check_proc.sh T, # AT R T
letc/snmp/snmpd.conf LA 4842 27 H httpd F1 snmpd B EFEEL

extend httpd_pids /bin/sh /usr/local/bin/check_proc.sh httpd
extend snmpd_pids /bin/sh /usr/local/bin/check_proc.sh snmpd

N AT 2o snmpwalk 64 %t nsExtend Objects OID F%n i«
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~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd_pids" = STRING: /bin/sh

NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs."httpd_pids" = STRING:
fusr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs."snmpd_pids" = STRING:
fusr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult."snmpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "httpd_pids".1 = STRING: There are 8
httpd processes.

NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "snmpd_pids".1 = STRING: There are 1
snmpd processes

®5:
HEHOR RS 4 BRI E 0-255 AOVEHE o XT3 256 [1E, BE AT A F A i)
Pt (BN TR D By AR AR T

72. BEMEEHEXMHF

HESFRAE 2GS BT, BRNE, WS &I T N AR
AR HE XA ERFRRERE, flw, F—MEBRARGEECH, —FAREH
TzaE RN HE, AT ESESMH S,

i g e R e 1) R N, ik BN P AZ SR T BT R AR AL ) 6 5%
ARG, HEXHRZAEF A AR REEHEEME ] DR H &0, i
H&EsCHE, PARIEHESHFHEEH 4.

— S H B — AN 44N rsyslogd A SFBERERE S . % rsyslogd <4 ERE i
B AR sysklogd (1) — Al s AU RS, JEERME 79 AL IERS, WEMERY, &M
e B 6 T, i N o R, S TCP B UDP HiM3GEEAT 4 . 75 BT & A /2 rsyslogd
5 sysklogd #2& 21

H & SCH-E AT PUH journald sF 4 i REEA T 8, %53t RE 42 systemd HI4H
. journald s R RAGHEHE, AZHEWEE, VIiE RAM B AR
WA i BAVS BARER HE FVE S, DU RS Mbr e R 2 5 Y, fEIX ey
HATRG], RGP A HE S, B R AR R 5 kS
fF, S TR, HRRAEEERE, B ARG R R ELECH 1 ID BT
15 5. M journald A sy H ESCAFAEBRAE L T AR —BEAAER, HEXHER
RAZLE A Brun/logljournal/ H 5% N IR E G IX o Il AR S T rT
17, MIABFE BRSNS, &AL gmIbR. (2, wETP SR - 3
Z%) 7.5.5 (TRERFEEAFME . A RIATIEAE R, HESM 75 HHE.
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BROANTEOLT, EPANCR LEIFAEREIM RS . journald 797 B RE 2 ff e ]
M EET R, et 7T HENHE TO@ W H EH B mEds . did
journald 3 BudE 4 5% % 3l irun/systemd/journal/syslog E#25, A LLHI rsyslogd
HE— B AR E s . SR, rsyslogd BRUGETS imjournal i ARER, M 7 EiR
MERET . &R LMEH omjournal ik M rsyslogd 2 journald 7548/ 77 ) A%
R . 2 0. 7.2.7 Syslogd AR %5 A1 H B AE H . SRl 5 T SOA I H & SO
— Bk 5 (5 AR 4Ed, DA OR mT B (0 B A2 7 BORC B A T rsyslogd B FEZS
PEo A4, AT PR S5 R — BUL A% R ES rsyslogd H &, (S0 7.3Syslogd H
HEEMD

7.21. HEXHHRIME

YFZ i rsyslogd 44 1) H & S0 EAE fete/rsyslog.conf Bt & S04 Bid st . KEZH
(1) H &S fEvar/logl B3 R — 285 A2 74140 httpd F1 samba 7£/var/log/ H 5%
NE A HE .

Trrge BB Evar/log H M 24 HE A F R AE (1
1, cron-20100906). XL ACRAINFE & H S SCF BRI 8. H ST
B, TUH K DNAL KK, Logrotate fL4% T — g 64155, & A LR 3
letc/logrotate.conf it B oK H 2040 B H &S, &IC B SCHF 7 ete/logrotate.d/ H 5 K .

7.2.2. Rsyslog FIEREE

Rsyslog [ 3= B fic B {42 fetc/rsyslog.conf. 7EX B, #&AT LLfR & 4 RiE 4,
PR R 36 2% AR A Sh (5 43 o BbAh, 8IR AT DLLLSCAR T SRR s I iire (LA
#513K).
7.2.2.1. SUELSE

FNE L e — 85, CEBRARGHEHEN—NT5%, AT —H
a7, ‘B e Xk v BT 4 AR ) letc/rsyslog.conf FEC B S e SCHE,
FE—AT RIS & SO IERR AR, FH— AN B A8 Bl R 55 73K

RAE i@ 1, rsyslog ISRt T AR TS RSGEHEWHE . ATHK
YETTE, W BT R, BTN, AT RN Rk A it v
o

WEETREX T IES

B R AT R S0 o 2okt B8 R 40 H B B A TR E A T
P yEds, HIdUE syslog W ST AN KA A5 A BRR BRI e g . EA)
EAMERRES, BT iE
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FACILITY.PRIORITY

> FACILITY #8& —MEEM T REKRAEMH EWHE . B, 7R
AT SRS RS H G E . FACILITY A LAl AR vz — (8iH
Br A kR kern (0), user (1), mail (2), daemon (3), auth (4), syslog (5), lpr
(6), news (7), uucp (8), cron (9), authpriv (10), ftp (11), 1 local0 through local7 (16
- 23).

> PRIORITY #ii7E #4t HEH B HIMESH . PRIORITY AJ LA LAR Ry
2 — (7 AS) SKFE7s : debug (7), info (6), notice (5), warning (4), err (3), crit
(2), alert (1), #1 emerg (0).

FIREAR Y EE A R A HEHE . B ES (=) W
AR, Eta e KL e g R4 H EH B pkkd, Frg HAh L /e 20K 1 2
W& o A, RGBT 2 B — N (D, 8RR TR R HEHE.

R EIRTEE OCHE T, AT DMER RS () kg UrE B Sl ed (X
Wk TRAAEMERER S, ©5 2 fE). &% Mgz Mgt
JEH BN none. I BRI RAX KNG .

BUE AR EM S, HES ) BellaHt. BAE—ThEXEA
wE, M5 G) REAl. HE, RSB ae % 7 5 i 15 o,
'BAT PLHRRROR B A L S IR

. WEETRERNTIES

DL A& AT 7E fetc/rsyslog.conf A e ¥ BL2E TH0 S 2 ot 8 28 1 LA 17 =491
o HEEBETANRN A NZRGHEWNEE, U0 57 280 & S

kern.*

RPN RS HESHE, RSO erit BUE =, AT B

mail.crit

R ) cron HETH BBk 754005 info Al debug . A F 4 T A% 2K

cron.linfo,'debug

HET BRI IESE

ET RN S Tk sE 2o H B W B WA ETE Y, W timegenerated
8¢ syslogtag. #&n] LK RN e R R FME LLE, IR SR AT KA 8-4 BT @tk
PECEERAE B LLEERE . 8T R LR E AR 2 X 2 KNS Y
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ETREENEESFUES ) IHE, Gz iEds, R NEE:

:PROPERTY, [']COMPARE_OPERATION, "STRING"

> PROPERTY & X 7 EiLJE M e .

> LGRS (D e LR R . ST B PR I E RS B AT SR
A 7RIS AT o

» COMPARE_OPERATION J& 14 E X T tbi#gAE, 25Kk 8-4 KT B
(1) LA E T R I 1 LU LR A

> FRH R E L EAE, HEEEN SRRt ZEMAHE S
FEEC R o N T R 2 R A R (B —AN 515 ¢, A RFHT R (D,

Rk 8-4 BT R HLBHRAE

Compare-operation description
Contains or A S I 7 47 £ R 5 A AR RT3 20 A0 B 4R AL 1) SO
PP FF B AL o SEHAT KNS BURR L, 1
contains_i.
isequal FCRLIR B I 45T R AN SCA SR BE I & 1t 7 75 £ o X PIME
WAZRIL I o

startswith R A PR AR5 8 ASCAR I J8 L 745 R Sk UL RE » 23R
AKX KNG LR, ] startswith_i.

regex ELE LR POSIX BRE (FEAIEN|ZFRIEZ) FISCAHT
PAL R

ereregex FLA SR L) POSIX ERE (F B IENZRIEZD AISCA T
PAL R

isempty REZBEMERENT . G 5. A — iR

I, Ll BT BRI AT, XA R AE R A
el BT R RS
DA 72 A {E/etc/rsyslog.conf 45 7€ £ T J& 1t 1 i e 28 10 LA o 2230 B SUA
HERFEAY error FRAFRPHE, WRFIR:

:msg, contains, "error"

RS BEA N4 Y hostd SRk 4 H BT R

-hostname, isequal, "host1"
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RN HEWN BEAES fatal F error & H 27 (Al [F S04 .

:msg, 'regex, "fatal .* error"

FETREAN S I8

BT RE A IEHARE w LEA, M/RSFA R EEERGHEHL.
FTRIXA L JELALH rsyslog H LRI IATE 5 I8 A RainerScript LA, 7] DAL 2
IR

B AT RIE AR ST

if EXPRESSION then ACTION else ACTION

> EXPRESSION J&PERpmZ i FRIREN. Flln. iRk
$msg startswi th ' DEVNAME' or $syslogfacility-text = =" local0'#& 7] LA g X %
AKX, [/ and 8i#F or HAETT.
> ACTION JatE AR IR FIE IR BN EHATHIEE . XA P — A
—IBEE, B EERIES FEEE R,
> EHATHOMG, BT RIA U E RS O T if fRoR . SCHEY then 7
JF EXPRESSION Al ACTION. ¥, tHn] LAAIS<HE T else SKdi E MRLE B2 4
RFAAFA B 2 E AT
BT RAA RIS, T DA KHE 5 BB A8 1 S At B il . i F3Rkak 53X
ML PEds . BT DLL A Rk s A B 23 T it g ds . o —0
1, TR Ess, AA@iAEX B . RainerScript SZ 45 € B % re_match (O
F1 re_extract () FIENIFRIEZL,
Ehl: BTREARSIBSE
THMRE R EHMREZRAE. progl &7 A1 H & SO 5 T
S “test™ A4 B B PNANSCAE
if Sprogramname == 'progl' then {
action(type="omfile" file="/var/log/progl.log"})
if Smsg contains 'test' then
El:gtiﬂn{typez“umfile“ file="/var/log/progltest.log")

action(type="omfile" file="/var/log/proglnotest.log")

}

B2 HR T T REARIS IERR S H AL R . RainerSeript JAIASZ rsyslog
Bl EAR AR, WS 7.2.3 TR IR B AE
7.2.22. TN

1T AR X T IR B4 o R — 28 m] DLEE SR IR b oE S
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fE:
4% syslog 8 B2 H E X
FBAT NFE W syslog 1 B4 RAFIRAN H B S0 - 1% 2 FH IS H8 2 SCPF IR A2 58

FILTER PATH

FILTER 3R H /&850 H b SO 42 . B, I R <& B8
() corn syslog 594 J5 K FoA7fi# 2l var/log/cron SCAFH .

cron.* /var/log/cron

BROAEOLN, HESCF RN A R G H S HE BRI el [F 2 . B S
pRic C - ) AFNSCIF AR AT SRR € B IS A 2D -

FILTER -PATH

HER, BRRSAEER, MRRFRZIEKEAT . HE, XiiE
R REPERE, FRal 2 R TR P 27 AR AR E PN H B E 2

AR M SCIHERAR A AR S BB A1 o S SUF B — e SRz, 1k
i EFrRIB11 RN o BhAS ST AR P BRI T AR S SCAF
AR NS (2) ATSARER:

FILTER ?DynamicFile

DynamicFile 52—/ FR. #1249 T e B A T ok b 4. &
DME BT ST ¢ - D) SREMFERE, SWnr MEH—NE 502 M
WG

LA R X Window RGN, 4 SRR E I SCIF R AEAE ) 283 B
/deviconsole & %%, F4HEWERKIEBIFRMERIH (SRR Zum b B 8=
#il & Cff FH4F5K R /deviconsole f-ARFE)

T W% & A syslogiH B

Rsyslog oV AT Ll Ik 4 RIS R G H B B . IhRE R VG —
EHEEEZ N EHM RS HEH L . Zi% K syslog B BLEFETHEAL, W16 H
PLUREE:

@ [(zNUMBER)]HOST:[PORT]

> at ff5 (@) o syslog ¥ 2wk K 2IMEH] UDP Pl ML, EAEH
TCP ¥, WA at £ 5 SMATZ AT (@@).
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> AL ZNUMBER & B X 24t H B S zlib [E46. % NUMBER J& 14
FaE MR (N1 - BARE]9- HK). E4HHE a5 H 3 rsyslogd f A, i
AATAT R4 38 2500 SR 4, W BT 60 75 WA 24 R4

> HOST J& & LA~ EALIEFE syslog 1 -

> PORT J& M e L EH L

> HEHLE L IPVe Hiht, H5HES bR ([D.

SEf: dEIE M KIS syslog TH B

PAUR izl i 2 R, BrA SR #8 i s A —Aiiﬁé%ﬁ, HIRBEAEAT
ARG RIFTAEHE) R #Z%9 HEE BNERERN—%g 7. 2@ UDP i,
W4 27 7 $1) 192.168.0.1.

** @ 192.168.0.1

{8 FH 6514 iy 1A TCP P SCKs 1 J2.4% /k £ example.com:

** @ @ example.com:6514

T E4EE B LA zlib (9 4, J¥H#E K& 25[2001:db8:: 1] 4 % {8 F UDP
e

** @ (z9)[2001:db8::1]

M HRE

fig HH A R B T H B SO AT DA B 1) B KK 1X 6 B B S
HAEHR CAREMER, 3N 7224 HERE), MdiEEiAs LT
Wb ARG R RES . 8 IE B Soutchannel 48 4 L. EE X
letc/rsyslog.conf % tHidiE, 5 H L iE%:

$outchannel NAME, FILE_NAME, MAX_SIZE, ACTION

> NAME J@H485E 1 % s iE 1) 4 5.

> FILE_NAME J@H:455E 1 %t SCft 4 . S thisiE R e s A2k, &
AiEIE, i, BHAWEERHH .

» MAX_SIZE @4 € 13X aT AR s RN, LA N #r .

> ACTION J& M€ S 3 B KR/ NAT N

> AP s AR AR B —NMT R, R

FILTER :omfile:3NAME
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). HHEEHERE
A - MR EERS R T MR HERES . W iEELH
$outchannel 54 5E X :

$outchannel log_rotation, /var/log/test_log.log, 104857600,

/home/joe/log_rotation_script
18 PRI B BT A AL S R BT A syslog ¥ 5., SREGH BE AT e & %
H I

** :omfile:$log_rotation

— HIR& (FEAFIH 100 MB) #15%], /home/joe/ log_rotation_script 244
PAT o ZBA T LA S AT ISR Sh B A SO R N A, I BRI N Z, B
HFMEMIBRE

Ri% syslog HE SR E IR/

rsyslog i+ € F ' %K syslog 1 S AIEEITR e A 7 (AR Z SEH: f8
EZAT ). BIEEZANHS, HiES G) SEEMNHT4. BiEE RS 240
GxRMPAER P, MHES (5.

PAT—MEF

rsyslog 7] LU IE € B R 48 H B W B HATFE T, FHAEH system O A AE shell
HHAT IR . B4R E — MEFRPAT, B () FREZa$. Bk, 85
— AR A )V B S 2, IR AR 3 B 45 8 BT HAT ST E N — IMT S

FILTER "EXECUTABLE; TEMPLATE

X LI g SRS B Ul B EXECUTABLE 48 5E FIFEFE BEAT AL B . X AME
7] DARAT A A R T 0T SO AR SUABEAR 1) 44 B 5 4 TEMPLATE.

Sl PATERR

FE I, BRI R REHEHE, HigX&ds
template AR UL AL HAF N S5k 3 45 test-program F2)7

*,* Mest-program;template

&5

MATAT AL B BLAE ] shell $0AT#1E, ATBES R B2 EAN .
i AT LA R Ay VBN RS HR 52 AT N BT IRE o O 1 ST o mT RE 1Y %2
2y, 780375 FEAE AT shell $ATAT 9.
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i syslog ¥4 B B E3E &
W BE R B e, #oGB R%HE N ETTLEES NS HUEEX.
e S N B R R

:PLUGIN:DB_HOST,DB_NAME,DB_USER,DB_PASSWORD;[TEMPL
ATE]

> PLUGIN %5 € Hudd A, X Lbadfh ) DLAL PR 8 2 B 84 . (il dn,
ommysgl &1

> DB_HOST J& 45 & 4 FE 1 14
DB_NAME J& 1445 & 24 4
DB_USER J& P48 & 24 2 FH -

DB_PASSWORD J& V4§85 & 24 P 1250
TEMPLATE J& "4 € —ME LK syslog 15 B FIEAR .

Eg:

HHl, rsyslog R 3 HF MySQL £1 PostgreSQL #i#z /% . A 1 fdi ] MySQL Al
PostgreSQL %4 75 5 NIhRE, 2% rsyslog-mysql #1 rsyslog-pgsql . B4h, iF
Hff A 148 7E 185 () fete/rsyslog.conf FE B SO AR . A .
$ModLoad ommysql # Output module for MySQL support

YV V V VY

$ModLoad ompgsql # Output module for PostgreSQL support
HZ KT rsyslog 15 B 2% 7.2.6 {1 H Rsyslog k.
Fiah, A AT U A B omlibdb A5 e B (138 FH B B PR R 1 (SO
Firebird/Interbase, MS SQL, Sybase, SQLL.ite, Ingres, Oracle,mSQL ).
E3F syslog JHE
R0 EFEILFEUF B B BIEART (~) .

FILTER ~

FFAT N T ER AERAE AT AR — P R A B2 17, DA tH T B a2
AR — S E L R E, X2dRE AR, SWES N ERER 0 & &
FrAAE R 25 R T P AR G B SO b )48 e B B AL B, A5 3 e I i 25 SR
XA RIEAT NS R BRI - 157, — By B E 310 G T A & SO A i
1T WA IMNERIERE

i, RO EFE T AR cron 1Y syslog T .

cron.* ~

SEXZATH
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KPR —ANESE, BERVEEZ M N X MEF IR E 2 MR,
—AMT NS AT, RS ERTE (&) T
FILTER ACTION
&ACTION
&ACTION

T 2 MRS T P AR N AR VE RS, DO e 3645 7 2L BT DAl

7.2.2.3. &RfE4

A JRFE A ZIE T rsyslogd <4 HERE (L B L 0. A0 A T8 2> 46 R e
SRR IE, 1ZES R rsyslogd SFARERRE AT A EUEIE RN . BT 4 RifE A
WALAE LS ($). RA—MELSRETIEE. TH&—M2RTES16T,
HA5 52 R G0 H EWH BB KK

$MainMsgQueueSize 50000

AR A BRIN K/ 10000 N, AT BARE b TH 51 BB A R 20T
& m] LALE fetc/rsyslog.conf AL & U @ X282 . — MR I A B
BIRTIAT N, BBIE—NE2 00 —F R . 454827 LRI EAT
N, BABIFIER . BT T B B AR A 1) e B AR AT IS L. BT, —
FloBr I EC B A RO Ak H H AT DLEARS LAl 1E Y (7.2.3 (AL B A% 0.
SR, B2 Je e 2 AT AR N IR S U SR -
7.224. HERE
T & — M 7 B ) fetc/logrotate.conf Bt B SC {451 1
# rotate log files weekly

weekly

# keep 4 weeks worth of backlogs

rotate 4

# uncomment this if you want your log files compressed

compress
AT B ST vh AT BOAT R E 4 Rk I, FodE A T — AN H &S 23R
ey, HEXERRE, B REUNEY, IramiesHE
AR gzip R4 AR.0z IIRE G DL T SR HARIAT &R, A b B,

AT DO 2 B H S 8 SOBC BT, JFH O E A 4 R T i . 48
1M, #Uf & 7Eletc/logrotate.d/directory H 3% N i ie i H & SO A1 22 Bl g i &
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A, IRAERC B L E e T
NI A2 —ME/etc/logrotate.d/ H 5% T Bt & SO HI45 T
Ivar/log/messages {

rotate 5

weekly

postrotate

{usr/bin/killall -HUP syslogd

endscript

}
2O I B % T M ivar/log/messages H G SCHERCE . E T RERITE LR,
MR MR ERESREREE. ik, %% r/varllog/messages H ESCIFH LR
B, AR A R e SOE SR .

TR — iR AR, AT DR H SR B R E S s
> weekly- f57E HERE PN, BG4 aaREmnT.
daily

monthly
yearly
> compress-fii BEAS & A 4B ThRE, BRI fr I8 EFE I T
nocompress
compressemd — #5514 1 i 4
uncompresscmd
compressext — f& & H T E4G 9 e
compressopttions — &€ FH T 45 F2 )7 (1 R 4L il
delaycompress — 1Bt =46 B 2 T — M2 8
> rotate INTEGER -#85€ | — N HE U E i K8 H , i3 E i H
ESCIE W 4 MR 25 B — MR E bk . iR A8 e 0, IHI B B ST,
MAZRE.
> mail ADDRESS -Iti& T, T4 # 2 I H E SO R ARtk . S5
A
nomail
maifirst-F5 & 2568 1) H Sl 2y, 208 H A SCF AR -
Maillast- 55 2H R H SO A, o8 80 HE AR . HRE
IhREFTFFIS, BEigE T2 BRI LTI
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KT E L) M52 51K 2% logrotata(5) T il
7.2.3. EAFHRERRX
BT Bl = I S5 A A R A 236 1Y rsyslog Pﬂjwﬂﬁ/ﬂ? 5 8 i, /ré
FOBT I E R . XM G EAS S B AR R SRR, BB, i A Rvr e
TeR R 1 WL AR . TEE S SR ) B8 /20 1T RainerScript JAIASTC & Ab 2
FRTERL . WM AAVIINS B SCRE, EBIALE etc/rsyslog.conf FC & U HEH .
RainerScript /2 —MEIAE T, BEH T2 H - Al E H b P,
%140 rsyslog. RainerScript iz 572 >k € TRk A pyid ygds, W7.2.2.1 i€
e b eI T 20 R e 2% ) 27 . RainerScript 7€ rsyslog7 f A 5231 1 input
() A ruleset (), FH firFrid/etc/rsyslog.conf Bt & SCIEME S N KTEE . B
BEARZ A FEAET, EREEME,ZEEAS LRSS IES, WA,
ﬁﬂj BRR, BEHOINER . IRl p BB o X BB AT S, FFFRAR G B e
R E R IR . 1A — DR PRI . A DR EHT IHEVR A AT LA
H, A0 RAEEEE AT LA
510 XUk B2 500 E LA
$InputFileName /tmp/inputfile

$InputFileTag tagl:
$InputFileStateFile inputfile-state
$InputRunFileMonitor

[FJ A e B A0 BT R B VS A B0 T -
input(type="imfile" file="/tmp/inputfile" tag="tagl:"

statefile="inputfile-state")
KR ZR AR E T HPZSHEE, e 7 arset, IF et 7 m
HIISATIE S . A 5% RainerScript i R) M EHITEGHE B, 5SS WAEL TR
7.2.3.1. FUUEE

BRAFFIRAE 2241, rsyslog AbFRIH B EH RN GE Lo KU e ik i1 2% A1 A 4 2R
S A N EEPAT B F AL . 1E/etc/rsyslog.conf SCAEH B IHER N, B A E0 0 BA
BN BB I RV . ORI IR T8 — U, JfRaks:, BERITE
FIU) T 2 20 0k Ak 3 B 209 2 A AR B — ) 2 5

SR, MR RT3 AN 5] 7 BURR R B o AE RN A v, 85T AR i) B
MIEgszme, ok Bem A BuE IS € L —H 90 2% € BN AT NIt rsyslog 1Y
VERE . HRA)TE U, FELLISRY I BASTT I8E G IR VAR B, AL () I 2%
AT AR Bkt . 7E/etc/rsyslog.conf H IHER U 4E 52 X 40K s :
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$RuleSet rulesetname
rule

rule2

25— M RMBE S BN ER 1, B0E BN SEGER AL, anh -

$RuleSet RSYSLOG_DefaultRuleset

rsyslog 8 MIHTHIBL B M 20, input () Fl ruleset OO TEAJPATHRE . gt
(K0 U £ 7E fetc/rsyslog.conf FH5E S, 0 R Al :
ruleset(name="rulesetname") {

rule
rule2

call rulesetname?2

}
FH A0 (R R IR AT B2 4 rulesetname. iZFNISE L FR AR BELL RSYSLOG_JF
4, RONIX AN FR AR E 1, 3t rsyslog {#H . RSYSLOG_DefaultRuleset &
SCERA B A, Wi B o AR S AT . 7E BT IR R
rule Al rule2 '~, 0] LhsE S PE-EAE RS MU . XTS5, BT UkE
TR B P 3 B U A e AT
BIEHINAE S, BHFEREeEH T A%

input(type="input_type" port="port_num" ruleset="rulesetname");

X HEATLLET input_type IRAFIATEE, XEMMKENELE, SE@Ed
port_num - i 15, HASE, 40 file 5 tag 7T LLH TH8 %€ input O, FFINIEE
(1) FRE 4 rulesetname. 5 — AN B BIFRAE RN AR Fhdi o, BRUAREIN £
LY

7.2.3.2. Sysklogd AR %% A&

rsyslog 2% 5 Wl i -c 1L 45 & A, (H7E 2 8 lRASSCFE, [FIFE, Sysklogd
RS iy AT R T Lt e, 8 G B i X S iy AT IETEL B rsyslog. HAZ, &
A LU B 2 MRS A TCE rsyslogd SRR 1% sysklogd AIAT .

T % TR A M rsyslogd 151115 2% rsyslogd (8) Fli i

7.2.4. f¥£H Rsyslog BA%

BABI I F7E rsyslog 2 AF 2 LI N 25, MRIBMEENFLERGHEH L.
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FEBNFINLEI T, rsyslog BEBS[RINT ALERZAME R, IR LU 2 M7 9 AN E B
SN o rsyslog R i B AR

% - c

Action Processor output

Parser

: & Action G,
Fllt;r Processor output
Engine ou

B 7-4 Rsyslog HHiH S

Toi rsyslog A4 BRHMEICEIE S, E#EIX MBS, N HE
BTV BT I DS TR AT H BA IR A% i 2R b HR 25

T AL BE 28 2 — AN ENT AL BE 5] 25, TELL, 7E/etc/rsyslog.conf 5 SCFRTHR I 4
FLF o BT IR EERUN, R0 A HR S8 VP AL R L AR AT . BT RERE E A C
[IHRAT BB o 1 Sl BA B AL 38 24T A B 38 B 2P~ AR A R T o TR, 7RI
— b, JUMT R BRI S —ANE B IE AT, N T IR, — N BRI
fEIE RN Z AT A ERE

REFANMT N ADBAFZR AT RER) . MRHEHAC B A E], 1290 BT DLIER K% 2
AT AR ERES T AN IE T PAT S . 1K EHAF (LR 30 AT . TS A 2k
WG OL T, AT A FRERIEENPATEAS, — B TR RR S, AT AR FRAS S o 2L
RAEEE JHE, FHRER.

2k TR, rsyslog BABIAPHANMIE: TEib Xt SN AL# AR 1E R — A 17
S BAF B T T B &R SR B B AT AR A B R A BT - A PRAS EZE AR
s BRI 2 i v v S AL R R

> BTG g, 1E rsyslog IS5 TR oy B AEFE R 93 .
> EMTRFHFATHATHE .

Britbz Ak, BB LLH JURRAS [ B4 2 4 B RN R PRt me 1t e . 1X
SO B I LR &4

5.

WA AR IR E — R, S AEE ATV 2SI . a0 RAERAS
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W, HIBHZE, BEBEAT. KB R R B N BB ZE Y B A . 7
B P AT SN B LR, X &= E 5 8, flani ik SSH H &l s,
XSk X H I SSH . PRI, SR IR T 3 X 24 B e S8 HH ) o A
% AT A A .
7.24.1. & XL B\FI

MR S AR AR, o AU R RIRAS: direct, in-memory, disk F
disk-assisted, )72 1 F I A #1) 2 in-memory . %5 i) LAk £ Be R A i) Hodh 2 —4F
RNEEE RS, A LAERBATEAS . ¥R TH 5 AN I £ /ete/rsyslog.conf ST
F:

$objectQueueType queue_type

HEXE, WALy EW A (] MainMsg #4t object) it TS (H
action X% object) i B & . F direct, linkedlist =% fixedarray (in-memory B\ %)),
% disk F#: queue_type.

BRINBCE T 9 BT 2 FixedArray A1, 5 K A7 10000 N B . AT BAS
ERINBLE N Direct A%

Direct BAZl

T2 TS RERAE, BN, f S ABIAH O, AEPAT AT AL — NS
FANTEER . N T EERARN, AT

$objectQueueType Direct

il MainMsg I # Action &4 object, X NI A] DL 7E 3 T B BAF1 3l & 1
17IH B BN 55T direct BAZ, V8 B EIEAL IR, BRI 2 F L E B T 3%

Disk BAZ

disk BAFIAE it S B IK AN 2%, XA A TSm0, (A2 Al ge
HIHERASE 2 et . AR T F TRk s EE W H SRR E K. B2, K
ZHEHGIH ARV disk BAFI. Z&E disk BA%I, fE/letc/rsyslog.conf H1EEA
DA N2

$objectQueueType Disk

fifi F§ MainMsg B3 Action #1X object,iX 4N 30 AT DA £ 35 78 2 BA A1 3 3
1T B BN . disk BABIE A5, BRI/ 10 MB. EERIAK/INAT DL i Tl
Ol =R R AN T
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$objectQueueMaxFileSize size

Hp, size IR disk BAFIRIR/N . 78 U R/INBR A A2 5 I 14 147, rsyslog
MEGA—ANTERRIBGIZE, BRI R B R/NRS . disk BAFI RS 506 5
MR SCAFARUCED . XSO 44 48 2 W R B

$objectQueueFilename name

XNEFER S RE T SRR U4 UL 7 AN IR, SR —
AN B IEN.
In-memory BA%
£ in-memory BAFIH, HERA )T B4 CRAFAE N AR, AL XA I AR R P
T 5 A EE R o R B OCAL, WHERA B B AR K R k. HE, AU A
$ActionQueueSaveOnShutdown ¥ & AL AT RS E . A FIAZRALL in-memory
A
> FixedArray queue —ER A FE9H S A1, K 10,000 PIGE . X Ff
AL A F ()45 P [ T 20 FE OB ORAE A B e R e 5t . i T IX SE 484t
R RAZI N S e VHFE— E BN AAiG# . SA1M, FixedArray $24t 1 12
ITIS RS, AR HED I S AR D N e, BB SR
> LinkedList queue —iX B, —AMFER BT S5 /AR 2 3 7 B, DAL,
B AAE TR BN /0 AL . LinkedList B\ 51 AbFE A5 7R 1 28 2 74 BARH 1 .
E— MO, M LinkedList BAZIAH LL T FixedArray BA%1, &8 #EFE /D
INAE, IR T AL FRIT4H .
B & in-memory PAFIAE T #1E vk :
$objectQueueType LinkedList

$objectQueueType FixedArray

1 ] MainMsg Bk Action 4 object, X AN3%e 5 AT LA R 7E 327 2. BA 51 52 4,
17 B BAF .

disk-assisted in-memory BA %1

disk 1 in-memory A% #H % B BIL & rsyslog ik & v LUK H & 4
disk-assisted in-memory BAF1. Nk, BLE —ANIEH ) in-memory BAFIAR f5 SN
$bjectQueueFileName & 4 1 5& Sy 1k 8% $% B 1) ST 44 o 3X AN BA 513t A8 Bl
disk-assisted, X E M in-memory BAF15 disk BAFIIE T HME

W in-memory A CLHELE 7 E MG H S A E M disk BAFIBE S . 7
disk-assisted BA %1+, 7 LA 5 & disk-specific 5% in-memory specific it & 2% .
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X AN (R BAF AT e 2 e I, BN AT RE QI RS AT I ANAS AT FE AR R Il
o
fa5E disk-assisted in-memory BAZI{# ] so-called 7K Efl:
$objectQueueHighWatermark number

$objectQueueLowWatermark number

1 1 MainMsg 5% Action #4X object,iX ™1 35 AT LA 7E 3= 78 B BA A1 B 3
ATIH B BAF . A RV N B SR S AR number. 24 in-memory BAZ1ik 2|
T REIKALE LT, BT IEETE B S NS, I B FREEE] in-memory BAFIK
N BB SR K B E U . IR EK VR RO A D B A S ERAE, [F
BB R TSN, BN E NSO 2 A 18 1 . [Rlk, KA 2420
LU AN PA S 25 2 1% ' $objectQueueSize K. miK AL FIREARBA B R /N2 [0] (1) 22 2 %
P B R & AR AR 2 X o #2573 —TJ7 10, € /KA AN L EE A
BT I RER R B -
7.2.4.2. EHFI

A AL BA S AT DL — AP B DA 2 8 25K o S8 mT DU T LRAS [ (1) 4
L RAEIIATAFIFN TV B BT, A 20 ZABAFISEATH, WAEZ SRS,
FoAr ) — Sy B L, HAhE an TAEZRFRE B, 3RAEXT PAFIAT R 2 B4l
REEG BB P E T, o] LUMRAL rsyslog HITERE, VHEZHERA,
BB R G K A IAT A

B fi1l BA B K 70

s mr LLRR A BA B AT DL S R A, A R

$objectQueueHighWatermark number

fii ] MainMsg 52 Action #4X object,iX 4~ 5T AT LI E 3278 B BA 1 B3 A
AT R BF . HIBAS AT LA 5 3 B H 4K number. W] DL E BABIII R/,
AN AE I EAN TS B A 4 B R/ o S VH 2 BAF AT RN S A B ER N BA B KAy
10000, AT BAFIERIN KNy 1000,

Disk assisted PAZIFEER NGO T A& TEBRHI T, ASGEA FiE-Ram bl K/, (H7AT
PARLS15 D Sy OR B AAT R VD BB 4 ), DA L

$objectQueueMaxDiscSpace number

i MainMsg 22 Action 4K object. 4BAFIR IR, Bl B4 E 3%,
HRPASIRER 1 W 2 1A
EFHE
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MBI RIE B —EREE, N T A AR, ] AERNF R EFA K EE
e S, TR AR E mHE R 8 8 & A0 HE i B8 7T %€ discard mark:

$objectQueueDiscardMark number

1§ F MainMsg 5% Action #1% object,iX AN T A DL AE 9 5 A 51 5l &k,
TR X E, number FREJEEFHEHERMEEEH. & LR
REWES, fHHMT:

$objectQueueDiscardSeverity priority

NIk 2 — (B—2%) &AX priority: debug (7), info (6), notice
(5), warning (4), err (3), crit (2), alert (1) F1 emerg (0). {HHILKE,
BB EFHE G, HWE AR ZEBARTHR AT S A S BAZ I Ex .

15 FA PR

Al UAECE rsyslog 7E—AMFe e IR ] BE AR BEBA S . A T IX AL, 8] DL
il oy TAEBIHE S B o 2258 IRV, 36 0 L

$objectQueueDequeueTimeBegin hour

$objectQueueDequeueTimeEnd hour

AT LR M AOHESE, DU N L. ] 24 /hipd], ASCRFRE

BB TRERE

TARRREPATIH BB FRE BA o Blan, ETHERAS, — A TARLREM
1RSSR g A N BB M A S, R L HEBARIH S AT A . 247 2 2
B, —ANTAELER AR SAHENRERR —E8EN, 51— TIHL
e R Eh. e s, M.

$objectQueueWorkerThreadMinimumMessages number

FHWH B2 B AR number R fil kb 78 TAEZ AR . 140, number &4 100,
2100 Z /M B BIER, —ASET TARZREIFAG . kit 200 AN S RER, 56
A TARLRAREEN S SR, HATIBAT K2 1) TAELRFE AR, FrolEnT DLRR
Hl eI B R E, TR

$objectQueueWorkerThreads number

number %% i AT ATHI T AR AL AR H o X T E R E S, BRIABE
WIN L AGERE., B AERTIECATE, ©4  FEiT EEN ol Hi
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BN, 41N s

SobjectQueueWorkerTimeoutThreadShutdown time

FHRREEI[A) (LLZZAP N RRAL) B time. WA W E time, I 24 5
R, SEBRAEE T DACEGE, TARZREI AN E . R E RIS E)09-1, &
AR R o

HEHEAFI

N T RETERE, BT LABCE rsyslog [F]IS 2 BASH B . € tHBAAITH S
BOH M EPR, A R

$objectQueueDequeueBatchSize number

PRI R A H BA B 498 5 R B R0 H B e number. 7R, HEBASIVE S 2
H B B E AR 2 1) TAR R RN 18 1T 2 S BUBCK I W AFTEAE =

Z1ERAF

BB PSR R EE S, R BLeiaiE I 45 5 I [) 1) e AR A
KSERBASIALEE, DL R 2K

$objectQueueTimeoutShutdown time

TR time DLZMONAAL, IR — BN AR R — SR R, TAE
LR TE AT B AL P, SR 2 ERAA . R, RAEFERE B E K. 51—
AN IS 1 T B8 AT AL A R 58 e i R Ak 2

$objectQueueTimeoutActionCompletion time

FEVCER] time I HITEOL T, AR TARLRREAOC M AERHLIN ZE R A7 4L
&, TR -

$objectQueueTimeoutSaveOnShutdown time

dnspds B BEE 1, BT BASI BRI AE rsyslogd 25 1E R #R 2 477 filk B
jétj_

L o

7.2.4.3. f#H rsyslog PAFH7iE %
rsyslog 7 #&4t 7 HTIIETE, BABIXTRAE action (O EE X, BERT DAL
F 857 fetc/rsyslog.conf i — N FLN A o AT BABI B4 X F -

action(type="action_type" queue.size="queue_size"

queue.type="queue_type" queue.filename="file_name")
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FHEHAT A R 22 55 B 4 action_type, FYH B BAFI AT AR 9H I B K2R
H & AR queue_size. XTT queue_type, A LPLIEFE disk PAFIEL M in-memory BAF1
HhiE#E—>: direct, LinkedList 8% fixedarray. *fF file_name {45 & — > 34+
%, AR, HER, WERAE N80 H R RAF HE S, SELinux £
DRI E

7.25. FEBEMRSEE LBECE rsyslog

rsyslog i 25 $& it 1) 150t T FH H SRz 4T H B IR S5 28 AL & 5 R Gk Kk H
SR H EMRSSE . 1ES W nT SR R H EW B RIS 4, S5 R i
rsyslog FiC & 15 .-

rsyslog 55 i e AR IAT HAR N HE RS S MRS E, I HMTEN R
GilC B K HERIES HE MRS 3. BRI = R &5 B E R V10 BT
BT =224k rsyslog, WRFRE, UMRPR RAEHISL AL T rsyslog, LA root S 1%
N R

~]# dnf install rsyslog

Syslog it & BRI FIBMSCARTR E 2 UDP #1514, H7E/ etc/services SCAEFR I H
SR, rsyslog ERINEH TCP fEif 11 514, 7R E S {:/etc/rsyslog.conf H, TCP
EH@@F Y.

HeB s AR 7S 4T 12> F 30, R0 SELinux O BR IAED B A A0 VR 3% AN
WCAE T T 470 P g 1 A

~]# semanage port - | grep syslog

semanage 52 FH A2 ¥ i1 policycoreutils-Python 6, i) — & 70 $ At o 52 75 B 135,
CHRAYTT

~]J# dnf install policycoreutils-python

AL, EERENL T SELinux 1 rsyslog 257 & rsyslogd_t, Akt & A o
VR AR IE LSRR JE rsh_port_t [JIFE shell (RSH) i, H TCP ERilug M &
514, R, XA LEA ] semanage ) Af K fo i TCP % H oA 514, i,
LA SELinux fo VAt AP £Es 1 514 (5, AU

~]# semanag eport -1 | grep 514

HEEITEM A SRS SN RS L, EHTPEREPRD R, EiXE T
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BT A A5 BRI Z LA root B 47 AT A 2> 6

7.25.1. f£H & MRS a8 LA AR
rsyslog 7 BA Z A AR B . 57 R AR S il IR R 20 47 R g
A B B P AR, TR B
template(name="TmplAuthpriv" type="string"
string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::secpathrepl

ace%.log")

template(name="TmplMsg" type="string"
string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::secpathrepl
ace%.log")
X SO 7] DL AT T XA i B 3
template(name="TmplAuthpriv" type="list") {

constant(value="/var/log/remote/auth/")

property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

}

template(name="TmpIMsg" type="list") {

constant(value="/var/log/remote/msg/")

property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

¥

XX rsyslog FriRGE, XA AT RES A 5 W32, RItm]
PASER 5 B -

BSERCHER I B, AT EH B AE ARSI E a2, I, AR5
A58 WIS, i R U R R«

module(load="imtcp")

ruleset(name="remotel"){

authpriv.* action(type="omfile" DynaFile="TmplAuthpriv")
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*.info;mail.none;authpriv.none;cron.none action(type="omfile"
DynaFile="TmplMsg")
¥
input(type="imtcp" port="10514" ruleset="remotel")
7.2.6. £ Rsyslog ik
T RAERAL T, rsyslog $RALE R, X SRR LRSI DhRE .
i EEVE R A AL AT DL 28 =05 P K . K2 BOS R Lo . (LR S
B BRAH LS SO H AR D o H A AT i AR BB ) 5E Th RE
g — AR, HrT SR AR R BEINEC & 48 4 EEn ik, 5 4 FH DL

$ModLoad MODULE

HrP$ModLoad 2 HN# TR E AR 4 184 . MODULE 37~ %8 Fr 7 1A
Peo i, W RS EIE SCAR SRS (Gimfile), {F rsyslog AT AT AxifE
HSCAR S R i 2 4 H BAE B., 1E fetc/rsyslog.conf it & SC4F b 45 € DL R 47

$ModLoad imfile

rsyslog (it 7 VF 2 Ak, XA 2 S DL S

> B AU SR B & MR IEITE S . S SRS 2
PLim B4 4A, o imfile A1 imjournal .

> A B AR A R 25 &R H bR H T B a4 O,
FEERAR E T, B INE S LS. MBI AR a2l om #IZ,
omsnmp, omrel p %55,

> ENTRLEL- XA B B ST RN, B AT e T B R
AHP. H CEFSHFNEZE, Ear LAl E CrH SRS EITaRB
42 FR e L pm BT FFUE, Wi pmrfc5424, pmrfc3l164, %%,

> JHEBHER - HEBIERMEM ARG H EHERNE . X
PN mm (TG . H BB BIE L] mmanon, mmnormalize, &%,
mmjsonparse H H & 44 B0H S IR AL .

> FRFHRAEREE - AR B R T E N AR AR, RS
rsyslog $&HE FRSEAR D REAH EL PN E] o o AR AR A FR S 2 BL sm TR 4R,
111 smfile B¢ smtrad 3044

> FERREL - FERRHONHAR T In# s R (D e o X LU AE rsyslog 7%
LI SR INE, AREH A BCE

Bt A w] BB RS AT VR A R R 1 e B B R T DL AR
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http://www.rsyslog.com/doc/rsyslog_conf_modules.html $£ 2],
T
i B E R AT rsyslog ANAHIREIER,  IXAEARATTRT LTS ) H R eR E 2
o XS RIBLE ) LA . Dy T BROKBR B D> 22 4 R, AXAE T AT 43
IR .
7.26.1. FA text I
SCRSCAF RS, faFK imfile, 1 rsyslog KT R AL AR ST H A&
TH B AT LU imfile M BIEE B R SCASUE H BN RS A H EH
B FIn# imfile, 7E/etc/rsyslog.conf s hNLL T A2
$ModLoad imfile
$InputFilePollinterval int
BRI imfile —k, S|AZACAFRHAZ WL, $inputFilePollinterval
2R AR TR E rsyslog A A 4 i SCAR SR AR B . BRIA IR [ TR] B 2y 10
o, BARE, LR g B RIS R] [ RE 5 it
HNTE AT SN, 1E fetc/rsyslog.conf SCA% A FH OB V00 R
#File 1l
$InputFileName path_to_file

$InputFileTag tag:
$InputFileStateFile state_file_name
SInputFileSeverity severity
$InputFileFacility facility
$InputRunFileMonitor

# File 2

$InputFileName path_to_file2

2 4 D UCEORTEE — MU

> FSUARSCUR A2 B AR path_to_file

> IS tag 4 #4C tag

> FHME—FPIRE SO 4 B AR state_file_name. IR SCHEEFERE ZE rsyslog
M TAEES, REER SRR IL, Frid DA Em o X . R Mk
EAT, AR E R . ERIR ST E T — N R AR

> W In$InputRunFileMonitor 48 &A1 RESCAF A . WA XAMEE, K
AR R
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B T BTSSR BT 4, AAAERT DUSH BSCAR B LA B R E . i I Y
ot 7 B4 o severity SRIEE S BRI EM. T Bk facility
K X AEROH BT RS
7.2.6.2. NAWEESHHEE

FEEHE e, A ER H SO LA R SCAR S T LARE R, SE 5 fd . TR A
[¥) DBMS HIZRAY, 4% Mhia thAEL, 140 ommysgl, ompgsql, omoracle, &%,
ommongodb. 1EYEAL, 1 FK# T libdbi )38 A omlibdbi %41 HAEH . omlibdbi
R SRR (O 72 2 454 Firebird/ Interbase, MS SQL, Sybase, SQLite, ingres,
32, mSQL, MySQL F1 PostgreSQL .

7.2.6.3. {EREMNE AL M
P 285 A% g (R AT 2% PR R S8 3 AT DLIE I TLS 3 GSSAPI N fh SR H it
22 At (TLS) J2& B /RS ALIE I M 4GE S I 2 At N2 vl . 248
F TLS, rsyslog 8 S8 KIEZ BIINE, KIEFHFENE 2 18] 10 75 EAE TAE.
W24k APl (GSSAPD) &M e e U7 I 22 4= IR 55 11 S R 2 12
B, NTTES rsyslog WHER R, &0 0F — 1~ 1EH 1 Kerberos P15 .

7.2.7. Syslogd fR&SFIHEMAR E

1 EAiR, rsyslog A1 journal, #8245 ERIMASH SRR, AL E
e AL, AEEANEH THRE R G . EIRZEGT (W 7.3Syslogd H & L5,
EATAT DA AR, G S M s B, FRR AR E — A S AR .
T BIX A AR I — MBS B2 12 B N R A SR, X Se B i Rsyslog
A1 journal (315 socket SCHF

ERINFE LT, rsyslogd 15 A imjournal #55R4F A H & SO BRI i AR 5
1 P IR MR, MY AT LS NVE ., 0T LA N B Journald $& (it (1) 25 #1025 dE
oA, IH OB % o W LM journald & AN C B dE %2 B H
$ ImjournallgnorePreviousMessages 54 ). % 7.3.1 M\ HEH S AZHE 5T
imjournal FZEARCE .

VERNEAR, BLE rsyslogd iz HL i journal $2 LB HEFAE H— ML T syslog
N e - BB R 42 irun/systemd/journal/ syslog. 24 7 A8 4E 4 rsyslog V1 2.,
VAL FH Lk T, AHEE imjournal, B4R ANIRHEE 2 HIThRE, anghsE ML AR BY
jEds. Bl EETSAHELYE, {E/etc/rsyslog.conf F4f H LI AL E :

#® 212 T/ #3027



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

$ModLoad imuxsock

$OmitLocalLogging off
FIRIEEINEL, imuxsock #3355 1$OmitLocal Logging 54, 1 ALEIE R4
EETEN. EETFIEER ) BT letc/rsyslog.d/listen.conf H1¥5 5, WIF:

$SystemLogSocketName /run/systemd/journal/syslog

f& 4w LA Rsyslog % Hi 7 &2 24 H omjournal A HL 1 journal . 7£
letc/rsyslog.conf H & % U

$ModLoad omjournal

** :omjournal:

i, T T G E e R A U R 145 Bl TCP % 1 10514 £ journal:
$ModLoad imtcp
$ModLoad omjournal

$RuleSet remote

** :omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514

7.3. Syslogd HEZ#

e RERN HEEIEN RS b, — s e B 45 20T U7 (E b
degp . WA SMER, RESEREERE, ENRGTHE B FIE B
AFA—3. rsyslog 18 F JSON (JavaScript Xf £ 45) #&RIRt H 15 B4
(AL

HBC T T AR SS A AL ) H ST B

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed

sequentially
RS A H S R
{"timestamp":""2020-2-7 T10:20:37", "host":"localhost",

"program":*"anacron”, "pid":"1395", "msg":"Jobs will be executed

sequentially"}
A58 FH B B0 45 2R 5 ) A B0t B A P I D 25 A8 R SR ST A 1) ek 3 BE R B
AR o ATV Rk T DAL R B R N AR AR AR R VR S . 5341, JSON
AT DA AE SCRE B, U MongoDB, B B AL T AR AN 1 BE AN 2 BT Th AE
H—J7H, —ANGEAEE ST E AR M AT B 2 A S A
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£ rsyslog, 7 A CHHE 1) H EH45 B A A imjournal FE5L journal HfEH o {8
F mmjsonparse Fibe, AT LAEHTR E journal FNHARSRIE S N REHE, ik
XPHBEAT AR, N, VRN ARt . O T AR AT, mmjsonparse %
REINE BRI, 1A IL7E lumberjack T H & XHIHTFE o

Lmberjack it H 1¥) H 1) /& LAIA) J& 3k 25 105 KON rsyslog 8 n&sw b H Bl %,
B — NSRS, Lmberjack 182 @ cee: TRk, HATE JSON 454,
A4k, Lmberjack & X T MiZH7E JSON H b7 BL AR II513 . 4 5% Lmberjack
MEZEE, 1HS WAL,

N 72 lumberjack 4% =07 B2 111

@ cee: {"pid":17055, "uid":1000, "gid":1000, "appname":"logger",
"msg":"Message text."}

BLAE Rsyslog W @XM, —MERSBATH, ES N0 7.3.2 ILIELH
18 B o R A0 AR 4528 7] LA libumberlog 22 K42 B% lumberjack #2573
[1)7H S . A% libumberlog I EE 215 5., 1HZ WAEL K .

7.31. WNHEHSALE

imjournal #5542 rsyslog % AR RS H 30 (WL 7.2.7SSyslogd ik
% H B H . AE N EN rsyslog 2., H &S LLISUARR b id 5% . 4810,
Bt — B AL EE, HLAEWERT H journal $EE A O B2 R B A AL FO T R

N7 M Journal S N\ % 1 Rsyslog, 7E/etc/rsyslog.confi ST Hh 4 A R 1 c & -

$ModLoad imjournal

SimjournalPersistStatelnterval number_of_messages
$imjournalStateFile path
$imjournalRatelimitinterval seconds
$imjournalRatelimitBurst burst_number
$ImjournallgnorePreviousMessages off/on
> ffH number_of messages, &1 LLTEERAF HESIRNR., &4
1% %] number_of_messages 45 7€ (171 S AU, o fid & £ s R A
> AR SCF B B8 42 B X patho BESCAFERER journal idsgk, Hoad b PR
R JE—Me .
> Al F seconds, A 1) PR il 3 4 R IR 6] [] B o - skt R) o 8 ) Ak 288 £ 9 2
HIECE AN BE I AE burst_number 45 %€ FUME . BRIA B E 9% 600 £ 20000 FJ¥H
B Rsyslog 2= 77 HLE s R A I % K burst_number B )78 2.
> 1§ F$ ImjournallgnorePreviousMessages 7] LA Z1& 24 B 7E journal )3
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BAR R AHE R, X B R e RS S A o BRI E NG

Mo WHER, WHRREER RN, ARSI, Frf journal 1I7H B8

AEFE, BIEARAT CAAE rsyslog LRI 2316 rh gl db B

R

fas ] LAEI S A# B imjournal A1 imuxsock #58t, imuxsock #EHLE IHK R 48 H
EHIN. BRI, N T EREEES, BOFFH L imuxsock E2HX journal () R 4iE
ey . BEMMFIX— &, f#H$0mitLocalLogging 54 :

$ModLoad imuxsock

$ModLoad imjournal
$OmitLocalLogging on

$AddUnixListenSocket /run/systemd/journal/syslog
e Ul K A2 i 72 journal IO EURE AT B B PR A F AL B . LR i —
L6 O WA A B S “ournalet] (Y] verbose ™ w31, AHZREL journal
SEH ¥, %S systemd.journal-fields (7) T . #lan, 7 LK B SE N
# jouranl By, IR N AZ AT AR A BT B AT o
7.3.2. TIREMLIEE
TN A rsyslog fRHTRLER T ) lumberjack #3007 B, 1548 I DL R
R
template(name="CEETemplate" type="string"
string="%TIMESTAMP% %HOSTNAME%
%syslogtag% @ cee: %$!all-json%\n")
IXAMEAR 157 & @cee: 1T LARLFH ¥) JSON 78, 40, 402 4# FH omfile
B OOy . BT JSON “F B4 hy, fHI$! Argk. filln, #MRHFET
T SR ARV S, FRE TVH BB A4 A UID.,

($!hostname == "hostname" & & $!'UID=="UID")

7.33. f##Hr JSON

mmjsonparse 155 B T HT 25 Mk T B . X5 BaT LR E journal 3 H At 4
NUE, H B2 HH lumberjack 150 B A g SCHI T AT RS AL o 1X L4 9 S22 H @cee:
FAF RN TIAR M. SRJ5, mmjsonparse 2367 JSON 45 1) 5& 75 52 A 24 ),
Y EREAISE Y 2

4 T FH mmjsonparse 4% 5 fi# T lumberjack #% =X [ JSON 4 E., 7
letc/rsyslog.conf ST {5 A T T I BC 5 -
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$ModLoad mmjsonparse

** :mmjsonparse:
FEIXAMIFH, mmjsonparse FEERAESE —ATHNEL, A W B K45 E
HAlT, %A 7 HREEZ2H T mmjsonparse.
7.3.4. [ MongoDB HAFfEH R
rsyslog SCFfilid ommongodb i th 5L 7E MongoDB 1 34 Y H4fs B v A7 fidh
JSON H .
L H & W E 3 MongoDB w1, 7E fetc/rsyslog.conf {# F DAL T & 2
(ommongodb Bt B 2 %A & FH TR B S =0 L 7.2.3 5 B B e B A% 50O
$ModLoad ommongodb

*.* action(type="ommongodb" server="DB_server" serverport="port"

db="DB_name" collection="collection_name" uid="UID" pwd="password")
> ] MongoDB Jliz 55 %8 1)k 835 4 7 48 DB_server. Pt & b 75 22
M MongoDB 55 a1 — A HAEPRAE K 3 1 o BRI S B2 0, JF HalH
BA DB LS
> i/l DB_NAME, i &8 B 4% tH £ MongoDB 55 % L I me
AN o« XA RS A 1 A FR B 4 collection_name. 7£ MongoDB H,
Tt —HCR, EM—4 RDBMS K251,
> TRIEE ¥ E UID A1 password SN G 4R 15 5 .
AT U AR R 28 1 i 2 Bl P i tH T . BRIMIE LT, rsyslog i ]
(RIARAR 3 T FRUE R lumberjack 7 B4 FR .

7.4. R Rsyslog
7t debug FERIZE 4T rsyslogd,fd FH 40 T 44

rsyslogd -dn

fER ka4, rsyslogd 7= A4E (5 ST EDRIFREHRT HH o -n K 7R“no fork”.
AT MBSO A AR &, Ban, wTRAAE BB SO Ak R S B . B )
rsyslogd 2§, fEaT AT _EPAT DL T A
export RSYSLOG_DEBUGLOG="path"
export RSYSLOG_DEBUG="Debug"
F T 5 il s RS B SO () A B B 6 path. Xf 7] HH RSYSLOG_DEBUG
BRI EEY| R, 1EZ0 rsyslogd (8) FAHIFHLE
W 71 7E/etc/rsyslog.conf SO A48 A TRV A2 5 2K
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rsyslogd -N 1

Horbr, 1 3R T S A PRI BE A 20 o 32 A [ AR A R IE T, PR H A,
RE—DR AR, B, BRBINLESECRIETRIE.

75 FERHHEZE

journal & systemd (1) —ANHAF, & ST EHME B HE M ERIHATEH
e H B —NHE syslog SFPHEFE, 0 rsyslogd. journal (TR &N T f# 5 I1H
M H G A R, B RS REPHRMAER, XRHEZMHEidsH
AR ) T H &Sk

e H journald AR5 EE, 7k, FRAAEE. e RIS 474 journals
() kS, XL R IE Bk A N, P 3ERE, PRk, Ariies v
Il JFAE APL FRER RS o X2 journals 45 ML IR R B, EREE T
BRI ERIER A] . journal 25 HA —/MME—RIAR AR . journald AR &5 EEREAN H
HEHEARZ YR 7B . HEFR LM, ek Fahdmis.

751 BEHIXMH

751 journal H &, f#F journaletl T LA root Sy & F H &A1
ENEYSE

journalctl

b 4 B 2 RGUTE HE SRR, BFE RGAAERH P2 A RTE R
%8 H B 45 R 2R T Ivar/log /messages SCAEFRYE B4R, (A — 8 Ik
> AL MIARIC ST W BRI AN s AR e A T
ZL, RNV AL S B AT IR A A
> WAV o R G ACHRIN X .
> Pl RS BoR, BRERENHE.
> G SR ER RS BT .

7.5.2. jlE¥EH]

BRIAMBILR, WA root AR journal P, HEEEE R e AR HE
PF. RGETERAT LI INGEE R 8 adm 41, B2FAbAT05 R 58 38 H &SRR
PR BEAEX— 8, L root F P AW :

usermod -a -G adm username
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FEA N2 adm 21 FH - 44 B4K username.. % HH 7 il J5 24K journalctl i 2>
()% [F) root A SREX Y —FF . T VER, Ui A A 2408 journal JEH T
FE XAt A = TAE.

7.5.3. fEH Live view

YAH A, journaletl MIEE R i B 2% H T4, ok H B 5251
Fo A7 liveview, a7 LUIEEESER 1 HEH S, FOU#ns B H IS w7 e
Hok . EIF S journalctl [ live view 1, #iA

journalctl -f

2 AR AN 0 H EAT F11 3 . journaletl T UK RERS AT, A58 10TH
IR R R R AhAT

75.4. TIHEE

A ZHAAT journaletl iy [ G ERR 2, FUbfEnT LA & Fhod
FETTEREEUE B, DA R IR

PG BUK YT SUR

H & Sl H T IR R FASRIAT N EA A e M m I gul &,
TH A LU T 1R

journalctl -p priority

FEXH, HTNERSE T — (B HHilsed: debug (7), info (6),
notice (5), warning (4), err (3), crit (2), alert (1), #1emerg (0),

X PR BUR Y v U

BE I H N error BUE ERITH S, R

journalctl -p err

pbui NN EIPURY:
HEAEMNGET S 2R H S5 H

journalctl -b

WREERSER B RS, -b A B ZER /D journalctl K% . 7EXFER)
TEOR, FE T A g A B

journalctl --since=value --until=value
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{8 F--since F--until 1. &7 AEFH €N ATEE NP HEE L. &
ATRALL time AU INEGE data AOAS B P AR %04 value 453X PRANIETI, 4N
LA 7wl

SEf: @IS A R R

MR ELAR B R SR I n] DV G, DLl 25 SRSt o an, AN T
M, BEREESEEESINERMHE, W

# journalctl -p warning --since="2020-3-5 23:59:59"

= 8uR;S

TEAZ S “journalctl [1] verbose #i it % Hi¥8 e HES H I —H 7B, HA
AULH T . X T systemd Al fFfE Mo BB s B, =0
systemd.jounal-fields (7) FM i, &AHEE B oI BRE, mEHHF-
T (HIEH T AR, En]DUREIC AR IME, BERANZR T W,
HEFEW LA ZME.

B H RKAAE— MR AU AR I ME— B B1IER, WA DL iR E:

journalctl -F fieldname

AR ) 7 B 44 B AR fieldname.
B B 2R A6 H AR H L, IR BT i

journalctl fieldname=value

7B iz B S B AR fieldname AT value. 4558, & ixAN%A
AT 2%t

EEE

s systemd 174 B T EE 7 BUWECE AT SR, EIRE B Sid B
MBI 4R, R REE, HEEA:

journalctl

HZPIR tab . X2 BRI 7B . Tab SEAFRAN T2 T T B
BN SCE IR GE R SR LA BB 7 BE SRR 1% Tab HEOK B 3 5e X A 447
R, RN —AF B Mg,  ah.

journalctl fieldname=

% tab BEPIR, Bt journalctl —F fieldname —#¢ .
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Tl AE— N BEEZME, W

journalctl fieldname=valuel fieldname=value2 ...

Al B E A AT AL ECHIME, BRI2% or —#FEILAC. 7 & ULACME 1 5L
H2 % HRER.
MR, TR LATE E 2> field-value X ik — D/ b -

journalctl fieldnamel=value fieldname2=value ...

WARAERE T FER T EA LA, e 525 AND 44 . 0L
KA KA B A =R
i+, AL EPHE or AL 2 7B

journalctl fieldnamel=value + fieldname2=value ...

2 2 IR B DU — N RS H . AMOGR 2T SRR H
. BT IBERE
%3 R avahi-daemon 5% crond.service 61 2 4% H . Hi% 4% H K H S UID
70, WML 4
journalctl _UID=70 _SYSTEMD_UNIT=avahi-daemon.service

_SYSTEMD_UNIT=crond.service
H1T_SYSTEMD_UNIT “FBr] LB ME, VLA E RIS A B, H
_UID= 70 5 0h 24 i /2« X AT LAfE] B Hb 7~y (UID=70 and (avahi or cron)) .
] DU 2 ET SR 2 g2, H DL live-view SR ER Rk e 41/ H &
MEPSY R A

journalctl -f fieldname=value ...

7.5.5. fERBRFELAFAE

BRAEDL T, journal HAE Y A7 A 8/run/log/journal/ H 3¢ R [)/NATE 28 [X
it H &S A journaletl Bori i st HERLEH T ZHH 5 KM,
HEBIEASAKARAE. (EBIARCE T, syslog SHCH EdS%, HW ARG
var/log/ H3x o HHreettH &l E, HEXAEM# 7/ var/log/journal, X &
k& B R s e AT R AE . XF—28H ', journal BEARE rsyslog.

R A A T AL AL

> AT R] AT FH R AR o e R B 3= s il SR

> TR ESLZIM O A, B S SR DUIRECE 325 1) e R -
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> RIS AR H B EEdE, A e HE S

FREEPEAT AT L

> REELIEAT A AT ARG I B E BGR T N A A, ANORIE AT DA a5 45 € 11
I [ 5 2

> B L (R =S (R Ak H ST

journal & FEFSEAAAE, 1% F BT~ FFF3ha1%4 journal H3, L root
FH N

mkdir -p /var/log/journal

/3 journald k& 15 B AR

systemctl restart systemd-journald

76. HIMLRGES

f£55, BBFRATAE, PTLUEMEE, £ MaerH, £ 48E
[, B A RGRF A EIRT 0.8 I, HBHIEAT,

HRIAT RIS =y R 55 BB E R A PRI E T 1817 — S EHE N RGT 55, UIREE
RO . fln, locate iy 418 F 1 slocate £ids E R R A Hr. RAEH A
AU H AR S R PAT BRI & 0 . I RS, 1817 B € RS

R AL = 2 S5 dn A E R Gu iRt 7 LA B35S T A cron. anacron. at
A1 batch.

B A THAR RN 1 AR AR5 K8 4 Bt 1), Cron F1 Anacron i
JEESRANAES, At 1 Batch % —kVERIMES (550 mZ7% 7.6.1Cron
Anacron F1 7.6.8At A1 Batch) .

R ] RELRE 15 2 AR 45 A AR RS VA0 SRS systemd.timer 7E—/M 48 € RIS
AT —MESs . 20, systemd.timer(5)H 7 T I T T 215 2.,

7.6.1. Cron A Anacron

Cron 1 Anacron /2 R 1 B 51 5 MEAT 5575 — M a2 0 B[] ) pAT I <3 4
BERE, I IR RIS HERI A . A R Ay —RIFER . R E
X

Cron WESS W UL 80 T . (H2, XA TEREERF2FEI81TH,
WERAEAE 54 2 (R RGBT, MHESAZHHAT .

A7, W RGAEAT S I A A 1847, Anacron 2 idF1X A~
O ZH S . — B RGIFRIEIT, XMESHHE BT . SR80, Anacron
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F—MES - RABEIEIT K.

7.6.2. %3 Cron A Anacron
ez Cron A1 Anacron, 875 2%2%& Cron 1) cronie &A1 Anacron [
cronie-anacron £ (cronie-anacron & cronie fJ—/~ 1),
BB ARG LB eg e TN, fJLHFITRL N a4
rpm -q cronie cronie-anacron
MR 22T, Fikdr 4% A cronie £LF1 cronie-anacron 45 [ 52 # 4 #r.,

3 DU 300 S0 SR S R R AN R o
B BX ey, D) root P 4 BT T IS ZORMEH dnf 44
dnf install package
fian, E[RE 223 Cron 1 Anacron, o] DAFEMT S ATHIRTE FHIACL R4
~]# dnf install cronie cronie-anacron
BT G AnT £ AR VAT LR S IR S5 AR E R G RO IR, ES I 4.2.4 %
R
7.6.3. 1847 Crond k%%
cron 1 anacron 1145452t crond IR S5 KA. A U0 B 3. 4%
IEFIE S crond k%5, DAAANIRCE L NLE B 8h. 2 1R 24 SR A i
B RS 2R AR RS V10 Hafrr E B RS FEH A%, ES 0 5.1 {FH
systemd & H R G AR 55 .
7.6.3.1. J23h Cron IR
e RS 25 IEAEIZ AT, AL T a4

systemctl status crond.service

LAE LT 2 HIE AT crond k5%, 1B LA root P E AT AT IRARFF FRIALL T

Py
i

systemctl start crond.service
TR E MRS ITHLE E 3, 16 LA root FH AT LR A4

systemctl enable crond.service
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7.6.3.2. {Z1k Cron iIR%%
B AT 1E T 5 1E crond IR, 15 UL root B P EE G S ATIREF FHIANLLT

ANy
FIITJ/Q'\:

systemctl stop crond.service
BRI RSSITHLE 3, 1 B root F AT L R i
systemctl disable crond.service

7.6.3.3. HJ3 Cron k%
B E J7 crond AkSS, i LA root H PTE AT SATHRST FHIALL R4

systemctl restart crond.service

Z a4 IR IR S5 Ja F AR PR P UR B IR 55
7.6.4. BLE Anacron 1%
W AT 55 1 2 BT B S fetc/anacrontab SO, B R RSB root T HEAT
Yillo SR E BT WA
SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
# the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=45
# the jobs will be started during the following hours only
START_HOURS_RANGE=3-22
#period in days  delay in minutes  job-identifier ~ command
1 5 cron.daily nice run-parts
[etc/cron.daily
7 25 cron.weekly nice run-parts
/etc/cron.weekly
@monthly 45 cron.monthly nice run-parts

/etc/cron.monthly

BT =47 58 X REC B anacron AT 551247 I 55 (A A A &
® SHELL— Kz T/155 1 shell 3145 (fiilrh & Bash shell)
® PATH A PATRE T I B A2

® MAILTO——id i i T M F 32Uk anacron 4T 554 H 1 FH 1A 44
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WMPERA E X MAILTO B8 (MAILTO=), NS KIEIRH:.

T RBIPIAN AL B RAE I SUAT55 1 BE I T

® RANDOM_DELAY——¥-2 £ AR MT5518 7€ I delay in minutes 22 &
AN SN

ERUAEIL T, S/ MEBRRMEY R E RN 6 8.

filtn, % RANDOM_DELAY #i% &K 12, HF4 XM € 1) anacrontab 1
(18— ME55 1 delay in minutes {E B4 0 F 6 £ 12 434 . RANDOM_DELAY
AR DL E N 6 LAF, 46 0. i E N 0 Ml i, MG mEEHLALIE .
BEALLEIR 2 B AR A I, flin, 42 6IE—ANMEEEZN T EILRE ZEE R
# T A [ B R I

® START_HOURS_RANGE——it XTS5 AT LUEAT B A1 B, LA/ B
s

F—Rd TN E B, BN, BT AR, SR RIS A
PAT .

letc/anacrontab SCAFIRIARATARR I RIMTE S, I HaEEM BL A%

period in days delay in minutes job-identifier command

® period in days—4% R ETH AT S5 PAT A

1Z @ MEAE AT DA e O — DN E — A% (@daily. @weekly B
@monthly), @daily FI#% 1 KIRFIER—ME, @weekly FI#E% 7 —4F, T
@monthly WFRRAES —MH Rigfr—ik, NERXMARREEZ D,

® delay in minutes——7EHATAESS I, anacron &4 4 B 4

ZE MG AT AW SO — AN SRS E B E N 0, MIRREA IR,

® job-identifier——F T~ H & 30 G — AMRFE AR 55 B ME— 24 FR

® command——# 4 AT HI i 2

X B A BE AT A& —AN2816L Is fproc >> /tmplproc A4, AT DU — Nk
A7 H E XA i 4

DS () KM AT AR, A iab e,
7.6.4.1. Anacron L4571

PLR A& —AN 57 B fete/anacrontab SCAH: 7151 -

SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

® 224 F / #3027



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

# the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=30

# the jobs will be started during the following hours only
START_HOURS_RANGE=16-20

#period in days  delay in minutes  job-identifier =~ command

1 20 dailyjob nice run-parts
[etc/cron.daily

7 25 weeklyjob /etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >> /tmp/proc

FEIXA™ anacrontab S HE LIIFTEAESS, #RRHBENLEILER 6 2 30 434k,
I H¥7E 16:00 2] 20:00 2 [AIHFIEAT -

A AT B AR AR 16:26 F1] 16:50 [H] #i itk (RANDOM_DELAY
JEAE 6 3] 30 4r4f 2 [A]; delay in minutes JEPEE R 20 4381 AR FTE E M
A ¥4 H run-parts JAIA Crun-parts AR Z — AN HRAE N 217240 IRINUT
PAT H SR E AR $hdT/etc/cron.daily/ H 3% FRIFTA LR . 20 run-parts
F P F MU T RS 245 5% run-parts LA (S S .

5 T AMES B A AT — R etel B 3% F ) weeklyjob.bash JHIA

FMEF BT A4, Ein A t/proc W% Elitmp/proc SCHFHE,
AN H—¥ s Iproc >> ftmp/proc).

7.6.5. ECE Cron f£%
Cron 1155 HIBC & SCHF A& fetc/crontab XA, & R fgidELE root A A #E4T 5 )
BT E LU N2
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
HOME=/

# For details see man 4 crontabs

# Example of job definition:
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# oo minute (0 - 59)

3 I hour (0 - 23)

#| | - day of month (1 - 31)

#l | | month (1 - 12) OR jan,feb,mar,apr ...

#| | | | .----dayof week (0 -6) (Sunday=0 or 7) OR
sun,mon,tue,wed,thu,fri,sat

2 I

#* * * * *yser-name command to be executed

B =478 1 A1 anacrontab SCffF—FE AR & E L : SHELL.PATH # MAILTO.
BETMEZHRZ)INTERELR, ES 0 8.7.4 B & Anacron {155 .

AL, SRR PLE X HOME 258, HOME 28 & & X — M H, ZHZ%
TEAT 25 BAT iy 2 BUIA B B A R B %

letc/crontab SCAF IR ATARER T RIMESS,  FHE M LA A%

minute  hour day month day of week username

command

PR & TUE X T AT55 ¥4 LS AT IR 1] «

® minute——M 0 % 59 TR XL

® hour——AM 0 F| 23 PT B4

® day—M 1 3| 31 R REE Cinsfdge 7 H A, MK B ) H A 20 2
FHXT 1% H A 208 5 13D

® month——M 1 F] 12 FTREH (8 H B4, Bl jan o
feb)

® day of week——M 0 2| 7 FT %L, 0 7 REREMH (A
JE & R fRT R 44 FK, 49140 sun B mon)

PR & IUE X TS e JEm
e EPAT S A .

® command——HEHAT ML -

X B A BE AT A& — AN 2816 Is /proc >> /tmplproc A4, AT DU — ANk
A7 H E XA A 4

TR EBURHEE, BS 9 aTLHRFORTAEMARIE. i, 4o
A month FIME & SCNE S, WNZAT - B 7 F A S8 AR I 20 o) N B A B #HAT -

B WMETS (O RET —DEEGEHE. i, 1-4 B 1, 2, 3,
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HIZS (O gRENESIFREE T —MIER. B, 3,4,6,8 BAHSLHR 7iX
PSR

RAT (D ATLLRBRIEE KA. 188 T KA TN DK P e SO B
kK. Biltn, minute WA E XN 0-59/2, NIFRRERE— 8. B KAE AT
MES—E&MEH. Flan, W month TFMEHE N3, WAES KR = H
TR (BRI H D,

DS () HRMFTEAT AR, A iabE,

3F root A7 AT LA crontab T HKACE cron 1£:55. H 7 %€ LI crontabs
{RA71Elvar/spool/cron/ H 5, FFH UG EATTHIH P R3047 .

FPL—ANEEE A P OR B crontab, 1 LLZA PR TE S, FFHBAGS
crontab -e KA VISUAL Ei# EDITOR B4R & Frda 2 i g 45 25 X F 7 0
crontab AT . %3O/ HI M/etc/crontab 58 AR A A& 0. 2 7% crontab
P& S PRAFIS,  crontab #% #8744 kR A7, FF5 Alvar/spool/cron/username ¢
fhrbe EHIH 4 HTH P ) crontab SCEF A%, 8 crontab -l v 4.

Jetc/cron.d/ H ¢ R 8& 1S4 Alfete/crontab S B A MIE IEE: . HA root
P8 VAR 1% H 3 T RIS SOt

@ cron ~F 4 HERE SRS B 4G 25 fetc/anacrontab SO Jetc/crontab 34
letc/cron.d/ H 5 Filivar/spool/cron/ H S AZ A, FHEHEAS I 2 A2 om0 28] N A7 9
AL, 24— anacrontab B crontab SCAFE )G, FFAN R EH G P9 HERE

7.6.6. #MHlXF Cron V7 ]

BLR &)X Cron AU ), #& 0T LA F fetc/cron.allow Al/etc/cron.deny SCHF. iX
SE 7 a5 i SO AR R R 20, B —47 — P H P 4. 1dME, A SUREAS
RVFEH T .

WARAEALE cronallow XX, HAAAEZ A HFIH B -~ A 848 cron, 3§ H
cron.deny SCAEH i 20 o

Wik cron.allow SCAEAAEAE, W cron.deny SCAFH 51 H B PR AR 2R LR A ]
Cron.

WR VG 4GB T, A EE Cron sFHHERE (crond). BEIKFH P
BRI EMIBE —AN cron AL450T,  ER A2 U [l 42 1) S 14

ANE U7 SIS P 4 A4, root H P #RGR 2 REAE A cron.

fasth ] DL 46 N A ER S (Pluggable Authentication Modules, PAM) &
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PG 1) . AH N BV B R A7 7E fetc/security/access.conf XU . filtn, 78O
Intn F—472 )5, ¥ RA root H e AIZE crontabs:

-:ALL EXCEPT root :cron

AR 1 TS AL SRAETE S 1 H B, 80, 48 A crontab -e 4
B, REEFRAERH . BT MEZEE, 5% access.conf.5 H 7 T UL

7.6.7. CronfEHHEHZH

155 1) 28 1 44 BRI OR 8 ST 45 I 40 AN R B AT « M 4E— > Cron Bk
B (0, fetc/cron.daily/) AR run-parts FIASHXARA . G XA H
NIRRT BZ 5, run-parts A A2 4TI L FE

TOEE— AN B AR, WS TE run-parts JEIACK ZEHAT 1) H sk A — 4> jobs.deny
. Flhn, hn S T M etc/cron.daily/ H 3% T 20 — AN E BIRR R, i A2
letc/cron.daily/jobs.deny L. FEXANICHEH, 48 5E 75 EAEPAT I B 208 (I FE 7
WP CRAAMTE—AHFNUEFREEIASIR) . Wk —TUE 5T — 4
4, %4 Mletc/cron.daily/ H xHATHER, 140 run-parts /ect/cron.daily, M
jobs.deny A1 5E SRR FF AL HARAT

BE L — N AR, iEAIE jobs.allow 3L

jobs.deny F1 jobs.allow [JfH FHFLNIFN 8.7.6 #=#i%; Cron s In) ik (1)
cron.deny A1 cron.allow [ FH FE U —FE

7.6.8. At Batch

Cron # FISR M B EMEAESS, At TR HRAE — N8 % I B FE — b
f£45, Batch T EL4 F SR BEK 72 R G018 61 3K T 0.8 I Bl $hAT I — IR PEAT 55
7.6.8.1. 2% At fll Batch

e BMARF LETCELSE T att, HPATU T

rpm -q at

MRCEZE T, Bk L¥iRE at GHRTEEARR, &K@ mE AR
He
B ARRE P, BLoroot HPHZ I AR HOR(E A dnf @74

dnf install package

Blhn, E[ER 2235 At A1 Batch, AILAE AT SATIERAT NI LT i
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~]# dnf install at

7.6.8.2. 1817 At k%
At A1 Batch £ 55 # /2 i atd AR5 KA1 AT BB anfe 5 0 4 1 EATE
Ja atd k5%, AR AT E LR O E E Bl .
BB At %
B Ik 5 b AT, WEHH T s
systemctl status atd.service

LAE AT 2 Iz AT atd k55, 1 LA root FH P TE A AT IRARAT T LA A

A
systemctl start atd.service
N E RS ITHLE 2, 1A root AT L R A4
systemctl enable atd.service
@ FWEH atd IR A RGP E NI E B3
=1k At %%
BAE YA 1EE Ik atd JIjRSS, 15 LA root F P AE A AT RN T RN BL TR A

systemctl stop atd.service
AR LRSS ITHLE RS, 1A root FH AT L R A4
systemctl disable atd.service

& 5 At RS
BLHE S atd k%, G LA root FH P AERT AT IRARSF FRIALL R4
systemctl restart atd.service

Zm 215 1R SS JE B AR DRt B RS B AR S

7.6.8.3. MLE At 1%
BAE At T HAE — MRS Te e i AT, 1E7% 0L T D REEE:
1. AT A at TIME, X B K TIME £oran 23T Bt
TIME Z%07] AT A DL AR & — g =0E s
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HH:MM: &8 # DI /N Aar8h, i, 04:00 RoR L4 4 5.
midnight: $5 & N TR 12 5.
noon: FEENHT 12 ki
teatime: ¥REN T 4 .
MONTHDAYYEAR #%3: 40, January 15 2020 %7~ 2020 41 H 15
Ho 0 {E 2 ATk i

® MMDDYY.MM/DD/YY 5i# MM.DD.YY #%3(: 540, 011520 %7~ 2020
1815 H.

® now + TIME: iX B (1] TIME HH— M £0F1 minutes. hours.days 57 weeks
JUANRAUE SR & Lo B, now + 5 days Ko i 2K 75 MBILAE 2 K 5 e [R) — i
[E1E 7

WAAE See i TE), S AT DR e vk it H B . BT B 2 00 T [l 2N
1518, 1523 % usrishare/doc/at-<version>/timespec A< 14

WERARE IR B 23S 1, WAE 5555 8 B DR 1R (8] — B TR 4 AT

2. HERIRHE at>fr SATHRRTT N, B UES L

A IS NAZPAT IR %, JF4% Tl 2. ki, 7] DL S P IR,

ML AL

T <o
B. LM ATHRAF MaA—A shell JlIA, JFEMAME 1T 2 5% FIRI4E
i,

55K P ) SHELL A5 AR & e & 1) shell . FH P &% shell, B
Ibin/sh (B G BIME—1N).
3. —HEIAGE W, EE— N7 HIE T Crl+D A A8, B Ay AT IR T -
WX — FR A A BCH A B e AR e o5 R, e K Do
A2 R T ORI 45 F P o
B HSAFPATIMES S, W atq @ . 152 0 8.7.8.5 &HE LR AT
ES TR 2B R
AT LR at 2. ZTEEZFELE, S0 8.7.8.7 #iHilx At
F1 Batch H5 17 .
7.6.8.4. [iLH# Batch 1155
Batch F2/7 7£ R 4t °F-34) 71 2 FE K 21 0.8 DL R BIBHE AT O L — IR AT S -
BE Y Batch 1155, 15 1% LA D IR TH54F :
1. fEAr 247 H 4 batch A4 .
2 fE R I at>mr SATIRRAT T, € UUFES a2
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A FINESROZPAT I 4, 4% FRIZER. ik, nJLLES D
B, "2,
B. FEMATIRRT NN — shell B4, FHEMARSE T2 5H# T
EEE
AE55 48 FH A P 1) SHELL PREE AR & st B 1) shell 7 198 5% shell,
g foin/sh (R B —1).
3. — HH NG A AGTE— N TATH T Ctri+D 4 A48, 1B H iy 24T HR T
AKX — 25 i A B A R AR AR R R (B S U ks 2 DA
R A )T ORI 25 F P
BREERBPATIUES VIR, S atq 4. ES W 8.7.85 AHELEFAHAT
AES TR 2B
AT LR batch dx &0 H . 2 THEZEL, ES N 8.7.8.7 Xt
At Al Batch B 1]
7.6.8.5. HEERPATHIES
LAESERPATE At F Batch (155, FLARAT atq 74 atq a2 wom—
ANELFPAT TS MBI, AT BB R 1T « AT NS S0 5
HIA. ARSSRAAA P 28R P REEAEMAITE QRMES. WH root H
17 atq i, W BRETE P R ITE S
7.6.8.6. AT A AT LT
at 1 batch i & [AIA1 iy SATIETU T s

FH& 8-5 at M batch #ré4TiETR

IR iiipa
M AN S A A 4 B shell JIAS, T AN @A A

-f

RATIRTT M A& BUHIAS
-m 255 SE A A RGE LT B
-v AR S5 AT (IR 1]

7.6.8.7. =%+ At A1 Batch 17 1]

& ] LU FH fetc/at.allow Fil/etc/at.deny SCAFSRFR il % at A1 batch 4 HI15 17
X LGy e 45 ) SR AR E A X, B AT — AN P 4. A, A SRR
AN SR VAT 245

WERAFAE atallow U, RAEZSCAFHh 0 H A - 4 RedEH at 53 batch,
It H. at.deny TR 20
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W% atallow SCEEARAELE, N at.deny SCAH 1 HY I FH P ¥ 4 22 14 ] at 5%
# batch.

WRT RSB T, AU EE at SEPRERE Gatd). BRI ER
47 at BY batch #g 4, B2 HL Y n) 42 SO

ANE G RSO R A4, root FFTER UG BES AT at A1 batch iy
£
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BI\E RERE

8.1. ZEFEMRE

8.1.1. PBi.kik

Bii K3 RGN FE ) 2 T H, v MR 22 P97 . firewalld SCRF
WI2% | B KIEIX I (zone) & XML EEHE | R4 L ZE RN Kk E B
TR, &K IPv4, IPV6 B KIEIRE DA UK MM, I HARA BT I B E A
K A HC B T . B SR SO VE IR S5 B N AR PP BN N7 K B 42 11 B RT
DA HEB) K
8.1.1.1. FEIhfk

1) SEIBHAE T, TR ) B oA P R ) AN K

2) A4t firewall-cmd iy 247 A g AT & B RO E AE;

3) sk firewall-config FEALECE T A,

4) SRS AR K PR R K G B

5) XIHSCHE
8.1.1.2. A4

2

dnf install firewalld

JR 5

systemctl enable firewalld.service

systemctl start firewalld.service
K]

systemctl stop firewalld

systemctl disable firewalld

BRI

systemctl status firewalld

8.1.1.3. Xk

I3 4 P 2% K1) 23 AN [ ) X 3 GEH B0 T RRY zones), 58 HHAS ] X 42
[ P 1] 42 £l SR S Shes o L TR %08 B 2500 o 90 BB R AN WS AR R X3, 17
PR 08 D 4 2 v P A AT D DX 3, DA T 2 4 SR Hh A8 1k ) — Se3d S . BLARUE AT IIX
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AR LM ( —PNMREGBENXE ) M— P AENg (PN EEERX
B )o B2 AR AL S A I I AR AN R IRE AT X Sl i 2 A IBUR 138 47 A
I A 2 AR B DR RS . Fldn: AL WIFL I Z85EE N AZAME AT,
M 2K BE A 2o W 483 N% TE 2B A o 28 22 AR W] DAFE 226 . WIIRE B
IR IR ST N 28 T S BT ARA o A YRR 1 LT IR AN o 28 PRI 1 AT {5 4%
W), IR T HNEREN AT, 7E fetcifirewalld/ ¥ X I 2 fE — R A AT LA
PUEPAT B WX 2842 PR E o A JURRAS R 46 40 X 35

drop (£

PR ) X 28 B L e 5 78, A AR R . AN REA RIE H 250 N 48 1%
.

block (PR i)

FEATT 2 WL ) 0 2% S BE #R 4 IPVA B icmp-host-prohibited {Z & A1 IPv6 )
icmp6-adm-prohibited 155 FTfE 4.

public (/A3

BRI N, ASREAE P28 N I AR TSR, R aeRellogsid ik B i
o

external (4H5B)

R AR NS B AR A T OV T RE AN . ISR AT R E W28 [ AT
ML, Rpeil s HFEniEs:.

dmz (JEZEHX)

T B AR X A, XA AT A7 [, AT DU PR3 5 A
B2, AN RIS I R 1)

work (TAE)

FT TAEIX o AT DUFEASREAE 0 28 A 1R H A PR AN 25 f 35 s i rU i o (S A 4%
Wzt i i B R

home (&)

TR BEM %% o 30T DLEEAAZAT X 4% 3 10 oAt T LA 2 & S5 s vk AL
I 2 ot IR PR T

internal (Y0

F TN BRI S o ST DAFEAS FAB AR P28 PN %) oAt v SR AS 2 BUB B 1) H AL
AN 2 et iR BT

trusted ({51E)
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AT HESZ T A I 28 i 2 o
ViH: firewalld FIHLE X872 public.
R SRR X 81 R

firewall-cmd --get-zones

BB BE XI5

firewall-cmd --set-default-zone=home

B AT X

firewall-cmd --get-active-zones

BEE 2 A X R

firewall-cmd --get-zone-of-interface=enp03s

BRI A JEIXIE (public)

firewall-cmd --zone=public --list-all

I A 484 11 enp0s3 AN X4, Cinternal )

firewall-cmd --zone=internal --change-interface=enp03s

KA 253 11 enp0s3 A #FIX I Cinternal)

firewall-cmd --permanent --zone=internal --change-interface=enp03s

8.1.1.4. & EH
amanda . ftp . samba F1 tftp SFHEZEMIRS 4 firewalld FRALAH Nk
%, WLMIHmSEE:

firewall-cmd --get-services

WoR AR ST

firewall-cmd --list-services

N http RSS2 FIX I CGinternal)

firewall-cmd --permanent --zone=internal --add-service=http

firewall-cmd --reload
B — RS I3 45 X

BRG] 4r X, Flanevr SMTP #: A TAEX :
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firewall-cmd --zone=work --add-service=smtp
firewall-cmd --reload
BN XIS, I TAEX B FR SMTP:

firewall-cmd --zone=work --remove-service=smtp

firewall-cmd --reload
8.1.1.5. ¥ 1% H

FT T3 1

FTIF 443/tep I I AENEBIX I Cinternal)
firewall-cmd --zone=internal --add-port=443/tcp

firewall-cmd --reload
iy [ 55 %

firewall-cmd --zone=external --add-masquerade

firewall-cmd --zone=external --add-forward-port=port=22:proto=tcp:toport=3777

ETEEA A R, H a8 Fh%E (masquerade), SRS AEANAIX 45K
(external) ] 22 i %5 % 3 3777,
8.1.1.6. H#EH

firewalld & — /N # #% N “direct interface” (HZFZ M), TR LLHZET
iptables. ip6tables F1 ebtables HIXLN . T & AT MR, mAZH - . firewalld
ORFFXS BTG NIt B BB EE, B LUBOERER ) firewalld A0 3L b A B 422 1 A5
FUHIFR 7 R B . B G --direct e A . BB CEEAOE H T
MRS ECERE, DMEAEIZATIN ) A G0 € B B5 KBS o 3 e R AN & 7k A1
o Bandshnm 3 top 9999 ¥ H .
firewall-cmd --direct --add-rule ipv4 filter INPUT O -p tcp --dport 9000 -j
ACCEPT
firewall-cmd --reload
8.1.1.7. ‘E#H (Rich Language)

JH 1T “rich language™ &y, T DAL b E #8057 =08 5 BRI 5 vk e ar B 4R
B KBS o EAMISRE R AR B BB . X F0TE T AT DL RECE 73 X, HATIR S+
PATHIBCE 7. A AL ALL root F 7 B 3iaqT. 30— SO iy 4
v/

#firewall-cmd [--zone=zone] --add-rich-rule="rule’ [--timeout 9=seconds]
M I — TR «

firewall-cmd [--zone=zone] --remove-rich-rule="rule'

o — TR ) A7
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firewall-cmd [--zone=zone] --query-rich-rule="rule’

7

— NG, RETE—A IP Hikik (192.168.0.0) MR 5545 0 & 1 K5 7o
U R HRZS http, https, vnc-server, PostgreSQL .

firewall-cmd --add-rich-rule ‘rule family="ipv4" source
address="192.168.0.0/24" service name="http" accept’

firewall-cmd --add-rich-rule 'rule family="ipv4"
source address="192.168.0.0/24" service name="http" accept’ --permanent
firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="https" accept’

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="https" accept' --permanent
firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service hame="vnc-server" accept’

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="vnc-server" accept' --permanent
firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="postgresgl” accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="postgresqgl" accept' --permanent

firewall-cmd --reload

8.1.1.8. GIZEMRS

ing

B FEEETIRS Z RTMP(RTMP /& Real Time Messaging Protocol ( 52
HEAR VO WEFERAS. hilET TCP) wmH5 1935, f£

letc/firewalld/services/ B, FIAHIAMEE S nfsxml 7B AR .

cd /etc/firewalld/services/

i

Y 1% H SR s SO R IR SS M D 28, AHT5%, A
REfE XA A3 R ST BBl I 28 iR 55« AE 1% H 3 i 5 SR 2%
, WAL xml € X, JaEREEE B ar & LR,

cp /usr/lib/firewalld/services/nfs.xml /etc/firewalld/services/

s

e LT B SR 7 AR RIAR ST xml SO 1A H e, iR
A AR BUE SO U E
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# cd /etc/firewalld/services/

FHEH nfs.xml 4 rtmp.xml
#mv nfs.xml rtmp.xml

THAEH vi giESEL rtmpxml ST A

<?xml version="1.0" encoding="utf-8"?>
<service>

<short>rtmp </short>

<description>RTMP Stream </description>
<port protocol="tcp" port="1935"/>
<[service>

ARG G SRS AT 4 MR RS T T4 T A

FHEISC S FURIREER 4% o AR5 SRR 55 N B K S LU o o

firewall-cmd --add-service=rtmp
firewall-cmd --add-service=rtmp --permanent
firewall-cmd --reload

8.1.1.9. firewall-config

firewall-config Sz HFB KBS B P E F5 ik . B PR 52 ] DU & R AR R el
Himg . 3@ firewall-config 7 AJ LABC B B k85 7o VAR S5 o 11 L PA R .
Ui % . O ICMP I JERS A1 zone (X3 &% B & ThaE LAE R K% B

i) 1100 S BEe N7 e oo i1 sif

BiciEiE
X{H(F) &m(o) BAE(V) #BBIH)
v EEHEISE EE: B~
EiE Rt MBE Psets
enpls0 (enpls0)
EAE: public FirewallD RIEX T HEMMEER. BOURRAMEEE, KE2RS. B0, Y. 1rH
#n £, BO/MRXER. oM iSLIREAMNMES, Ko SERIFOM LRI,
R block WS WO B EMO 6B wORE
dmz
drop A UEREEXKIHPHLRE R {58, aEREHEIXIXENE
external . BOMENHREINARNER LN ERS.
home B
internal amanda-client
public amanda-k5-client
trusted amagp
work amgps
apcupsd
bacula

bacula-client
bgp
bitcoin
bitcoin-rpc

. bitcoin-testnet

BRI ZE firewalld B9ERE,
BiAXi#: public LogDenied: off &85 : ZXf Automatic Helpers:system (off) Lockdown: ZF

& 8-1 Pi kKM E

firewall-config TAEF 40 B =ANEB 7 2 385, a2 fl Bk~ .



5
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AR XIE. R ICMP i, AL PSR ERT.

Ui R T M is FHRCER TR, XA EE firewall-config T H &%
HEIHPXEGaRT firewald. F&E, ICMP KA, H#ERE (Direct
Configuration) F8{5E 42 % (Lockdown Whitlist) #5325 HEM & F T RIS
WHEZ G A BEE W

1) firewall-config E3EH

firewall-config £ AFHEIIANIEDR: SCF, @&, &F, #Hh. Hiik
TiF-3E e i E R, EAHE LA

H B KA BT KRR . a0 BT A B AE AT TG B A R A T
KABCE FEAE, B2 RFEBR G R

B X A B U IR I BRI X

DS BRI X ks B 5 R 24 3 22 1) T g DX 3R 2 11

P N RN A A R .

BiE B T LB KRR E AT B, R v a4 R N R AT
B, BUERHES firewalld 3900 741 E A N Bl R 45 ic B 00 a7 0 B 07 10
BRI R N R SR

2) BCEEmMFR

firewall-config AL E LR ELFE: 1B47H KA.

BATH: EATHECE N AT R ECE RO . 1847 B AR AR AR R
FEEFME 7] IR E, T RABE RS EE . TR, KRk E k.

KA K AL EMNAE RSB M55 5 IR A o K AL B A E T
B, LA E R B RS E S . BN AR B AR .

3) XEgmF

X ez R 2 — A B E A

W] 24 B8 B K X d0E X7 R P ERE R . firewalld $R4E T JLMTIUE
X, X BERXIEERS . . . 3. ICMP WS A EE.
DX I AT AGR e 214 LRI MR o IR 55 -1 T00-R E SOMIR L [X 380 IR 45 = AT AE o 7]
fEMI MRS AT AR Z X AT RO He00 . AR L

i RS IEDR
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PikERE - o El
XfHE) ®W(O) EHE(WV) FEBIH)
v EERIE BRE: &7
353 Ei& [BE Psets
enpls0 (enpls0)
BAK: public FirewallD KIFEX T HENMEER. BOURRMINEEE, KERES. HO. il P
#0 . BO/MBXER. IcMPTEUREMANNES, Kige]UHEREOURRIEE,
R Dok C BE B0 WY EE0 pE mORE
mz
drop FUAXBEXEHPHLRERTEN, TEREHEEXTEHME
external B, BOMKRPE ENMMER ~ o LUFR B ERS.
home | £:3
internal ._,...:.,-.. -
cfengine
public N
cockpit
trusted
« condor-collector
wor ctdb
dhcp
dhcpvé
[¥ dhcpvé-client
distcc
dns
docker-registry
Change Zone Anrlbarcwarm ar
BEIZ firewalld 89%EE.
#3AXiF: public LogDenied: off f7&j#s: Zf Automatic Helpers:system (off) Lockdown: 2

& 8-2 MR&ET+
TR RSl S
Ui T T4 FH SR W B FO VR B AL 281 n) 1 i Y o

-— o
XFHF) EMO) EEV) BEIH)
~ EmpE RCHE: | Ef78d ~
EE Xi§ MBE Psets
enplso (enpls0) |
BIAE: public FirewallD EHiEX THENMGEERE. BOURBOLNEREE. KHERS. ®O. DL wfy |
®O #. WO/MRXEE. cMPl ELREMANMNES, Ko UgERBOLREDL,
RE Dok « WS  ®0  ®¥  EE0 BE  sO0RE
mz
drop I FRh0alik &rikinléh 40 skinl, %ﬂuﬁ%ﬁuféﬁn
exter ‘Dﬂm
home ;556 AL,
intert
publ HO #EOEE: |
trusti .
work e | tep v
@EGH(C) Wz
T
N Aa) RBif(E B3

nge Zone

BRIE firewalld 89%#,
EHAXIE: public LogDenied: off f@iEst: **F Automatic Helpers: system (off) Lockdown: 25

& 8-3 Wi O-FiETF£
BV R IEE P KB RA A O, WJE3 firewall-config FHiE#E &4
B E N X 3. R o 0 AR F s AL W #%4, Port and
Protocol T H 1 -
N ity 1 50 B3 ey 15

1

S, PAFVF AT N RIS R tep BEE udp.
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i, Py ai-k
Dy 3T e 5 I RATRAAT W4 255 bk AT AR WS 2 A TR 1P

Hiu ik

BIoaRE - o
X{H(E) #EM(O) HH(V) FWEIH)
v ERREE KB: EAR-~-
<374 Rig MBS IPsets
enpls0 (enpls0)
2K public FirewallD B EX THENMEIEE. EOURBMLATERE, KE2RS. BO. ik, e
{n) EOBOMXER. cMpRELREANNES, KEJUBEIROURRIEL,
xR :'“k « BE WO WY GBS0 pE sORR
mz
drop NECERE—ABCNARREEEIEBRANINNERES, (i
external SREAN, EHXBMEBFRIN, BZINSUE—thatafHn
ome EERRD, BERERT Pva,
internal HhEXE
public NPCRAHE, BLHEH Pva MERFA P 8L,
trusted

work

BRIE firewalld BIEE. EELEH.
Bl public LogDenied: off FF@#Es:

#m7 Automatic Helpers: system (off) Lockdown: 25

B 8-4 fhiEFiEmF
B IPv4 bR — AN B R AN AL, TS B firewall-confi

g LHIF

PR E Atk (28 X, 183 Dy BEARSE AN I HE LAAEAE IPv4 kb #e it

B AN
iv. 3R TR
S T T AR 53— /o T DA /s A R AL
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B BRI AR R I 55 AR E R LEIVI0 R GUE BT

PR [ x|
MX#(F) #Em(0) TE(V) FBi(H)
v EERIEIE EE: | e~
353 Kt MBS IPsets
enpls0 (enpls0)
BIAX: public FirewallD BIEX T HENFEER. BOMURBANEREE, KERKS. WO, il 1P
#0 . BO/MBXER. ompilELUIREANMES, Ko USEREOURR AL,
R block « BE ®0 B  EE0 6% @Oosg
mz
drop ANEERFERED, plLUEMNEAZN—PROES— KO, B8
external HLRMEBRFES— TR, BRIAS—ITARGERERORMEMNE
home BA. BOBEQERET Pva,
internal w0 i BEME0 SNkt
public
trusted
work

_ - 7R I0(A) MEIE(E HER(R

BRIZE firewalld B9%#,
AR E: public LogDenied: off fF8i8: =FH Automatic Helpers: system (off) Lockdown: 2

& 8-5 ¥ ¥R FIEIF

AR R i % RN 3 X 4% 37 R B “packets” 3 — AN P BB bk B 2 5 A
I, OOt 1P bk, ARJEEEE M O RFRS . fEH D5 BN
Sl P BORT Sy 11 B o VG o 58 R B T3 L o 4815 1Y

LR R B A DB A — RS B O, Fk A R IR AE,
i N BB Y R P A Tty 1 B oty V(B Bl o B R 2 LA 1Pv4 Hhhik,
VIR 5 A B oy — oy VSRR, N EH B HE 1P ki Ry 1B o S Bl 4
i O B 2 BRIERA R BIR — Ao o il i S AT 58 2

V. ICMP idjE28FiEIi-R

ICMP i JE 35 AT LLESE Internet #HR SCHMM AR SC o IR LE4R SCAT DLZAE
SAH SRR AT 0HE G SR B R A R G (1 a5
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BIOAER - oKl
XfH(F) #EH(0) HE(V) HWEI(H)
v EREE RE:  &EH~
i Xif MBS IPsets
enpls0 (enpls0)
BHAK: public FirewallD KIFEXTHENMEER. BOURBGANCERE, 2RSS, #O. HiL wpH
#0O £ WO/MBXFER. IcMPREUREANNES, Kigo] SER@OURERL,
*% t8ack B EED BE EORE  cve RS BAN
dmz
drop EERESIRXHIN (cvp) TRATFERMOTRENERZHEE
external B, BHRZEEM ping BRURENEESR,
home IcMp %R EFIRPIRICR ERIELE ICMP
internal address-unreachable ~| X8, FREHE ICMP XENE L
public bad-header il s, MARBEREGER
trusted beyond-scope o
work communication-prohibited | MIREHTRETEE (Invert
destination-unreachable Filter) , {ET#RIZAICMP B
echo-reply BREWER, MRGXFENER
echo-request 4, EFHHER DROP BIX
failed-policy 2, eNz%ER
fragmentation-needed RETER
host-precedence-violation
o Zof host-prohibited -
BRIUE firewalld 895,
ELAX1E: public LogDenied: off [@&Es: ZF Automatic Helpers:system (off) Lockdown: 2

B 8-6 ICMP T FikIi+

PAFHECEZE —A ICMP 1Z3E, W53 firewall-config T H ik
JEHAE BRI LR X4k . 26 ICMP Filter BRI M B HELJER ICMP
5 IR RA IR AE 375 b R A DAAE L 98 o IR R B 2 e Al 1, BRA RV A

B EETR

BEEAE R -RAR AT 8. ARSI — X ANk
R T TR SS B3 B T2 3 RS 1 R 7 KR RO o T S ) 5l 7K AT R
I HAEW R firewalld @i D-Bus LiEHIE3N. HiG. EEE TG HEEMN
o

BoBRE - oK
X#(E) &EMO) ZTE(V) HEHH)
v ERRYE RE: XA ~
iR R MBS IPSets HERE
enpls0 (enpls0)
BAK: public HERES FERHOMIOGEAR. XERAFEAFTRESN iptables #E, HNR. & &<,
#0 LUAEN. EREENZNBT UM firewalld EEDF o BHORSFH,
B SME1ES 1PV 287 ipv4 5 ipv6 5 eb, ipv4 T iptables, ipv6 fF ip6tables, eb FFLL
AF#itE(ebtables),
# AN s
SN REEREIHINE
ipv Table Chain
+&m(a) MRIE(E

BRIE firewalld B9:%H,
HiAXM: public LogDenied: off f@#fizf: #/F Automatic Helpers: system (off) Lockdown: 2

& 8-7 HERLEEIF
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o ST BB B 2R 25 SR RLEVI0 RGVE B T

4) P KEERE

BT SCE IAE BT KR B, AU YR EAE 1IBATH BEE AT
P LRI K A (Permanent), 4% T IR 31 5 G803 B K 58 BOFT NN 4T
R E

FEIZATIY (Runtime) A& B8 Bl kb U BCE Ry, — B R Sh e 5 FRIE
PER S 2 M52 IR AE, 1R RIAE AL, 7F Permanent #5555 0B k3B B E, X
AAE EHT IR KB EH RS H R 2 J5 AR AT DS SRS 51 B BT 4k
Br, B R IR TR R, R ER N AR YT K K

BdERE - oKl

XfH(F) &Emo) JAB(V) & szisay

v EEENEE BE: XA
g R S IPsets HEEE

enpls0 (enpls0)

HIAX: public BEREBESTERBABHIEAR. XEERAFERF THREL iptables 2, IR, 8. 52,
0 BYHET. BERENZNATLEM firewalld HEEH R BRNREF R,
P SMEES 1PV B8 ipv4 5 ipv6 5% eb, ipv4 BT iptables, ipv6 T ip6tables, eb FAFLL

AR (ebtables),

# AN @

SHNHEERETH InEE
ipv Table Chain

- AR B0(A)

BRI E firewalld B9ER,
#iAXiE: public LogDenied: off ff2i8s: 2/ Automatic Helpers: system (off) Lockdown: 25

& 8-8 BARBi KR E

5 BHERN X

FEBOE SRR W D > KPR ERIME, S 3l firewall-config,
MR R PRI, H N i A i FAE O BRIA DXk, Mg R B3R e 34
B XA BN P X, b 2 S LRI AT
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XfF(F) &EG(0) E/(V) FHEIH)
v EREE K8 ErH-~-
E# i MBS IPsets
enpls0 (enpls0)
BIAK: public SIfER IPset QIREBERBEE, UERT P il BOSHE maC itit,
&0 HiARE
B3
B FEFIREFRIAX timeout ETAEY ipset FEUREEH
o FEFIHERE ipset S$RMAE B,
block I
dmz
drop
external
home
internal
public
trusted
work
DEA(C)
TT
Zone QX ARENBDEIERBS Pset

ERIE firewalld 8955,
BAESE: public LogDenied: off ff8i85: #F Automatic Helpers: system (off) Lockdown: &/

B 8-9 IR\ X
8.1.2. WiIEH (audit)
8.1.2.1. fajfy
audit T H AT UK vH0 s 5 N HE S A5k RS A SR U7 i)
BT DR EIX L R, #E R S ELZ RN (N2 ICRMIR & R, 58
& H PR RGOSR T 1) 6
8.1.2.2. B SR B4y

audit.relus
L
> L
o] Task  froreeanenn |  Exclude
BE Se
il a‘:;g% | audit.log
Exit  fre-eeeeees | 1 rlﬁ
g ausearch aureport
Linux PIE5 H
auditd.conf

B 8-10 I rEE

Vi SEERAREIRR, WAERRAMFZmPEHICR. GRA M RE:
R E) R N AZ R LA RS H FH Cuser, task, exit, exclude), A2 — Z 41N FHFE
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J¥ (auditd. audispd. auditctl. autrace. ausearch F1 aureport %5). Linux W%
HE LM RF A 2

User: icsk 7 2 B = A HAEs B RIE RIS IR B, WA LS4
Ha R E e

Task: FREZN FHFEF I THERE (fork)s M— AMESS BRI, o2 Qe
L fork AR T HERE RO SZ A

Exit: 24—/ RS0 45 HIW & Sl szl

Exclude: MFRAEREM; Exclude 2RI IEH B, tHELEAEERIN
H 2 AT DULE X B 5 R g AT i D

audit WAZHFIH— B, NI ERE S audit Hids, XM
SE N2 AR 2 PR I E R WA audit BEERE BN 2 B — SRR T
auditd R=HI1) . audit A FEPEHA =EX ] auditd F1, SRS H auditd i3
ITHE#AE. auditd.conf 2 auditd HIBCE . auditrules 72 audit BRI ST
£, #i5E audit 1 H E Ao EmBEeERE . i@ AN audit BT R N FE
¥ auditetl #EATHEER(E. root F P AT LAE A auditetl #EATHERAE. auditd 1
FIMEAR E 2 EMA L4, A2 HELRAEAE auditlog ST, BRINERAE
Ivar/log/audit/audit.log. 5 —/MiEid audispd # HE#AT 70 %

B2 2H T KRG AR RGPS Bk a. AR RERE
. BEE S A, s, SAEEA audit sy bR AT H &l
K, e fr AR R THHR A TR H AR OR B S o A R

Fi P e 8 it 240 auditd. audispd. auditctl. autrace. ausearch F1 aureport
LN AR AR AR

auditctl : RO 3& 6] &8 1P 3 @ERE AT NI T B, ands inFiu &5 .

auditd : audit sFAPRERE A TTAEAN R  AERE B EARIER B, XEEEH
R R M R G isshflk 4. H PR R gl auditd J5 & RN
B RGUEILRIHEIHER, #EESAZ varlog/audit/audit.log.

aureport : A A BCE THR A I T A .

ausearch : &4k 8 THFAF ) TH

auditspd : R @ AL HABR TR, A S NS T HE X+

autrace : — M T IREREREMI AT 4. RLT strace, FRERIE—AHERE, M
FRERIE R B NHE 2 F.
8.1.2.3. K LEE

1) fHH dnf T H 22388446
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dnf install audit -y

2) audit P& SCHF

audit % %% J5 & A B 2 N E X fF ¢ fetc/audit/auditd.conf A
letc/audit/audit.rules . /etc/audit/auditd.conf & 5F 37 FE 7 H 2R AL B SC 4
letc/audit/audit.rules A ic s THRIUNAI SO, H X dE audit J5, HORRLNISCAE
M.

letc/audit/auditd.conf <73 F2 7 B BRI BC B S 2 ok S

N A R E — > Jetc/audit/auditd.conf

#vi /etc/audit/auditd.conf

#i B H &30

log_file = /var/log/audit/audit.log

#I B HE R WEE, B2 0~99 ZIM%. wREENN 2, N
ALEHHE . WREAWRE num_logs H, EHBINH 0, BEWEMKRAIEH
B

num_logs =5

#IE H B2 B A H AR

name_format = NONE

#WCE H SR, IR F R KHE SR, BRI EE
i, 2#4T max_log_file action &€ an{E

max_log_file =6

#IWCE H SRS BB G aE, XS ROTATE (i)

max_log_file_action = ROTATE

8.1.2.4. auditctl €4
auditctl Ay A% 2R

auditctl [1Z£ 3] filter,action -S syscall -F condition -k label

F# 9-1 auditctl ArAIETR

i HIESH i B
filter 17 2 i B W8 A P A 60 01 DG B 3 90
filter user.exit,task,exclude  #¥NFHIES . 1 iEAR task. exit. user

PL A exclude
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REHZEM (always £R52) (never

action always, never _
KR
. Bt B M & 4 F B # oa Ll T
syscall all, 2, open 5 _ _ ‘ .
Jusr/include/asm/unistd_64.h {4 $E 5]
TEAN U A H At T, 1 — A SO R
condition euid=0, arch=bh64 SEERN, 4D, 3R 1D FHEARK
A FAFAH IR
label EELF PRid E A% FA IR R H &

-S FRARGHA T4 T
-F R
-k FN L E TR F i g O
8.1.2.5. audit #F 1HLI
audit #THRLN A3 = AN
1) SN XA T T R R A S W E MR E .
2B AT DAAE fetc/audit/audit.rules FHREE . 3 EALTE:
-D #IHIBR BT 24 i 2 28 A R R U #
-b 8192 #1£ % H € e REUE I CAFE R B % 2 X 8Mb#
-e 2 #BE H I B #
2) XHFRGHN: XL R E SR AR, FRATTET DA
B AZ R E SRR H S AT AT R B 7 7]
LU auditctl AW E . W RFEATH KRECH. BRI E
PRI
FUI A% =
-w AR
-p PR
-k R
Hr-p BERIBE 7 R P F-
r— BHCCHRECE H 3%
w— BASHECE B3R
X — BT SRR H 3%
a— HURAESF L B R
1 L s 4% fetc/passwd SCAF B AT N, AT DAE X AN 4
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auditctl -w /etc/passwd -p wa

R L E O Bk A 250 2 SO fetc/audit/rules.d/audit.rules H B AT S B
XHZSCAF R -
TN TR R AT S 1 R L B 1B i ete/hosts SRR

auditctl -w /etc/hosts -p wa -k hosts_change

3) RGLURFHFIN: X LRI FH T WS AL e AT A 3 RE SR 8 F P AT I R 4
VH .
W4 KRG AT RE < 51 & g i H B 3, 1X 2k A% AR 52 T K 974
FIT DAL o i R RSV 7 R audit.rules R W ETFA2 B SRHIE,
HAEXT1Z B XA SR T . RS T NI serF, HJE—-—FH.
ARG g
-a W2k 2500 A 42 1)
-S RN B DU R G ) A4
S 71 K UL o KO0 <
-D IR AR
-d B — 2 FD-a X8
-w BN H .
W B — 2R R -w 5%
-1 B A A
25450 8 SR A WREE S, R P (UID A 10001) 7 i) FIFR 21 H &
2 B I E)

auditctl -a always,exit -F arch=b64 -F auid=10001 -S open -k userfile

Y. userfile ZHF HOWEK —MMAT, U ERHKETE T,
ATPUE AR T ABAMER auditetl @y IR &R A . ATk
AT B3R B Bl 5 A R, AT LUK WS 0 21 52 £ fete/audit/rules.d/audit.rules .
8.1.2.6. ~FH kL

JE 8

systemctl start auditd

HzhJE 3]
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systemctl enable auditd

service auditd stop

HJA:

service auditd restart

1t Ivar/log/audit/ H % H e H S0

service auditd rotate

R %S 0B 5 BTG, GIUNAF LB 2% AL 70 X 23 R R fRAF
B % H &SRS D

service auditd resume

WRIBATIRES

service auditd status

A1 B i 2 AR DU R R 2

auditctl -l

P& auditd FH ST BEFE F AL

¥ audit ARSS 284 P52 kylinl | ip bt 192.168.0.1; audit 7 ) i 44 FR A
kylin2, ip Hiht 192.168.0.2 .

16 AU 55 i i L SO
vi /etc/audit/auditd.conf
#E Wi oA 60
tcp_listen_port =60

EVE) S

#service auditd restart

7 S 22 B A SRR A, 0 HLEC B S
#dnf -y install audispd-plugins
18 BCC B A

iR

#vi /etc/audisp/plugins.d/au-remote.conf
# fEH Az HERES HEREGE
% 250 71/ #£3027
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active =yes

#vi letc/audisp/audisp-remote.conf
remote_server =kylinl

#I B T 124 60
port = 60

#vi /etc/audit/auditd.conf
log_format =NOLOG

SR JE R kS5

#service auditd restart

8.1.2.7. aureport

A R N BRIk R, AIfE A aureport fv4. WIRIRAT aureport B VEH
TR, W& Bl ek, Rl LA+

A B — B S B TE] Y TR R S

aureport -ts 8:00 -te 17:30 -f -i

HEROITAT P RIS B R SR T

aureport -u --failed --summary -i

AR G R AR

aureport -s -i --summary

8.1.2.8. ausearch

fiFH ausearch , W] LU JEMPE R FAFRM . Eab AT DL 4 B0E B
NEIMEERE RS IAHEH 2O KiEEFAE. Bl root FH FHUAT ausearch
wrad, MEIRERN, FMOEH 4 ZELAEBRN—ATRRT, BRI
AN A BRI o

s~f: ausearch —f /etc/passwd
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[root@localhost audit]# ausearch -f /etc/passwd | less

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.800:1468): proctitle:"whoami"

type=PATH msg=audit(1584676474.800:1468): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n{
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_ fver=0
type=CWD msg=audit(1584676474.800:1468): cwd="/root"

type=SYSCALL msg=audit(1584676474.800:1468): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f830dd3bl5e a2=80000 a3=0 items=1 ppid=42011 pid=42536 auid=0 uid
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts® ses=34 comm="whoami" e
xe="/usr/bin/whoami" subj=unconfined_u:unconfined_r:unconfined_t:s0-s50:c0.c1023 key="
passwd_changes”

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.803:1469): proctitle=6964002D757200726F6F74
type=PATH msg=audit(1584676474.803:1469): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_ fver=0
type=CWD msg=audit(1584676474.803:1469): cwd="/root"

type=SYSCALL msg=audit(1584676474.803:1469): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f4b43e7615e a2=80000 a3=0 items=1 ppid=42011 pid=42537 auid=0 ui
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=34 comm="id"
/usr/bin/id" subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 key="passwd_c(

& 8-11 FHER

RS R

time : HHHIT[A].

name : B 11X %

cwd : HHTEEAT

syscall : AHICH) RS 1H H

auid : # it~ 1D

uid A gid : Vi SCHRIAH T ID AP

comm : 75 A SCAE I A 4

exe : LA 4 AT PAT LA
TR LM
MR RGEFRM AL T A2

ausearch --message USER_LOGIN --success no —interpret

HERMANRS, #FH, MERE, FHTmS:

ausearch -m ADD USER -m DEL USER -m ADD GROUP -m
USER_CHAUTHTOK -m DEL_GROUP -m CHGRP_ID -m ROLE_ASSIGN
-m ROLE_REMOVE -i

FZ M E I 18] B R SR G A, A LR

ausearch --start yesterday --end now -m SYSCALL -sv no -i
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AR C key) R IFHADR

auditd ZE R H AN R, WA BB R Y, EARIE R
FR T C key) AT RURERCE:

B auditctl Ay gL — MR

auditctl -w /etc/passwd -p rwa -k passwd_changes

TR IR AN ) B R R R V5 R BB 2 [ ete / passwd K BN FE AT
2. — B NMESCT Bl s, nTRME a0 T et ¢ key) #R&FITHF
fHid %

BT ( key) #ZRFITFMILR

ausearch -k passwd_changes | less

R A SR R BB R [ ete / passwd ORI H EE R, HAbE R 20K,
8.2. wAeMERAM

R E R oh, ERIEREAR N RS E BN NE R E R, B, HR%
KSE QAT R 2SN I AE I AR T PR S A, R X TR, DLKETEBAT i
PRI RS o A0 10 B A e P LA T67 SRR P ke DA JS PR SR VRT JEURRA IR 25 2 4 A
REFTRRERXEER.

8.2.1. KYSEC &Ml

R IUE = RS AR E R G V10 456 PR E RGURE ORI [ A
TERGINZ AN, $-H T B TARC R PATE RIS, LB RGN R T
ARICTR I FIBRAT 205, B DR I FH SR PR T 58 PR AN S AR B (10 e B 1 o AT H 1AL
S HI S AT . BB AR, PN RGO =TT AR, H
i RV B G IC SO AT , AT FTIEE T3 35 DUAE SR Bl 28 1
17
8.2.1.1. #REWE

KYSEC JtA FificikA: 3l (normal). % (softmode). St
TAREHATARE N AR, BRI A P AT A i hmic MR AR P, 1 R
T, RRidsdnE N AR WHATAT N, AR ERIE. RGN KYSEC %
RS NRHARES, BHATES TR WERGRTRESE L TR ARE, =
BE RS
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BHE kysec % & IRA:

$ getstatus

KySec status: Normal
exec control: on

file protect: on

kmod protect: on

three admin : off

WE kysec AR B
$ sudo setstatus softmode

WE kysec ARy i B 2
$ sudo setstatus normal

8.2.1.2. HATHHI

BRI LIS = IR S5 B ERE R G VA0 WSIN T SCAERAAT  BEEU IR A L 2
ERREEE], ARG B=TT AR, B R v B SRR IC S0t
AT, AR T E $8 DUEE SRR AR BT o AR TS AT 1 AT AT S0 A
EMIBR. B2, #UL B3). EaiSRiEE, ST

(1) FTHAT SO B AT 42 il

10 A5 B tmplls AT 2RI

$ cp /bin/ls /tmp
$ /tmpl/ls

EHEF R E/tmp/1s ) kysec it fa, WP NIAT4T/tmp/1s F& %

$ sudo kysec_set -n exectl -v original /tmp/Is

$ /tmpl/ls

Bok/tmp/1s P NEJG, SREFAREHRIT:
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$echo“” >>/tmplls
$ /tmpl/ls
(2) AJPRAT BIAS (R P AT 1216

B8 JAAS SO tmpltest.sh FEARIIFAT AR, N 2540 F
#!/bin/bash
echo “test”
$ chmod +x /tmp/test.sh

HEAAEHN T4, #HIGERATRET:
$ /tmpl/test.sh

$ bash /tmp/test.sh
EHLGF PR B ZOSCMER kysee ARiC SR, TR IEH BT
$ sudo kysec_set -n exectl -v original /tmp/test.sh
(3) ARZAE B AT 12 1)

FH PR AT g ) P AZ AR A 1 1) 2 H 5%, 22N s DU I AZ AR, RN
KYSEC IhRE, TN M

$ cp /lib/modules/ uname -r'/kernel/net/netfilter/nf_conntrack_ftp.ko ~

$ sudo insmod ~/nf_conntrack_ftp.ko
s DU NSRS, AT RAOInE R -

$ sudo kysec_set -n exectl -v original ~/nf_conntrack_ftp.ko

$ sudo insmod ~/nf_conntrack_ftp.ko

8.2.1.3. LRI ThRe

SR Th R R, ZART S RS S Ear . MER. XA
REORY 2 90 B 2L A T B SO AN B iR B AR A2 0K

25 AR B U R AR I
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$ sudo kysec_set -n protect -v readonly /tmp/testfile
25 A RS BR S ORI AR L -
$ sudo kysec_set -xn protect /tmp/testfile

95 SC A mpltestfile 15 B SCHE R BIARIC JG, 28 (- 4& o, a4, i B
tmp/testfile ST w1 R i AE M 2 32 7w 2 ML

$ echo “test1” >> /tmp/testfile
$ mv /tmpl/testfile /tmp/abc

$ rm -f /tmpl/testfile

8.2.2. HHEKRE LRI WA

SRR LI = IR 55 B R G0 VA0 SEILF P AL B (R WL 1 e s A
FEIET LR U], B T SCAR R AR ThRE, 8 DR A AS F P I SO AR 3 AR AR
HRGES, RIAEEVEF PR A3 UL PR AR TE VR SR U Al B P AL s 1)
B A 3 A S DR A 1 A4 L L

o [mEska, HPAAEIHICTE B EMRGH AL, AR

LI FH P iz B0 et 5 gl 75 5

® It MAH BTN E BT IR E, AR E R T

. SRR, SCIEE L
8.2.2.1. [aEskayE

B b B AR LA B2 A B 3 A /box. F P48 A boxadm 81 % — A B 52
PRI R, RS B SRR RE B P U7 )

test I P G — SO OR3P 4 testbox, 58T & — > S0

$ boxadm -c testhox

$ touch /box/test/testbox/testfile

test FH F 2 & /box/test [ H 5% K S A

$ Is -1 /box/test
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testbox
$ Is -1 /box/test/testbox

testfile

{2 root B PP & E box FIITH 3, 0.
(1) Is -1 /box/test iy 2% H 1 % 4 Ibox/test/testbox, HE/x “MHE 07
(2) Is -1d /box/test/testbox iy % #& 75 "No such file or directory”;

(3) Is -l /box/test/testbox/testfile #2427~ ” No such file or directory”

$ Is -1 /box/test
$ Is -Id /box/test/testbox
$ Is -1 /box/test/testbox/testfile
8.2.2.2. stz
P48 ] boxadm & ST R A i H L ZRUR, W R s =R
P ILEAR, Bt RE VT 1R XA H ¢
test Fl /7 3¢ & root X} /box/test/testbox H 3% H 52 3 AR )5 » root 1 4
RE 17 vl /box/test/testbox H 3% :

$ boxadm -s -u root -p rx testbox

root FH P HAT I R A4, WA LUA B /box/test H 3¢ T A77E testbox H 3.
/box/test/testbox H 3% T 1L testfile S 1F.

$ Is -l /box/test/

$ Is -1 /box/test/testbox

8.2.2.3. boxadm F{ FH /514
test FH ' 1) 28— AN LS SO (R 3P4 testbox, 2xZE ik H 3% /box/test/testbox:

$ boxadm -c testhox

W& root Xf/box/test/testbox Hx M) H I ZAMIR S, root H /7 74 GE Vi 1)
/box/test/testbox H 3%:
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$ boxadm -s -u root -p rx testbox

%W E root Xf/box/test/testbox H W5 ILZEMNIR G, root H ) A RS
/box/test/testbox H 3

$ boxadm -s -u root -p rwx testbox
1 F /box/test/testbox H ) Box 15 &

$ boxadm -i testbox

AcCCcess:user:root: rwx

F£ 14 root H 7 % /box/test/testbox H 3% [f1 3L = ALR

$ boxadm -s -u root -X testbox
W B4 /box/test/testbox H 3%

$ boxadm -r testbox

8.2.3. GRS I

TEVH SN2 A AR —Fh B4 E R LRI U7 il F i, H AR PR sk
AR g ) s Gl H AR AT A ERAE I R ) o AESEE, FARIEE R AR
BRZGFE, XTRATAER CA/E. H3%. TCP/UDP %5, JLEAFRL 110 #4%. ©
AN R & ARG —HZ 2 EmE. &2 R AT e ReT, #amEERRN
A% SR | AT A —— o 7 22 4 J@ M I 1 5 22 75 T EAT U7 100 o A AR AR AE A
FAR BT AT E AR AR — 2L BN (B RRIRENE) HEATIN, PoE e
Vo

TR EARTRI T 0 & (— A — AN EERE), AR 12 Bl 7 10 1) %
Jao ARAE BRI R TUANR], fE R EE S R MR & AR, i dir, file,
process 4.

24 B RPRICERTA Y By R B L, B SELinux . At
e A, AR MLS(Z %4, LR AN 9)RIgIEah 2 2R

RAUFI: & Besh — R GIF e W mT LLUT X AN RS, SOt SRR, 2
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LEPOPVAH (RO
I HERR A2 58 RO BERE RIS AT B RE PR s e, 75 2 =B ok
P —BEREHT BRI R — AT AT SO SRR entrypoint D5 FIELR ,  BERE
HI2 T (AR 48R N SO 2R execute D7 IR, 2ERR Y 24 7l
I R AL ISR AL A transition V7 ) AN FR .
f . FI—LBIgUME IR, Yo MRLs I nT DUSTH .
ARG AIFRTE linux B XS RE,  SEmEIRS AT BLRE .
8.2.3.1. SELinux J:fifi s
RO RUBE = RS BHRIE RS V10 IRIERF 22K, Efl 7 REREH
SRINRESKMG . =AU SLINRESRME . o TH IR 95 Shg . PUATIEHITIRE NS . B4 $Th
RESRME . kvm/Ixc 55 RGETHRETRMG . RGUE BT S TR, RGE3)
W E Shisic AT Re. WRAB AR, EHl 7 ukmls. ukmes 1 target =%
SE F:fili S -
8.2.3.2. ‘&AM AT
RGEIET B aidE N T RV, RvE=2 8 7 7 ERATRS S E ,
EIASE AT T B 22 4= SR B FCVFIR AR B3R A EATI AT DASRAT , (Bl s TF TF ok, s A
e RERA IR R U VR A FOVF o AT 22 A R 55 28 RGE B AT
i Y B B S0 VA A0 S, 2 BRI DU FH i o A5 K S s S o 71 A1 TR
AR A
(1) i 22 4 g AR = A iy
TATIRAE T — 28 T By 4 0] DL ) Y B A2 2 5K IE 50,  Wi/usr/sbin/getenforce
Mfusr/sbin/sestatus. FTA FH 7 #S AT DL X 2o i & HEAT 2l
getenforce iy &% A A Permissive IR 24 R7 4k fo V8, 2 v Enforcing N
AN |l Ol
sestatus 74 FRI% 1 FTREN BT A2

$ sestatus

SELinux status: enabled
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SELinuxfs mount: Isysl/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: ukmcs

Current mode: permissive
Mode from config file: enforcing

Policy MLS status: enabled

Policy deny_unknown status: allowed

Memory protection checking: actual (secure)
Max kernel policy version: 30

AR T 24 22 4 SRS AR, (3] It AT DAAS 21 A 22 4 SRR (145 2«
AR RS . ZAaRE ARG E . BB AT RIBAA., 224
SREWE AN I 22 4 SR H AR

(2) 24 R AR Xz 2

N1 ZEE GRS — [ s ER e N B fIR (R Wit 1y Mg ek
E IR Y S

setenforce 1 B A il =

setenforce 0 & B M o 15 20

KRG =ANEH A R 2 PG AT DME T setenforce 1 #E A Sl H =,
G w4 G ] LA setenforce 0 3E N F SR AR 0.

(3) ZEH] 224 5eng

TE 22 40 BB I FATT AT DS 28 F AT B0 22 4 SR ik N 3 2547 A 3 Ck AT
BE. HATEMT:

a) RGJashiTHEN grub SEHL,
b) HIA grub MBI NIZ B 81240, 1424 selinux=1 enforcing=1 125N
selinux=1 enforcing=0

(4 FHNFRG.
R ARG EEE A BIAES R, i root P RGEEATIE R
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8.2.3.3. HKIEICE A4

T TR R e A SRS AT, FATHAR AL T DL iy A0 i 2 4 SR
HATHCE
8.2.3.3.1. A EIRiCM4S

RGuh—Le ] A & 1-Z R IR S 7 AR SO R 2 4 B R U T RE
s Is-Z id-Z fl ps-Z, XA AT -Z HEIUE k43 Ron 1% SO B R 1 22 4
BT, Wis-Z =S, S LT A

-rw-r--r--. root root sysadm_u:object_r:admin_home_t:s0

Horp sysadm_u s E R~ iZ & T sysadm_u 245 0& 1 S, object_r #oni%
R T RARRR f e, admin_home_t R RZSCHERIZERY,  FRATTAY SREmE il &
AR X L AR 1 A ] 7 R DU BEAT 7 1] 25 1) )
8.2.3.3.2. f&ithric a4

A PR L AT LIS IS — S 50 R G BT A SO ) A R SCHET ERAE S
chcon. setfiles #1 restorecon iy 4

Ibin/ls #7429 bin_t 2884, 248 AT LA\ cheon -t shin_t /bin/Is K bin_t
&2 A shin_t 287,

cheon T4 H-u Z 7] UEBOZ M 24 R SO 2 2 Kig L 7, -r 280
MBS E A, | ZHOT DB ECE R 220, HARRAREH T ISR 0
i UR S

setfiles 74 7T LAMR 5 FATT B0 22 4 SRS B AR IC SRS R G BT A ST EAT bR
e 1.

setfiles /etc/selinux/targeted/contexts/files/file_contexts /

restorecon 7y 4 AJ LAYk 1% S BRI\ %2 45 R 3C, 4A: restorecon -r filename.
FEX AR B 224 bR SChRiCHE T ERVE N B S # R B IX AN FRIC i IE R, 4R

5 B R TEAE, BT ULEER A FM.
8.2.3.3.3. H1/7. MM KR
R (login, sshd) F1 5T ML) Linux B &2 322 4 508 7Y, 8 S Skt
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U R 22 4 SO FH P AR AR A —AS Linux FH P ARIRFF 58 e A ], DGR 22 4 5
B H P AR RAT RO HIAR shell FEFE 224 B ST PARIRRT. 224 2 G m] fi
FH semanage iy 5¢ LS, #0: semanage login -a -s charlie_u charlie, %75 Linux
P charlie {F 42 45 8& H F charlie_u & 3% 2%t

f# i} semanage login -| v & A LLEE, W FE:

$ semanage login -I

R4 SELinux Al MLS/MCS Vil k%
__default__ user_u s0-s0:¢0.c1023 *
auditadm auditadm_u s0-s0:¢c0.¢1023 *
root root 50-s0:c0.c1023 *
secadm secadm_u s0-s0:¢c0.¢1023 *

— AN AT AT B 2 A e, (EAE R — I %) R BEVE N — AN, TR
i S P T H semanage % A\ semanage user -a -R mgr_r -R charlie_r -P user
charlie_u SR8 & —ANa] LLYE A mgr_r A1 charlie_r 1224 5% B 7 charlie_u.
Al i3 semanage user -1 #TEE, T E:

$ semanage user -l

Frid i MLS/ MLS/
SELinux H )/  ®ig4%  MCS 25 MCS VG  SELinux
£ €8

auditadm_u audadm sO s0-s0:¢0.¢1023
auditadm_r
guest_u user sO sO guest_r
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root sysadm sO s0-s0:¢c0.¢1023
sysadm_r

secadm_u secadm sO s0-s0:¢c0.c1023
secadm_r

FONNGE —EIRMNE S, TS H P @R, AR a2 # 2
T I R 1) SR RN 2 AR 1 S TR AR 4 1) o ) A 3R AT 48 11
8.2.3.3.4. U i &

KRG FTA i FIRE AR e 7288, 224 B A n] Dlodid

semanage port -a -t vnc_port_t -p udp 222

KA IN— MR 7R %
A3l semanage port -1 #HATAE, W E:

$ semanage port -

SELinux 3 27 s i 5
afs3_callback_port_t tcp 7001
afs3_callback_port_t udp 7001
afs_bos_port_t udp 7007
afs_fs_port_t tcp 2040

afs_fs_port _t udp 7000, 7005
afs_ka_port_t udp 7004

8.2.4. =HMU4r LAl

=B SR GRAE R LA RGAMEER I FI, RE RN RAE K SE), K
KRS T RS0 AR 5] A

FERIFEER, g E L EEIE T root FIREEREAT RIS, Al
root(uid=0).secadm(uid=600)F1 auditadm(uid=700)73 I/ A HEZ F 7 1) il & A7AE
EAT AN RL selinux =AU LA AT — N A, WNRFESRREH - S0
B ARG LM EIRE, KB =R SLE H

% 263 W/ #3027



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

=RUFSL RGN linux B F R SO UGENLEI IS R, B934 Dk 3 2
SRR VAL GENAE ML TETE S 3 =R LR P S B % . B R G AL 4
linux FH 7 54 5 LI FRIAIE 2 Gt 2 A8 AT LA IR B XU 738 00E 7 2R T S
B, RERGRLTTIERIK, BAFE A2 72 AE R G AR
8.2.4.1. hfE

=R ARG R BRI

1. SEBXT A —AN UID 29 0 RS AT A HE I =0 B8 53R P 1) B A WE
Thie, IEAMIIE RGUE L RFELHE Bk RGN P SV F G BB & & 1L
BRI TS, (RIS = AR Gkt o A8 38 53 FH P 2% I Y

2 SEBUAERE IR U B 5% B I, ] DAF AN [R]85 28 5% F8 )R AN [R] 1) SELinux
yiRER s Dl

TR A ThRE LI RTHE R, AR =AU R G RE R B R G AR G B S R
Gunf AR B G P BT A SRR, BUH =R G R =AM B AR,
ST AR FoAt P 3 B 1
8.2.4.2. 7l

RARZERRARLG “HXEHIRE". ZIEERET G KRG EH AT
X RGUALIAT o X EE . U= RG22 ARE ) strict BRI . RGE B G
AIEETERE R, S SR> T B> . RS L R AT LI T I 5 X 4
BRAY. AT HUHE R ISR A B 4 X G AR 0 B AR R
8.2.4.3. —HH i

i 9-2 =A%

AP e &VE

% % reboot ARG HEB WA

B O init EH RGBT

Al ifconfig WX 2% 4 11 5 R
rpm BAPEE T (AR BRERA T s £
useradd AINA ST, 4n: useradd abe
passwd BHCEE P %50, . passwd abc
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BT R 55 B R AE RGEVIO RGUE 2 T

mE W

\qo

H

userdel
insmod
rmmod
iptables

system-config-date

system-config-keyboard
system-config-language
system-config-network
system-config-network-cmd
system-config-network-tui
system-config-printer
system-config-printer-applet

setup

mount
baobab

setenforce

checkpolicy

load_policy

Yorag

=

MIBRFE P o 4n: userdel -r abc

AR

I I A e

75 K A AH

M B RG] [R] (I W 2% i) 8] FH 3 ntpd IR
% BRI

ATCE

HE A

[ 445 T B iy 4

ITENHLAC &

RARICE (HLh o SRR 25 0 B 7R ) 4 3]
FVFELE R AT
o XL
iAo i TR
FF I A2 selinux {58 i 155 28

P T i il
A GLALE I A ER AT AT

setenforce 0

setenforce 1

R PAT 98 1| .
X (A2 2EH A REIAT)
RT3 TR SC A g P AR i ) SR ST
fF 3% SC N BT AE ST SR 2N
policy src_t &7,

L0
policy.24
. load_policy -bq(il 55 #%) SE# N AZ 1

checkpolicy -M policy.conf -o

265 W / #3027



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

ARG, PREREH 24T Boolean 1H

chcon BSOSO R 22 4 B 3. A
chcon -t bin_t filename

chcat & A AN S e ) 80K S e cheat
50:¢0.c255 filename

fixfiles w BB E 4 B SC. W: fixfiles -F
restore filename

setfiles WA S pRIE, A A br i I
Ui setfiles

[etc/selinux/targeted/contexts/files/file_conte
xts /
restorecon PR BN 224 BT SC
. restorecon -r filename
semanage SELinux & T Hay 4
11: semanage user -
semanage login -
semanage user -m -R secadm_r
secadm_u
semodule B SELinux T HE AR B
U1: semodule -

semodule -i modulename

setsebool &4 SELinux 1) bool {E kA& o S
un: setsebool xdm_sysadm_login=1
i it audit2allow SNk & s S A WA S
E O 1: audit2allow -a
7 audit2allow -i /var/log/dmesg
audit2why AR U 10) B 45 4 0 B 013 2 R s AR 44 1)
JR
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4. audit2why < /var/log/audit/audit.log
aureport AR TS B gt B %, ave, pid,
file, event, config &A% 15 R
4. aureport -au
aureport -a
aureport -p
ausearch PRSP RIE R
#11: ausearch -gi 0
auditd Ja Bl R SS
Ui: auditd -s enable
auditctl BIRRFIRAS, T NAR G
ui: auditctl -s
audispd GRam I
41: audispd
8.24.4. JFH5KMA
KR 7 I B =AU 3L w7 A T Re
1) PAT TR a2 I8 =AU L2 A D fe

security-switch --set strict

2) EEARY, R EBSUEN
3) JEid security-switch --get A& B X HIE IUS 4 55 22 RS <=1y
SRR, AR

security-switch --get

WoRAATZEYHE R

AT N strict




FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

SELinux Ja H (Enforcing)  J& H (Enforcing)
=HUAL Ja Ja H
AT HE J& F (Normal) J& i (Normal)

K P VI8 Al 22 A A 3URT AR ] = AL 9 3L 22 A D g -
security-switch --set default

8.25. A RAETIRRKAEE
8.2.5.1. M/ UID ME—

PR RGP SR AR CRFR UID) RAFERN IR, — DA
i UID HIWOR R -, 8 IEGLT UID fEH P AN < 3308, W
A DAZE B P i o B R A UID, % UID 0] L S g A P 4 i 3
(1o TARTIRESRAX FH T UID Mk —MEAS A, A ORIESEMRAE R A A AN
7 UID 27 H A ge A — X

T RACEAAE kylin_L F 7, HizH P R UID (@it ar4-: id - kylin_1
B F kylin_1 F P I uid) A kylin_1-UID, #E47 40 R4

1. root fiHIER A 7 kylin_1
# userdel kylin_1
2. root g kylin_2 i/~ H¥5 € uid 4 kylin_1-UID
# adduser kylin_2 —u kylin_1-UID
LA P UID ME—PER A, N kylin_2 F P #EvT DU 1 Zhaefd
G D5 2 e R, $2oR: “adduser: TERHIA P ID” FEE R
8.25.2. ZAVIMTH
security-switch & R4 MEEFI—MH TR EN T, @iz TR T
WF 3 M A V) #e

® default Bix: J5H R4 kysec ML
® strict #30: 5 kysec. selinux. =A4r7, H. selinux 24 ukmes 50
® custom B H T E L2 g

8.2.5.2.1. default f=
% B default B,

% 268 W/ #3027



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

1. kylin 5[ 24, $HAT:
$sudo security-switch --set default

2. HARA

BERAS
AR | HETPRES | BUKRE
AT F(Normal) J& F(Normal)

8.2.5.2.2. strict f5 3
B E strict R
L kylin &k 251, #47:
$ sudo security-switch --set strict
(BRJ5 7359 B root,secadm,auditadm =N FE 51 F P (35 55D
2. 51 RS

AR | IR/ | BRUIRES
SELinux J H (Enforcing) J& F (Enforcing)
=By L 5 H J5 H
PAT J&a H (Normal) J& F (Normal)

8.2.5.2.3. & M
wE H E SRR

Lkylin B3 248, BB HE LW, SUaH selinux % &=L :
$ sudo security-switch --set custom —list selinux
2.5 )5 R4
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SELinux /A H(Enforcing) J& H (Enforcing)
8.2.5.3. Wit RGIRE

BT R T RGTIRE, BUBHRME RIS =Br L ER, SEIE P
SR, BT R oV T E B O3B TR 55 B RN TR A OB
MRAE I R Gt PSR, BIE TR AL, 58 o o5 A, TR
SR BAZhEE, #iRE IR IEW BT Bk SU BIHTHEH R AOBUR, PRI &R
g P Gl SU fr & HAT auditetl SFHTHE LT R [FI, W 7 ANESER IR
HTFRUN . B SEAE B BN B FH =B L P A S5 D e

HIF RAPR T EE RSN strict BN IIEEA SHFE, HINE
IR RA M H RS AT ITEIRE (systemetl statsu auditd)
8.25.3.1. ¥k il

B S SR, BREI SR, YR THETAEEEm. FikHE
BAEFEAREM . WAL S SRS B RS, .

Authentication Report

2020 4 02 H 09 H 13:21:21 test localhost localdomain /dev/ttyl
/usr/libexec/gdm-session-worker yes 309
8.2.5.3.2. T AT

A RS, P RAT IS R G T

Al Cnxd uid 7y 600 B9 7 EI0AT Y EE THREID -
LT IR TR, X uid=600 HHH F A7 9 EAT i it
$ auditctl -a exit,always -S all -F uid=600
2.2 48 AT A

#® 270 T/ #3027



FoEN AT LB e 20 IR 55 R R R SEVI0 RS EL 0L T

$ cat /etc/uid_list
3 THEH A U vid ATHIME R AR
$ ausearch -ui 600 | grep uid_list
SEI AT AEAE B v H AR AR 2R P IR 2 B E R .
8.25.33. K5 EH It
B K-S 8 in . MIFR Cuseradd. passwd. userdel) 54T AN#R<ik 245
E=7 s
RN, EW T i#E $ aureport -m A LLERE B K S ERAE B
HH&.
1.root B —ANH
# useradd testuser
2.root fEE8 7 &1
# passwd testuser
3.root IR FH P
# userdel testuser
8.25.3.4. M. HFWAH T
WIS BRI S, AR SO H R E R S R G 1T
2N
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TELE kylin F1 7 G128 () /tmpffilel S K /tmpltest.dir H 5%
LEHIEHRAGERARSG, WI0HE TR

$ auditctl -w /tmp/filel -k file
$ auditctl —w /tmp/test.dir —k test_dir
2.kylin F F cat &% /tmp/filel SC14
3.kylin FH{EH rm #Hl Bx/tmp/filel SCAF
4 kylin Fi J2 % ftmp/test.dir #4744
5.kylin Ji J7 % /tmp/test.dir #E47 5 #:4F
6.HITEHAERRG, MERDIER 1 theE RN
$ auditctl -W /tmp/filel -k file
$ auditctl -W /tmp/test.dir —k test_dir
IR LSS, PR 2. 3. 4. 5 X T30 K H R ES S 1

H &R A 5R 6 MIBRAUN S A PSR AR o H &

8.2.5.3.5. HIIACE
A IMAEBR N 5 T LLHERR 8 € I THE B

8.2.5.3.6. H il HE MR
RAHEITEHE A AT ARHITFHE,

8.2.5.3.7. #Hil HEH 1k
LT H AW E R AN, 28 i T I R R Tk . B

5 B B OGBS etc/audit/auditd.conf HE4T T 5h S dE .
zZNIB
1.5 i+ # 5 2% %5 Jetc/audit/auditd.conf SC A4, f# max_log_file=1,
num_logs = 3 R H &30 KON IMB, 2 63 SCF 40 3
2.9 THE B G A IR S5

# systemctl restart auditd
3 T HL LA I EE TR
$ auditctl -a exit,always -S all -Fsys

4.2 EH O EEPATEMERE, UMEMEREHS
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$ find /
5.9 THE B AR B UH H AU RN H
$ Is -1h /var/log/audit
200 5 &F, RSHIHHER: auditlog. auditlog.l. auditlog.2, H
audit.log.1. audit.log.2 SCHFR/NECA M 4.
8.2.5.3.8. il H Ei@HBIEHEM
R o R g vl T Tl a4 R A S e e = Dt I o R s
WPRAE e, 7525 1 7 T30 i % /etc/audit/auditd.conf .
L, ik RFHE XS KN 506G, ¥ 30G B NEIR A RE, R
M &G HE 5] 206G BL b oA w1 H &4
1.8 7145 # 512w 48 fetc/audit/auditd.conf SCF, i space_left=30000, Bfi H
SR A R{E N 30G; space_left_action=SYSLOG, ElfaHE&EFE N
— ok E H & CHARRER: 7 8] 188 AR 4 Uk 22 Gt 92 B 1 A5 R A 2 1)
5E )
2.9 T O B R RS
# systemctl restart auditd

A2 )5, AR A EEEFE R EENT 306, Wt HEF R A% 1+ H &

8.2.5.4. HFwANIHIH T H &I
H AT TR 5 R IE R G b AR 22 AL H DR 5 N AR SRR ) s 1+ H &
KM,
an kysec R E TF H ESRAN:
type=KYSEC_STATUS msg=audit(1502938410.303:182384): status=2
old_status=4 loginuid=0 session=4294967295 id=1502938410.303:182384
type=KYSEC_AVC msg=audit(1502886638.943:132300): denied
{ execute } for pid=15325 comm='bash’ name='/secadm/Is' ssid=0x01

0sid=0x00 loginuid=0 session=4294967295 kysec_status=4
10=1502886638.943:132300
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8.3 BigzeEHTH

8.3.1. WER

WS 2 M TR SRR G L e LR, FmEs, §EAH AR
. BRI R G L AR AR

A T TR T B R G5 2 A WU SEILORY 2R G0N FH R e AL ST AR 58
B, W RGUBAT IR A TR . IS SRR R R AR AT PR f i
KRGS BT B ERY X ARZIR BN AR 7 E ARy o (RIS R gn e 4
BLEI oy B, Il BIRIEATI, ERFEIRI R SR, PR
[FIURLEE ORI B, 4E97 P RGBT 224

B B THAE: s > RARTF > B8 TR, &
HHT IS, W0 R ERTR:

\%yéﬁﬁlﬂ

HMERBREFNXENTERE RIPRGETIHER SR

RZeiE

& 5-12 R EEHETR

8.3.2. Kysec Z&BRBE
TLIE 2 e i) KYSEC 22 2L 73 oy s b 27 A0 s 07 I Az AT R
LTI B, R E SIBHIERE ZAVIERITRRT | B3 FE AT,
BELLEFH P Bk MR 78 o BER Ay 44 32 DR 9P S, BELLE T P IR AR A5 B A RZ B
BRI,
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KYLIN
B

O B i “ e, R, RGASHEIEEETR

P RREFF IR BZRAT N,  RAEH ST iE s AT A
FERGE 22 2 B T R B i s i oy OISR A, #BEACIRE
B, BRI R a0 2 e pLElis T AT s A U e .

= - x

P Fi
KEIRE
*F

BRSO EETE

BENAEFIXENTREYE RIPARETHRT AR

Z2iE

v

B 8-13 FHHONKHA

(Rl 3 ATHAT PR SO DR WA = KT D R s AT RS

BEATRCE, 0N E s
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Y BEzesETE - REgE 5 - x
BirBiSEAE T 2MEITRES EaES  OBsER

RERITIEN, XHRE, ARERMEFSREYE, LRAERERE

ﬁ iFi) 0 - BT s @ -
=

EHIRGAEF T RAEEME EHTHEE IR R, MER. Bk

@ R ® -

R RGP R AT M AT R

& 8-14 RAERE
8.3.3. HZINKE
8.3.3.1. AT
PATHE ) 2 H BR 2R IR R GRS ML S I RGN R FPig 4T, 18
JS2 AR 7 AT HAS 2 S R PR e B, RTS8 LE A T s 7 BUA S R 2R ¥ R AT
DAL 20T 22 4t v] R i UV 12 35

U BRzeERIA - woiE o - X
iTIES] ZHARIP MIZAR R LRI
WERARFNEEE, RPHITHRRZS
Q EMAZENS + i i FRERIAE
O FS xHBE MR T HERE T 3
0 1 Jfsbin/mount.vboxsf HITIEE WY
0 2 fvarflib/dpkafinfo/klibc-utils.postrm I ERiME
0 3 fvar/lib/dpkgfinfoflibpam-cracklib:amdé4.postinst T E BT
0 4 Jvarflib/dpkafinfo/python-piston-mini-client.postinst THhiTHE FAFIME
0 s fvar/lib/dpkgfinfofopenssh-client.postrm AiTHE FEEilE
0 & Jvarflib/dpkafinfo/libgtk2.0-0:amd64.prerm RTINS RTAE
0o 7 Jvar/lib/dpkgfinfo/python-blinker.postinst AT E EAHIAE
0 8 Jvarflib/dpkg/finfo/ecryptfs-utils.prerm RTINS RTAE
0 9 Jvar/lib/dpkgfinfo/libmtp9:amd64.postinst AHATIE EAHIAE

H11761 1722, #EH3T

Bl 8-15 MELMkE 2 BC B -PATH
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PAT R T I RIRER, REHEIER AT IR A L2 (B
FEUL, g, WIENEEETT AR Bk EEE T, RALRPONEEIIA A
YHJE, A LOEAT.

PAT R T RAPIRES, REUF QIR N AT HAT M A IL % (B
UL, i, Wgg R T AR KD rTDLERRIZAT, ST I B A% S0 A 1k 2
6 (o

U BEReEEIA - RORE g - X
AT R PIZAR IR
m” fFIPIITIFER S
Q EMARFEAE + 70 ik FRIRIAE
O8  xpBE O s S X TR ST S
01 /home/we/share/test/pi BIATT AR EIAIE
O 2 /home/we/share/test/ec o IITIZNITHRERTFT B, B LT INIR LTS
0 3 Jvar/lib/youker-assistant e HEE RARINE
0 4 Jvar/lib/dpkg/info/libdby AAIT R RERINE
0 s Jvar/lib/dpka/info/pytho IR RS REFINE
ik
0 6 Ivar/lib/dpka/info/ucf.pc..... BIAATAN A RYOAE
0 7 Jvar/lib/dpkg/info/avahi-autoipd.prerm AT RYLIAE
0 8 Jvar/lib/dpkg/info/pulseaudio.postrm AT RHIAE
0 9 Jvar/lib/dpka/info/selinux-policy-ukmcs.postinst ATHATAI RHOAE
#118317i2R, #HEX0T

B 8-16 Z2WE-TIFERITE A HRIE

PATEERIZhRE R IGO0, PRl “asin” $24l, ERAFAMER AT
Foo A B FEMASAT M B 4 8, T RS W PR B A8+ B 3)
itk H i A ORISR, ISR A A, N EPR:
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U BmReEEIE - 2oRE © - X
AT A | x |
RERREFNTEL | g, £ /home/jiviwen/= & 2 e @
Q binfls B sy & v KR WA
OFs  xig B jyiwen ) kerneltxt I LIRS T
O 1 fusig L) kysecdesktop RESAE
0 2 jusii Bis ' REINE
0 3 Jusr/bi || pluma.desktop BEME
o a Jusr/bi || tmp.txt FEEIAE
O s Jusr/bi FAIAE
O 6 Jusr/bi BEIAE
o7 Jusr/bi 4 ] FREFIAE
0 8 hum] XEEHE: s JEETCONY -
0o e XHER: FAEXHC) +| | cancel -

H15fTiER, WH%0T

B 8-17 &Z4R B -PATHER]-%m
44 AR RSB S, HO N M RIRASAE N “e N, e
ZHATRET . A S S FEEA AT, F Pl A ik iz oo, RS A ¢
B HARE R COYGE” RE, T E R

U BRtReEHIA - ReEE © - X
AT SR PIZIR SRR
HLENREFOEEE, FPRTFEZS
Q EmAEERS Y i X IS R I
E FS SHEE I prai ST ¢ EETE v ¢
¥ 1 [home/we/share/test/g 0 i%ﬁ?@fﬂ‘ﬁﬁ&%’éfﬁ@ﬁ#ﬁﬁﬁﬁ& ATl A e
NoR?
0 2 [home/wefshareftest/e ARiTHE BIME
0O 3 Jvarflibfyouker-assistan HEE FAfAE
0O 4 Jvar/lib/dpka/info/libdk Hiiﬁ ﬁi}\ aiTHE RE
D s fvar/lib/dpka/info/pythorn erm ARiTHE BRI
D & Jvarflib/dpka/inFofucf.postrm ARiTHE FAfAE
0o 7 Jvarflib/dpkg/infofavahi-autoipd.prerm ARiTHE FAfAE
D 8 Jvarflib/dpkg/info/pulseaudio.postrm ARiTHE FAfAE
D 39 Jvarflib/dpkg/infofselinux-policy-ukmes.postinst ARiTHE FAfAE
H1183 TR, BHEH17

B 8-18 Z&ME-PATERI-EH
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BRI AR R I 55 AR E R LEIVI0 R GUE BT

Y mEzeSEIE - RS

MATIER]

SRIP RIZIRRIRI

HEEAEFNTEE, RPTTEZS

o o
k)
ujn

—

o o o o o o b o o
w

MNEREAS

MHEE

fhomejfwe/share/test/ping.sh
fhome/we/share/test/echo.sh
fvarflib/youker-assistant-daemon/libs/libshredmanager.so
fvarflib/dpkg/info/libdbus-1-3:amdé4. postinst
fvarflib/dpka/info/python-semanage.prerm
fvar/lib/dpka/info/ucf.postrm
fvarflib/dpka/info/avahi-autoipd.prerm
Jfvar/lib/dpkg/info/pulseaudio.postrm

Mvar/lib/dpka/info/selinux-policy-ukmes.postinst

H 11831 T2 R, WHH 04T

o —
+ & ko BB IA
SHEE T WahE T
AT & TAME
AT Tk
HERE FAfAE
AT & BIME
AT & BT
AT BT
AT & BT
AT & BIME
AT FHSAE

& 8-19 REME-PUTER|-EH T

iE

X

MR NPT E 1 B 4 RSP, AR M TR, R
AN RBEIA] J 5 oy 18 2 B bR B 12 [0l AR, R n) & B S0P B 5 SR BEA] (11D 3%

N E PR

Q, bin/ls
(]

FS
1

2

0O 0o o o o0 o0 o0 o o0
o

HATIES

Y mmueBBIE - LR

STFRIP MIZARRAR

BN ARFNREEE, FPRTTHEZS

MPFREE
Justlib/klibe/binfls
Jusr/bin/lsinitramfs
Jusr/bin/lsattr
Jusr/bin/lspgpot
Jusr/bin/lsof
Jusr/bin/lslogins
Jusr/bin/lsb_release
Jusr/binflsipc

Jusr/binflscpu

R1SHER, HEH0H

+ & B

R T
ANITIEF
AT
AITIEE
AT
AITIEE
AHITEFE
RTINS
AHRTIEF

AHRTIEF

RERRIAE

LARE T

RHAE
FAFIAE
EAEIAE
EAEIAE
EAEIAE
FEEIAE
FHIME
FHIME

REIME

B 8-20 &AL E-PATHEH-ER

P EYIR A FHEPATERAC S, midr “WEERIAIE” #2241, A DL HUIR
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SHEEM “RINE” RE, N EPR:

U BRReEEIA - RORE B = %
MITIEH R PIZARRIRIP
B REFNTENE, RIPRTIFERS
Q meAmEnS O @ allsn  CmE  TmRLE
N
® FE XHHE I X v YiihE v
O 1 /home/we/share/test/g TAIIEAR BRHR (A BT 382, 2 25 TR TEAR PR PR S BiME
PRI RAPAERE?
& 2 /home/we/share/test/e AT A BIAIE
0 3 [var/lib/youker-assistan HEE RERIAE
0 4 Jvar/lib/dpkg/info/libdt ALY Wik AT A FEIAE
0 s var/lib/dpka/info/pythom ATRITRIA ROAE
0 6 Ivar/lib/dpkg/info/ucf.postrm BIATTR A FARIAE
0 7 Jvar/lib/dpkg/info/avahi-autoipd.prerm AT RGO
0 s Jvar/lib/dpka/info/pul dio.postrm BIRITR A FREINE
0 9 Jvar/lib/dpkg/info/selinux-policy-ukmcs.postinst AT RHFAE
11831 72R, #EHR0F
7 — YE N
B 8-21 ZAWE-PATEN-FERIAE
U BRwSERTA - 2eRE o -
AT AR AL RR
e TR AEFNTEE, FRPRITFETZS
Q EwmAEERSE + & s HRFIAE
O Fs ffRiE XER ¥ ELTE 2
0o 1 fhome/we/share/test/ping.sh AT
0D 2 fhome/we/share/test/echo.sh AT
0O 3 Jvar/lib/youker-assistant-daemon/libs/libshredmanager.so HEE FREFIME
O 4 fvar/lib/dpkg/info/libdbus-1-3:amd64. postinst EIERERT: b RiFIME
0O s fvar/lib/dpka/info/python-semanage.prerm AT RHAT
0O & fvar/lib/dpka/finfofucf.postrm AT FRiFIAE
0O 7 Jvar/lib/dpka/info/avahi-autoipd.prerm IEAERT FRiFIAE
o s fvar/lib/dpkg/info/pulseaudio.postrm EIERERT: b RiFIME
0o 9 fvarflib/dpka/info/selinux-policy-ukmcs.postinst AT RHAT

11831 47iE R, WEH 04T

B 8-22 &R E-PATHES-BRIANLEE

8.3.3.2. fHRP

SRS TR RGERBESCA AR sl MHBR . B a5, (R

REAE I e B
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K BRI AR R I 55 AR E R LEIVI0 R GUE BT

Y mRwLEHETA- - wLiE o - X
RIS SCHERE AR R

[RIPEREITI IR, IREEEE. B
Q BAEEAS + &0 R {RIP
[0 FS xHEE
O 1 [home/jiyiwen/sEE/tmp.txt
o 2 [home/jiyiwen/= E/pluma.desktop

o 3 [home/jiyiwen/%E/|s

& 8-23 &N E- AR

JA SR ThRE PR AP SR P SO AR B A TRy, 25 Fra
H s, Mk, Bah e,
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O Fs MiRiE batiilE=H LETRE Y
0O 1 Jlib/modules/4.4.131-20200221.kylin.x86-generic/misc/vboxvideo ko ML
0o 2 flib/modules/4.4.131-20200221.kylin.x86-generic/misc/vboxsfko RFIME
0o 3 Jlib/modules/4.4.131-20200221 kylin x86-generic/misc/vboxguest.ko FREFIME
0o 4 Jlib/modules/4.4.131-20200221.kylin x86-generic/kernel/zfs/zfs/zfs ko BRI
0O s Jlibfmodules/4.4.131-20200221 kylin x86-generic/kernel/zfs/splat/splat.ko BHIME
0O s Jlib/modules/4.4.131-20200221 kylin.x86-generic/kernel/zfs/zpios/zpios.ko REIME
0O 7 Jlib/modules/4.4.131-20200221 kylin.x86-generic/kernel/zfs/avl/zavl. ko BHFIME
0O 8 Jlibfmodules/4.4.131-20200221 kylin x86-generic/kernel/zfs/spl/spl.ko FREFIME
o 9 Jlib/modules/4.4.131-20200221 kylin x86-generic/kernel/zfs/unicode/zunicode.ko FREFIME
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O 1 Jlib/modules/4.4.131-20200221.kylin x86-generic/kernel/kylin/ax99100/ax99100.ko
o 2 Slib/modules/4.4.131-20200221.kylin.x86-generic/kernel/kylin/rtc_hym8563/rbc-hym8563.ko
0o 3 Slib/modules/4.4.131-20200221.kylin.x86-generic/kernel/kylin/nabe/ngbe.ko
O 4 Jlib/modules/4.4.131-20200221.kylin.x86-generic/kernel/kylin/smartpgi/smartpgi.ko
O s Jlib/modules/4.4.131-20200221.kylin.x86-generic/kernel/kylin/txgbe/txgbe.ko
O 6 Jlib/modules/4.4.131-20200221.kylin x86-generic/kernel/drivers/rtc/rte-tps80031 ko
[ Jlib/modules/4.4.131-20200221.kylin x86-generic/kernel/drivers/rtc/rtc-lp87a8.ko
[} Jlib/modules/4.4.131-2020022 1.kylin x86-generic/kernel/drivers/rtc/rte-em3027 ko
(] Jlib/modules/4.4.131-20200221.kylin x86-generic/kernel/drivers/rtc/rte-maxB325.ko
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L 22NN N RYT . (RGEFEAAITR, #2AE grub.cfg SCfFH

“security=box”, FEEHE5)

menuentry 'Kylin Linux Advanced Server (4.19.90-20.2.kyl0.x86 _64) V10 (Tercel)'
--unrestricted $menuentry_id_option 'gnulinux-4.19.90-20.2.kyl0.x86_64-advanced-ddee1368-e846-4d93-b647-1391e6a0ad2b"

class os

{

load_video

set gfxpayload=
insmod gzio
insmod part_msdos
insmod xfs

set root=

if
search
else
search
fi
Llinux

--no-floppy --fs-uuid --set=

--no-floppy --fs-uuid --set=

initrd

/vmlinuz-4.19.90-20.2.kyl0.x86_64 root=

/initramfs-4.19.90-20.2.kyl0.x86_64.img

--class kylin

“security=box¥s N &
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--class gnu-linux

--class gnu --
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F+E FAQ
10.1. RRAE W HE
FREWMEMAN “nkvers” #L W E#, THEALKEINRARGE.

Kylin Linux Advanced Server release V10 (Azalea)Kernel:
4.14.0-115.5. 1. el 7a. 06. aarch64

Build:

Kylin Linux Advanced Server

release V10/(Azalea)-aarch64

Build06. 06. 1ic/20200209

10.2. FRZRIETE

TERR TR BT EAWR G h Caede 7Rk, w LUEH] fo-list
AT AW, WIR RGP & & i 2 e R

yum install -y fontconfig mkfontscale

AT fe-list iy 2 Bl O 2238 174K, S R IAE SIS Ak e f, wl LU
CE AR Cttf. off £5) JtN/usr/share/fonts/ B % T, SRS HIN T 64
BN FARR MG BT 7k 22 %

cd /usr/share/fonts/

mkfontscale
mkfontdir

fc-cache
FARGEE TR 7 G H fo-list BB ARG R, BF AR B LRI .
10.3. H4IEEEEN

i rpm -pai .44, FTUAEHETEE R
[root@Ilocalhost 5 [fi]# rpm -pgi tigervnc-1.10.1-3.p02.ky10.x86_64.rpm

Name : tigervnc
\ersion :1.10.1
Release : 3.p02.ky10

Architecture: x86 64
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Install Date: (not installed)

Group : Unspecified
Size : 882530
License : GPLv2+

Signature  : RSA/SHAIL, 2020 4F 12 H 06 H £ HIH 07 i 23 43 33 7,
Key ID 41f8aebe7a486d9f

Source RPM : tigervnc-1.10.1-3.p02.ky10.src.rpm

Build Date :2020 4F 11 A 13 H EMHIF 15 K 40 43 20 #

Build Host : localhost.localdomain

Packager : Kylin Linux

\endor : KylinSoft

URL : http://www.tigervnc.com
Summary : ATigerVNC remote display system
Description :

This package provides client for Virtual Network Computing (VNC), with
which

you can access any other desktops running a VNC server.

104. REGETHEN

R rpm -Kv+EL 4 AT A B L2 B E M, W R4 “OK”

[root@localhost SE1Hi]# rpm -Kv tigervnc-1.10.1-3.p02.ky10.x86_64.rpm
tigervnc-1.10.1-3.p02.ky10.x86_64.rpm:

3k V3 RSA/SHAL Signature, %% ID 7a486d9f: OK

3k SHA256 digest: OK

3k SHA1 digest: OK

Payload SHA256 digest: OK

V3 RSA/SHAL1 Signature, %%H ID 7a486d9f: OK

MDS5 digest: OK

% 302 U/ #3027
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