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NN MIEEEEM BRTTE . BUFTE L IAHSCESKR

345 B K FE R xR At

NI ZBFALE N NE R ER =07, HLL I EOERS:

D RPUER IR E: SEFERE, BATTRESHE =50 2EN NG

iy

2) NSEBUAMEALER A H K, AR e 5 Ok A m] BCHAR SRS =7 S AR Ak AR
CR=Jr s pepim . A, B MHFRES) 22NN ANER, kb
AL BEFRATII U B S B AABSCR A S HARAR S 0 P A0 22 e fE ok O AT T Ak 2 g
R, AT AR RATRIARSS, SEldnfmile LA HI & A NS B8 70 P
WH P MIATE ERREEA RS =0 2 ERNELE, AR RAmE. &
YA B T BRI 115 B % 4
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3) BAIANSHIN R IR TR RN NS S, Qb I TF R, Fefll=
[ 575 R IR A T 1 H RS 00545 B ISR R T e L BURE 2, IFERS
BRI

4) R BADLST RS R, AT REAT & IF. Bl B ik ass
Gy AR FIARRAG I, 2 RIEENE I B AMVIT TS 75 B i 223K A AR e 4k 22 (R 9
S ikl E S VSl AR AN EFS

5) FATA] BEHE T EOR B SR B0 1T B haE 2R A N5 2

WPAME ISR NAS D, T SRR P FRE H ) MR B a2
SRR AIVE L, BAT TR AL A8 A RS A NS ST, BRI A8 5 R R AEAS S A B R )

ARYEAH IR LA S bR e, A2 LA R E 0L R BA TR RE YR A1
MMNEE, MEAREAURE GG DL

1 5HE %4 FER %45 E 50N 28 BAEAR S0

2) 53wt R DAE AORITEEERAION i B KN

3) HARARATAE . EYR. B AIRARGAT  EAEAR S

4) T YEP e A A N A A W07 4 R EERL an (B AR MERS 2 A
NFEER;

5) RN NG BB BAT A2 A AR A TFH:

6) METEAITHEENE S PR DN NE L, &R EHRIE. BUFE
SYASIRE SR

7) MRIEIEE R AT MEAT A R P 75 1 5

8) HFHEdr Fri i it i 55 M 2 R g s T e 1. anx It AbE
77 it B R 55 (1 i e 5

9) MTF A I G BEAART LR, HIEXS SR AR 7T Bl
RIEERIS, LR AN BT s IR AL B 5
100 JEHHEIAUE 1 H A .
= BANGTEEAERR S RERAN NGB
IREPSEERAINR U
PAT AL WIRAE I E » KA B35 ISR 2E A NG BAT AT
o
245 AR R IR
R E, AL A AR 55 R E] OR B S N NS B e H A
(5 S e AR 8 IR ORAE S E S R o

FAT 7 IR 55 R A RIS E I RIS, BATR LB RN 2 S il
KOG, AEA PEAUIR A N RS BN B B AT I A ALK B, IR SLEI 5 ISR A
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KKKKK

NG BB -

3. AT PR AP IR LAF

WAVES IR P 0SB pe e fils, DB E R ER AUfEH. RE
PR 0] B4 % o

TRA VK AE G R (1) 22 7K T NS 5 B 22 A R 3 1 iti LA OR 45 B 22 4 il

AT AmME A (Fldn, SSL/TLS). &AM EF BRI ERIAN NG
5

WAV LT TR BRI . AR SRS BRI 24, fln, AT #
PR 145 SN BV Bl BESRABA T s AR 3 L 5%, HiEAT H .

447 KAEAN NG Bt 7 e Fit, RATSKEEEIN SR, HikeesH
PEK, JRUEIEE A ARG ME 2 A ANEN . T REXHE R
i) DA S FRAT 1K R H AR e o AT K F AR A MR A 0 T T 2k, BRAS
ME B2 A E L.

=, WTEREHMANER

L SRR DR FH ARAT BB R 407 i R B0 B B R, AR A A
ol 5% 75 B2 [R5 B TP A NS R BIAE SR ThRE, ™= i IE AT
RIS . REERHFAH. A%

FEAE P ARSI R G2 HAE 28 =7 AR, TR ANBRFAGRY .

M. RTE=HMEHIERA A

TR AEATE AR BB AE R b e mlifd 58 =07 BRI, 38 = J7 SR e
ARSI AT 3 = 7 A B AT 5

TR AEAS FH AT IR R G b 22 e s FH 28 = T 3R I, 1 1A 4 1) 15 A
B 2R R B AL A BB R TERAS AR AR

F. RTRBENERAF

AU BUBERAE RS RV A BRSNS A, W R AR AN, R A
(0 M A N [ e P A7 ot I (R A D IR 55 2 3 o SCBREA MR 47 N\ A B R BT >4 (1)
TR it PR3 A AN, LR B L AR T B R R G R B A

7N~ A7 B 0] 5E

FRATVOR B A& I BB AR P B AR, AR P B i AR AR B I, AT T 2zl 7= i 22
e AR R 7 W [a) S R R AR B fE B A B, R RIS A &G, 1A 2%
RSB fE A RS . . AR N B

+. WTERRIRAT

BT AR P B AECEAT A B ), BAT ARG F B, T SRS 4 (&%
MRALL 400-089-1870. ‘B 77 Mt (www.kylinos.cn) DA Sz BELBE % 11 3k 4T 445 1 B e
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M, AT DU A& B AR 2 market@kylinos.cn 7 S IRATEE R .
SZHERRESE, AT 2R, — RGO, RARKAE 154
TEHNATER.
A A B B4R, RN A ST MRRA, DA AR S5 A 1
X, PLHRSCRRA
ROTEHHY: 2019412 A 18 H
FELIBR SR A1 R A ]

Mk BT R X R RS S 22 AT 3 5 (300450)
e il sE XALPU AP % 9 SR KJE 20 2 (100190)
KD AR X =— KiE 156 5 T3 KE 10 # (410073)
Hi6: R (022) 58955650  Jb&E (010) 51659955 Kb (0731) 88280170
fEH: Rid (022) 58955651  JbiT (010) 62800607 Kb (0731) 88280166
Al www.kylinos.cn

HFHE1F:  support@kylinos.cn
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KA Ui B

BT BB P 5 B A 3 55 V10 [RIRSCRE R e, . KA, i
oo BRI R CPU T4, ATl B ) R G0 B B AR A S, fnk
TR AL EARA 2 A, A 7 BB BB A 2 AT AR RS 381 ).

B s,

AT s BOEPBEROILESE, 5 PITHR T ES B SRR
CPU F &3 BB HAE RGHAL I MNA T A D VE 25 AR TR AL Bt
. B2 T2 AL, DL R S5 SR 1 R 5 V10 78 B CPU P4 E
S e 5 A
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B—E EERGRE

R AN RGUE BALSS, EEARCE . HIYAR A E . H A
AL E DL AU B

1.1. REGHXMEHAE

FRGHLIX IO B R 48 R G R SS A P SRR S 5 P BT AC & - B R AT R B B2 1R
SCATE ) & AEJE P FE T B A AT R R . X e v B AT DU I B B et/
ocale.conf Fit B A8 ¥ F localectl iy 4. BbAh, 0T ULAE A P BE St kAT
5%, HIHESHZET.

L11. EEARSHMKX

ARG IX L & S A /ete/locale.conf, 12 RS A I 5] 5 systemd sF47 3L .
XANEC B ST DA R — AN IR S5 B P kK, B RS BlE P R AT iR O
. BIGNTE F ONTEE, X AR E ) /ete/locale SCAFIBLE N AW :

LANG=de DE. UTF- 8
LC_MESSAGES=C

LC_MESSAGES &I # 5 12 WiiH B br k3t SCARS 3. L Ath i T 15t B
REEERME 1-1 fEATR .

Tk 1-1 fE/etc/locale.conf L4 AT EE B T

Fic B T it
LANG AL RGN X ERINME
LC_COLLATE € SCZIA B B HE 7 A EC )
LC_CTYPE T 7/ R fr i b3, 36 TE 74/ A2 77 =K,

TR, TR TIERZ T, WITEISE,
FEf N DI AR R .

LC_NUMERIC eIl T - Y
LC TIME TR A0 H HA% 2

LC_MESSAGES PR E RIES .

1111, BoRMAThcE
Localect] iy 7] Tl B8 S A MBS AR R . SooaMpiicE, 7RI T

A
el

%® 12 W/ #2817
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# localect] status

1.1.1.2. E/xn] A X 5158
TR AT X H R AT R W R 4

# localectl list-locales | grep en

1.1.1.3. BLEHX
B RGEINHIX, TFELL root P 01817 :

# localectl set- locale LANG =locale

F 7 AT ARG B 5 A ) 3 DR s 77 AR locale, FIIEIS localectl list-locales
R IE A X .
1.1.2. REERHEMR

AT RO B TR AR ] 5 A TR P S A R R
1.1.2.1. R/ HATACE

Localectl 74 7] H T AL E1E F A RMBER A B YmiicE, v m T

A
el

# localect] status

1.1.2.2. Exn] HEESAR RpER
oAl AL IX B 2wl Ad B i R iy 2

# localectl list-keymaps | grep cz

1.1.2.3. Bl &EsA
LB RGEBONEEA R, 752 L root P 431217

# localectl set-keymap map

P A LAC B & A 1880 R br s 75 LA B map, W i localectl
list-keymaps 5 2 i& & BB AT JR o 1% A 23R T HCE X1 % B A = it
5T, {HAS - - no —convert ZEFE M A AR RIFEH AT — T a2 i & X11
& B AT R -

# local ectl set-x11-keymap map

WRH P A X1 & DR 24T Ko SR AT A —FE, 7] DUER Wy
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KYLIN

# localectl --no-convert set- x11-keymap map

1.1.3. HALRIE
HAhE T E RS X AL AT J5 ) N 2 0] A S 2% 2 35 . RIRf R n] &%
1.4 FREUVRFALZE AT A 5.1 #5.

1.2. MK E

1.2.1. ARFAEMERE
1.2.1.1. BhAMZACE

EH LE]Y > [INHEFY > LRE]), siEaHERF=EL LA [RE] >
[WE) SN [WE]Y T, &8 (M), Ad [N ] > [1Pv4), ik
¥ [H3)DHCP))Y, & [NAHY a5

e -

FalfER Bft Pvd IPve  R$

IPv4 Method (® B (DHCP) O (N thsErg
O Fh () Disable
DNS Bl o7 I

st =

%)
U frd M 3 iREE A L EiZ(0)

B 1-1 shEMKIE
1.2.1.2. #&SMLEELE
wHE L&Y > LNHEFY > (B ] siEEsEhss LA [R)E] >
[&E) N [RE]) JUH, &8 [N%k]), S Dhieizd] > [1Pv4), &
B [F31], 7F address #4435 IP #uhl. FWFERL. RIS, w0 K FLm:
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ER701EARE
KYLIN

B (C) 54 AR

HHEE Bff P4 IPve 2

IPv4 Method O Bz (DHCP) O WAsEs
® F () Disable
Addresses
Hah T fER ) M=

| 192.168.1.10 255.255.255.0 192.169.1.254 [}

_ [ )
DNS cEl o7 [

Separate [P addresses with commas

st =1 -+ Il

HefE TRER [ Metric

H

B 12 HEMERE
A RN ESEEM S, Ak [E3EZ]L sdr [N

BUH(C) B FZFA(A)

WHiER Sf  Pvda IPve R

HEMEE 1000 MbfFk

IPv4 #iGE 192.168.1.10

IPve ittt fe80::el113:527a:ea3e:8578
EfFint 00:0C:29:B0:0D:E4
ZHIABEEH 192.160.1.254

3] "-\|t’._

LN D

™V BEnEE(A)
(M3 E B AT A (0)

0 Restrict background data usage

Appropriate for connections that have data charges or limits,

Rermove Connection Profile

A 1-3 BaEs
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1.2.1.3. i & DNS:

e OEzh] > DN > DB ] SRS A LA [RIE] >
(&) #EA L&D Ui, g3 (M%) Sl DA% -> [1Pv4], ik
# (T3], f£DNSAH, #F [§7JF), JFAE FZ3HS DNS [ IP ik, HE5E
Beye £ (WA, o b5

B At

#dilz8 By Pvda  IPv6e R

IPv4 Method (® Bz (DHCP) O (i EERE
O =3 () Disable
DN 2] o
10.1.10.1

s 2l -+l

S =

o
L (R Mk E B ILEZ(0)

A 1-4 FZ&E DNS

1.2.2. FRHAMMKELE
1.2.2.1. BhAMZHACE

FTIF 25, LA ethO i
Y% S /ete/sysconfig/metwork-scripts/ifcfg-eth0, ¥ B BOOTPROTO A dhcp:
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TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=dhcp

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPVEINIT=yes

IPV6_AUTOCONF=yes

IPVe _DEFROUTE=yes
IPVe_FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=a6d9f432-1cal%-4df4-874e-Tdafaefhbfec
DEVICE=ens33

ONBOOT=yes

DMSlle.l.lD.ll

1.22.2. FFASMIZAHCE -

FI %355, LA ethO Sl :

Y% A /ete/sysconfig/network-scripts/ifcfg-eth0, 1% & BOOTPROTO A none,
HE P, TR, X

TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=none

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPV6INIT=yes

IPV6 _AUTOCONF=yes

IPV6 _DEFROUTE=yes
IPV6_FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens33
UUID=a6d9f432-1ca9-4df4-874e-TdafaefhbTec
DEVICE=ens33

ONBOOT=yes

DNS1=10.1.10.1
IPADDR=192.169.1.10

PREFIX=24

GATEWAY=192.168.1.254

1.2.2.3. fid & DNS:

T, 4w’ /etc/resolv.conf, ¥ B nameserver:
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#IGenerated by NetworkManager
nameserver 10.1.10.1

1.3. B3R E A E

EAE RGEIX 73 DL PRI X
> SERESE] (RTC), @ ENPEE ST, &n IS F RS M a0RES T
I, FEFHLRHUE LT AT
> RG], ST SN I TR] ) B R E R G N R GRS AT 1] SR R Gt
AN ZAIIE RGN Rl 5, RS (R T SE I 1E] 5 AT T
RGN A EF LR — B R g — I A (UTC), H TR ARG AR X,
A IS ()l 2 FH P BT AE IS X (%) 3 S [A]
BE R T =Fhan SATH )& T H, timedatectl. date A1 hwclock. LA
TR AN BEAN THBEH .
1.3.1. Timedatectl T B F i 8H
1.3.1.1. o =T H AN [E
fir 2 timedatectl F] LAYE 7 24 Hif G0 (B AL &S O A PRI B] S L PE4EME 8 . dn
ol E AR A NTP B 80 [F 25 1 R Gi R [A] :

# timedatectl

A2 B chrony 5% ntpd IRFIRAE A2 E i EN timedatectl T.H., 0 5L AR S8 3
RFSHBCEE R, EHATEL N a4

# systemctl restart system-timedated.service

1.3.1.2. B 245 [A]
P root F iz 47 LA fim 4 ) RIS S 2 /B (8] «

# timedatectl set-time HH: MM: SS

Horp HH AAFR/ANET, MM RE 58, SSAEME, BITMARR. XA
A [EIAE AT DL SE BT R GEist (A A1 BT 1A, R 2R LT date --set A1 hwelock --systohe

RGBT AL E R T UTC, an R AL T ACHh I (A R BC B RGN [A], 752
LA root F 1z AT LA fin 1B 2
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# timedatectl set-local-rtc boolean

USRI T A [H], 75225 boolean FLE A yes (Bl y, true, tEFE 1),
AT UTC Bf[E], 22K boolean L E A no (B n, false, fEE 0). RSt
ERIA boolean N no.
1.3.1.3. A2 5 47 H 1

A root FH FHig AT LA T A4 AT MBS 1T H -

# timedatectl set-time YYYY- MM- DD

HYYYY fAREG, @& 4 f8cor; MM ARG, HAECoR; DD
RERH, TWARR. WRICTH ERCE M), ATRb7s L EZH, =T

# timedatectl set-time ' 2020- 02-17 23:26:00"

1.3.1.4. B5F X
PHATLL R a4 1] DL IR Y BT HT X

# timedatectl list-timezones
A root FH 34T LAF i 2 A LME B84 AT I [X .
# timedatectl set-timezone time_zone
BN X -
# timedatectl list-timezones | grep Europe

1.3.1.5. [F2 R4 5 FE AR 55 w5 i) ]
L root F F g AT BA N 4 0] RLJS FH /228 A sl 1] [ 20 iR 45

# timedatectl set-ntp boolean

Jo 525 F 75 B0 B boolean {H 4 yes B no. BN 2 H s [E L — N fe
Bl SS 5%, AT UARAT — T in s

# timedatectl set-ntp yes

1.3.2. Date TEfFFR %A
1.3.2.1. 7R 4007 H A A

fir4 date 7 TumTéﬁu%?}ElﬁlEﬂ WX HIRSEE S . FFn] Lo it Z4--ute
7 I I XN A] “format”F5 7~ AF K i REE RAS o A format 15 B4
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BURILES B 9000 S5 S R V10 RGP 5 T

ER7DIEARE
KYLIN

W
x¥ 1-2 SENE

¥ i34
%H DA HH #% 2 4w
%M DA MM # 2 tH 4 5l 7o
%S A SS 4% U th 4 i Ab 4L
%d PA DD #% 2t =4 5l H 3
%m PA MM A% = 4 i H
%Y PLYYYY #2002 w0
%Z BRI X HI G, Bl C EST
%F PLYYYY-MM-DD # = 4aiE A H, EFh T2
H%Y- %m- %d
%T DL HH:MM:SS % = H 4 5T ], S8 T2 40%H: %M: %S
NG U

# date
Mon Feb 17 17: 30: 24 CEST 2020
# date --utc
Mon Feb 17 15: 30: 34 UTC 2020
# date + "% Y-%m-%d%H%M"
2020- 02- 17 17: 30
1.3.2.2. A2 5 24 i i ]
LA root F P Iia AT LA i 4 T LMB B4 24 AT 1] -
# date --set HH: MM: SS
Ho HH ARE/NES, MM ARS8, SS ARERMHE, HFHMERR. EA 6
A [RIARE AT DL E RGeS Tl A BRI 8], RCRIEALT hwelock —systohe 4o

FRGEBRVN I (R C B T A B], 4 SRAETE T UTC I (ARG & R Ge 1A,
i E L root H1 11247 AT fir 1B 5.

# date --set HH: MM: SS --utc

1.3.2.3. A28 21 H#H

PL root FH iz AT LA T fin A m] MBS 2 /T H -
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# date --set YYYY- MM- DD

Hrp YYYY (ORER, & 4 MERR:; MMAAERAG, HMAERR; DD
REEW, FHWARR . AR ERCE R E, 7 Lb7e B S8, 7wl T

# date --set 2020-02-20 23:26 :00

1.3.3. hwclock T EfFF %
1.3.3.1. o 24 i H YIRS A]

fir % hwelock 7] LLE /R 7T RG] B X . HHISE(EE . FFnr ldid 24
--utc B--localtime ‘&7~ 24 {7 UTC B [X B (] FIASHUE 6] o 25 20

# hwclock
Thur 13 Feb 2020 04: 23: 46 PM CEST - 0. 329272 seconds

1.3.3.2. AR5 2487 H JAAFNH 8]
PL root FH iz AT AT fin A ] DB S BB (8]«

#hwclock - -set - -date '""dd mmm yyyy HH: MM"

Horprdd AR H 1 HH AR /NI, MM ARE 38, SSAREM L, HF/EMAER
N Mmm AR, LA = B SRR, yyyy REFD, LLIUALEL
F RN XA 2 --utc B{—Iocaltime [X 73 & 2477 UTC B [X ) 18] F1 A
Hb I (]

FT UTC W [ERECE RSN R, 75 220L root F FgAT LA R e 1204, 7~
LI

# hwclock --set --date "20 Feb 2020 21: 17" --utc

1.3.3.3. [A22 RS S5 FEAR 55w i ]
PL root FH FHiz AT PA N A& 8] 20 FE st ] -

# hwclock - - systohc

1.4. AP FfAHEE

F P S RTFEREE. Bk, IR R A3 F 7 2 8

G P, O H % root A . MRS &g, &
drmt B [NERERY - [RETE] - [RE)] - [AP), #BHiE
K TEHE o
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ER7OIBARS
KYLIN

< P 2 i - x

TRl ‘@ |

co e A yishuai
. yishuai - [
yishuai
9]
ChiP ] 9000®
[ (o) A]
1 B

B 1-s HREE (—)

s B8], # I e A IK 5 IR 695, ] S TSRO
Ji/I1EEDA

< Bp TN F - - x
Ttk 5 2
. sl - ;_ yishuai
”\ yishuai
o)
EP oo000®
s 0) | | H
i a5 B

B 1-6 APERE (2D

1.4.1. BINF AP

TEANIET R , fBE S DRI P (A) LY #&8. wmlE 1-7 Fosi
Mgt BB, EESMZBNENIHP P af4as. [kFERE] rfLiE
B ABSRAARHEH P RUR . 75 [ FEBE S P R Oos s ses i
2R R i o LR o VP T S X R A e o

(AF£2] SEH A EHZ, BAMIEEZRZE home/H 74/, ALK
BN RN EE . sl (8] RalEZzm .
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ER701EARE
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HGH(C) wmmAR Brime
T FritE HHLGR
= (F | kylinll v
"l kylind v | >
Tt 1l | to nan fold an'tt
B
(o) A P o8 I L)
O I it B D
=
el EFE)

& 1-7 RUEFHA S

14.2. BSHPEE

BHEEANIAAH A WEME, S AP YR, WH PSR SRz -,
AT ELSEH P VRS S, FEaT 7R D g X L JR 4

[P RAY XorbriE A P 2B R

[ES) H B ERAIE FIET

[FR5] FH P g, SRl e i .

[BEE 3R] &SRz P i — OGRS TH .
143. mATERE

PSR A8 T B RAE A AT L, IS H A SR B B S AR

i 1-3 HRRWAT

\)

I Ei:3%)
id o~ P AR id
useradd,usermod,userdel . B MER
Groupadd.groupmod,groupdel | 780N &2 M BR 2 B
gpasswd & M/ete/group Fit & SC1F
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IR Ei:3%)
pwek, grpck (ORSYEEDRY IR S TG Lok cq
pwconv, pwunconv ANE N b A
grpconv, grpunconv TEIRB R T8

1.4.3.1. WA P
BEERG DRI
i FH useradd & >R AV —MNUE I H P IK 5 -

useradd <username>

5] passwd 4, I YR A A A A U A 45 K 5 A

passwd <username>

useradd HIy ATIEINLERAS 1-4 HHFIH

FH 1-4 useradd A 1TRTA

byl Ei£13%)
-c comment F P BB
-d home-dir FSRBURER AR /home/username/ = H 5%
-¢ date SRS, #%X08: YYYY-MM-DD
Fd s, KSR EESE R GEEE T o,
-f days M SR I E WL . HiRE 11, B i

Ja, WS RASEEERD

-g group-name

P ERIN LA B AR 44 B 5 65 CZAREAE SR E AT 20
FHAED

P 2 v e B3 AR N A A A BB SR CERIA SR

-G group-list B _ . .
FIFNER, FES o (HBEETE R %A e)
-m 4 HRAFEN IR E
-M ANEQEFH R
-n ANENH A0 RN H R
o G —~ UID /T 500 (AN £ H R ARG K5
-p password R crypt N RIS
-S P H1& % shell, ERIAA /bin/bash
-u uid MJH UID, "BELAURMERFR, HKT 499
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1.4.3.2. UShneHzE
PG RAUN AT, fFH groupadd fir 4 :

groupadd <group-name>
groupadd AT 2 ATIRTAERKE 1-5 P A
FH 1-5 groupadd Ay 1TIEIN

I i3
-g gid HEER) GID, ‘ELAMER, HKT 499
T BN 500 ) RGE4LTF
AR O, BHFRRER (HABFGEEASH ST, &
fRET -g A -f &I, (H2dHBFCOAAAE, -g UK 20
L4.4. AP HHEHASE
NP RN T ARG R RCE N RS LAE A useradd juan 45 ITETE:
1) fE/etc/passwd CAFHEIAS 1A K juan B—AT. X—ATHRFRI0T
a) BLHFP4 juan 1k,
b) FHTEBRAE X, Ron RGUTH RS
c¢) 500 2¢ 500 LA EF) UID #@U. (FEARTBLUBEIR 55 a4 E R gt
500 LLFf UID Al GID #{RFEARGMEM. D
d) 500 = 500 DALY GID #B1%E.
e) TIEMN GECOS f5E#HENT=A.
£ juan B HFHHN /home/juan/.
g) BRINM shell #5154 /bin/bash.
2) f£ /letc/shadow SCAFHUETAR TH K juan H—4T. X—ATHHRF AT
a) BLHF4 juan k.
b) HILAE Jete/shadow A EF RS BN TP ANIS (1D 28K 5.
o) WORFAINENHGAEH 7 -p IR, XA E S PUELE
Jete/shadow SCAFHH T2 F P IR —AT v, 5 A4 5 B 7k AN I
3) fE /etc/group CAFHHETUS T —4TA K juan ARG E. AP A
FIZHFEN A5 A N ZHEE Cuser private group) - 1E Jetc/group SCHH T
ISR — 47 B0 R R
a) BELUAHREA juan Sk
b) FHFERA A", RRRGEM RN .
c) GID 5%1% Jetc/passwd XAFH P juan 17H AR
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4) 1£ /etc/gshadow CAFHUETAS T A K juan HBEH—AT. X AT HHF A0
hE
a) BEUHMEY juan H k.
b) HILAE Jetc/gshadow SCAFHEFRLFEL N I — NS (1) 28iF %4

i

) FrAEHETFBIINTH.
5) HTHF juan BJH XM G L /home/ HrZ . ZHZAHF
juan FZHEE juan PP . BEREEMPATRIRMCAH P juan Frf. BT
A ERPRA AR 4
6) Jetc/skel/ H 3 (GLEERNH P WE) N IS8R 6 255 &1
/home/juan/ HFH' .

KR, RELEAFE T — AWM juan FIBEBINIK S . B0EE, SRR

WAVE A passwd aF 25K 51 E — N, BIE AT DARE B A I R

1.5. Kdump Bl

Kdump 52T kexec HJARZBABIFEMHNLE], £ RSB SEBESENLN H]
KEAE NAFBATSEIN — A THAIRS,  FRAHZR N A% AR 5t 1 fige 7 42 1) crash
dump. Kdump J2I&4 M1 ATSE I WAL EEAEALE], e R B sUEE T AR I 2 i 2
PE AT N —NH S B AL I BT SCHREREL, AN A B & IR R BT S

Kdump FFZHNARH P RINZ, E7 WA N . 7 N2k
NIEZIRSS B IR RG— B E, A EF RN EINETAE T, £1X
AHER B Kdump 724 — N TRIRATTIZITE BN, 2Nz 5N
ramdisk BRI AR — AR — M RERAE, Hit
IS ER) N A R BT A I AT RS I EARE 15 BB 2] — 4> dump core SCAFH, — HNFF
BRI, Aol HNER.

Kdump HLH| = ZEHHFHAHAF: kdump 1 kexeco

kdump [ kexec JEZhEHFRNZ, LUR/NAAEE SR nEA . &
PENZIRE T WA — 8 iR N B3 . T kdump FIH kexec JH3h
MR N, gk 7 BIOS, LS — WA NS AR B o« 3X 02 A% AR B e i
HIAR o o

kexec 72— /MRIHJE BN kernel FIFLH], EIEATHER—IEAEIZAT I kernel H1,
Ja Bl—ANH1 kernel T HAH H &0t BIOS #trl LASERE 3. BBIN— ik BIOS
R AE PR KN ], JCH AR AR R Y BRI &7 2 M % 1 Server 3R
BiF, BIOS 2463 5 £ (¥ 1A .
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kexec fU¥E 2 NMHAMIA Y —RNZEMPIRG WA kexec_load, 1TT/E
A A% R SR 3R R AR B e bl . R P S E A T E kexec-tools,
A A 6 30 P A% R A 3B 25 A2 7= I A%, T TE 28 498 70 ot P B £ R 8 46 38 4 3 P9 %
Pk H 1817

VLB IR BY, Kdump HLEI{UAE ARM. X86 ‘&l ], il V&8 ANk,
1.5.1. Kdump B TERKEE (Refh7E)

1.5.2. Kdump (& 1TEE(FERIF)
1.5.2.1. %% Kdump 75 2 i 8444,
FH 1-6 Kdump FrERIRHAE

KL KA
kdump kdump#x 4
kexec-tools kexec #AFAL, kdump B 1 & Fh T B ARLE AL

kernel-debuginfo | FE73#1 vmcore A
kernel-debuginfo-c | kernel-debuginfoff i £

ommon

K dumpiR 55, G ZBERLET AN, ZRmLuT:

yum install kdump kexec-tools kernel-debuginfo-common

kernel-debuginfo

1.5.2.2 L& grub

Kdump 1 F 75 20 B kdump kernel F N7 XK. Kdump ZR#EAE RS0 IE
AT A g, ASBEAEH kdump kernel FT 5 A7, B XA FEE K
/boot/grub/grub.conf 3, B HZIK 5] 4>, I crashkernel. Crashkernel
oA S -

crashkernel=nn[KMG|@ss[KMG]

Hor nn F/REH crashkernel T 2 /D NAFE, ss F7~ N crashkernel Tl B4 N 17
iy A

BRGERIFE)E G, ATLLUE cat /proc/emdline A% kernel Jo shC B &1,
HA AN T crashkernel Ji.
1.5.2.3. )3 3 F1 &5 F Kdump k55

B Kdump IR0
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systemctl status kdump.service
IR Kdump Ak 55 ARIFE, AN 6K 5 3 kdump 55

systemctl start kdump.service

1.6. ZREURL

FRGE A 7 A SR A AN () PR 1], R e 0 T 5 18 75 7 AT B A
FIRURA BEHAT B4, BRI AT LB su 803 sudo i 4 3K 1545 FE AR AFRL
1.6.1. Sumr4TH

P AR su a2, 2% root %469, Seukiid 5 Al BASREL root (1)
AR, — Bl suar 28N, ZXANHP BT EAESA root H P #:1E.
FH T su AT ELEREL root AP,  FF RIGREUHAR A P AR, AT REAFAE — 8 &
4] /5, [R] AT DA 4 B 3 4 wheel SRIFEATBR I LA root F #0474

# usermod -G wheel username

LA P DN wheel ZHEE )G, AT ARR ) A X ANH BB - 7] DUE A su
mAVin . FCE su ) PAM A] DLgmiE/etc/pam. d /su S, 18 08 I R 45 oKk
TS I S B A . P 25

#auth required pam_wheel. so use uid

IR A FRORE B AR wheel P A P AT LLEE su U5 R AR
1.6.2. Sudo 74T E

Sudo iy 4 LV RGUE HE 51 L@ 7 AT — Le B AR Y root 4. 4]
{5 H P AT sudo fr &R, B AT E T 205, SR)5 A root BUBR AT

ANy
FIIJ/Q’\O

FEAR] sudo fr 2 U T
#sudo command

Sudo & H R KM, A5 7 /ete/sudoers A A 4 FVF 9 7 ] DLRAT
FEARATTE T shell A H AT sudo #7412 root [ shell M. X EAE
7E 7 Z 51 root 1Y shell IR AE 1117 ] 1) .

BC & sudo WAZIE I 448 /ete/sudoers XA, T H R A B HE 61 H P AR DME L
‘B, AU visudo ZeiE. Z FrUUME A visudo AR, — =2 B REW T Ik
MHPFERE SRS BT —EAEERE . LA root B4 A visudo 4T
TFECE S, AL N2
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ER7DIEARE
KYLIN

#juan ALL=(ALL)  ALL

X AE BB EAE juan B 7 0] DLDAEAT ENLER I sudo BATAE a2
N X 4615 B UL B users F A PAAS #b 3= L AT LR AT /sbin/shutdown - h now

PP
FIIJ/Q’\:

%users localhost=/sbin/shutdown - h now
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BoE EATRIE
2.1. Qt-5.11.1

Qt SEIL T Android A1 i0S HI4 I SRR, A 75 27 4 1 Bl ATKE A FR) S 1 B
RN SRR B sl s & b . ARSI R Dhe FPERE . Qt5 /2 Qt I
JRAS, RN G RER LLE I P ST X 24 H AR F R R R . JlId7E Qt S
H1 XS JavaScript F1 QML SRR, TTFR A RAT LARE AR, FINAISCH C ++
A Qt Widget. Qt5 5 Qt4 = FE A4, FF4H B Pk (1) ACH5 A Qt Platform
Abstraction, 3% | AR PR AR o

Qt5.11 HIHFr Thae

o BT Image JUEMNEE LI SUHE K SCRF o SCHFktx Fl.pkm 2545 SCAF %

e QDoc f# [ libclang fi##fr C / C ++fRA5.

o IRINTXIIET ID MBS EE

o CHF ALPN I HTTP/2,

o 1R DevTools, J& 75 {8 FH i A A PR 0 WAL 45 o

e Linux Printing B E i@ & QPrintPropertiesDialog 1 ] Advanced % 1< 32 #F

% CUPS &I, MM SO VFHEAT VF 2 Hofth 15 B CH A LR AR B U E D .

FT R B 5.11.1, 2R A M https:/doc.qt.io/qt-5/.
2.2. GCC-7.3.0

GCC & i1 GNU JFA K gmAEE 5 9 eas , SCREZ MG 5 192W 2, Bl tn C, C++,
Objective-C, Java 55, [Alf6L & ix 2645 5 1 FE SO . GCC & —FpFIR i &K T
H, R MR REN, 5T RANR.

F BRI AL

Y FF GNU Frife;

i RS 5L T GPL brift;

HAAW R REATIN E, SR

UHTEHERUA 7.3.0 VR AR AR BORE A [ https://gee.gnu.org/
2.3. GDB-8.3.1

GDB #& GNU US4, RVFEERT AT, BeE B ER AR
W HPRZAS . GDB HI3hfe EEAE.

o AT LERENE LML RIS AT 45 R IHRAE,
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o TEFRE R MEILREF

o TEREFFILIZATH, KA IR R A T4

o WBUART, CUIFFET bug XIFR/F RIS, [RIE TfF2IFE 7 v 2 HoAth
PN, BanAs s HUESE.

GDB S FfLL Nt &

e Ada

e Assembly
e C

o C++

e D

o Fortran

e Go

e Objective-C
e OpenCL

e Modula-2
e Pascal

¢ Rust

A G A4 gdb”, BRI GDB ik T A .

[root@localhost ~]# gdb

GNU gdb (GDB) Euler0S 8.3.1-11.kyl@

Copyright (C) 2019 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html=>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86_64-kylin-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help”.
Type "apropos word" to search for commands related to "word".
(gdb) B

B 2-1 BRTE
AT ¥ & M A 831, TE 40 A vk B I Ak BE R E & B
http://gnu.org/software/gdb/ .
2.4. Python3-3.7.4
Python & — i i 1M 58 K B T 7] % % 9w A2 15 5, A5 Perl. Ruby. Scheme
8% Java FHUE
Python [ — &8 1, 2 ek
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o THVEfEE, TS T

o FREFIBATHRIH, XfH1F Python HUAVF 2 AT 55 I BRARIE B, [EIIF A
AL EIEZE Al G

o PR —ANKIUBRAERE, SCRRVF 28 W ARESS, AR M 2% IR 55 4%
FIENRIE L R SOAR S IR SOU 55 .

o Python 58 FLAR S A5 i 1) 2 A QRS Fr Br B 1R 45 %, python JF R FR
5 n{% IDLE.

o HVRIIVAGRIEE S (U0 C BL CHH)SEILRPHT AL, 7T LU AR AT JE

o AT LUK BN R 7 A PLIR I AT i F 422 1

o [(EALAHLTIZ4T, BFE Mac OS X, Windows , Linux f1 Unix, FEE
JAH ] H T Android AT i0S.

o Python & KB HAF. T EEUEH Python, B &AL & £ 18 (1) N H
TR T EALM A, Python tHA] DU B HAS OR E 8 R A6

Python []— 264218 & Rk G 4:

o H Z M & A 2K Al A number(floating point, complex F
unlimited-length long integers). strings(fl#% ASCII Al Unicode)- lists #1 dictionaries

o Python SCHFT A N 22 5 4k I THI A0 R AR -

o AVHE AT LAS; AR TR A o

o XIE T SCRF IR IR H, AT SN BE IS T A B R A HL

o HHRBAEIERMAZN AL, IRENIHELB WG W, WEwm—
FRFER D) = BTN R, I S PRI R I R

o Python fL& H i gmAeHrt, W generators 1 list comprehensions.

o Python [1) H 3l N A7 5 BRI 06 T3 43 FC AVRE TECRCARS Hh 1 A A7

AT B 3.7.4, TE4ETTEHE A Y https:/www.python.org/.

2.5. Openjdk-1.8.0

Opengdk 1£24 GPL ¥/ | Java “F- & EALSEIL, B Sun AFIFAR, 8L T
—~java I 1T I8, SCHF Solaris, Linux, Mac OS X Y Windows % F#/E R4,

WA B BT R 2

o Lambda ik Stream API;

o I IE]5 HH] API;

o FyIEERTIH;

o ZL TR FH A A A7 B PR

o DT IREREE.
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i é, BRI R IR 55 2R A R GEV10 RGBT

ER701EARE
KYLIN

MBI R 1.8.0, NPT RNE A % http://openjdk.java.net.

% 33 W/ #2817


http://openjdk.java.net

Eg;}im RIS 5 R 5 B R B R 45V 10 A5 3 51 A

B=E FHERALLA

3.1. ZIFTH (Feh7)
3.2, WS
3.2.1. HEfEE
3.2.1.1. WhHEEH T HAH
A HE T H O — KB B R T B 40 IX DL R B R &R 43 X ) I
B, o DL e AT G g A U o0 X R 34 41 DL B AR DR B G B B A
3.2.1.2. MASRHE PR T H AR
midiZe BA- E2h ), e sgmrs, fds M7 DRRRHET]
A2 BT C 28N T, W D) T P s T 2R
1]

3619 16:33

A 3-1 ERNEHAER
WA FE A, AN SR H AT WA A SRR A H 3, AR Rk b &%
FIVEAIE FH IS DL BE NS U0 1] 4150 A A FVAT A RO A A D B 2%
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é'ﬂ AR ILIBE v U 55 s R A R V10 RGUE HEL 5 T

21GB f#E#
fdev/sda

E_| >

- 21 GB @& A= VMware, VMware Virtual S (1.0)
V Mww v tual S

ware, VM

S ——— F<4v 21 GB (21,474,836,480 =£15)
WMware Virtual SATA CORW Drive SGE E3|FiE2ZH:
- 18 GB Rig&

—— Idevfkylin-serverfroot

#(V)

-2.1 GB IRig&H

—— Idevfkylin-serverfswap

SHE 2
20 GB L2 PV

N
v 1.1GB — 890MB HIF (2 17.2%)
i%& [dew/sdal
UUID c4eSeSac-bbba-4a26-894f-2cd6f34b9192
SrEZEE Linux (B] IBSTh)
FIE Ext4 (Ri#s 1.0) — E3EH 5 /boot

3-2 BBEEAE
3.2.2. MEMBEETREMEH
3.2.2.1. sr[X Az
R RN, il [+ EARHE A XU, Hash i B o
XK, s F—32, MAGBAEERNE il [e1g), G semk)s BY
iR O X .

SR A(S) | 34 | = | * H GB - J

EEMAEZEF) | 534 - + |oB

Oy max

A 3-3 fEsKX
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e BRI R IR 55 2R A R GEV10 RGBT

&l | ()

FH(N) |tESt
B0 “DETRISCHE” SHE CE .

[ ==

EEETFENEE, HEsER.

@& AT Linux RLEHIPIZBREIE (Exta)(1)
[ =R (LUKS)(P)

) 5 Windows #F (NTFS)

U PRE R SEAIRE LA (FATHS)

O EAth(0)

& 3-4 AU
3.2.2.2. X%tk
R B MR B A X, e 5 i I B R, IR
X, FAEL, EHEENE, AT, Sl U&b], BEITEE
qtb, # A Ja RIAT IR A8

21GB B |T‘ x
Idewtsin

#l= VMware, VMware Virtual S (1.0)
Joiy 21 GB (21,474,836,480 F4)

D IEzhEE

WMware Virtual SATA CORW Drive S EI|Ri2F
- 18 GB iR &
I—— dev/kylin-server/root (V)

-2.1 GB Rig&H

fdevkylin-serverfswap

HE2
20 GE LVMZ PV

e ———

s 1] EREHE-- | snircecurier

ig& fde RIES -

UUID [c4y RIS RS
SR Lid ek

HZE Ex JEEE A
RS RS
EES R
fREEEERAT- -
YRIFINETIEI- -
Bl ST KBk R
METEEBR IR -
ST AERE -

3-5 AN

3.2.2.3. X gtk
BT BB X, AN DEE]) e N R, S [mEs
XY, TE#H g4 X Pk B B gAY, i s e BT
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RIESTE X

2T(T) | Linux (0x83) -
™ Amn(e)

mHe) | =) |

& 3-6 HESX
3.2.2.4. il RS
ERFEBRAHRAIX, Sd DRE Y %4, 3l TRses, A& (i
YRS, FERESCIERGENE O, MAHTI S X AARR, s e,

IS RIFH R

| mao || =% |

3-7 WEXH RS
3.2.2.5. 4y X R/INI
R T EBSORNI X, Sd DB Y %4, sl NRs, A& (i
TWRAR/NY, SR NG L, HShEHERK/NEE FIA KD, X
/NRIHT
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e BRI R IR 55 2R A R GEV10 RGBT

HGHIC) HEgEXN

AEXHRFANEESSERIUIESRR. BiESMENEIE. WRFRS
BUEEESS, BENDNIRFHERERKNNE. KA MREXSEIFR
FHRITE. REFI RGBS LA M T F,

EL:ppadil]

%.'J\Ij(fj\

ﬁlz:kd\(s)‘ 1074 - H MB - J

EENFR=EF 0 + | MB

#3(D) ‘ 0 | MB

3-8 R/
3.2.2.6. 4y X EIE AT
PR EEB X, md MR [e] B e,

21 GB B

fdeulsda

[m|

25 VMware, VMware Virtual S (1.0)

CD/DVD 5 | Ay 21GB (21,474,836,480 FF)
VMware Virtual SATA CDORW Drive | 410X 3|22

- 18 GB Rig &

= fdev/kylin-serverfroot

| #(V)
2168 g

= devikylin-serveriswap

HE2
20 0B &5

= | P

Fus 1.16GB —890MB B (BERA 17.2%)

iE& [dew/sdal

UUID c4eS5eS5ac-bbba-4a26-894f-2cd6f34b9192
SEER Linux (ETSEH)

HE Exta (7 1.0)— BHEHE [boot

B 3-9 FXER
HESERG, WERLRARER, A EEN e TR T A,
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fx

2 BRI B R IR 55 B ME R GGV 10 RGTEF R BT
KYLIN
21GB R = x
Idevisda =
S VMware, VMware Virtual S (1.0}
VMware, VMware Virtual S

(7 CDJDVD Tahss A/ 21GB (21,474,836,480 7T)

= UMuware Virtual SATA CORW Drive SR 318128

[ 18 GB BIR &

r:]]devfkylm—serverfmat (V)

r-_] 21GB BRigE

— devlkylin-server/swap

HE2
20 GB F30

; - &
Zu0v 1.1GB(1,073,741,824 F£15)
%% [dev/sdal

UUID c4ebebac-bbba-4a26-894f-2cd6f34b9192
SEZEE Linux (BIEEF)

FI% | Extd (s 1.0) — HREH

B 3-10 X E#H5ERK
s [AY BATHE, HEESERE, WA ERNCHERBI N H %,

21GB WF# = £
Idev/sda )

21 GBER = VMware, VMware Virtual S (1.0)

VMware, VMware Virtual 5
— = Foiv 21 GB (21,474,836,480 F 15
(7., CD/DVD 3EzhZE !
S VMware Virtual SATA CDRW Drive SE X3RiER
K 18 GB &
e Ideuliyln_sirustirat H(V)
T2.1GB BRIEE
— Idevlkylin-serverfswap

HE2
20 GB FH0

TR

iy 1.1GB —890MB ol (2R 17.2%)

i%& [dev/sdal

UUID c4eSeSac-bbba-4a26-894f-2cd6f34b9192
FTEZER! Linux (7] S Eh)

HE Ext4 (fRi4s 1.0) — 2 EHEF /boot

A 3-11 X
3.2.2.7. 4y XA

WREEMIER A X, midy [-1 38 IER > X3, s DIMERT RIA
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LA RIS 0 25 SR AF R G5V 10 RSS2 A T4

TR EEMPRIEL 5 Xrg?
AR ERFAHIESHEER
REMHNIRE

| %X 1/21 - (/dev/sdal)

3-12 o X MRk

3.3. mRERE
33.1. ZEEEHEES
3.3.1.1. /4

TR B 2 5 %2 Gnome 5[ FA5E (1) 2L 52 S 17 % /7 Ui, [F]B 2 %F SSH. RDP
1 VNC il o

miiZe B &S, Smaesimsesnrt, mdis vy DRRpMAERY A
M s BRlpra O N AT, Md EERmaaEas) fITafEE
T A Ay L E A .
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ER701EARE
KYLIN

EEREEEH £

TRR) BEV) PEB) BHH)
- = | < O g

B 3-13 ZREEEEEHR
3.3.1.2. SSH Wrilti&#E
fTIHEfEREEERE, Adik BA OERE) SbERERm, il
SSH #pi3, # N BARZERE N IP Hubt, BN % GE: Wa] OERE )G 5
N, md [EE0)), RIEHN BEsENLE root P %S, FIZEHEN, B
)5 7R last login [R5 B
[ ERAETES < |

miE(R) ZEE(V) HE(B) F|EA(H)

SEERE S

EE—TEEENEEEE
LaCEsl  (hisl(P): | SSH  ~ | i UnixfLinux 485
F#1(H): | 10.1.80.163 - || #=#(F)
EIEETT
[ £R(F)
SSH %R
BFRE(N): |rooﬂ

#HHf(H) HGH(C) EE(0)

B 3-14 ZARR HER
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. FRIT B = IR S5 AR E RAVI0 RAEEH T
KYLIN
10.1.80.163 - EREEHEEYR x

miZ(R) ZH(V) BEB) FHEI(H)

om 10.1.80.168

K 3-15 IR R HEZEER
3.3.1.3. VNC hili%ER:

I EERMEERG, sl BA DEEY #EEAm, hilBich
SSH ¥, Fi A\ H bR sz AL 1P ik A 5 G BRA g 15— A 5900),
BN 4 GE: WeEREEHA, md UEEY SN BFENL root
FUERY, BIZEFEN GFE: RS T ERVFREER, SUSEERMBD, EHRK
D s BAs ENLRISE T, w6 H bR EALSEATEAE

EEREEER X
mEER) ER(V) TEEB) WEH)

-~ w = | < g e ,
BE-TEEENEESE
WHY(P): | VNC = | 58 UnivlLinux, Windows fIEEFESE.
FH1(H): 10150355-5900‘ v | EHIF)
HE AT
£5(F)
VNC &R
REEV)

fBm(s)

&/ JIPEG E4B(U)

EH(0)

& 3-16 VNC P&
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1 RIS 5 R 5 B R B R 45V 10 A5 3 51 A

yh@localhost.localdomain - B2 EMEE R %

EER BBV BEEB) FHH)
| & 8 O B [ B &

10.1.80.163 X yh@localhost.localdomain 2

= T
XfHE) ‘RHEE) BEV) #BG) BHE) wEH)

(] OOV HE g e om e BEE -
> a @ fil®: |computery

J

~
10.1.80.80
]

loongson

&

B 3-17 BRRENEE
3.3.1.4. RDP hili&EHE (Fifh7e)

3.3.2. EREEFREF SSH

ssh THAPLUER &8 —Gmigilds b, ez Edrad. Bk
XI rlogin. rsh A telnet PP — M. M telnet x>, HEHELT
i E R I — GmENL A b

~]$ ssh hostname

B, FEFF)—E 4N penguin.example.com HIZFEFHL, FILAFE shell
AT IR FRIALL T a4

~]$ ssh penguin.example.com

%A W2 LU P I EAEAT B B A HBATL 38 (R P 44 8 % an SR H P AR SR € — A
ANFFTH P 4, lﬁﬁﬁﬁbu:nnv

~]$ ssh username@hostname

filtn, LA USER %3%%| penguin.example.com, i A LL R4
~]$ ssh USER@penguin.example.com

F PR — IRWIGREREI , KB BRI~ A B ARLLR (S B

The authenticity of host 'penguin.example.com' can't be established.
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ECDSA key fingerprint is 256
da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:1f. Are you sure you want to

continue connecting (yes/no)?

FE RIS UEAE R R R R/, FH P NAZ IR A ke AR ED A2 15 1R/ . FH - AT LA
7] A 55 B £4) 657 B 63 A OB AR 2 IERA IR o XN iZ DA — P22 1 B E I T
AT . S AT DU IR S5 o i E LA, PTRDMER BN ssh-keygen fin4>
ket A N :

~]# ssh-keygen -1 -f /etc/ssh/ssh_host_ecdsa_key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff (ECDSA)

BN yes HAZEPIFHINER . HPBSE B RIS I 2PN
FlEMPEIIRFRES, P DRSS

Warning: Permanently added 'penguin.example.com' (ECDSA) to the list of

known hosts. USER @ penguin.example.com's password:

HEYH: W SSH MRS umi EMEHKL 7, &/ ki@ m A - iE
FEANREAR S, BRIEN RS b 1F) 32 L% BH M~/ .ssh/known_hosts SCAFH B . SAT
TERIAT ERAEZ AT, WEHCR SSH IRS5imit R B H 5, Ik k55 i % A 52 214
o

M~/ ssh/known_hosts SCAFH N ER— 28], AT MG @ T a4

~]# ssh-keygen -R penguin.example.com # Host penguin.example.com

found: line 15 type ECDSA /home/USER/.ssh/known_hosts updated. Original
contents retained as /home/USER/.ssh/known_hos ts.old

TESINEN 2 J5, P BSEGEFEENLRT shell fr 2 ATHRFF R o Al ik,
ssh F27 0] AR SRAE AR EHL EPAT— %@ %, MAHEFKE] shell fr 2 1THxR
Gl

ssh [username(@]hostname command

#l4n, /etc/nekylin-release CAFHEGLE REEIE R G RARIE B . BEAE peng
uin.example.com _FiZ AN, i

~]$ssh USER@penguin.example.com cat/etc/neokylin-release
USER@penguin.example.com's password:

NeoKylin Linux Advanced Server release V10 (mips64)
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ER PRI RS 5, o inmE ENEERSRAE R, R
FH PR B B A shell fr 2ATHRTT T
3.4. Cockpit EFEE
3.4.1. Cockpit

Cockpit & —> Web &1l &, BA 5 TMHHMIET Web B M, (AL
RS f E AT E B SS .

Cockpit Web il & 7] DAPAT Z ME FAESS, BdG: ERRS, EHH
Fiks, HEMBWARGRS, BEMKEOMY kE, BERGHE, THE
WML, QIEIZWRE, RENZEMEACE, BCE SELinux, HEHEM, EHASR
AN

Cockpit Web il &1 H 5 Zum AH[F (0 R 4t APL, I HAE 28 1 H0AT AT 55
S IGHE SR BLAE Web 2 G . thAh, BRIER] DLEHEAE Web #21H & Hh el i 4 g
MEWRE.

3.4.2. BIFIEFE Cockpit %

AT ar 4 JH M EE cockpit k55 :

#systemctl start cockpit.socket

#systemctl enable --now cockpit.socke t

[root@localhost ~]# systemctl enable --now cockpit.socket
Created symlink /etc/systemd/system/sockets.target.wants/cockpit.socket — /usr/lib/systemd/system/coc
kpit.socket.

#systemctl status cockpit.socket

[root@localhost ~]# systemctl status cockpit.socket
cockpit.socket - Cockpit Web Service Socket
Loaded: loaded (/usr/lib/systemd/system/cockpit.socket; enabled; vendor preset: disabled)
Active: since Fri 2020-03-20 15:07:57 CST; 25min ageo
Docs: man; cockpit-ws(8)
Listen: [::]:9090 (Stream)
Tasks: 0
Memory: 4.0K
CGroup: /system.slice/cockpit.socket

318 20 15:07:57 lecalhost.localdomain systemd[1]: Starting Cockpit Web Service Socket.
38 20 15:07:57 localhost.localdomain systemd[1]: Listening on Cockpit Web Service Socket.

R IETE R 48 LI81T firewalld, DT Z A6 a0~ ey 257 B kg H R
Cockpit Ui 11 9090,

# firewall-cmd --add-service=cockpit --permanent

# firewall-cmd --reload

[root@localhost ~]# firewall-cmd --add-service=cockpit --permanent
SUCCEess

| root@localhost =]# firewall-cmd --reload

SUccess
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3.43. Cockpit Web 4l &

Cockpit 1 F 9090 it 1, JF H oy SSL Vi), i) &8 & b, 7EMI%%

WEAH, #IL LA URL FTHF Cockpit M 25451l 15«
AHh: https://localhost:9090
WEFE: AH RS 48 1 A4 50 1P ik, 52
https://192.168.17.205:9090
Il s e PR B R AN e Ay, RSN A

Insecure Connection - Mozilla Firefox

@ localhost localdomain X | (@ localhost localdomain X |mlnsecure Connection X |+

f(—"" 2 C |® hitps://192.168.17.205:9090 -
et - E‘ s

ﬁ Your connection Is not secure

The owner of 192.168.17.205 has configured their website improperly. To protect your information from being stolen,

Firefox has not connected to this website.

Learn more..

Reporterrors like this to help Mozilla identify and block malicious sites

Advanced

3-18 NIEAREFRIRR

Add Security Exception

You are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites will not ask you to do this.
Server

Location: I hitps://192.168.17.205:9030/] I Get Certificate

Certificate Status
This site attempts to identify itself with invalid information. | View.. |

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site.
Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted autherity using a secure signature.

[ Permanently store this exception

Confirm Security Exception

3-19 #inl4k

n @D


https://192.168.17.205:9090

£
SRR 2 55 AR AE R EV 10 R GEEHL BTt

ER7DIEARE
KYLIN

3.43.1. B

1E Web #2516 Bk bi e, ARG P 2 EEAT S, B FR.
WA K~ BA sudo KA, WA LAPATEHALSS, FIUI7E Web 1 & e e
BAE, HE RAACE SELinux 5.

localhost.localdomain - Mozilla Firefox x
=) localhost.localdomain X (=) localhost.localdomain X | (@ localhost.localdomain % | +
<« c @ U # 192.16&.17.205 090 v o @ W n @ =

COCKPIT

Server: localhost.localdomain

B 3-20 BFAME

System - localhost.localdomain - Mazilla Firefox

%) System - localhost.localr X | +

€« ¢ o DR htt za'S.Lﬁs.ﬁ.zns- 0fsyst - @ o =
COCKPIT - T
[E] iocainostiocald...
@ Authorized users only. All activities may be monitored and reported X

System

601 ec83fed24d00adeciB0d85f547dc

kylin 10 )

A 3-21 BXEHE
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BRI R IR 55 2R A R GEV10 RGBT

3432, IBESEE
A PAE 5 T U, nEFR.

System - localhost.localdomain - Mozilla Firefox

(®) System - localhostlocalr X | +

192.168.17.205:9090/syste

&« c @ oF

kylin100)

tName localhostlocaldemain

= 2020-03-20 2026 €)
ver | ns | Restart

» P
B 3-22 BEE IR

Display Language k
Choose the language to be used In the application

Polski

Portugueses

Turkge

YEpalHceka

R

A& 3-23 EE&RFE

% 48 W / #2817

G) Authorized users only. ALl activities may be monitored and reported.

vare QEMU Standard PC (i440FX + PIIX, 1926)

60c1 ecB3fed24d00adecfBOdE5547dc

B8
Il

Display Language
About Cockpit

Account Settings
Authentication

Log Out
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R IR - localhost.localdomain - Mozilla Firefox %
(%) B4 - localhost.localdor X | 4
« c @ @ & https://192.168.17.205:9090/sy I v o @Y m o =
& root
[F] 1ocain
@ Authorized users only. A1l activities may be monitored and reported X

R

QEMU Standare

60c1ecBifed24d90adecfB0da5f547dc
RIERI lylin100)
< Checking for updates

B 3-24 E5%E
3433, HE
Cockpit ¥t H &5 B[R] A0 ™ 8% R 3E 47 AN 5] 1) 40 25

| B - localhost.localdomain - Mozilla Firefox

(® B3 - localhost localdor x | 4

<« c @ @ //192.168.17.205:

March 20, 2020 - FZ1% | Errorand above -

Agnoring: n...

Jusr/lib/systemd/system/ninfod. service:3: Invalid URL

PAM adding faulty module: /usr/1ibGd/security/pam console.so

20:23 PAM unable to dlopen(/usr/1ib64/security/pam_console.so): fusr/lib...
19:52 GetManagedObjects() failed: org.freedesktop.DBus. Error. NoReply: D
19:52 Failed to start Crash recovery kernel arming
19:51 Process 8219 (gsettings-helpe) of user 0 dumped core. Stack trace
19:52 Failed to load module “module-gsettings"™ (argument: ""): initializ...
19:52 Unable to read or parse data from client.
19:52 PAM adding faulty module: /usr/11b64/security/pam_console.so

PAM unable to dlopen(/usr/1ib64/security/pam_console.so);: fusr/lib...
19:52  [pulseaudie] bluezs-util.c: GetManagedObjects() failed: org.freede...
19:51 Process 2233 (gsettings-helpe) of user 42 dusped core. Stack trace...

[pulseaudie] module.c: Failed to load module “module-gsettings™ (a...

[pulseaudie] stdin-util.c: Unable to read or parse data from client.

19:51 SEl

inux s preventing /usr/Lib/systemsd/systemd from setattr access...

BTXfFHER

4

FAHE QPN ZHERISIE fusr/libexec/qem-kvm

Unable to watch (/root/.ssh/*) Me such File or directory

PP PbEPEBEEPRERPEREERPERPEPP

Failed to start irchalance daemon

A 3-25 HEAHE
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systend
gdm-password]
gdm-password]
pulseaudio
systend
systend-coredunp
pulseaudio
pulseaudio
gdm-password]
gdm-password]
pulseandio
systend-coredunp
pulseaudio
pulseaudio
setroubleshoot

Tibvirtd

restorecond

svstemd
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3.43.4. W%

WX £ T [0 A DA 31 RS AT AL R 32E R IAGH 2 1 B 3w DA 31 m] FH R )
HIF, ATCAXT RS TER e R E, M, DLARCE VLAN. s -Ratn] PLEAT
LR (S

PR - localhost.localdomain - Mozilla Firefox el
() M4 - localhost localdon X +
<« ¢ 0 @ & hitps://192.168.17.205:0 080/ network v - 0% n@m =
COCKPIT a
wups EIXA bps EHTR
B e W o W —
2034 2033 2034

4 Active Rules

#0 FMAE | FHE | FORE | F0VLAN
-1 1P 3t &k e

ens3 102.168.17.205/24 Obps 6.51 Kbps

virbrd 192.168.122.1/24 i

FEERMED

E-1 1P Hiht R il

& 3-26 MEAE
3.43.5. k%

MRS T 5 R Bbs. RGURS . BT TH M.

HBE3 - localhost.localdomain - Mozilla Firefox ®
(= BR%E - localhost.localdor X | +
€ cC @ @ £ hitps://192.168.17.205:5090, " E——— ~ - @ n @ =
a
Bi RHES | EET M8 BE |
=]
5.3 D *&
Accounts Service accounts-daemon.service BE (ETP)
Deferred execution scheduler atd.service
Security Auditing Service audicd service
autovt@® service 8K autovt@ service
Avahi mDNS/DNS-5D Stack avahi-daemon.service E (BT

Bluetooth service

NTP client/server chronyd.service

Command Scheduler crond.service

firewalld - dynamic firewall daemon firewalld service

GNOME Display Manager gdm. BE (ETE

getty®@ service iR

& 3-27 REAE
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3.4.3.6. &
Cockpit F 1 HEAESLI Ko AT 5SS, 7] DURYE 75 R AE Web FLTH Al 2 b 2 [A]

B v, ATPLPRERAT ST, BRAEARE (.

£2{ - localhost.localdomain - Mozilla Firefox

(%) 21K - localhost localdor x|+ 3

- @ W i @ =

<« C oF ps://192.168.17.205:9030

B 3-28 &ugSmE

3.4.3.7. U FEH
A DAR AR B30 4T 2 LA, s A+ a7 2 W 1 L.

{i 18 - localhost.localdomain - Mozilla Firefox x

©) {4FH{ - localhost locald x | 4

<« c @ D & hitps://192.168.17.205:9090/d 0 T v o O W n @ =

&

B 3-29 {(CR{LFHE
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3.5. openJDK 8 HBET R
3.5.1. ik

N T ARIE Java ARES RE3Z T E U IEHHAT,  java AHHA —E S BEATATH)
B2 4 B A IaAT RIS B, XRE, A RE AN FERIE I java AADIKT % H 1)
IBATRURR,  DASREL R GiAH B 556 1) U7 7l VAT

FAHEIX L TN 58 SO S I (BRI R, AFTCT g S rp . SRmE S
AT LLAFISCT 538 1 ASCIL U, Policy 21 — b il SO s P v o BRIV 1oL
T, Policy ¥ M2 ASCIT SEMESCAFFRFREUHRIS 5 S

EARZES, RAQ—FE 50 ASCIL A7 s Ui SR BE SO, E AR E java
ARG D7 AR 77, B EZEH TN,

WS B A%, AR, BRSO gl T R 9wiE o) ths, H
XM AT R AT ) )75 . 7E open]DK 8 H, $EMLHT policytool I E & —"MHTF
B ANE BRI S TR, BATEXRE RN AN ERMEH, BEREE
FRATTXT SR W S A r S 30 S e B ) () B AR AN A2, D7 (B IRATT B AN 44 SR SCAT

AREE A —F policytool LEHIITHEE S, A, Wik — applet Sk
Vi BA an Al 4 A openJDK 8 policytool AARALIE T %2 Y5 [ AL PR
3.5.2. SREESCHF

Mg A (BRI SRS HC B SO F T Jadia & ARSI ARRS E AT PASREL 1]
ARG TIR AR « AR 0 RGBT o) (K VF AT, 7R SR SR, AR
FH«SRmE Ik 2 Lo FATTAT LLA policytool B JE T H K 56 Aont & MR I € X,
Wa, KR T E AU

WS SCA AT DAL S A B A SEIE I (H e P — B P B T

BRNIE LT, — AR java RA — A2 R 5 SO, DLACERAN AT & i H
JRBE SO . EATI T AE B S i 2 2 )& M SUAF java.home/lib/security/java.security &
X, 431N java.home/lib/security/java.policy; user.home/.java.policy .

TG SCAF rh AR A NG TR N2 B & LA 3 4N 26H

® CodeBase

i € AR A7 H > ) URL
® SignedBy
T 7€ It FH 2 B R ) 44
® —NEiZ MR I
9K H CodeBase Ml SignedBy FiriE LIS, F5 52 RAHA FIALR ;
353. HHQE
G A T AR TR B AR R B iE B I EAE 2, 0 keytool SEFHARE
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T2 HUTTRABE R 25 B0 RIEV10 RATE I STy

J7 RGN AN BRAED o SRS S T BT R A8 B B R PR e T W2 B AR AL
Frig e A N (A MAH. T AHEIE LR T AR T2 44
T4 o R SREE UG & 1284 N4, WIS SCAE b 2245 8 %
HORED. K, R, Raef —NEHaED, H T4 EEHCER
URL 78, A LR B HOERM, Hr. X H URL £ AT 58 S
IR E, 2448, URL AT LABCE N0 ) URL.

HAE R E LT ARG B A e =, DU TR G
FErh RN E B R B S e B B . iR eA 18 e 2R A, IER A € Bl
& 24 Ja M U ) “keystore.type” J& PEAEL T 6 & SR Y . @ I ERIAE A
“JKS”, s& Sun Microsystems FIT 32 £ F &8 G S,

W N APAT ARG R B T € i< ARRE YR . AR IR AN AT LB &R B T
CodeBase (URL)) applet (B¢ AT ), 1 Hid nf PLAL & X — A8 2 A5 51
AW, KRR E T HEHCENEENZEHCED, BaE 554124005
AL AT B ) 2 8H o
3.5.4. policytool

R C 24 T policytool Hft A FH TG @ AE BRAE Y S SO B B T A
3.5.4.1. JA 3l policytool

5, BRI 223 java-1.8.0-openjdk-1.8.0.181-7 #4-1 . Hik, Bt B 1T 5 java
MR = (41 SPATHD.

£ (EE) &b, BE#EHAT policytool x4, &SRILAF FEAME -

ﬁ’ ._'."--.-__«J—-:. ocall LI Calacomalr
e BHEEE

TR RS

| BhgmsEe | | asgasEe | | DREmiEe |
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B 3-30 policytool F 51

Ut B 5 3 policytool 1E %, BN %4 HI A /- B SHOME H 5% T LI & #F
1] java.policy SB& L AF. I, "E®A ZREAT policy 158, WHR I SCAAFLER)
1, W policytool J& hinf 2> S5 HUH 7 1) java.policy SEBE S, FEHLAHRHIME
SERELLEFRMEFEE OB, a2 Ul, policytool T HJEBNE, ERINE
FTFF 2470 FH /7 1) user.home/ java.policy 3, FAEHAZ BB ~7E_FE PR 3 &
HH,
3.5.4.2. GUEEHRNE LA

T BN EEET I SRS SO, IR ST T RS B R BT IR T . 2R
KM HT T I B S SO Can iSRG I A2, W policytool 247 HI 7 PR A7 1%
SCAE) I HI BB policytool % 1 5k, Ho B HA REEANZH, BA R
5, P

P2 =8 T E@localhostlocaldomain

XAE  HEERK

TRRE A

| BmswsEe | | sEswsEe | | DesmiEe |

Bl 3-31 B 5EHE S
FATR I H A 25— K5 3l policytool, X JC user.home/.java.policy &
SCPFIS, BURT PAAS D 6 3558 146 01
XFE, BRATLAZE policytool % HI AL b, s WS ISR 2% B 44, #EA
B SR 2% H O TEHE :
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P == Hdlocalhostlocaldomain

CodeBasefiC):
SignedBvi5):
gxRra | sexpEre | BrzRAe
EZRE AP
| BoEEo | sEaho | BmERes |

[ sm | [ mm |

B 3-32 WRINERE
IAE, AT EAR 1 AURAL BT 7E H 32 1 URL, 7E X 1EHEFR 2SN CodeBase
fRSCAHEF, S URL 1: #EFRZEN SignedBy HISCAKNEF, HAZHGER

I
SN DS I 7T | S T L = O B R I M
“javax.security.auth.kerberos.KerberosPrincipal” Pl

“javax.security.auth.x500.X500Principal” EAK 10 5 K, WK Fis:

23 THP@localhostlocaldomain

Higx A

X500Poncipal | - Javaz security auth x 500, % 500Principal

ENE T T
X500Principal
L WE ]

& 3-33 IERF (—)
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Javar security .auth kerbercs EerbercsPrincipal

B 3-34 mIEAF (2D
BATAT DARYE B O 75 EE BN [R I 3 P 2R B A A
DY EX*
8K, AT DATERENEAE b, J8 i sl gm0 R B B 3 4
X O R AERE, AT IE M.
TS 2% HXHEHE b, sl TN BR324, 2\ CUR s (A R TR AE :

#3 fiR@localhostlocaldomain

T B R -

A [~]
[EREH: ]
[P [~]
EBA:

B 3-35 IHIIAR
eSS, W BRI R AR, T RAE B0 S SRR SR A
BRREIFNE,

!..a fiE@localhostlocaldomain

T AR R

) T ]

L4l

N

& 3-36 BB
AT T DARYE 75 Bk B —MBUR, KRG, Eite B BT A 105 B 1 SCAHE
L, W R
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23 tE@localhost.localdomain

o g AT R -
[BilcPermission -]
[Ei v
(1 |
BB

ETH ||

B 3-37 IMAFTHIBER
FEAF, SECEBRARR AR, e KIERTIERRIE, fHCBEirH
FROR AT s, AT LR AT 75 B B AR R, W R FTR:

72 #IR@localhostlocaldomain

I A -

|Fi1EP ermizsicn | - | |java.in. EilePermizzion

|

B =] | |

Bindf: | |
v

|

EEA. ]

& 3-38 EEUR B AR
H2, JEFPSRRIRR XS Righ H 1) B AR BRI REROR, A& A RAVE A X
BATEARYE B O 75 ZELE I R A M SCARE R, SN 75 BT B AR 4 2R
TERUR T b, S B N RidIE, Tu%@m?mrm4ﬁﬁmaw

P2 #iR@localhostlocaldon

T AR -

| FileFermission

=]
B v
= '
rea d“l.‘
wrrite
delete
EIIE::]tE

B 3-39 #iERR
PATTAT LUARE 75 ZE A H FRdt RIAR , B R ERAE . 5T A HArA iR
M HAR AR AR, 55 B B HO N AT SCARRE NS o X T 75 B 45 € 2 Uil
VERIRLRR, AT PAFE SCAAE A LUE 5 73 B IR iR E D 2%, 8 W2 T ) T i g3k
Hg B FR R
WA TFE, 7] LFEREE N AR A SO HE A 4\ SignedBy 7l 44 . I
NRLIRLL, EAEAE, WERRIERR 2454
AL FRT TR HE N I T A AR AT JS R PR
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#3 TR @localhost.localdomain

SEIR:

|Fi1:P:rmissi - | - | e e |
[Efzgm: |v|  |roctipaticy sest ueriterest |
Bt |»|  |readowrite |
HEN igne |

B 3-40 BRI
AT DRy Wi 8 2 R 9 A BR X T T k% [ 29 SRS 2% H R ARE o 20N s -

Y =rs=H@localhostlocaldomain

CodeBasefiC): (filerdroot/policy test
SignedBy(8): |zign Er{
| mhxdra | swxEee | Bpsfce
R AE:
| 5 AT PR () FEARIR W | PR AR IR 00

java io. FilePermission froot/policy test/woitetest, "read, woite”, signedBy signer

[z | | mum |

& 3-41 BRI E ST
FEIE,  FRATATLAE B AN A SRS I, it AR
£ _E ISR 2% HXHEHE S, BATATBLk# A BRI, )5, s g
BRUR A AT B 2 B s i BB R 12 HDRE AR -
FEHEME 2% HAHGHE S, SHEET A AMREUS, AR se %, siaii
[ B SS TH T, R PoR:
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Q ZE T E@localhost.localdomain

TfE  HEEE

TR A

| mhEEsHw | | segmsEe | | BREssEe |

CodeBase "Ale:/root/policy test”, SignedBy "signer”

B 3-42 B TR EWH
I, FRATTAT PRGBSO R B ORAF T, IR AF UG IR T B 2 1) SRS T
XH,
AT AR AE HSHOME/ java.policy ASCII XA, #1Rfs:

If# =8 1 E@localhostlocaldomain — (] K

e BEE

e

= R = e S S L] 5 I

| mhgEsRw |

#2 s @localhostlocaldom... X |

CodeBase "Gle:/root/policy.test”, Signe M ASE TS A Bl /root/ java policy

ik

B 3-43 {RAEIRES
rderfi e G, 2 7E policytool EFLHI LIH, F F/root/.java.policy 5
WSSO, W FR:
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2] % T E@localhostlocaldomain

P B EE

ﬁﬂ%ﬁ:ﬁ-‘- frootd java.policy

| mEgmiE@ | | sssmzEe | | WesmiEe |

CrodeBase "Ole:/root/policy . test”, SignedBy "signer”

Bl 3-44 RS CHERE
2, AT LA SCA S EE L A& /root/ java.policy TME LA, AN
e

[root@localhost ~]# cat /root/.java.policy

/* AUTOMATICALLY GENERATED ON Sat Mar 21 23:57:28 CST
2020%*/

/* DO NOT EDIT */

grant signedBy "signer", codeBase "file:/root/policy.test" {
permission java.io.FilePermission "/root/policy.test/writetest",
"read,write", signedBy "signer";

}s

3.5.5. applet 341

H policytool &y applet SEAFI >R 7~ —ANEC B
3.55.1. &

7t root F ' ) SHOME/ policy.test H & T, FATEI & | WriteFile.html 1
WriteFile.java 3. WriteFile.html AAAG U1

[root@localhost policy.test]# cat WriteFile.html
<html lang="en-US">

<title> Java Security Example: Writing Files</title>
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<h1> Java Security Example: Writing Files </h1>

<hr>

Here's an applet that tries to write to the file named "writetest".

<p>

<applet code=WriteFile.class width=500 height=150 alt="WritingFile

applet">

</applet></p>
<p>
If you don't see the applet, download and install

<a

href="http://www.oracle.com/technetwork/java/javase/downloads/index.html"

>

the JDK or JRE.</a>

</p>

<p>

Here's the <a href=WriteFile.java>source</a>.

</p>

This applet won't work unless you've configured your policy
to allow it to write such a file; if not, you

will see an AccessControlException.

If you've configured your system to
allow applets from this applets' location to write the specified file,
check your current directory!
You'll find a file there named "writetest".
</center>
WriteFile.java AXI5 U0 T :
/**
* By default, this applet raises a security exception, unless

* you configure your policy to allow applets from its location
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* to write to the file "writetest".
*/

import java.awt.*;
import java.io.*;
import java.lang.*;

import java.applet.*;

public class WriteFile extends Applet {
String myFile = "writetest";
File f = new File(myFile);
DataOutputStream dos;

public void init() {

String osname = System.getProperty("os.name");

public void paint(Graphics g) {
try {
dos = new DataOutputStream(new
BufferedOutputStream(new FileOutputStream(myFile),128));
dos.writeChars("Cats can hypnotize you when you least
expect it\n");
dos.flush();
g.drawString("Successfully wrote to the file named " +
myFile + " -- go take a look at it!", 10, 10);
}
catch (SecurityException e) {
g.drawString("writeFile: caught security exception: " + e,
10, 10);

}
catch (IOException ioe) {

% 62 W/ #2817



i é, BRI R IR 55 2R A R GEV10 RGBT

ER701EARE
KYLIN

g.drawString("writeFile: caught i/o exception", 10,

10);

FEBCR %5 B applet AU MAEATIRARAT, $iTe, S5 ERLIT
e

o
DR

wrteFile: canght security exception: java.security. AccessControlException: access denied ("java.io. FilePermission" "writetest” "arrite"}

EaH AR,
& 3-45 PATEIRER
3.5.5.2. L SRME SCAF
% 4% openIDK 8, [CE 4T java P58, AT policytool, & DL X1 HE N 5
5E K% applet SEA SRS SCAFRCE -

B =T E@localhostlocaldomair ) O e
e BEEE

TR A

| BREEsHe | | sassesEe | | Besssee |
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&

3-46 Wo B FHE S

AN 2% H > #, EN BUR R AE

:a SEiEEHm@localhost.localdomain

CodeBasefiZ) -
SignedBvw(5): |
mhzArw | sesErE | BpzRse
ERAE:
| mERD | gmmio | HmaERen
[ zm | | =mm | i

&

3-47 IS0 SRES ST

N T AEIXA> applet S A GG AIS SCAFRIBUR, 7 ZAE CodeBase SUAHE
N file:/root/policy.test, FINRIEALES, FTLA, SignedBy A] AAIH. WF

B
"3 == H@localhostlocaldomain
CodeBasefiC): [file:dfroct fpolicy Test
SignedBwi(5):
A | sezRre | BeRsEAe
EHAE-
| 2 AR I (D AT PR (D | BB AR IR o)
[ s | | mm |
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Bl 3-48 #HNKESFHIES
A LW BUIR " M, v R B, 3N BUR X I AE -

"

sy TR @localhostlocaldomain

pinke - ol -

-

R -] | |
EEEE =] | |
=] | |

| |

15
FE A

B 3-49 #SHALURR FH
FEIL R e B R R I
® ERR THhizkr, 1N EMR FilePermission;
® 7t H AR PR hu H1 3R A5 I SCAAHE N §6i A\ /root/policy.test/wirtetest, B A& 75 2
BRI 44
o ERfETHAIFR Y, RN E K write AR
SE T /root/policy.test/ WirteFile.java FIFZAL, Ul R AT7~:

72 IR @localhostlocaldomain

piae o

|FilePermission |v|  [iwvaiciepermissin |
EEE [w|  |rostipaticvaeriwriretesr |
= = = |
A | |

B 3-50 SRR EES
mifiE e )E, R E—RAHEHE, W R s
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P2 =rE=HE@localhostlocaldomain

CodeBasefC): (filer/root {policy test
SignedBv(8):
ahxEAe | sezRAre | BREA®
R AE:
. meRo | geamo | Weekoo |

pava.ao.FilePermission /froot/policy . tesc/wotetest, "woite"”

EXRRETE

B 3-51 SERRIZAN
et s, REIEE DR, R R

P2 =BT E@localhostlocaldomain
XfE BYEE

R
| mhEm&sHw | | sesesEe | | WpEkiEe) |

CrodeBase "GOle:/root/policy. test”

B 3-52 iR [6] & F FH
ENEIRSU R, w5 RA7, A7 R /root HRX T, 4 5RIE
14 4: java.policy , IXFE, FRATELEIE T root FH P — BRI SIS
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P =8 T E@localhostlocaldomain

gf@. Cerl-

oo Cul-D

HH s Cerl-5

igigﬁétm B || sefgmsEe | | esusee |
BHO

CodeBase "Ale:/root/policy test'”

B 3-53 IR (—)

&; £ T E@localhostlocaldomain — O pd
SAE R

R

| mhgmsEe | | sassssEe | | BpEsiEe |

CodeBase "Gle:/rootfpolicy test'”

3 HE@localhostlocaldom...

ik

ootf java. policy

B 3-54 BIERRECH (2D
WINRAE I, s e, B BN AR RS R
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P23 =rE T E@localhostlocaldomain

SR EER

ﬁnﬁ-:}tﬁ: froct ! java.pelicy

| EhEwaEw | | sEgesEe | | BeEskEe |

CodeBase "Ale:/root/policy test”

Bl 3-55 {R7FIRHE TF
BEE, FATEF /root/ java.policy X, 15 HU1F:

[root@localhost ~]# cat /root/.java.policy

/* AUTOMATICALLY GENERATED ON Fri Mar 20 19:41:09 CST
2020%*/

/* DO NOT EDIT */

grant codeBase "file:/root/policy.test" {

permission java.io.FilePermission "/root/policy.test/writetest", "write";

3

3.5.5.3. 4T applet SZH
FHATIXAS applet S261, BeF B AR RIHATE R T .

?1 P RIERESEESE: Writeile.class@localhost.localdomain

R

Successfully wrote te the file named writetest —— go take alock at it!

E g B RiEF.

B 3-56 P}ATIEFER
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3.6. RS FFh3e)

3.7. RGHE (FFHh70)

3.8. BUMARFEHES (A7)

W
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BNE ZEMEERKMF(yum FERHIL)

Yum J&% T RPM 0 AT o GV PRES , BERS AR 2 IR 95 4% B30 T 3K
RPM 07 H 223, wLLHShAEBRHIE R &, I H— IR P R B,
TAE I — IR P 3 2%

IR BLAIEE « AR R B A A 222, yum AT AR 5 rpm T HL ) 42
Dhag, JErridEd v e ST RE . Yum 38 W] PATEAE IS BEAE AL 2238 R
B rpm &, WAIHH B CRREE T BB

4.1. BEMFREGE

4.1.1. HKHEEAFEE
ﬁ%%%ia%ﬁ%%ﬁ#@ﬁ%%TuﬂﬁTu%ﬁuTm7 PL X86

# yum check-update

AN
> PackageKi t—— /B 44 FK;
> x86_64—i% EM#D@E{% [t CPU 22445
fRRA
Tﬂﬁ%ﬁ#@%ﬁ%Aﬁ
R AT DUE B R 2 N kernel, yum AT rpm BLAS & DL EATT A
KR
4.1.2. AEHMHE
Wmi%—ﬁﬂﬁﬁwﬁiﬁ#@,#ﬁﬁﬁ%@%ﬁ&%%%@
. R A

» neokyin

# yum update package name
TH rpm AT A2
#yum update rpm

Eab g AN R

a) Loaded plugins: langpacks, product- id W B @M yum

plug-ins {5 .-
b) rpm.x86 64: M7 E N EIHUN AT AR
¢) Yum BRNRERTHEBAUHEREL, 2 a3, Mo
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PLFEAE A yum a5 & RIS —y, BOEREF T H I s this ok [y/d/N]:
TN yeso HI d WEEAT 3R E R %o

d) SRR BB IR S B R AR &AL, AT LA yum history #r 4

A TEARA .

AR TR E R AR, TR root I AT d 4 :

2.

# yum group update group name
HEE TR AT S AR

IR TETRAG AR, TN a2

# yum update

4.1.3. FARGNES yum BET R RS
ARG T B LS BCE oA T 17 B 7 R, R BUR] SR i R S
QA yum FOFREAT TS BRRIAE

1.

QI RGOEHRHHEH 3, L root FH 7 14T

# mkdir mount_dir

¥ RGO EZH S, L root HI 74T
# mount -0 loop iso_name mount_dir

¥ RGO 1) media.repo U MEEERL H %45 U1 2 /etc/yum.repo s.d/ H 3%
e

# cp mount_dir/med ia. repo /etc/yum. repos.d/new. repo

i /etc/yum. repos.d/new. repo LB AR LR IIE R B A2
# baseurl=file://mount_dir

BB yum JIFEEAT T, LA root FY P HRAT

# yum update

TR G, EE RGO H %

# umount mount_dir 8% rmdir mount_dir

IR IXAS yum YRFEAT 2R ANTH 2, AT PARA root FI ™ IS SCA

# rm /etc/yum. repos. d /new. repo
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4.2. BEBMHAL

Yum $E 4T SEREE ARG EEHEIRE, AFERR. BEEL. KM
IR o
42.1. RERHE

PAT yum search #y 2 A UG R AL, #1004 2 AL & “meld” A “kompare™ ¥
B, P X86 &l T

# yum search meld kompare

WS yum KR4S R E L, WL shell 45 1 grep o 1F 2k 20k
R
422, ZIKAIIR

IR O RN A] 22 B R A A R AT AP AT A R 4

# yum list all
R BRI 2 AN A] 2 AT AR AT LARAT BUR A %

# yum list glob_expression...

7R abrt FSCHAF AR B Ay A .
# yum list abrt- addon\* abrt- plugin\*

R R T AT O R AT R AR AT APAT BN fir 2
# yum list installed glob_expression...

B keb B PTA C 2 R A AR BT
# yum list installed "krb?- *"

R R AT I ] R AT R AR A APAT BLR A 2
# yum list available glob_expression...

IR A W] I gstreamer plug-ins AT ALF1 3

# yum list available gstreamer\*plugin\*

R PR
FRIEM G, I yum RE BB
BF A A e T DU LR 64
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# yum repolist
R R IR 245 B AT PAin_b-v #3500, 843 H yum repoinfo &% 15 2.

# yum repolist -v

# yum repoinfo
IR AR TR TR PR AT AN AT R, AT DU DL T 4
# yum repolist all

4.2.3. ErRHRHAEER
BAR—ANEEZAN AT LVEA L N4

# yum info package name...
RNEAEAL abrt FEANE B4
# yum info abrt
PP AT DO ) yum B8l 22 A A A R ME B
# yumdb info package name
TR yum FEGIE B R4
# yum info yum

4.2.4. ZERHL
FH P R] BLRL root F P FH DL R A2 22 25 A £

# yum install package name
224 sqlite 171686 ZLH4 H AL~ 11
# yum install sqlite.i686

W T AL, b A] DL BRI ik s, AT DU A SC ek, DA
root F AT %22

# yum install /ust/sbin/named

B WT:

# yum install httpd
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IR LA AL, T PASRAT
# yum localinstall path

4.2.5. TEREHE
HEPAT RS, BNl R

Total size: 1.2 M

Is this ok [y/d/N]:

oA d, FBLIAT BB B . BOMF A ERIN N B RN
/var/cache/yum/$basearch/$releasever/packages/.

4.2.6. MFRBAE
T B B ) ABAAT BA R i

yum remove package name...
TS totem H A AL R 15 -

yum remove totem

43. BERMHAH

A A A AR — RV E DhRe AL, Eean R4 T AR AR R 2 .
G IHAT A AT DL — e 22 e AR
4.3.1. BHEEATIER

Summary 12650 A] DU 7R B AH B R AE R

# yum groups summary

DSWVSLi N E
# yum groups summary

BIRFEAN A H K45 B AT AU BL R
# yum groups info glob_expression...

LR 700 S i R 2 i s
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# yum group info LibreOffice

Ui

OB A 7RI HASE N B AN T 7L

BRI LI R AT A A BB A T s e e

=R O AL HAE B AR

No symbol: BB CAE%%E, HABRTHRA.

43.2. RERMGEHA

A AHEE H ERA ID, EE/RAH id v TRERL T4
# yum group list ids

A KDE 5 [ H AL 51 3R 17~ -
# yum group list ids kde\*

AL H AR IR R, Biltn, A PRk iy & R T 451 -
# yum group list hidden ids kde\*
BAFa AN R m] DOl b e H AR e A, i e A id 2.

# yum group install "group name"

# yum group install groupid
o] AL BLR P Rh & 23
# yum install @group
# yum install @”group
TS 4 Hr22dE KDE S A7 41 1 7«
# yum group install "KDE Desktop"
# yum group install kde-desktop
# yum install @"KDE Desktop"

# yum install @kde-desktop

43.3. MBRRGaE4H
A DU SO 2H 42 B A id IHBR EEEL. LL root BLPE AT :

# yum group remove group_name

%6 W/ #2817



£
e SR RUBER LI 55 S 1E RAEV 10 RGTETE AT

# yum group remove groupid
WREA 73 A @b, WA FHEL N e MikR. LA root B 43447

# yum remove (@group

# yum remove @ group
MEx KDE 5% 4t 73 21 -

# yum group remove "KDE Desktop"
# yum group remove kde- desktop
# yum remove @"KDE Desktop"

# yum remove (@kde-desktop

44. BAEBRECREHE

Yum BT BIERAE I 3 BRNAFAE U /va/lib/yum/history/ H 3% , 3 1] UA# A yum
history iy 2147 BE4AF
44.1. BEEHME

W PME 20 25 yum #EIE %, ATRMERH UL R @4 . PA root ALBRFAT :

# yum history list

WARABERTE yum #4Fd5%, FTRMERHEL N4, Ll root AR AT
# yum history list all

IR AR R RFE —5 yum #E 0%, FTRMER LA T ar4. B root S PRFAT
# yum history list start_id. . end_id

BoRid 25 % yum 5 BRBIA0 T

[root@localhost ~]# yum history list 1..5

PA b yum history list % tH 7= S B A0 -
PR E ISk AR 3

X 5] yum iy & WIEAEHR

Z a0 H AT TA]

Login user

Date and time

Action(s)—HfFE R B IR A 7
Altered—— i R ARG 2 H 4L
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TR Action AN [A] U A«
FH 4-1 Action ViBH
Action BE ik
Downgrade D NECGEHE
Erase E IH o A A2
Install | GREATAL
Obsoleting O AT AR IR ST
Reinstall R A 2
Update U TR A,

W RAR LAY rpmdb B3 yumdb HdEE, RTRMEH LR a4
# yum history sync

AN ARAE IR yum ) S R B RS A5 B AT DUE T LR 4
# yum history stats

#it yum history stats 75401
[root@localhost ~]# yum history stats

Yum B SZFFIR S BIL RS SHER, LA root B HAAT L ME R
# yum history summary

NP AEEERE - BICR 4G, M root S #4T LA M E B
# yum history summary start id. . end id

BIRIRE 5 AN F R A E B R
# yum history summary 1. . 5

Yum 03K BRI SCRREE A AT B, ar i

# yum history package- list glob_expression...

4.4.2. HEHE
B RSB IL R AR LR S, ATUHAT L R a4

# yum history summary id
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Horbid 2 BRAFIIR id.
IR TR E R RSB IL R TEAIE R, T RME A BA R A2

# yum history info id
AR TR E R R P BUR R A S, AT VR BU R dr
# yum history info start _id. . end id
ZNALUNE
# yum history info4..5
FIRERG, AR LA I AR R, T
# yum history addon-info id
DA 7R e I B AE s B INAE S22
# yum history addon-info last
ZNAEUNE

# yum history addon-info 4

443. MES5ESHME
a0 AR EREE A yum #:E, AT RLRL root BUFR AT — T HR1E:

# yum history undo id
AR EEZHA yum F4F, FTELLL root BURSAT — T4
# yum history redo id

4.4.4. FRBFHIBIERE
Yum [FEEEICL AT N — AN Bl SQLite B SC4F. 52 38 2 5 B 3 1 454
it3%, A LALL root AUPRFAT A2

# yum history new

XA A2 E/var/l ib/yum/history/ H 3% 61 8 3 00 5080 22 S0, TH R 0 22 S
PR

4.5. WEAMIR
Yum 2T RPM BRI AT RS B S, RENE IR E M AR SS 48 B 3l T
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RPM GJf H%ds, LLHSNAEEARBIME S R, IF H— IR 238 A W i 36,
TAE B — IR T8 23,

PR LA A AN Bk A 22 2405, yum FTRAZERG rpm T H 4
heE, FEriE S eI ThAe. Yum 38R DLRE ) BRAE AL b2 B F R
B/ rpm AL, WRIH A CRRRE T B
45.1. MERMHL

AT yum search iy 4 Al DK R KAEAL, Bl 41# 2 A0 5 “meld” 1 “kompare”
T BRI T

# yum search meld kompare

Loaded plugins: langpacks, langpacks, product- id
Updating NeoKylin repositories.

INFO: rhsm- app. repolib: repos updated: 0

N/S matched: kompare
ko mpare. mips64el : Diff tool

Name and summary matches mostly, use " search all" for everything.

Warning: No matches found for: meld

ME yum ML RE L, ATLUE shell ARG grep B IEMIZFRiL R
AT
45.2. EHHRHEA

Yum SCRE— IR EEA AR AL, I [ 2 2% /5 A B A

. PR A A

# yum update package name
T rpm BAFEIRG):
#yum update rpm
Loaded plugins: langpacks, product- id, subscription- manager
Updating Red Hat repositories.
INFO: rhsm- app. repolib: repos updated: 0
Setting up Update Process
Resolving Dependencies

- - > Running transaction check
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- - - > Package rpm. mips64el 0: 4. 11. 1- 3. el7 will be updated

- - > Processing Dependency: rpm = 4. 11. 1- 3. el7 for package:

rpm- libs-4. 11. 1- 3. el7. mips64el

- - > Processing Dependency: rpm = 4. 11. 1- 3. el7 for package:

rpm- python-

4. 11. 1- 3. el7. mips64el - - > Processing Dependency: rpm = 4. 11. 1- 3.
el7 for package:

rpm- build-4. 11. 1- 3. el7. mips64el

- - - > Package rpm. mips64el 0: 4. 11. 2- 2. el7 will be an update

- - > Running transaction check

- - > Finished Dependency ResolutionDependencies Resolved

Package Arch Version RepositorySize

Updating:
rpm mips64el 4. 11. 2- 2. el7 rhel
1.1M
Updating for dependencies:
rpm- build mips64el 4. 11. 2- 2. el7 rhel
139k
rpm- build- libs mips64el 4. 11. 2- 2. el7 rhel
98 k
rpm- libs mips64el 4. 11. 2- 2. el7 rhel
261 k
rpm- python mips64el 4. 11. 2- 2. el7 rhel
74 k

Transaction Summary

Upgrade 1 Package ( +4 Dependent packages)
Total size: 1. 7M
Is this ok [y/d/N]:

bR BB AR
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a) Loaded plugins: langpacks, product- id

Bon O AE K yum
plug-ins 15 5.

b) rpm. mips6del 4: F /7 77 2 BB L AR AR AL

c) yum BRIAS BIRARIA ARG L, R EEMINGZE, AP
DAFEAE] yum dr 2 i NS4 -y, FCRSEFE T HIL Is this ok [y/d/N]: iy A
yeso HIA d MFEATHAE TR

d) 2RI R R IR S BRI R 2k, WTRMEA  yum history
LI VEANRA .

R TR —HAE, FTLALL root FIFHUAT T4

# yum group update group name

2. HEETHHIRAT L AR
IR T ETRAGHTA R, wf LA T a2

# yum update
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BLE EmRSS

ZEENBUAEE ZREGRS . 56 daemon DA A F£ 15 ] Kylin Linux
Advanced Server V10 &%t .

5.1. ¥ systemd BE RGRE

5.1.1. Systemd /148

systemd 72 Linux F—~5 SysV #l LSB ¥4 HIAS 3 25 (1) R G AR S5 &
%o systemd f H] socket 1 D-Bus KT ik %%, $RALE T sF 4P dtiE (4% 5 80
%, PrREA T Linux cgroups HIEARIEEEDIAE, SCRPRIEM RGOS KT, 4E4
FEROM B BN, SEIL T A AR SS TR] T B 0 R I — N BE kS Al ) R ], 4
AHT BRIFEATIERE . systemd TG 7% & ATAAE L5 AT LAE AR sysvinit.

systemd J 8 FIIE BN R G2 3T unit FIHES . unit 2 H— N S5HCE
Xt N 1) 44 - NS I ZH R i (5140 - avahi.service unit A —/N A A F 4 7 HIEC & SC
fF, RsFdridifE Avahi B— P E2EEIT). unit H LU LR

FHE 5-1 unit KBNS

Unit 2% PELIE ik

Service unit .service SRR R BN A ik EE A E R R
it

Target unit target I unit AHAD unit AT Z 454

Automount unit | .automount MK unit HERFEMWERF I —NEE

Device unit .device 12K unit 3 2% —AMFAE T Linux BB 1Y
W

Mount unit .mount IR unit H2E R G450 2 R 1 — AN

Path unit .path I unit N RGH I — AN SCFECE B
Ko

Scope unit .scope IS unit AN AT

Slice unit slice 2K unit N—HEH RZRFEHFER 5 )E unit.

Snapshot unit .snapshot 5 target unit AL, PREEA G A4, HE
— I H B2 51 FH HAt unit

Socket unit .socket IR unit 35 2% 5 G TR R A ) — A

% 13 W/ #2817




fr
T2 HUTTRABE R 25 B0 RIEV10 RATE I STy

socket.
Swap unit .swap 2K unit H 2 swap W& EE swap LA
Timer unit timer IS unit 35525 22 4ol [A]

Systemd unit ()34 H Ul I T
F¥ 5-2 Systemd unit /+H

H3x Ei:3%
/ust/lib/systemd/system/ | RPM %22 5] /K 47 [] Systemd units.
/run/systemd/system/ IZATI A Systemd units, 1% HRAL5 27 i 73
I} 77 Y Systemd units.
/etc/systemd/system/ AAQE S E N Systemd units, % HFALSSHE
IZ4TH Systemd units.

S0 FEERRE

systemd $E 4 DL 4

> E:T socket AT IERE: A T IEEEAN KRGS ShAIFAT 5 30 5 2 K HERE,
systemd 7ESZBR A 257 R 2 BTGV IR T socket , SR AL socket 45 5¢d it
o ERGVIIET, BN SFR A2 socket, SR )5 FE S TAH K 5FH
AR TR — MRS BN 25— RS SR I A e 5 8, X ANERER]
REIEAESR AR 55 (R A HE RN, I8 3 AN 28 P i ik R A2 X 0T 3R P it A T BHLZE AR
o A RSHX NP o Ry HZE, 1 HAGRERX —XKiE R P BHZE .
ke 55 18] (1) 4 8 5% 8 AN P e 228 0 T B R SR L IR AT R 3 (R — IR T
A K socket , MR — MRS FEHARM MRS, € 5 IR AT DL £ 3AH M 1)
socket),

> D-Bus BUEHEEE A s R S5 I A0 S S0 S, R S5 R DLE IS
B FJEEN. RN, SO RS R RG] LN FTE ARSI D-Bus RSG5 1
RMEE SHBEWFEL I EIER. (FIFEZ MRS, WR— AR BOE
i HAB R 55 P /e D-Bus R HFBAIGIE K, B 2HANE B € H CHIRSE S
k).

> PRptsrd R L T B A

> {RE TfEH Linux cgroups #HFEREEEINRE: & — MNHAT T IR RS
EHOK A cgroup , BLE sysytemd 7] IAFRAE cgroup FEL LT A
A E RS AEE R, (fEA libegroups utilities)

> SCRFRIEAI RGUIRS RS PRI T] DUFRARAF/ K B R ST AR AL i 1Y
JRS5A unit PR BEAEMWMEZBMLEHSEN: RFHPEN#EAN MR
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"Emergency Shell" FIRFHCIRA, ZIE4FTHIMRSS s S AN 0] 21 55 5t A& 1 4
BI7, BHTRSh e Rl B &R RS .

> QE M AR A systemd WAL EE RS OL, tHATEL
FH SRR F B 2 2k m Jete/fstab ] DU D9 i He 28 sl i — AN B DD e &5
Bk comment=fstab % I #& B 2 7] DLARie Jetc/fstab 2% H 38 H B o H
systemd 21| H HE A

> BT RS A B TR OC JR I — S RE4E ) AR5 ). systemd SCRR RS
(B unit)[A] (1) 2 FRA R R o 7E unit BCESCIFHEA After/Before. Requires A1
Wants &1 7] PA[E € unit BEE T . Requires A1 Wants 78— 1E ] (55 ]
B AT ) () 75 SRR &2, Conflicts Fon— M) (1) Fa SRAMKOC & . HoAthik
W2 R —A unit FEEIECH], systemd T E A E BRI R
IR AT IR, RSN B¢ R 5 —E(EE unit 58 /5
JFRESAIEIR). MAREZERMUE, systemd AR e, MBRATCLHEER
PEIA )T H TAE .
5.1.1.2. etk

> 5 SysV WHRLIIA S WIRATRE, ‘EXFH LSB Al chkeonfig )k
FBRENE, &N, AR THEE, W jetered o XEERTIRAIAANAAE
HN—ADMMBCE R, LAjkb sysytemd 55 [ I E& 220 H -

> Jete/fstab MCE M XAZH MBI, @A comment=fstab ik
TFRIC Jetc/fstab 25 H, ff systemd 7] LAFEHi| HEEH A

> SCRFTE AR/ SEBIALE Bl A —AME 7RG getty@.service 3T
H, TARAANA getty #BHER—NECE SR #2038 5r T 22 0] LRk H 4k K,
WoEk & U, B BLE R A avahi-autoipd@ethO.service AR 45 IC B
dhcped@eth0.service , #1577 H eth0 FME 7] DL E #@ @R AFULECAS 2

> £ — T E LA dev/initetl o X ANFEAE ML bR EE N T AT
FIFO-activated x5 . (A i LA i Se il SR i D-Bus i 2K)$H58 1,
X ERE HA Upstart Al sysvinit Hf#) shutdown. poweroff FIHAthAH LM 2
AT LATE systemd HHERSEAH A .

> 5 utmp Il wtmp 4.

> B LS HE s AR MR

> ARHIIC B SO 5 desktop SCHFAHIE IiEE AR 2 B 2R Ry R AR A 1K
AR ER N AT 2% . B AT DUE H O I E BRI IR S5 FiiR TR, 3552
FEALRS, A B2 2T B B

% 15 W / #2817



é’f

ER701EARE
KYLIN

BRI R IR 55 2R A R GEV10 RGBT

5.1.2. BEREMS

systemctl s f FE ) L H. E@lE service Ml chkconfig IR T —1& . f&nT
DA FH B 7K AP R AR 24 1 21 R /2R F RS -

R 5-3 service 5 systemctl [ X 5l

service systemctl i34
service name start systemctl start name.service HRIE 3 —A RS (OF
AN HFIA )

service name stop

systemctl stop name.service

RIRAZ I RSS OF
AN EHBIA K.

service name restart

systemctl restart name.service

FIRAZ IR IF R 3 — MR
%

service name

condrestart

systemctl try-restart

name.service

R — M BB AT R
%

service name reload

systemctl reload name.service

SRR, ERTR A E
SCAF AN AR SEAF ERAE o

service name status systemctl status name.service | A RSIRES
systemctl is-enabled
name.service

service --status-al | systemctl list units --type SIRFTE IR IRES

service --all

R 5-4 chkconfig 5 systemctl [ X 5l

FE R IR BN B A2
b fich S 25 A I 3 A 5%
NJAH

chkconfig name on

systemctl enable name.service

FE N IR Bl el 2
b A B B R SS

chkconfig name off

systemctl disable name.service

FRAR & — RS

GIEZR AN ¢ =Wl =Lt

chkconfig -- list name

systemctl status name.service
systemctl is-enabled

name.service
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HIHAES N IZATHN T | chkeonfig -- list systemctl list-unit-files --type

JIke 55 14 i FH A FH 45 service

7R unit §7 & B 3ARSS | chkconfig -- list systemctl list-dependencies
--after

7R unit J5 B3RS | chkconfig -- list systemctl list-dependencies
--before

5.1.2.1. BRMRS
B T R T
# systemctl
DL i 2 5582
# systemctl list-units
IR e AR RS I T, AT BL R e
# systemctl list-units --type service
fan N EIR S BB IT, HATEAT A2
# systemctl list-units --type service --all
B A AR 55 RO BT, PAT B R A
# systemctl list-units-files --type service

PR D SR =41 P A s i 55 i i

# systemctl list-units --type service
RN C B SS onir W T

# systemctl list-unit-files --type service

5.1.2.2. BRSNS
TR REIRE L

# systemctl status name.service
Rig 5-5 RS HETLEBIIR

pais iR

Loaded 552 B E
% 17 W/ #2817
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Active AR S5 75 T

Main PID 41T RSk 5 ] PID
Status YT R GRS B IS S
Process AH I IEFE B 115 B
CGroup A8 CGroup M INfE &

TN gdm.service R EIRAS I~ :

# systemctl status gdm.service
7R gdm.service Ik 5% J5 3 Hil B HMR 55 7~ 41«

# systemctl list-dependencies --after gdm.service
ER gdm.service 155 i3 85 SRk % 7m 1

# systemctl list-dependencies --before gdm.service

5.1.2.3. BEIRS
JA RS

# systemctl start name.service
Ja 3 httpd AR 55 7~ :
# systemctl start httpd.service

5.1.2.4. fZ1ERS

{51 55 4

# systemctl stop name.service
{Z 1L httpd AR 257~ -

# systemctl stop httpd.service

5.1.2.5. EEIRS
HFRG 4

# systemctl restart name.service
5 httpd AR 557~ -

# systemctl restart httpd.service
5 IEFEB AT B RS i 2
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# systemctl try-restart name.service
HHR S L

# systemctl reload name.service
%X httpd k55~

# systemctl reload httpd.service

5.1.2.6. JAHIRS
Ja RS54

# systemctl enable name.service

A R 55 A

# systemctl reenable name.service
Ja i httpd IR 55 7~ -

# systemctl enable httpd.servi ce
In - s ' /usr/lib/systemd/system/httpd. service'

' fetc/systemd/system/multi- user. target. wants/httpd. service'

5.1.2.7. ZHMR%S
2R 55 i

# systemctl enable name.service

2% bluetooth k557~ :

# systemctl disable bluetooth.service
rm ' /etc/systemd/system/dbus- org. bluez. service'

rm ' /etc/systemd/system/bluetooth. target. wants/bluetooth. service'

5.1.3. BHEHEKR

AN (runleveD) s —MMHPIMES . IUAE, systemd I T —PRIBEBHH
Sl D REAHALL AN (] Ak NEEE, FANE
PR 4 F AR ThRe, I BLRe RIS Ja A 2> o — 28 H AR gk A B AR i IR 55
HEBNHRST . systemd $RHE | —2EBiA); sysvinit J5 31000 H H bR, 50 e
I telinit J3 Zh 280 iy 2 V) He .

JABNEIN 0+ 14 3+ 5. 6 #BER T4 Hig, FHHAX R —A> systemd 1 H
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bro ZESEILH P B E BB HnTige, 7T LALUREA IS shZom Al 61 —14
oM B Ar Jete/systemd/system/< H H kx> ( m BL & %
/usr/lib/systemd/system/graphical.target), €% /etc/systemd/system/<:#T H #5>.wants
H %, M NEIMR S 1558 (F8 R /usr/lib/systemd/system/ H [ EL 63D o

FH 5-6 SysV B34 55 systemd EFRXTHE

BATHA) SR i3

0 runlevelO.target, | W RSt (halt)
poweroff.target

1 runlevell.target, | PR
rescue.target

2 runlevel2.target, | /7 H & RS20, % R0 NZ] 3.

3 runlevel3.target, | ZH /7, LEIJEF M. 70T DLl &g
multi-user.target | B 45 5 5%,

4 runleveld.target, | F /7 B B350, B IR NEH 3.
multi-user.target

5 runlevelS.target, | ZHF, BRI M. k&0 3 Bk,
graphical.target F 5 sl B S AR 55

6 runlevel6.target, | )5
reboot.target

emergency | emergency.target | SR (Emergency shell)

¥ 5-7 SysV #Jehtb &5 systemetl XF L

IH#r 4 W i3
run level systemctl list-units --type target N N=LIREE 7S
telini trunlevel | systemctl isolate name.target AR 4B H A

5.13.1. BEFHINHR
SR NINIER AN iR

# systemctl get-default
LA A BOA B AR ST 7 6 -

# systemctl get-default
graphical. target
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5.1.3.2. &F X407 HIR
BE AT H bR 2

# systemctl list-units --type target
B N HARRIIT, AT LT a2
# systemctl list-units --type target --all
PATR D9 7 24 i A 80 H A 7
# systemctl list-units --type target

5.1.3.3. BHEEINHFR
}EEEJWJ\ H brfn ?

# systemctl set-default name.target

LA AZSE 2 HI 7 H AR -
# systemctl set-default multi-user.target
rm ' /etc/systemd/system/default. target'
In - s ' /ust/lib/systemd/system/multi-user. target'
' fetc/systemd/system/default. target'

5.1.3.4. A5 25T H bR

A2 BT H AR
# systemctl isolate name.target

LA AZSE 2 HI 7 H AR -
# systemctl isolate multi-user.target

5.1.3.5. V)HefaR A

systemd.unit=rescue.target & — > % B JE A KRG M KSR shell FI4FE target
unit (512174 1 #H1LL);

i ARERA A A S

# systemctl rescue

ISR B A KR A H A H S, bl s

# systemctl --no-wall rescue
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ZESLer S wNiiE
# systemctl rescue
5.1.3.6. VIR SR
systemd.unit=emergency.target 5 /&% £ B S H[¥) init=/bin/sh & RGiME RSt
MAZIRZS R S AH L
BEN B S &
# systemctl emergency

IR N R B H A H S, bl Al

# systemctl --no-wall emergency

5.1.4. TEmFENLEE LA systemd
ERE LA systemd iy 240 R

# systemctl --host user name@host name command

AR Ay & 2545 «

[root@localhost ~]# systemctl -H root@server-01.example.com status

httpd.service

5.1.5. BIEAYEE systemd 6 3CHF
5.1.5.1. BTN
B TC A RS = AR 7
[Unit): EHEED, 1% unit EAREE.
[ Unit type): Unit 2881, A[RIZEAE LA LS systemd &/ A2
[Install): EGFEZH 2. B HANZER RS N2

F# 5-8 [Unit) Z=BfC B I8

Bo B 1 it

YRR, WoRgGH S AEAEN, A LR AT,
*ﬂ&%?@?ﬂﬁﬁ‘ﬁﬁ%%o

Documentation | $8EZ% A FIR, DLk IFH URL B, W
http://, https://, file:, info:,man, XZ&FIFH, &I~
FRREIXAN IR SS 1) B A4, SR JE e R i & 1), &
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SR G R e S, RAMEIAT A2 K48 E, 22T NS
It WMHRIEE T AW, BAHEBMI, A/ EA
fERVER .

After/Before | FCE RS ARG ST, thini—A foo.service 7% T —
1T Before=bar.service, HS4 24t 1A I J5 21, bar.service
SR foo.service JABNTERE A A B . ERIXANEE M
Requires= MIAHE ALK, FIR L7 After= F1 Requires=
W H IR IR TAT LLAR E — R B b, TXI R Ay 4
EEE

Requires i 7€ MRS WO ) B RSy, WERA RS i, R4
Requires J& MRS o #B0E, &2, WHR Requires
Ja T AR &5 w4 1B BT TE R B, WA AR St a8 1k 1XAS
IEIAT LAAE E 2R, B2 22K B 6 78 I IR 55 AR 13k
o T B E R AR X AR AN 52 JE B Bl 1R Y, 5
B8 BA) ) After= F1 Before= SRACE . 5140, 40
B foo.service {k#ft bar.serivee, {HEHALE T
Requires= TMi%#H After= Y Before=, Hf4 foo.service
J& Bt 2= [EF 0% foo.service Fll bar.service. 18 {#
Wants= 0¥ Requires= & B IFIRk#E, By RG o HLT
) A2 BRI 55 2R UL ERD 175 4 o

Wants X 55401 Requires= , X HAIH PRS- <8580, H
AR TCVE A BB S I 2155 55 A B, I ASRE IR A IR 55 M
N—ANEARI A B o KRR B PRA IR S5 R B 77 26 X
PRt AT AR & SCHEAh, @IS owants/ HREIN, Bk
AU BT B3 .

Conflicts BOE — MRS, WREE 75, Ba, B—Mk
RN, BfF IR AR B RS, ad Sk, Wi B
RS B8, ARG HitF 1k, RIS B34 &k
M. FE, BN After= F1 Before= & HAHMAILT,
WK A F B R, HAE B Bz RN E3),
WA AT Re A sh R CPRER 6 75 1D B ME R &
(M Z AR DT, F—MiER, SBAHR
SR B, B 1 e
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Tk 5-9 [Service)] FZEAZE N

R

ik

Type

WEIMREREEN, LA TIIMEL —:

simple, forking, oneshot, dbus, notify, idle
> W A" "simple" (W & | ExecStart= {H A &
BusName= I FJBRIME), HAEKIR ExecStart= % &
PIREFE LA 1R 55 B F R
> WAR AR F EON AR R R S5, TR A LA
ZHERE S B T S A S RE (B BT, LD
PRJE 4k BTG I S B
> "dbus"(WE I ExecStart= 5 BusName= HJ[FJERIA
{E)5"simple" KLk, A[RlZAAE T ZHFE 7 24E D-Bus
3R18—/~H BusName= 157 [ % FK.systemd ¥ 7E
JE BN AR R IC T, H AR RZ R C A B I 3REL T
€K D-Bus SRR WE NSRS T B & M
T dbus.socket #.7G.
> "oneshot"(AR ¥ E ExecStart= I HIERINE) S
"simple"RALL, AE|ZAE T IZ R L ZAE systemd JH
FEHEICZ AR . MRS R E R E
RemainA fterExit= &I,
> & N "forking", M4~ ExecStart= Frik €
RS RSE R fork) R, XML
4t UNIX PP fe i) & i . ol A 1l E =
EE L BRI G, SOHER B, T
TR R SS ) F R AR SHE AT o % T b Fhidt
2, BALFEINEE PIDFile= &30, LA#EH) systemd
e LIRSS I 6 RE,  E TN PR S 4k BT i JE 3l i
£,
> "notify"5"simple" ML, AN[FEZAE T IZFFERG 2
RN SEMZ JEilid sd_notify(3) Z ZRME: 1 KI%E—
AMEFIE S . systemd K fE BSR4k EIT AT, H
T ORZIEFE DR I RIE TIEANHEE . iR B NI
FA, A2 NotifyAccess= 4 H BETREE N all" 8 &
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"main"(BR1N). VEE, HHl Type=notify HAFELE
PrivateNetwork=yes M1 #L T 1EH TAE

> “idle"5"simple" 2L, AFZALAE TZ IR 1
FEIR FN A IR AR 58 2 Ja B HAT o IR AT DURE G
#l G ERPIREE RS shell JEIA R 4 H VR 44 7E—ig.
ExecStart 5 JA BNZ IR S5 I 75 EHAT a2 AT (I 2+ 250 .
INAEE T Type=oneshot HIIHHLT, A7 LAk BAESA
LT EFEED), SULaiH Rk E— 1 m2IT.

2N ATEE R PLZE[E]—~ ExecStart= 1% E, WA/ LL#E
W E 2 ExecStart= >Rk 2IAH [F] 1988

WERBA— DR, A ei& BRI FrA a2 1T
BE S . WA BT ExecStart= $5§4, A4 DZiHh{R
B HE J RemainAfterExit=yes 5% .

AT WA L — AN M0 B AR R I T AT SO GG, R
HJG B AL S BU K IR AE A "argv[ 1] argv][2] ..."fE 3 25 4
TR

U RAELEX B AR AT I B ATE R @ AT g, R4S R IR 2
KO AR VAR 9" argvl0] argv( 1] argv[2] ..." & 845 M 04T
o

W RAELET AR AT _E AT IR - a2, A4 R R DA
SRMCRAS (1 22 (3R A B I )R e, i
NEIR . AT RAERAEH - S @ i, HIRFAE R

MABE T 2017, BAXLdr 47 R DLHAE .03
rb BB R AT -
IRFEATE -" AT E B A AT AT R B ARIAR B A 24T
ReASIAT, RIS 1% TR A2 08 R I (failed ) IR -

MR E Type=forking Ff, IXH 1% & Mar217 A shirist
PR 12 I 55 1 3 S 4P g A

ExecStop KAk R4, T BCE 2RSS RTINS
PAT AT 2AT « EEHINS ExecStart= 584 AH[A .

PAT TR B I ar 24T 25, 2RSS A TR R
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2R KillMode= [ EBARILEN systemd kill(5) T
e

WRAR G E IR, 4 RS B 15 EB, 1ZRES FT
A RRECK SR YE KillMode= 15 B4 T B 438 24 5L .
5 ExecReload= —#f, A —MFKMNIFEEL &
SMAINPID ] UAH TR R E@EFEH) PID

ORI, AN BEE N EER RS AL, AN T
i A

KON A B BRI @ PATIE G, FURAERE 4
SIGKILL {55 3LRIR4E, XA fe T EE %K.

PRl X BBE KSR AUR P RAE, TARER 52D
(=

ExecReload | X2 —AMEMTES, T3 E L IZMFPESREHHA
He B I FT AT B i AT o THRIE S ExecStart= 58 A1 A .
FEN, A AR AR SMAINPID A DL 3805
LREREN PID, Bl e] BLX R H -

d

/bin/kill -HUP $MAINPID

HE, B EGUREE, @ srir iR IR B ST, R
FEF BN E X, IEAR DI

BN R — b 8 E, BT DLASE H T 75 24 IR 8
HOF N B S RS

AR ZIE I ExecReload= ¥ B N—MRES A LR E BT D
BOC B ER A [R5 58 U i 24T

Restart YRS FIRE . REIRE . BRIE. EINIE,
T EENE SZ RS

"AR 5 HEFE" /&8 ExecStart=, ExecStartPre=, ExecStartPost=,
ExecStop=, ExecStopPost=, ExecReload= 1% & [ 2.
MR T systemd BUIEFEERIEWGIW systemetl
stop|restart) M #15% 1L, 1Z RS AW FTH 8

"SR] DL T M ) "keep-alive ping"#@R, A DLZ
systemctl start|reload|stop #AE T
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1Zi&EWmn] U R 71 2 —: no, on-success, on-failure,
on-abnormal, on-watchdog, on-abort, always
"no"(BRIME) KR AW EE . "always" RN I &A1)
HF.

"on-success" KNI AE RS FEAZ IEH IR I E S, PriB"IEE
R

IR HIAG 0", B F HERRILE] SIGHUP, SIGINT, SIGTERM,
SIGPIPE 155 7 HiB 3474 SuccessExitStatus= % & .
"on-failure" T RN AE AR 55 BERE S IR AN S, Il "
SEF AP AL =R

RIS AN Y 0", B HERR A iR ] RSB (B3 "core dump PL A
%] SIGHUP, SIGINT, SIGTERM, SIGPIPE Z 4+ FAh (s
=)

BHE R T H 1M systemd [ H R EEE 1M 4% 1 AL
Remai Al A "yes" B "o " (BRIME), RN 4% M2 1 BT B 2 450
nAfterBxit | IBHZJGE, ZEMKIRKE LRSS NTE D) (active) IR 7

FHkt 5-10 [install] FERECE T

fic B 1 it
Alias TE 22 BT Bz F B8 44 5 (BRI 44 - ZiAT
RS ARG AR (EPRIFERZEAD, XANEmA] L
/€ Z I, T K4 7H#8EE/ER, 249447 systemctl enable
A I, S EESIAH YRR
RequiredBy fE .wants/ BY, .requires/ ¥ H 3 NIk S @ S AH N 1 BE
WantedBy o XAMRCR R PR TR B S, ARGt
Ja 5.
Also 2 R 55 2 2N [ I 5 2 G (R BNk 5% . IR i
KRAAZZEM RS HECE 7SI, N systemctl enable iy 2 3H
1T 25 A Bl 2 R AR TR € B R SS -
DefaultInstance | 275 unit Ji F I BRI R 2451
NI A2 postfix.service BT AR «

[Unit]
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Description=Postfix Mail Transport Agent
After=syslog. target network. target
Conflicts=sendmail. service exim. service
[Service]

Type=forking
PIDFile=/var/spool/postfix/pid/master. pid
EnvironmentFile=- /etc/sysconfig/network
ExecStartPre=- /ust/libexec/postfix/aliasesdb
ExecStartPre=- /ust/libexec/postfix/chroot- update
ExecStart=/usr/sbin/postfix start
ExecReload=/usr/sbin/postfix reload
ExecStop=/usr/sbin/postfix stop

[Install]

WantedBy=multi-user. target

EAREIF, [Unit] FBER RS A Ak 5RO R 15 B . [Service] flfi%E
AR5 15 2 o Envi ronmentFile FRTE X% M55 FIA AL R, P IDFile %o
RS ER AT PID. f)a, [Install] 7B w80 IR 55 1 N 25
5.1.5.2. A A E LRITF

B H E SR IT U B IR

1) R HE SRS AT ST

FIPAT SCAF AT DL AT, AT DR AR B AR, IR R, NHEE
SRS I E RS — A PID XX, —fRIE PID fREFAZE . 7 AMET] RETR E Y
e B AR B A IAS, W ORI AR AR 7T $hAT R R 0T HAN R A2 1L,

2) fE/ete/systemd/system/ H s A 2 503, I HLARIE X B4 root FH F 4

i

# touch /etc/systemd/system/name. service

# chmod 664 /etc/systemd/system/name. service

AT BT RLR
3) 4TJF name.service 3CfF, USINARSSECE, A2 & oy ie B AL s i
AR S5 2RAM R, I — M R 4 ik 55 1) e L4511

[Unit]

Description=service description
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After=network. target
[Service]
ExecStart=path to executable
Type=forking
PIDFile=path to pidfile
[Install]

WantedBy=default. target

4) B systemd HNHARS IS0

# systemctl daemon-reload

# systemctl start name.service

f1)%E emacs.service LA HIHI T
1) G, IR IEMBRE:

# touch /etc/systemd/system/emacs.service

# chmod 664 /etc/systemd/system/emacs.service
2) WINECEAE R

[Unit]
Description=Emacs:theextensible,self-documentingtexteditor
[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
Environment=SSH AUTH_SOCK=%t/keyring/ssh
Restart=always

[Install]

WantedBy=default.target

3) #FA systemd I A RS

#systemctl daemon-reload

#systemctl start emas.service
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B % sshd-second AR5 11
1) # Ul sshd config S

#cp /etc/ssh/sshd {,-second} config
2) Zw%H sshd-second config SCAF, ¥NhN 22220 B4 1, 1 PID SCA4:

Port 22220
PidFile /var/run/sshd-second.pid

IARIE T BRSO S E, 1SR .
3) ¥ IE Tt

#cp /ust/lib/systemd/system/sshd {,-second} .service

4)  Ym%E 0 A sshd-second.service
iR 7B

Description=OpenSSH server daemon
NI sshd.service IRZ51E After T2 )5 :
After=syslog.target network.target auditd.service sshd.service
F2 % sshdkey 1) 7 :
ExecStartPre=/ust/sbin/sshd-keygen

MERIX—1T
TEPATIIA R, WRINEE . sshd IR 55 B & SC A

ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS

1EM4UG B sshd-second.service SCAEN U0 F -

ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second config SOPTIONS

5) 4niffE R SELinux, ¥ tep ¥, 4757 sshd-second AR 5% )iy 1 5t 2
TEALLTE -

#semanage port -a -t ssh_port _t -p tcp 22220
6) WEITHUR I

#systemctl enable sshd-second.service
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#ssh -p 22220 user@server

T DR 977 K 838 v 1149 T
5.1.5.3. B CEA RN TS

systemd HICHD B A4 BRI LR AEAE fust/lib/systemd/system/ H 3¢, REGUEH R
ANEWEBEBHSOXA B TR, B XS fete/systemd/system/ H 5% T
WREY RPTER, AU TE:

B1% — H F/etc/systemd/system/unit.d/, XA HIELE—F T, ATS
AR B IT A, @ BB B SO RS BN &, X BN BT SO B
Pt F BRI o

M /usr/lib/systemd/system/#5 DI — 14y R 45 0 B A 2l /ete/systemd/system/, 78 &
B, EHIMRASE G FEGIE, XM MM ER, HTAT
ZnThaer137 5

WS ERE BN BCE S, A 7 Z MR /ete/systemd/system/ T (L &
AT T, ATREREFHLE, Ty N SR AT L

# systemctl restart name.service

PR B\ s B

NTTREBOA B ICCAFECE, 721 ete/systemd/system/ Al & — > H
3%, H root PATFALL T THI A 4

# mkdir /etc/systemd/system/name.service.d
TENIA B E H k2 NI RLE SO, DA LL.conf SUHE5
B ane) g —A 3 € RS, NI

[Unit]

Requires=new_dependency

After=new_dependency

FAN—A T, T UABCE EE IR, A BB S 30 MEE)S, E
R/

[Unit]
Requires=new_dependency

After=new_dependency

HERERR A A AN, A A R SE % — AN ThhE, KRR B S

% 31 W/ #2817



£
e SR RUBER LI 55 S 1E RAEV 10 RGTETE AT

TR Dy W88 o3k B0 B 1 ) ELAB A 25 X AR L L I
N T BRI B A root $AT LR A .

systemctl daemon-reload

systemctl restart name.service

#-¥F: ¥ J& httpd.service R 55 &
N 74 hitpd MR 555 S EIBR AT P B8 A, 724200 httpd 1
TCHCE S, AT UL LR, B at)E—AN B SOUHF H s B 8 SO0

#mkdir /etc/systemd/system/httpd.service.d
#touch /etc/systemd/system/httpd.service.d/custom_script.conf

R H & XM 41 B 7E /usr/local/bin/custom.sh , ¥ X /N5 B 4 I 2
custom_script.conf H & X HIA

[Service]

ExecStartPost=/usr/local/bin/custom.sh
I FH B A

#systemctl daemon-reload

#systemctl restart httpd.service

5.2. OpenSSH

SSH (Secure Shell) A& — Ml % -k 55 i e 48, 15 A R 48 2 R
GAABERFE NI EReikH P E gk 2Rk Sim VL RG . MHE
4N FTP 53 Telnet HZFEEAE PPUANE], SSH IN® 1 &Fxexih, BUENIRHE
M DA 1 532K B N2 1 2 A

ssh P P4 et T B 318 1 telnet B rsh, IXLEELARIAM . 22 MEAN S
Rk EREREFNRERN XN HIET . 5HAMAHKRE— A0 sep MFEF, AT
B8 rep XAE FHRAE BN B BB SCHF I Z R - RO B2 11 1 B AR 7
AN 0B AR 25 7 v AR 25 i < TR a8 (1) 0, P DA 1R AT R g 4 A FH AT
2 RINE SR RS, Al RN PR 7 i R SRR EAL R G A .

TR TR v I 55 2R AR E RSB & T 1@ A 1Y OpenSSH %34 fl——openssh,
PL J& OpenSSH il 5% ¥ % 2 £ openssh-server f1 OpenSSH & /7 iy % & £
openssh-clients. V¥ 7 , OpenSSH % 3 A4 #i-T OpenSSL )% %545, openssl-libs,
I T I EENINEE, 143 OpenSSH REAL IR LN 2 (5 .
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5.2.1. SSH ¥
5.2.1.1. Mt SSH?

BAEMANRFAVFZ 0T DR TR, ROg AT, $2000 355 % th
gema, MM IR EBEREOM — N RG U7 RIBR . — Bk, X Le gy nl A5 A A
TILE:

1) EEFAAN ARG HEEE

Wty e Sr T8 45 X7 T AE N 48 (R AL, ST 2 B A% 3 IR AT A 15
f TR EIF R E R, BB B OUE B H IR TR I

TX o ok T e e P A 0 PRER R SR AT 1Y, B B RAR AR — PR
LI TR, o] LASRA SR m i E8da e, o m g,

2) H7kEE EHL

Bt & I R GG B ok B Ak M TR« i SR B & SRS % 1
H P RGEA S RIS SRR — MR I LTI

XAy a] LU fE - Fh 44 ON“DNS SRR E I BOR, s i g e
“IP RS . AR —FoRBld, NRFALTH— G B 1) DNS k%5 25 K6
KRG SR EE R EHL RS FoREld, AR E Ry ) 2% B s
£, RN IR OEE RGN — G EERFNR HR.

XL R AR RS FA A T BB TE I BUBME S, 1 AL an X S R A T
BEHIER, F2 8RR R EVER . WA SSH KT 2 8 sk A S il
A2 h REME AR R /D ax e 22 A g . IX DR A SSH %% 7 ity A AR 45 i 3 FH 4507
REARIGUE S o WAL, 257w AR 55 i 22 48 2 (6] () P A B AS AR R &5 11« AN
SRR IEAS W — 7 AT B 0 B B R A2 AT AN I, AR — AN B AR = A H —
AN UE A R G FE R G A R (BRI 1
52.1.2. EEHE

SSH #his it 1 BL R CRy i it -

1) Joid P e TR 04 iR 55 it

TEWIEERE 2 5, 7 i B % SRIE € 24 B B e B2 1 IR 45 i PR 2 B 2 AT BT
Fe i (0 5] — S R 5 i

2) ERPONIERE R

& P At 128 AL NS Bk & B VIE(E B AR 3 45 I 55 i o

3) kPG

FE— A2l o A RO AN B s 2 A 128 Ahnss BE a1, {645
PR B 1 A oA 25 TR AR ] 15 A R IR A £

UbAh, SSH PhSUAFRAE T LRI
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1) $R4E T AEM L B AR AR P )2 4 T B

AT A X1 R IER, 2P umaets MRS ek X11 (X HH &
gt) NMHREFF

2) R4t T MR HEAZ MR T

SSH PIMSO & KR AIBFNFLUS I — VIEAT I o ek s FH 44 <im0 B HeR
SSH k55 3 A LARCA — MRIF I EA 22 (Flan POP) 5%, Mg in
BAR RGN R 1) 2

3) W] LAAISR AN 22 4l iE

OpenSSH il 55 i A7 F i 7] LA e B 5K A ik 55 i £ 25 1 i A1 28 <2 A1) 4] 1Y) 2%
Wi, AT R AU FH X 25 () B5TE

4) CFF Kerberos IAIE

OpenSSH Ak 45 ity A1 2% 7 g 7] DA e B A 18 Kerberos B9 2% 1A IE B 130 1)
GSSAPI GHEH 22455 MR F s 1) SEHRIEATIAIE .
5.2.1.3. WA

SSH HRETAEEPIAMIRA: FRAS 1 FESHTIRRCAS 2.0 4RI RIS = 2R 25 28454
ARG OpenSSH EAHEH SSH WA 2, ZMRA A W sm i B HZH AL, A
Gy 52 BIRA 1 v AR B d . 281, N T A ERR B, OpenSSH &4 [H]
FEHSCRRRROAS 1 HERE .

SR
N T HARIERER N It 2 e, @UE R ErTRERUAE ] R A SSH A 2
PRI 55 3 AT 250 i o

5.2.2. SSH E#KE4FF]

DL — R BV E A 0] AR P A ML 8] (1) SSH A5 1 58 B 1

1) HHATINZERETF, DMER b 505 50IE & 175 PR IR 6 10 IR &5 ui gt A7 815 .

2) SRR G RRIN 2 S0 5 P g Rz R S AL R R B AL a2 AT I 2%

3) & I R g% AT E FRIE.

4) R s E AT RE E AT L.
522.1. 2

P12 10 A EOR RIS N 7] B85 2 LA AT 5, AR INIER
N DA K A5 B S (03845 B TR o A 2 30 3 e 5t 3R A7 I s R i 2 i 3, DA SR i
PR AT 0 A& RN WU 1 5 B R, SR SEIAX — H 5 o A& % 2 AR AL R4
pIIBE N ST nfEapriLs

SSH % P uiti 5k 28 R 45 St I, W 3047 2 AHAC 30, (3P RGL2 (A1 RE0S IE R Hb
PR o B A P R T
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1) ZHEH

2) WE NI EE

3) e R BRI

4) e HE BIERE

5) e A EIE

TERHAZ ], MR S5om FH— M ME— W EHLE H I R 3 SRS
A 2 7 i AR MR AN AN E I IR 55 o il 5 0, R 55 i ) E AL 25 B0 T %% 7 i
FeP S ARHI), B A IEE . OpenSSH 8 id 422 52 AR 55 3 1) =ML 25 51 Sk 30
WEXAN ). P e, I EE I ENVEH e IS uE 2 5, 4hsk a2t
o fEZJaRERY, 27 hnes F O ORAE IR RRAS KA 25 IR 55 i ) EALEEH, LA
PREE A Bty B S A2 E AN T 0 R 25 il 15 o W SRAENE SR WL R A T 481k, P
WA AT 3 2 N B 25 P i L 8 TR AT R RRAR

YL

Bui 5 v e > TE BT E SR B B O 2% e SSH R4S i » PR A A b 22 45 A4S i1
TR (1) PR 5 i R0 i 2 18 B AR IR 25w 2 [R) A AT A X o DR 1 B X R () i
A, VTSR —ER G VLA ILECE , B &Rk 55 o i HE 53 LS AIE SSH i
55 Ui F) LS8 e B A

SSH #E 15 U LT n] LAAIE AT S A 11 20 H S0k Bl S s XA 2% o 75 e ) 1)
BEAXZ AR T — N TR IS A A — AN RS G, WA RGOSRV
TR B AR, DRI ERE ERIER VIR .

TEME 4R € M HME L — 2 8 (EMNEIT SSH sEEl 1%
ZJa, Mo REN—IREHZ, £l —ERAEN AL =% E. RIfE
Bt # e i e e A E A L =, X —(F B AEIEE G IR — B TE N A H
5.2.2.2. NIE

— BAERE MR — A 2 R RRE A D RG L BALE B, IS5 A2
Ui I SCHF IR AS R OAIE 7325, B H — DM RAEHm A IR 25 44, B N — 1%
5o SR 5 %5 7 S 5 i A FH B SRR ) G o — A 7 32 1 I 55 B 1R AT DA

SSH k45 dirg A1 %5 7 i AT ARG B A8 FH AN R 2R B iAIE 77 20, 1% 07 #F Ao Bt
(I FE o A S5m nT DAYk e B T 22 Y, e m] DASCHRFMIRES N85 70 % P i
A DA AT P 328 100 i 438 S IR 7V BRI
5.2.2.3. i#iE

7E SSH &8 |2 5 il — IR W FMIEZ J5 Kol g2 R (£
P HEERZME SRR, XE(E S — =R @A T KIS
X7 SSH 2Kt , AN [F] H I8 E AR — N ILE e i K IL) —FEARIT 2
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Al
%

Eﬁﬁ_ SR TE £ TG A R I 2 2T AL R X1 2
VAR i i A2 R 45 i 0 ] LA A ()3 B —A LLME‘@%H‘J%%
%}}Ziﬁt?—/\ﬁﬂao MR P AT AN BB IE R, % e SR A EE g S
—REIEHE . XEE BRSSO R, TR IEAE T O SRR TE . A
—K, ARBHMSEASHIEN, 9 —MeEMSES R G, RIAE
(V38 18 AN 2= 7 32 B2 SSH %z
JETE AR AT DA SCRER S, AT DALE @ DL — i B 10 7 2R AR
DL AN 730, R % P un i B8 IE O AT 00T S, 20 4 28l K ik .
P v AR 55 i ) 3 W 7 A B TE FRRAE , B T2 7 i i SR ) R 25 S Y DA
S FOEE R M 177 2o IXFE AT PATEAS 06 OB B L) B A U it ) 1 4 T 5 ik
HRAN [ 8 B (1 I AR e SR AR K I RS

!T

5.2.3. BCE OpenSSH
5.2.3.1. BLESCHF

He B AN AR R, — RFIH T2 7 e 7 (510 ssh. sep A sftp),
FH—RIIH T M55 (sshd SFHPHEFRED

ARGV SSH B B S BARAE A fete/ssh/ HX T, FEWERK 5-11 RGGH
LB SO R P 1) SSH FE BAS B ARAFAE~ ssh/ HF T (% H R AL E
Iz H B, VERFK 5-12 e 7 i & et

EH 5-11 RGEEECE S

X i34

f15 T Diffie-Hellman %5472 # 75 24
] Diffie-Hellman #41, Diffie-Hellman % %1
AT T A 2 A A 2 S R . Y
/etc/ssh/moduli FYIE—> SSH 21l I B W i B S8 45 (4
s, — N LEREER O, ZEE L
VAR AR B — 7 BT E « XA B RE

Je 1 SRR A FE AR
ERINF) SSH % i e B O fF . ER, iR
/etc/ssh/ssh_config ~/.ssh/config fEE T, %301 BB E K 4
~/.ssh/config 78 i .
/etc/ssh/sshd_config sshd ¥4 HERE B C B S0
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s %)
/etc/ssh/ssh_host_ecdsa key sshd “F# AL Fir 5 FH 1) ECDSA FA%H
/etc/ssh/ssh_host_ecdsa key.pub sshd 73 EFE Fi 5 FH 1) ECDSA A%H.

SSH M AR 1 (1) sshd <547 BEFE i 4 FH 1)
/etc/ssh/ssh_host_ed25518 key
RSA 8.
SSH B ARAS 1 ¥ sshd SF 47 3R BT 43 FH (1)
/etc/ssh/ssh_host ed25518 key.pub
RSA A,
SSH B ARAS 2 ¥ sshd <F 47 3R T 43 FH (1)
/etc/ssh/ssh_host rsa_key
RSA 8.
SSH B R AS 2 ) sshd <3 HEFE BT 45 FH ()
/etc/ssh/ssh_host rsa_key.pub
RSA 2.
Jetc/pam.d/sshd sshd ¢4 3EFE ) PAM Bt & S .
/etc/sysconfig/sshd sshd Jii 55 g & SCA
Rig 5-12 fe P KB E S
A Ei:/3%)

IS S DR B — RPN A IR . 25 ik
B S5 m I, AR 55 Sl A B PRAFAE 2SR e
IR 40 A~ BIRINIE R i o

~/.ssh/authorized keys

~/.ssh/id_ecdsa 38 H 7 1Y) ECDSA A 8H.
~/.ssh/id_ecdsa.pub F 11 ECDSA A%H.

~/.ssh/id_rsa

SSH MMM IRAS 2 1) ssh i FH 1 RSA FA%H

~/.ssh/id_rsa.pub

SSH P iAS 2 1) ssh ATfd FH Y RSA A 4H.

~/.ssh/identity

SSH WM A 1 1) ssh /i FH 1 RSA FA%H

~/.ssh/identity.pub

SSH A 1 ) ssh ATfd FH I RSA A4H.

A5 P U A1) SSH R S5 wii B ML EH o 12 ST
TR SSH % by IEFEJEFE I Y SSHAR 55 3 /&
REEK.

AREUA ¢ SSH e B S Hh BT s FH B 5 Al 48 2 {5 8., 125 ssh_config(5)
F1 sshd_config(5)FM VLT -
5.2.3.2. Ja5) OpenSSH AR 55 i

2424 openssh-server f.2 J5 A4 §8121T OpenSSH i 55 i o
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AR a2 )3 8 sshd SRR, 15 LA root F U AE shell iy 2 ATHERTT B
HINLL N4

~]# systemctl start sshd. service

BLE MR 21 5 1RIB AT sshd SF#EFRE, 1 DA root FI P 7 shell Ay & 4THe~
FFRHIALL 4

~]# systemctl stop sshd.service

RIS AEAE R SR BN B3R 7 2ERE, 35 BA root FHI £ shell A 24742
ZER TN

~]# systemctl enable sshd.service
In -s '/ust/lib/systemd/system/sshd.service'
'/etc/systemd/system/multiuser.

target.wants/sshd.service'

5.2.3.3. ff] SSH #HT &S

N Tk SSH BIERIEEH, MizZs b HA LR EE . 5, HF
PR e — N 1h T A SSH I i IR 4P 1SR &, {HJ2 ZN7E 2 J5 8 FH Telnet
TR AER T o R EAEH RS L4 telnety rsh. rlogin Al vsftpd.
5.2.3.4. fi AT 2 HIIAE

NTHEHFE—PRRE RS 4, ] UUERL SSH % 8X), 285 i i {8 3 T
EHMAAE, RS UGE. ZHXAEM, TE7E vi B0 nano S SUAR YRR 2% 4T
FF/etc/ssh/sshd_config lit B S0 F, 4 PasswordAuthentication SIS A

e

e
PasswordAuthentication no

IR EARAE— D F BB 2R RGP AT 84, 16 & B Ui ORI
A 15 & PubkeyAuthentication no &7, NS RmAEERE BAT, WA H R
BECGE T ANT ), ISR B RS YGIE Z AT e — R R TSI Bl R
N T REMSAE F sshy scp B sftp M — & i bl &2 B AR 55 o, TE 4R
PUR AP IRAE B — N R BUE PN . VER, XL D T XN F 53 00l 2B 1o
R IO = IR 55 A A R 48 V10 BRIV AT RRCAS 2 9 SSH MMNT RSA 4.
B
WER UL root W S 58 i 1 P8, B4 A root H 7 BERE i X L2 8
HIE:
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MR EEERRENRSG, BILRE Z BB, 1580~/ ssh/ Hx. 7
HRfE, BHERREHEER. XTI ERELRS ERAHP#UT, G
root F s
5.2.3.5. AEEUEHIX

B4 A SSH VRS ARCAS 2 [ RSA 58X, 1H 4% DL D R EeAE
1) £ shell a2 ATHRTT T HIA LU a5 2 2E i RSA X

~]$ ssh-keygen -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_rsa):

2) Az R I A HIER AR 1E, Bl~/.ssh/id_rsa.

3) AL, I HAEFREIARRHE I O AN Z 04 Oy T2 atie W,
T AN ZEAE A 5 SR s T R[] ) 25 B

4) BUAMBOLT, Ki~lssh/H S BIBUR BN rwx------BGH LL\BEf Rtk
AN 7000 XY TR ARG XS B USER BE BE N . Wik
AWE, FTRME LU fir & KT A -
~]$ Is -1d ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) MALLI RS, BAPES I — 5 aENLE L.
ssh-copy-id user@hostname
IR AP AR IR, 1% 2 B H il — A U~/ ssh/id* pub 28] .
AR, AT DR E AP SO 4
ssh-copy-id -1 ~/.ssh/id_rsa.pub user@hostname
% 2 2 ¥ ~/ssh/id rsapub 1 N A B 6l B & M E B WP AW
~/.ssh/authorized keys 3 /4. U1K authorized keys X/ EEAF1E T, HHES
B INERZ SRR -

LA R SSH P ARA 2 1) ECDSA #5H%T, 154% LN AP IR
1) 1E shell iy AT HERAT NI LUN A2 24E B ECDSA 5 45% :

~]$ ssh-keygen -t ecdsa

Generating public/private ecdsa key pair.
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Enter file in which to save the key (/home/USER/.ssh/id_ecdsa):

2) Az RV B A H BN R, B~/ ssh/id_ecdsas

3) AL, I HAEFREARRHE B O AN Z 14 Oy T2t W,
Vi AN ZEAL A 5 SR s T 7 R[] ) 25 B

4) BUABOLT, K~ ssh/H S BIBUR BN rwx------BGH LU\ Bk Rtk
NI 700. XA TGRS MM S USER B R L AR, Wi
AE, ATLUE T LT i & SR T A -
~]$ Is -1d ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

5) HUTHEANGS, BAHEH R — 5 L.
ssh-copy-id user@hostname

WERAHM AR ZBME, %22 EfilEiL — KA B~/ ssh/id*.pub A8
AR, R LR e AR SO 4

ssh-copy-id -1 ~/.ssh/id_ecdsa.pub user@hostname

%t A 2 ¥ ~/.ssh/id_ecdsa.pub [ N 25 & ] 2] & 4B & B 0L A W
~/.ssh/authorized keys 3 /4. U1K authorized keys X/ EEAE1E T, HHES
BN BNZ A AR R -

HEUL

AN N, AAEREAIEMA, X — IR HEER,

5.2.3.6. MCE ssh-agent

BRI D4, MBI — A B R Es R, A&
ANIO4, &R LME A ssh-agent ANIEAREE . a0 IEAEE H GNOME, f&7] LS
BEARGEFEN R MABRO4, FHEEANSSERICAE X4 B, &AL
RHENH R B shell 23 AR A7 4.

PER K] GNOME 21 I RAF IS T 4, 154 DL PR AT HAE -

1) HIPRIE T4 %3 T openssh-askpass fl. W H %4, 55 04.2.4 23

BT, T R an e LR BRI OB 5 IR S5 SRR E RS AT A
2) FIHF&us, %4 gnome-session-properties FEHHAT .
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Startup Applications Preferences

BahER 1BETH

WA B ENERF(P) :

7 B Caribou
7 No description

« Files

Mo description

& & GNOME Login Sound

° Plays a sound whenever you log in

7 : GMNOME Software

 No description
7 3 GPG Tl
= GNOME H5REF : GPG 132

« GSettings B HH

B GConf 1 ¥#A FIEEF dconf

. . PulseAudio B R Rk

=H(C)

B 5-1 Startup Applications Preferences

3) AdrAME LY #%41, SRE7E [ar 4 Y STAHE 4 A\ /ust/bin/ssh-add..

4)

Add Startup Program
ZHR(N) : | OpenSSH Authentication
@i (M) | fusr/bin/ssh-add FIR L.
TEFE(E) - Prompt for a passphrase on startup‘ |
A

B 5-2 BIFIRER
st CAINY 3540, IFRAORB IS IN A 2 H 5512 1) SR AE R e o 1)
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Startup Applications Preferences
BEhiRR I
WA B SHERF(P)
v gy OPC EBE Ba.08
GNOME EEA%F : GPG 113E W
j‘? GSettings BB " ‘i‘
B GConfiF#H FiZ&EF| dconf ‘ SREE(E) ‘
(A OpenSSH Authentication —
o Prompt for a passphrase on startup
v Gy PulseAudio FE H %k
— %Y BEh PulseAudio FE R
o] @ SELinux Troubleshooter
- View & interpret SELinux denials
( Spice vdagent
o ':%3 Agent for Sp|ce guests
*=H(C)
&l 5-3 BRNAERF
5) FEHHAPREERER B NEER R ERM AR E 4. A
W, BB ALY sshy sep B sftp FRH NS,
OpanSSH
O Enter passphrase for /home/user/.ssh/id_rsa:
Passplhraﬁe length h?ddeiﬁy—
BIE(C) HE(0)
B 5-4 WmAO4
BNFAHE R shell Z3mPRer 14, FTLUEH LT ar2:
~]$ ssh-add

Enter passphrase for /home/USER/.ssh/id_rsa:

P & ak

| /4
&

EBH shell B,

| 74
&

G K B . B IR

S B I AT S A4
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5.2.3.7. OpenSSH % /i

& 204 % openssh-clients B )5, 7 BE MK P i bl 4% 1% £ 2] — 4~ OpenSSH
MR55im (2 Wa.2.4 3HA AL 1 i i ] 76 SR ] BB = IR 55 a4 4F R g
TR
52.3.8. flifi] ssh T.H

ssh THATPIERER B — 6@ b, IFE BT 2 o B & X rlogin,
rsh 1 telnet F2/7 () — A2 2 Bk

A telnet g 2 AHL, LT a2 &% 2] — GimiEylds b

ssh hostname

Biltn, EERF|— G %N penguin.example.com [IZEFE EHL, A LATE shell iy
AT NI LL N fn 4

~]$ ssh penguin.example.com

Zan 2 2 DUE IEAE A F R AR HO ML 28 1) F P 44 8 . tn iR 1B A8 dg 2 — NN
E’J)iﬁ)g%, HEFH L R4

ssh username@hostname
fltn, LA USER & 3% #| penguin.example.com, &% A LTy

~]$ ssh USER@penguin.example.com
TEER— IR EARI , K BRI~ AR BIIE R

The authenticity of host 'penguin.example.com' can't be established.
ECDSA key fingerprint is 256
da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:1f.

Are you sure you want to continue connecting (yes/no)?

FE B B T AE P ) 1) 2 A, FH P ROZ IR 2 AR Bl A 1R . F P AT LA
7] Ik 55 i 14 7 2R 03 ARV BH R IR ) o X BZ A —Fh 22 2 1) . e L e i 177
AT IR W] DU A 55 3 (0 ERLES B, wT BUEFH AT ssh-keygen 742K
(aEEEEIE
~]# ssh-keygen -1 -f /etc/ssh/ssh_host _ecdsa_key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ff (ECDSA)

BN yes A2 EIFHINIER . R 2FE B M RS In eyl s &

M ENFRS@ES, PLA— NN FE RS
%® 43 W/ 281



£
e SR RUBER LI 55 S 1E RAEV 10 RGTETE AT

Warning: Permanently added 'penguin.example.com' (ECDSA) to the list
of
known hosts.
USER@ penguin.example.com's password:
HE Y
N R SSH AR 55 B i) ENLE AR 1, %) Sk 2 38 0 FH P IE R AN RE 4R 22,

B A K AR 55 i 1 32 AL 25 B A~/ ssh/known_hosts SCA R BR . SR T, FEHEAT
YEZHT, TEBCAR SSH ARSI i) RGUE #E I, SR UE R 55 s BoA ML 212t

2L M ~/.ssh/known_hosts SCAFH I BR— AN, AT LSRR d 4
~]# ssh-keygen -R penguin.example.com

FENEAD 5, Bkt NIZFE EHLE) shell ar 4T FF T o
Alifett, ssh AEFP AT DARSRAEZAE B EPAT — 2% a2, A E sk E shell
AT IR
ssh [username(@ ]hostname command

Bl dn, Jetc/kylin-release X AFfe A R EIE R G M ARG E. EZEFE
penguin.example.com FiZ AN, HiA:

~]$ ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:

KYLIN Linux Advanced Server V10 release V10Update2 (Potassium)

AN LIS 2 )G, B Bonim i ELERIE R GRAE R, REE
W3 [ B A shell #y SATHERAF R .

5.2.3.9. ffiH sep TH

scp A LA RAE MLz [l it — AN 2 & e B sk fEwit b, &
F rep AEH AL

BRI — N AR RS, v R a4

scp localfile username@hostname:remotefile

B4, in S A8 taglist.vim &% 21 4 4 penguin.example.com [ FE F AL L,
A LAE shell A 2ATHRAF FHIA LU T A4

% 44 T/ #2817



fr
T2 HUTTRABE R 25 B0 RIEV10 RATE I STy

~1]$ scp taglist.vim

— A LLIR s 2 A CE . BAL B vim/plugin/ B % R (1 A 2 215 FE 3 AL
penguin.example.com FJAHE H% T, ATRURA LT fr 2>

~1$ scp .vim/plugin/* USER@penguin.example.com:.vim/plugin/
LG — AR SR MBI A R G b, AT DM DU B

scp username@hostname:remotefile localfile
fhn, EMOEFEFENLE N vimee BLE SO, AT

~1$ scp USER@penguin.example.com:.vimrc .vimrc

5.2.3.10.f# H sftp .5
sftp THEAT DL RATH— %2, 2K FTP 2ih. fFikit b, B0
T ftp, ANFZARAET sftp T T — AN RInEEE
EREFTE RS, AU TR a4

sftp username@hostname

filan, EAf R USER H /& 331444 penguin.example.com 2 41 L,
Hj Usiﬁu)\:

~1$ sftp USER@penguin.example.com
USER@penguin.example.com's password:
Connected to penguin.example.com.

sftp>
MBI IEFIRIZWN 2 5, B SE R —A sfttp M SATHRFF. sftp TR
Al LMER — RFIA fip R4 (R 5-13).
K& 5-13 HHK sftp 4
e i
I —N e H SR AR . R BE AT H 3%
WK, B 48T TAE H 3%

Is [directory]

cd directory Pl fE TAEH X AR ERHZ T
mkdir directory B — N H 3%
rmdir path HIER — NI H 3%

put localfile [remotefile] | FF A AL B2 ML L
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frd it

get remotefile [localfile] | KR fE FHL BRI T 2B AR I E.

FUREA] A & e B YR, 1555 stp()FH 7 F M 0T
524. ARR—/N242H Shell

— AN P AT SV R 2 SSH A2 F 7 N TP . 45 T A& Iy
%, AILLEE SSH EE#HT X11 2 1E k. 8, il TCP/IP ¥ K, R4t
AT RIS 22 4wy 11 3ZE 42 v DABLSS 2148 22 (1) SSH i .
524.1. X11 ¥k
FUEIE SSH AT X11 21, nfDMEA LU FE By 4

ssh -Y username@hostname

flan, #EfH USER H /& 563144 N penguin.example.com FJFE 41 L,
CIRVR PN

~1$ ssh -Y USER@penguin.example.com

USER@penguin.example.com's password:

BN E 4 shell G 2ATHRRAT N7 4> X FEPI, SSH %)™ i AR 55 3 2
QU —NHTR 2 AiEIE, X R P il i Xl E I O B P S bl

ER, A X ¥R AT, AHERRE RS 2350 X & H AR5 Ll root
PP N RUR a2 ) L2238 X1 3o 4.

~]# yum group install "X Window System"

RURRTHAAUTHNEZEE, ES N 42 EEBMTE.
X1 FRARFA M Blin, X1 Fx TRy LITHN R E ] TR —4
LR EASW . BXF, SEfiH] ssh B BIMRS o, IREHIA-

~1$ system-config-printer &

CITERRE ] THME S BRIk, i fE vl AR 2 4L b 22 4 Hhic &
FTER.
5242, IR

SSH AJ LUl i uify 11 %% 2 A in [ Ffth A 22 4= (1) TCP/IP Ppisll. B FIX—+%
RIS, SSH AR5~ T SSH % P i it — /N 545 .

i 11 3% J P AR T B o 5 2 i ) — A A b i 11 B 281 i 5% 3 ) — /N Iz 78
5t 1 o SSH AT LM IR 55 st AT 2 i 1 Wit 1) 50 7 e R E e 1 b X —FEARIF
AN T Eif 15 B AH UG AL .
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YL
BIRE o L R T 1024 LR I 1, 75 2 root Al 1T AT ALER
BEG d— AT localhost | FKIEREK TCP/IP S 45 R J@iE, v DM H LR

)4
ssh -L local-port:remote-hostname:remote-port username@hostname

filtn, A8 POP3 il — NN B4 A 44 4 mail.example.com ()R 55 #%
AR, AT BA

~]$ ssh -L 1100:mail.example.com:110 mail.example.com

— B Pt ML s AT IR AR 2% 22 1) gty 1 5% i alB i vHE 2% il 26 J» il m) DA
—> POP3 W14 /" #ii ££ localhost A3 ] 1100 ¥ FRAS E8TBRAF 1o ARATAESS
i 248 B RAE 1100 i B35 K, #4442 415 7] mail.example.com RS54 -

W R mail.example.com % 1217 SSH Ak %5 i, {HAZ[E—MZH 15— & Hl
#1817 1 SSH g%, B4 SSH SR AT ARIANS AT e A sl . 2448, f
FH ) i 2 208 AN ] -

~]$ ssh -L 1100:mail.example.com:110 other.example.com

FEIX— 7R, E LA 1100 36 11K H POP3 3K, Kt 22 i
I f¥) SSH ZEF2 48 7% & 2] SSH Ak 2% Iifi other.example.com. #A J5 , other.example.com
4 2 mail.example.com 1) 110 i 1 RAS 2B o V3 =, R4 X —HORES,
HA % i Al other.example.com iz 55 B 2 [8] %2 2 22 4 1

Uiy 1 3% AT DA SRl 3k 19 2% 97 Kk 3 22 A M SR EUE I8 o SR 7 KBS E BN 7o
VRRAT A8 A FR w1 CRP 22 35 1) 1) SSH i, (H 2 BHZE 1% H e o L 5
W], S ALE AP & ML 1045 gt B 28 oy 1 N B PR R T RE, R B e
AT [R]85 8 — SR 70 I SSH IE AT H 7€ [m] B AT o

H AU

DLIXFf 7 2R A FH B 11 R ARG R AT 3 I, W SOVR P o R 40 IR AT:
o] FH PR RE R BIAH N AR 55 b o R i RGNR, Bl B RIFEREEU)
7] 4 2 RS o

O R RS E B 01, W LAFE IR 55 Uit fete/ssh/sshd_config SCAH Y
AllowTCPForwarding 1% B N No, JFH 5 sshd k5%, KEEH b ¥ K ThRE

5.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) & —/METEAL R HEE RS,
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Al PR R s i L e L

TigerVNC K IR 55 Bi- 2 P o 4844 . 5t 22 1% (vneserver), %%
P (vneviewer) TEHERIE b o
HEL
ACART ) ERIAT REURE v 25 IR 55 25 BRAE R G0 RAT AN — B, AR A s 20 ik 95 s AR
Z4i V10 111 TigerVNC i H systemd HR 408 B sF g R g ATICE . Ml & S0
/etc/sysconfig/vneserver 8 & ¥k T /etc/systemd/system/vncserver@.service .
5.3.1. VNC %3

vneserver L E K G 3)—1 VNC (Virtual Network Computing) [ . &4
i FH&E M L TUE 1T Xvne, FF/E VNC R E 8 — AN D& #45 . vneserver
SV E— Gl EIFATHIIEAT 2 DL 2, )5 IR B2 A AT S
BB )2 i M AL BT ]
5.3.1.1. %% VNC AR 55 dii

B2 %% TigerVNC AR 455, 115 LA root F P AT BL a4

~]# yum install tigervnc-server

5.3.1.2. BCE VNC fIR55 S
VNC 553 v AR E 7o — N EE AT (i I P K P 7R T &
gt b)) BN EoR, ATRAREE RN E . Mgk g 1, D ik E
EWIESH
5.3.1.3. JA3h VNC k%53
LRBEE ITHLE R0 VNC k%, TEEm TR iEE Bondi 5. £ 53.1.2
BC & VNC k555 TR B: <Dy 50— P B VNC o i e & S4B AT
HRRAI A, SO % K4 systemd Fl Bongw 5 B . i — N 200 &
NG5 RPAAT LR A2
~ ]# systemctl start vacserver@:display number.service
WA LLERSE RGBS B3 E3). Zfa, A& RN, vneserver O
ZHNEZNT . Lhroot FH P HATLL R4
~ ]# systemctl enable vncserver@:display number.service
X, AR T LUE A — A VNC R, DLE U I B R4 5
W RIER D] VNC ki . By Cawdely 71— PMEAET, e BoRizs
T ) — AN SEH o 3XASSAFI AN J AR HLas b IEAE SR B S22 AR Y .
PR AT AN AN A ) 7R BC B VNG RS
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T WA O &R E 8 VNC Ik 55 i vneserver-USER_1@.service 1
vneserver-USER _2@.service, %A LB AR 2Rdm's . Blan, DLRarke
fff USER 1 [ VNC MR fE 2 ongi*5 3 LJa3l, 1M USER 2 [ VNC AR 45 it fs
e s 5 LR

~ ]# systemctl start vncserver-USER 1@:3.service
~ ]# systemctl start vncserver-USER 2@:5.service

5.3.1.4. #1F VNC £3F
KL S8 H vneserver IJTALE B 3h, AT DLZEHZ RS HITALE B 3):

~ ]# systemctl disable vncserver(@:display number.service

SR, 08 0 RGBT, 40T LB root JHL P AT LA F A4 3k 1k VNC
W%

~ ]# systemctl stop vncserver(@:display number.service

53.2. FE—ACHFENEE
BN LT, — AN OERIH P A — Al X RS it £5R% 5 0
R . R RME TigerVNC AR 253 ) xOvneserver KL S AdATT (1) 52 1 .
L. HE—ANXEH
B H xOvneserver FZ—NCEKH P HRET, 164% LT B ERERAE:
1) Lhroot P HATLL T n4:

~ ]# yum install tigervnc-server
2) MM EE VNC %

~]$ vncpasswd
Password:

Verify:
3) LB S dT LR &

~]$ xOvncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

AR KB DA R E T RVFERE 5900 3 1, LA E S ILAE B AT LE R E
BT 0 b, HEECEFHIHEE 7. 152 015.3.3.2 J3 VNC o & B k8.
53.3. VNC &E#%

vneviewer x&— PR ER B F P ST FFm #2455 vaeserver FIFEFT o

R T H#RAE vneviewer, H—MEEVFZ 5 HIHH SR, Ed X% H AT LA
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PATHE V2P H 2 G, R AR RGP ERIE. ATk, WL
IS 20 R R AE vneviewer. £E T 24T A vneviewer -h 7] A1 H vneviewer ]
53.3.1. %3 VNC &G 4%

B % Tiger VNC % i vneviewer, 18 LA root I PP HATUA T a4

~ ]# yum install tigervnc

HERER| VNC RS 3

—HRECE L T VNC k%S ui, &k nf LLMET VNC &5 SRR 55 v
I
5.3.3.2. 2y VNC [t & 5 -k it

MR AN R, firewalld P] e BHIEERE . A T ik firewalld 0¥ VNC
Ffm i, ] DU € 1) TCP i 1. 48 H-via Oy, HR iR
Wk SSH it 7 HE g A, 1 SSH [ I 7E firewalld o BRIA S FFILT -
ST

VNC R 55 B (1) BRI 3 12 59000 45 37 742 562 104 48 5 10 1) 0 115, AT BA
B DS B P B EoR g S . B, TS S ANEIRBE: 2+ 5900 =
5902,

T BRGS0 ) 3, nLAEBER A firewalld X} VNC IR 55 1) 52 FF K H1E,
HARZ @ DL RIR [ service IETURBEATI. &, MFRT 3 HERRmS,
LS IR P iy 11 175 4 A1 R R0 R IR 1) 7 V2RI

5.3.3.3. fliJf] SSH & #: %] VNC ik 55 %

VNC & — /MR I SCAR MY, 7RIS 8 AR 22 A B R Bt
AIREM BT . N T AEIEAE %4y, S8 nT DUIE I 5 FH -via 328 00K o 2 445 11 AR 45 it - 2%
FE . XK TE VNC IR ui A2 7 ity 2 1A 1 g — 4> SSH F%IE .

TN VNC AR 55 diig- 5 = i 42 1) iy 2 A U0 1

vnecviewer -via user@host:display number
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6.1. Web R%28

Web JIi 5525 G A F 8t —Fh 2L T web UM 28RS, @ LA TR R
s P IR 2845 B o EETHRAFALH], AR AT DA 0 5E 22 () % A oCs 1.
9 web JI 55 B8 FH B2 SCAR AL i il (HTTP), P LLBFR web %5289 HTTP
MR %5 25 o
6.1.1. Apache HTTP fiR% 2%

FIRTA LB v I 55 AR AR AE R g AR AL T web iS5 %5 22 Apache HTTP Jlk
% %% (httpd), httpd FIMRASA 2.4, ‘B 72 H Apache BfF3E 441 & B — Fh IR
web 5525
6.1.1.1. HEAH

httpd 5542l

BEE L IR 5 7 SysV VG A, R4 2 51 B % fd A apachectl #ll
systemetl 72 R E H RS, AL service in4 7. FHiZH T AF httpd Ik
gtk

AP
Al

service httpd graceful

W T

apachectl graceful

FHXS httpd (1) systemd SICSCAFRIFIAGABIAS, 500N P i) A [Fl A -
> HEPINERS I, BRAMER 2 graceful HJH U5 3
> AfFIERRSSE, B graceful 1515775

AN
Tifee

service httpd configtest

PR Bk T

apachectl configtest

A tmp

N T $m RGN, systemd H76 A 4T httpd SEAPRERENS, B FK)/tmp
AR, ARG /tmp A& TF

Pic £ A1 )=

YETRGT, TP E A E S AETAE T /ete/httpd/conf.modules.d/
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H3&N. N httpd F&AE ) —LER] Ingk f ho e i i & S A7 T tk,  4n: php.
/etc/httpd/conf/httpd.conf 3C 4 o ) F 2L BL B T Include #t A2 A K # iB
Jetc/httpd/conf.modules.d/ H 3% F 1 include L. IX 5l EKFE 7E httpd.conf FJ 3
R T, SeBAbPE conf.modules.d A HBACE 4. 7E/ete/httpd/conf.d HE T
I3, 72 IncludeOptional F87~ 0, £E httpd.conf SCAF )5 e n LAHIA,
B2, XS AFLTE httpd.conf TR J5 R,

H1 httpd HCPF A0 HR A ) — L8 e B O

> /etc/httpd/conf.d/autoindex.conf --- FCE mod autoindex H %25l

> /etc/httpd/conf.d/userdir.conf --- BC & o] U5 1l A P H %, # W .
http://example.com/~username/ ; A T Zaf I, MiZZEHIXMENIIA

> /etc/httpd/conf.d/welcome.conf --- 7EAf B F MR RS, 24 http://localhost/
BAEHNAERTET, SR8 E R 7 WG L .

NN =

BRSO T, $ZEE httpd.conf SCAHRIR/NICE .. V72 % ILMACE, W
PLHTERABC & Y Timeout 5%, KeepAlive AN FE-# AR & 1, (gm0 B gk
BART o BFXF A B B 18 7~ I il 2 65 v B AR T Wb oA VRgR U0 o

AN HEL AR T

ISR 7 BLA [ httpd 2.2 L B LA 2 httpd 2.4, NIAFAEH KERT A A
W httpd B BAiEVA TR EZB k. EEZH KIHRKE 77 Apache X, HZFH
http://httpd.apache.org/docs/2.4/upgrading.html .

Aib PR AR

PRI LIS =y S IR 55 5 R RGN I RA R, AR 22 AL B ARL (MPMD
P T ASFE B httpd Z B S0 . e 3T 3R A AT DL A “prefork” AR
/usr/sbin/httpd; F& T ZRFERE I 7] L “worker” {3 /usr/sbin/httpd.worker -

FEAR UBE S B 55 At R g, RS 78— httpd. 3 > MPM fE
A INERARERIE 2 2. worker, profork (default) A1 event, 47 EIN#E—>
MPM AR, A] PLIE i 2% #5/etc/httpd/conf.modules.d/00-mpm.conf Fit & X4, 2
FHIE MPM R H i BB R # 2o 3, A0 AT LASEI MPM BEE Nk 1 .

A2 B

FH A7 1 73 £ mod 1dap SEHLELER ) LDAP & {7 38 uk A2 AL . HH T i 706
mod_session $E AL mod session I helper. HiHT4> ., mod proxy html 244t
P mod proxy html 1 mod xml2enc. X84 {4 #R W] LA R IEATE H 3545

TR R Gl R

ANFA# H /var/cache/mod proxy/ H %, U2 i & /var/cache/httpd/ H 3%
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] proxy il ssl T-H%

httpd #AFE TR B N B B4 M /var/www IEF2 2 [ /usr/share/httpd/ .

> /usr/share/httpd/icons/ --- & T —HH T HXZRII W EFr. FIHRALAE
/var/www/icons/ H 3¢, IL{EiEFE 2| 1 /usr/share/httpd/icons Hx . 7EERINE N
I, http://localhost/icons/Z&H % ]. fE/etc/httpd/conf.d/autoindex.conf SLAFH, W]
PATC B bR A7 B AR F A o

> /usr/share/httpd/manual/ --- /var/www/manual/ H % © & it # 3| [
/usr/share/httpd/manual/ H 3% . X~ H F & 17 K H T httpd-manual 34468 P %
A7 7 httpd ) HTML WF o a2 2228 173X AN 8449, T http://lo calhost/manual
/7 R . TE/ete/httpd/conf.d/manual.conf SCAE R, AT DAL & W A 47 B Fa]
P o

> /usr/share/httpd/error/ --- /var/www/error/ H X © & i # 3| [
/ust/share/httpd/error/ H 3% . fEECABLE S, OBk 17 HE X2 HIEST HTTP £
wRE B EMAE . 7E /usr/share/doc/httpd-VERSION/httpd-multilang-errordoc.conf
SO, AT E SO

SR IeIE, AR i) 425 il

F 36 Sy St . AT r i H R A4 2 O R AE T RS, 7
AR E SO B Order, Deny 1 Allow 54 i H T 1 # Require 7% .
H KX Apache X ™ W ¥ Z W M fF B , W A F
http://httpd.apache.org/docs/2.4/howto/auth.html .

suexec

NTRE RGN e, COAFZEE suexee ] T, B Z 172 SCAH:
RGN, RVFEMEINREE. 456 2, suexec WA FAEH
Ivar/log/httpd/suexec.log HEM 1o MK, HEEBHILR T syslog: ERINIEHL
~, ¥ A/ var/log/secure H E A

Bz

1T httpd 238 7R € S, B, 5T httpd 2.2 M2 05 3 7 EHet
httpd 2.4 EAFRE M. XA, HUFEERYE httpd 2.4 BLHEz 1@ S, % AP LL A AR
ML ERE, &Ja, FHEM. K httpd2.4 APL R E PG EVIER, S
]

http://httpd.apache.org/docs/2.4/developer/new_api 2 4.html .

F T MU 8 2 B ) apxs 7] $A AT SCAF © 48 M Just/sbin/apxs i # £ T
/ustr/bin/ap.

A T A e
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FEAR TR BBE = R 55 St E R Girh, CABMIBRIY httpd BEERBIR MR
mod _auth mysql, mod auth pgsql
7E mod_authn_dbd ', httpd 2.4 &4 1 N E 1 SQL ¥ ZEAUENLH o
mod_perl
£ httpd 2.4 1, A IERSCHF mod_perl 1.
mod_authz_ldap
7E httpd 2.4 )77 mod_ldap *', H mod authz ldap $2fit 7 X LDAP 1>
o
6.1.12. HHACE
AT BE#r Apache HTTP Server version 2.2 Fit & S0, 7258 LL R A0
1 I TERAAFRA AT REARTE 1, DR, FESEHA A SR A4 R 15 1
T B0 DA AR B | A4 PRI AR, 75 22 B X 1 Hb IR % LoadModule

=PI
2. TETREINEE =y, TEEIRFTN]. XBEEREREY
Py BRI AU

3. AR EAE ] mod userdir #H, NIAE UserDir FR/RTiH, 5B AL H 5%
ZFR (IEH N public_html).
4. IR EASF Apache HTTP L& R4 11E, WA K EHREEHTEE
(SSL) WhilE 2 HE(FE, 155 F 6.1.1.8 Ji H mod_ssl BiHk.
AL R4, A Ao B SO T B B AR

~]# apachectl configtest
Syntax OK

B Rk Apache HTTP A 45 %8 G B M 2.2 WA T+ 2% 2.4 A, ESFE
http://httpd.apache.org/docs/2.4/upgrading.html .
6.1.1.3. iZ17 httpd %%
A TR UM JE 8, 515 J3 Apache HTTP, LA 4nfa/ 46 & Apache HTTP
HIFRAS . T BEAET httpd ARk5%, BIJGHI LR ar @ WA 2 75 B4 %224 T httpd.

~]# yum install httpd

T, R L S N SS AR R E R G, AL H AR S A AT B R G
ZWMHEZER, 6SFES5.1 1 H systemd EEH RAFRS -
Ja sh k55

H root P HUTLA N4, a3 httpd ARk 55 -

~]# systemctl start httpd.service
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ER7DIEARE
KYLIN

PAT LU N dn &, T LAMES AL R 505 I, B3R 3 httpd ARk 55

~]# systemctl enable httpd.service

Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service to

/usr/lib/systemd/system/httpd.service.

v
U SR D) 2 4 IR 4528 77 IR 5 Apache HTTP R%52%, NHEAE RS R85,
S PUR T/ SSL FAAH N %R (1) 25,

{5 1E R S5
Hi root F ' $AT LA R A4, 5 11 httpd 55

~]# systemctl stop httpd.service

PATLA N A4, AT A% httpd ARSSBERRE RS E B -

~]# systemctl disable httpd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/httpd.service.

A RS
HLUR 3 MJ77E, AILLE T httpd AR5 -
i root FHH P HATLA T in 4, 5B A RS

~]# systemctl restart httpd.service

XH, EREEIEXANEITER httpd RS, REHERE , TEHE
R — N shASINEES (n. PHP) I, SHXAN 4.
H root H P HATLL a4, A CLE BT INEACE -

~]# systemctl reload httpd.service

Rol & SEUEATAIN hipd IR 2 T RS ORCESCH . 400 IEAELL Y
FERTER A BP0, 2 PRSI It 2o S R 05 B R S A2

97 TR BT SURBAN 24T 4 3R, AT LA root P $47 BL
Tt
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~]# apachectl graceful

KR = FEOSATE M httpd AR 55X BRI E M E S, 2T e A 1
AEARTE SRR 270 T TH B BT B 4R SR A0 2

FEARVT LI R B S5 A R AR R Gt b, AR E B A GRSTIEZE L, 1§
2 5.1 i systemd B R GRS -

IOUE AR 25 RS
7 shell #&/RFF R, PATLL R @4, WP EIZIT 1 httpd AR 55 ARES |

~]# systemctl is-active httpd.service

active

6.1.1.4. wiENC & 1k
BN T, 2)5 30 httpd BF, 23RS 6 -1 httpd Ak 55 B0 & S 41 H
(] httpd R 55 BC & S

F# 6-1 httpd RS E X4

B & #H o’
/etc/httpd/conf/httpd.conf J L B
/etc/httpd/conf.d/ A0 AE 32 B SO e E SO
I RTAE H 5%

AR, BOARERSE & T RGO, A1, A EEHEL
Be BT R L. JER: N T BEER R, SE B UE A
JF web IS5 as. AT ITES httpd IS IEZE S, 1§3F 6.1.1.3 1847 http
R IR 55 H BRI 55 -

AL AT fr2, A fic B SCPF v a] BE H AR AR -
~]# apachectl configtest

Syntax OK

R % 1) T B D7 V2 AR e I B SR BB SR RRAS
6.1.1.5. f3 IR

TENRE AL SR BN H httpd IR 55 &% A AT A KRB SI L ZEN R
(DSOs), MR T ZEATAT IAEIZ AT sl A A e 8. 78 AR ] LIRS = 2% IRk 55
BERE RS, XA HYY 77 AE /ust/lib64/httpd/modules/ H 3% F

kR
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N T In#EE € #) DSO #itk, 7% H] %] LoadModule #5771, VE&: LAMAL
BT SRR, T8, 7E/eto/httpd/conf.d/ H 3% F#8A € H CRIECE .
Sl nEEER
LoadModule ssl_module modules/mod_ssl.so

e, T EEE web IRSTAFARINEAI . A A HE S httpd k55 HIE 2
55, WHZF 6.1.1.3 1817 http FIIRSS 19 H 5 k5 -

BRI
R EZANEHT Y DSO P, M5 2423 httpd-devel A . AT LA R r 4,
AT DA S8 2 2
~]# yum install httpd-devel
XA AL E A W AR BT 75 10 include SO, header SCAFFNgm 3 A2 i T
H. Apache eXtenSion(apxs) . 27
— B5H)E, mir] FH BL R a2 R AR T

~]# apxs -i -a -c module name.c

AR S, BT AR IN# Apache HTTP AR 55 25 H BB 1) 7 iR N2 e
6.1.1.6. BLEMEIM TN

A LA Apache HTTP Ji 55 a3 00 N BB ENURRIE, SEBLE T AR TP, &
B4 A3 5 SRR AN [F] I 2845 B SS

N7 W B OE T OFE N M OE B E N, W B
/ust/share/doc/httpd-VERSION/httpd-vhosts.conf At & 3 14 3] /etc/httpd/conf.d/ H =
T, H& i @@Port@@A @@ServerRoot@@ 5 AL 5 » HRHE 75 52 H & Hill )ik I,
s B SEBI TR o
L. A ENLE E L

<VirtualHost *:80>
ServerAdmin webmaster@penguin.example.com
DocumentRoot "/www/docs/penguin.example.com"
ServerName penguin.example.com
ServerAlias www.penguin.example.com
ErrorLog "/var/log/httpd/dummy-host.example.com-error log"
CustomLog "/var/log/httpd/dummy-host.example.com-access_log" common

</VirtualHost>

¥ & ServerName 2 & A ) DNS 44 . <VirtualHost>& #5 H 7] H & XHR
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5 LTI R 55 BB 6V 10 RGP BT A

KKKKK

U, AR FRS ST RZHEE RN E . AP aE 1 User M1 Group /£
AR T, BUMAZ P2 SuexecUserGroup.
RVE:

U SR ) RO, AL T o AN B, TR R SRR R, 20K
1 Jetc/httpd/conf/httpd.conf A [ 4= [R5 75 Tl Listen.

N T BRI E R BTN, FTEHEF web 5545, A XUMTEE httpd
KZHIEZ(EE, ESF 6.1.1.3 1817 http PIARSS I 5 IS -

6.1.1.7. Q% SSL %5 #%

ZRERTFIE (SSL) & —MRedi iRk 55 &5 2 7 i idEAT 22 4 85 3l v ) N a8
WMl &5)ZE 24 (TLS) P2 SSL I e AN HE iR A, GBS i (R BRAL AN
a2 e RN SE 244 . Apache HTTP %5 #5 A1 mod_ssl R[4 &, 1S H T
OpenSSL T ELBEEL, AEfgFRAttt SSL/TLS 325, MM FR'E A SSL AR %5 2%
BRI BB v IR S5 A ERE R Gt SRR T TLS 2B Mozilla NSS. mod nss 13
BRAE T XF Mozilla NSS )3 £

AME HTTP &8, ARTREBE 2R e NH AT LS AE e . i HTTPS
AELE HTTP XG0 756 SSL/TLS ISCRE, B REIRIP L5 N & A g Az 2.
Az FEA A Apache HTTP IR As BB b, Qe B Bt R H i) — Lo B AT
%, 18 S AR BURAEH AN B ZSE T I R

NEIRUE 50 22 4>

FHFEH T 22 AR FRINE A, 3555 1 W iia AR 1)
TR S AL . SR, AEASLEEERIRINE HoR T, A 2 AN E AR
—MRERFENFH: AR UIER, ALAH A AR EEE A
e FHOOS B IO RABH R A s AL R S A 10 008 IR 8 GE IR 19 A H SR b

N7 3T SSL SEHL A T, SSL AR5 ds 0 Z E AT F B IE iR WA (CAD
B ETFAE T . IEBPESEH RS SRS MENE (Fln. RS ENA: A
% HIERA B SRS, BB AR CA KIFAH. XA 44 7] LU DR 2 IE
FWUEHA O 4 Tk, I HARE MR 7 B HCE

R AR LT web BEEESLBTY SSL E RN, ST web RS AR AL AIE T,
WRIEBR AW FE CA VIS, B IR ) F M4 FE EoR FEHL4 AL
i, web IR A fEdai OaE . @ P 2B N RS B

BROAEOLR, REZHN DGR E A —Hy ) 2 HN&EE AU . B
Mtntk, wEZERSAER, SBALLERE N EER CAUET, XM, AR
SUATDVESEI R E IR 17, S0, SUREHBENRE R, XN, T[ENNEZ—
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AMEAS . TR LRRIE AR R, B, M5 Buadid v IEEsaEs,
g, SR AHERE R AT REME I TS CA. RIIEZER, HSHEREK 6-2 BHN
e B H AT CA

R 6-2 BEEWERFEETHE CA

web ¥ Y328 ® o
Mozilla Firefox Mozilla root CA 51|58
Opera Opera 1] F FIHRAIE 1
Internet Explorer Microsoft Windows 7] F [FIARIE 15
Chromium Chromium project AJ F AR IE 15

FERES SSL IR 252 i), 75 EAE R —AMIEFIERM—NEH, KRG, KIEIER
TER, A A SR A SO AT BREB MU . — B CA Bk | & HIEF 1 KA
S IER, B Kk — AT LIRSS 2% — Al FH A A e B4 . 54, mril
BN EELIIET, EAMEH CA T4, Fih, XAUEH Bl
RKANEHBIE
6.1.1.8. J& ] mod_ssl it

R T mod ssl B, #Z— SSL 8 HTTPS M54 1%, NIAHE
FEN—A RN (A0: mod_nss) 8 FHAH R 3 1o S 1 443 ZERIL HTTPS
Uity [ o

AT A#H mod_ssl #EELAT OpenSSL T H. AU, ##37—A~ SSL Ak%54%, NIFEE
2245 mod_ssl F openssl i AFL. FH root F F $147 BL T a3 AT DL 58 il 22 2% «

~]# yum install mod_ssl openssl

RS, 24 mod_ssl FIHD & S /etc/httpd/conf.d/ssl.conf, ERINTEL T, B
7t Apache HTTP Jk55#s M FELE S, N 7 mgEisis, FEE S hitpd k55,
WESE 6.1.1.3 84T http HIIRS T E R RS .
HE:
1E4 POODLE: SSLv3 vulnerability (CVE-2014-3566)F1 firffiid ), Kylin A~

HEZE RS FH ssl, EERUNAH A TLSvI.1 B¢ TLSv1.2. f$iH TLSv1.1 7] LASEHi (A 5 3
K. BIRVFZ M Z O30 SSLv2 88 SSLv3 ¥l 1, FFERAEFH T e,
B2, S RAGE A I EA.

£ mod_ssl HJ5 FHF14EF SSL F1 TLS

TR AR FHHE S FRAS 1) SSL A1 TLS WM, BE o] LAZERC B o, sl it 78

“ ## SSL Global Context” ¥ 73¥5 /M B SSLProtocol $5 7~ Hil K 42 J7 5 /4%
SSL, WA PALEEEAN“VirtualHost”#)“# SSL Protocol support” - B0 g 48 ER A Tk
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S AR BEA AR MR ENE 82T, MR R NRE. N T
BAH— A UORA, B P 51 BE AT BL{ AE “ SSL Global Context” #5773 2K fi &
SSLProtocol, ] LAFEREAMRI R M EHLA /348 B, HEEN LS all.

6.1.1.9. i FIAAAEI A ANE S
A UM A B HAIE TR ECE SSL S5 #%, ML aIEHr. (A2, a2
FRIE TR AN T LA
1. IEfEBE 1P BR 4
UE PR ARS8 1) 1P sk 44 M AE . R, Ry —RA T, iE
Fat = TR
2. IEFESE M VeriSign Ak T IE 15 1 IR 55 % 14
VeriSign /& —/N FH FE BN, B 240 REE R, 1P Hihkfiisk 4
WURUES o — B BAdh, IEHt & k.
Tve LR AR R A, BT EE P AERIET . AR ELZHREER, 152H6.1.1.9
A OB ZHANE TS
W R A A BB AR, Sy i A AH 5¢ ST 2l /ete/pki/tls/private/
A Jete/pki/tls/certs/ H K T o AT LAFHAT LT A & SEI -

~]# mv key _file.key /etc/pki/tls/private/hostname.key

~]# mv certificate.crt /etc/pki/tls/certs/hostname.crt

SR )G, 1E/etc/httpd/conf.d/ssl.conf AL & XA, DT HI4T:

SSLCertificateFile /etc/pki/tls/certs/hostname.crt
SSLCertificateKeyFile /etc/pki/tls/private/hostname.key

NTAEHREED FA%, i53F 6.1.1.3 1547 http 9IRS 1 & 53 RS .

Blan. AR E Kylin %4 web RS 25 S AAFNE T, W FATR:

~]# mv /etc/httpd/conf/httpsd.key /etc/pki/tls/private/kylinos.example.com.key

~]# mv /etc/httpd/conf/httpsd.crt /etc/pki/tls/certs/kylinos.example.com.crt

6.1.1.10. 4= BEH 25 AHANIE 15
T ARG EAAUET, fERFEH DA %EE T crypto-utils FAFE . H root
FH P 3T BL R 4] PLSE I 22 2%

~]# yum install crypto-utils

A PAF IR T — A A B SSL EH AV E B TR )¢ genkey N AR,
B RETE WA A S
Y
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WREH - DNHHE P B A RARGED, TR HEE —NAEKFEYS .
XA, A DARROR S P ] Vg SR E P T, #E i m ey . N THEE
SRR S EIEHAER, FZ i root I H 454 &AL genkey i 4:

~# openssl req -x509 -new -set serial number -key hostname.key -out

hostname.crt

ik
ARG, WA RHE BN SRR, MIIAT genkey N HIAE
Fra R BRI, wiZE oot F P HAT LA v, BRI 3 B S0

~]# rm /etc/pki/tls/private/hostname.key

Hi root FHl )7 AT genkey AR, #REOVHIEF —DEEMENYL (FlI:
kylinos.example.com), Ul T Fi/R:

~]# genkey kylinos.example.com

6.1.1.11. >y HTTP A HTTPS B & [ -k 1%

BRINE LT, %E?ﬂﬁﬁﬁﬁ*%@%ﬂ&%%%i‘%f’ﬁ%éﬁ%mﬁﬁﬁ HTTP A1 HTTPS ).
ARG E L web %5235, FIF firewalld fR%5, Ly k%, #talLlg
Fi HTTP 1 HTTPS 7 .

i root A 7 #UAT A N4, nJLLJS A HTTP:

~]# firewall-cmd --add-service http

SUcCcCeEss

H root FH P #UAT L F a4, RIS A HTTPS:

~]# firewall-cmd --add-service https

Success

FRERGEP G, REBERNT . N TR SBBUKAER, RFEA
PAT BB g 2B, N E--permanent .

K25 HTTP A1 HTTPS [/ 4% in) 14 0]

1 root HI T HRAT BA T A, AT DA 2 i Bl K i 70 VF U7 1) A IR L8 0

~]# firewall-cmd —list-all

K=\ T, BARPT KSR A T, H2&, HTTP # HTTPS & /A7
VRIE I By KB U 1] 1

— B VR py kel L Ia) HTTP A1 HTTPS 1, HA$UT Biddr 4, 5t
25 F services T L H W RIS
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services: dhcpv6-client http https ssh

6.2. HFHRER

6.2.1. OpenLDAP

LDAP (& H Ui i) & — A, MRV mfEm L A1
g M5 B BT X500 H AL hndt, (B2 5 /D 1R R FE SR 46 8, FrLL,
LDAP ##AR1E X.500 brifeSEAt =28 i — R AR A .

4 X.500 —#f, LDAP R H HxH L5 277 2. iX 28 H 5 0] DUE il & FhE 2.
ey, bk, AEESE, HE DRI T M EE(E RS (NIS) KL,
PRATAT NAEATATHLES 383 LDAP SR ¥R 255 mT LUG ) A AT R0 K -

LDAP @ TP E A 7 fH, A SmRIEs RS E. THaEEN
— AN EH S, RVERE P @R AR P RE R, thAh, BT g A
3 HoAl LDAP k&5 a5, AT — Ml 2 3k(E BIAAeEE . A, &
se i W N A T BN HLNA, IR BURER I TN A #] .

6.2.1.1. LDAP /4

{5 H client-server /& RZ5#), LDAP g — Nk X 2% n] 3 in) (1) 05 B B
Ko % P S B MUX AN H 3 B G BN, RS #um s ik H P R S Bk
PIBER, SRJE WA TSRS e A Lo N T B R0 2 %42 [, Transport
Layer Security (TLS)%5 A5 iS4 F >R 97 138 i ok A% 4 ok 2t

LDAP IR 5588 X 2 M AR FE R G, & BT DIARIE AR TR oK, A 211k
. BINCEHE LIFRgmIEE T, R A LDAP r 5548 24T 845 N AR T
Hik%Z, FFHAZEMNRE BHAERE .
6.2.1.2. LDAP Rif

A AEAE A LD AP-specific R

entry

LDAP H M —HM. B—A> entry I8t I 7 #8445k € X (DN)

attribute

&R A2 IR entry KRBT 40, B a1—MHHR KR N—> LDAP ] entry,
MHZH LKLY attributes UG HIAE, A BN SEE. RLOW, PAERA—D
entry, BFEAN NG S EHRFE bk .

—™ attribute P AR — MR [FME, BiEF 2 HILFRMEYIER. BRFELE
P AT B (H HA 2 TR . LY attributes W4 Z51{# F objectClass K€ X, FF
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H 1% /etc/openldap/slapd.d/cn=config/cn=schema/ H 5 F ] schema S 4 H #7 R 21]
1% attribute 17 B F1'E FIMEHEF7 N Relative Distinguished Name (RDN), A~ A
T DN, RDN XfF—" entry Kt 25— 1,
LDIF
LDAP 4 22 #u4% 2 (LDIF), & LDAP entry M4 SCAER I 3, Wi R Fis:

[id] dn: distinguished name
attribute type: attribute_value...

attribute type: attribute_value...

id T — AN E CRIEC, K Si4E entry. BE— entry 7] LA EH 24
attribute_type 1 attribute_value 4, A ENIFEMN SR #E L T o 7 entry
e, BE AT,
6.2.1.3. OpenLDAP %5t
OpenLDAP 24t 1 1R % B ZE)Rp: «
> (FF LDAPV3——7E LDAP JitA 2 4, ZH b F 28k 2 F R
fRUE LDAP Bt 4. He i, fHC#F Simple Authentication and
Security Layer (SASL), Transport Layer Security (TLS) A1 Secure Sockets
Layer (SSL) &3

> LDAP i f} IPC——1{# [ inter-process communication (IPC), 5% | %4
PRI VH PR I Y 28 HEAT X 1 I R K

> IPv6 [ FF——OpenLDAP ¥ IPv6 L5 M3

> LDIFv] )% £f——OpenLDAP 37 £ LDIF 4 1

> HEHEH C BH—40TH C LN | SLEEAER LDAP H

KRGS AR5
> TN5E TARSLH) LDAP k55 ds——A3E 1 R 7 TT MR R GE 2R,
B T RS

6.2.1.4. OpenLDAP JI} 558 2%
7E Kylin 245 %% LDAP IR55 255 U0 .
1) 4% OpenLDAP A, Z: N 6.2.2 %% OpenLDAP A1
2) BCEZ N 6.2.3 BLE OpenLDAP JIii55 %% .
3) Ja3hslapd k5, £ 016.2.5 iz4T OpenLDAP 55 -
4) f§iH 1dapadd TJBEFS N entries 45 LDAP H K.
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5) A#F LDAPsearch Dgeffifx slapd Iz 55 L& SRS B .
6.2.2. %% OpenLDAP 414
OpenLDAP 1] B %5 72 A1 T B i DU N R 3t

F#& 6-3 OpenLDAP RBF|FE

) ik

openldap %A AL 1217 OpenLDAP file 5545 A% F iy % FH P 75 2 1) bR
H

openldap-clients | B F 1 A LAVS R FME 0 LDAP Ik 5548 Kan 217127

openldap-servers | iZf AL E 11217 LDAP IR 4IRS L ACERE T, B& T
L) LDAP Daemon, slapd

compat-openldap | Z B AL T OpenLDAP X3 7 Fe bR %X

AN, PURALIE S AT LDAP RS 288 H
R 6-4 HHAKIN LDAP BFIF

A Ei:13%)
nss-pam-ldapd %A nsled, —NAHLE) LDAP RIS, oV P 3
1T A A 1)
mod_ldap Z % mod authnz ldap 1 mod LDAP #% He, I

mod_authnz_ldap & /& y Apache HTTP Server [f'] LDAP 4
IR . ZATHREEAT X LDAP H #4830 UEH F IMIET, IR H
REfg iUy i dEwI TP 4, B2 DN, AXR, —4
f£ & attribute, B EF 2 PR ENLEFZFH. X4
mod_LDAP A & E Rl — M, $2ft— AN rIic & 3k =
AT cache, AT G E M) HTTP &K, SCHF SSL/TLS.

i yum 23 LU A
yum install package...
flhn, 23 LDAP %53
~]# yum install openldap openldap-clients openldap-servers
TR L AIRA S P AR, (/] root H P T &R G817 4. Wi
ERNEE 2 2R UREE, 25424 B,
6.2.2.1. OpenLDAP Ji 55 233 F5 PP

HNTPATEFRES, X openldap-servers 1225 T PA N ZHA4 A0 slapd AR 55 -
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ER701EARE
KYLIN

BRI R IR 55 2R A R GEV10 RGBT

F¥ 6-5 OpenLDAP iR %% T EFR

e EiE:3%)

slapacl VR A5 1A & PE N 51 3R

slapadd TSN IN entries N LDIF SC{42] LDAP H 5%

slapauth ARVHEREIAEFR R 1D 513

slapcat SV LDAP H 3 P LDIF #% 2U0RAF entries

slapdn RVFERE DN ZI1 %

slapindex RVFEARYE AT WA B HE slapd H3x. 4B E L
PHAERZ L, SRVRZAft

slappasswd RVFEAIE— NI A A %8S, 4 ldapmodify ZHAF, B0
& FA7E slapd It & SO

slapschema RV I Ik AH B A e A U B S A S RE

slaptest IR A LDAP RS 4 ACE

6.2.2.2. OpenLDAP [{J% J Ui f2 /¥
openldap-clients 23 & LA 404, DIREt4S7E LDAP H3R NN, 120K

IR entries:
FH# 6-6 OpenLDAP &K 3k T BFI#
frd it

ldapadd RVFIELS LADP H %N IN entries, 7] LUEE— /NSO a0E &
FRfERIN, 1% 2 A2 ldapmodify —a [ — Mz

ldapcompare RV E—AE K attribute A1 LDAP H 3% entry #E47T HL#

ladpdelete RVFEMIBE—> LDAP H 3% entry

ldapexop FVFHEAEH LDAP ¥ £ 1E

ldapmodify RVFEE S LDAP H % entry, 18IS AR EAR#ERI A

ldapmodrdn VBB SZ M LDAP entry ] RDN {5

ldappasswd A EZEL LDAP H 4505

ldapsearch RVFREE LA K LDAP entry

ldapurl VIR AE K853 i LADP URLS

ldapwhoami FOVFIEAE LDAP 5548 AT IRZ HEFR1E

%% 1 1dapsearch #y& 4k, H v am & @ uUd HSCH 77 AT B0k, A E
Befd Han A T, LS man @y 2 & H SO

% 65 W / #2817




fr
T2 HUTTRABE R 25 B0 RIEV10 RATE I STy

KYLIN

6.2.2.3. LDAP % J*%iii b H /41
BAINE V2 LDAP % F' o ] LLA g A& ol 55 a8 o B 5%, (R ER 70T RS =
PS5 e R WA B S AR Hd —F. & LA RE DU SR A R 55 2%
HMMWH, %5 Mozilla, Thunderb ird , Evolution, 4% Ekiga.

6.2.3. ECE OpenLDAP 355 2%
ERINET, OpenLDAP [t B 4 PRA71E /etc/openldap H = F. FIH )RS ES
B ) — eSO H 3

£# 6-7 OpenLDAP BB B FACHF%

BZ it
/etc/openldap/ldap.conf | {8 ] OpenLDAP FE & 0 1) & 7 it B2 FH FO C B SC
4, %5 1dapadd, ldapsearch, Evolution 545
/etc/openldap/slapd.d/ | Slapd FYFC & 14

OpenLDAP ATE A F/etc/openldap/slapd.conf Bt & SC4F, & # FH — A Ad & £
JZ 7 /etc/openldap/slapd.d/ H 3 » RUIE 2 AT 23 4 H T slapd.conf 3L, 4
A DUSE I DA i 2 34T 5 4k

#slaptest —f /etc/openldap/slapd.conf —F /etc/openldap/slap.d/
slapd fic & 045 LDIF entries, f£—N73 /21 BRHLR G H, AT LT AH R
INETE
6.2.3.1. BHERIE
LDAP 55 25 1) 4= = e B SR A7 7E /etc/openldap/slapd.d/cn=config.Idif S 1
Fro WL T
olcAllows

olcAllows fin 2121715 F8 e ML Rpt: & T LRI Y, AR DL RS K

olcAllows: feature
] R, SRR 6-8 AT AT olcAllows IET . BRIAFIIETTZ bind v2.
Fk 6-8 THE olcAllows LN

by it
Bind_v2 LDAP HJ 452 ) bind 173K
Bind_anon_cred 2 DN 277 H I i 432 52 & 44 1Y) bind
Bind anon_dn 24 DN J2 JE7 I3 52 f5 44 bind
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ER7DIEARE
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Update _anon Pz e 4 T AR
Proxy authz anon P2 A2 AR |

Blan. fEH olcAllows F54
olcAllows: bind v2 update anon

olcConnMaxPending
olcConnMaxPending iy & FLVHETE € B % =il i KiERERHE, mWT:
olcConnMaxPending: 100

olcConnMaxPendingAuth

olcConnMaxPendingAuth iy 4% i 72 56 1 1 216 i RIE R ZEFFEL, dr i

olcConnMaxPendingAuth : number

ZRIME Z 1000,

N f#H olcConnMaxPendingAuth iy 4>

olcConnMaxPendingAuth : 1000

olcDisallows
olcDisallows fiy 4 U1 6 @ WP LekF AT . fn 2 1

olcDisallows: feature...

A2 WS R S % £ HE 6-8 F] I olcAllows % . #H BRIAA A fE
FH B4R

Fi% 6-9 1] F oleDisallows 3£}

bl i35
bind anon AN FUVFERIS S 44 bind 153K
bind simple ASFRVF TR LY bind B8 UEAL]
tls 2 anon AN FO VG i e 44 2315 24 #) STARTTLS fir 4
tls_authc M EAIE G A oY STARTTLS @4
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ER7DIEARE
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[A] .

LLZE

. {FH olcDisallows iy 4>

olcDisallows: bind anon

olcldleTimeout
olcldleTimeout iy & fU VFI& 48 & 7E F< M — ) idle ZEFZ A%, w] DLEEfF A B
WmAUR:

olcldleTimeout: number

ZIETEMNERA AN (EERBEN 0

0. i A olcldleTimeout Ay 4
olcldleTimeout: 180

olcLogFile
olcLogFile iy 248 E — M XXMl HEFB R, mLWT:

olcLogFile: file name

H A5 BB A B R bn i A C

#ltn: f#H olcLogFile #iy4

olcLogFile: /var/log/slapd.log

olcReferral

olcReferral &I VK46 E — DRSS 2510 URL SRACFEE SR, &R
olcReferral: URL

BRIAAEE
n. f# A olcReferral fix4>

olcReferral: ldap://root.openldap.org

olcWriteTimeout
olcWriteTimeout & 11 7t ¥ 18 $ 58 75 5% P — AN R 52 1 ) 5 15 SR IZE F2 R i i, v
Rt E] . AU
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olcWriteTimeout

UNATHE (BEZEN 0O

ln. A% A olcWriteTimeout iy 2>
olcWriteTimeout: 180

6.2.3.2. ki B I B

RN, OpenLDAP ff %5 5 f# H Berkeley DB(BDB)/E A J i B4 i« 125
P& FE BT B A7 it 7F /etc/openldap/slapd.d/cn=config/olcDatabase= {1}bdb.Idif L £f. LA
BB HAE S

olcReadOnly

olcReadOnly iy 4 Fo VAT R e XA A 22, AR

olcReadOnly: boolean

Bk ¥ TRUE (Hi#is) 8% FALSE (AJ&#ki=), BRiAN FALSE

#ltn: f#HH olcReadOnly iy 4>
olcReadOnly: TRUE

olcRootDN
olcRootDN 174 R LAy LDAP H 48 EBHH . T

olcRootDN: distinguished name

2 DN. ERIAE N cn= Manager,dn=my-domain,dc=com.

#ltn: f#H olcRootDN 774
olcRootDN: cn=root, dn=example, dn=com

olcRootPW
olcRootPW 7 & VI N P i B %00, AN

olcRootPW: password

A DARWCBEA INa BSOAR 74 o, BB IS A, fE shell K, f#HU0F
i L NS A E
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~1$ slappaswd
New password:
Re-enter new password:

{SSHA } WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

Bln: {FH olcRootPW iy 4
olcRootPW: {SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

olcSuffix
olcSuffix 4 L VFETE EHEAUE B, AW T

olcSuffix: domain_name

0% FQDN, ERiAj& de=my-domain, dc=com

#ltn: ¥ H olcSuffix Ay 4
olcSuffix: dc=example, dc=com

6.2.3.3. JEHY R

El M. OpenLDAP2.3 LLK, /etc/openldap/slapd.d/ H 3% L& T 2 8 47 i 7E
Jetc/openldap/schema/ H 5% K ff)—28 LDAP & X .OpenLDAP 1 HiX$Ln] DL & /5
%, PN attribute SERYAINE RS FHERAE B2 SCAF . R TXAN T BE 2 11
55, A PLZ% http://www.openldap.org/doc/admin/schema.html .
6.2.3.4. B ZAESR

OpenLDAP % ' ¥ii Al Hiz 55 25 ¥iig /4 F Transport Layer Security (TLS)AE 22 K
UEZ2 4. TLS IR 205 2 M vl . BTS2 R0, AR TS = 2 ik
5 2 4RAE RS OpenLDAP i F| Mozilla NSS /£ TLS 12234 SEH

i FH TLS #2372 4 %, B 438 1d Mozilla NSS fiff | TLS/SSL, %%
http://www.openldap.org/fag/data/cache/1514.html. K, 75 ELER b AR 5% 25
U AT ORI E . 20, RSS2 5 L E CA UE A e A & 1RSS4 Uk B AR,
o 2 P e LB A SR CA Ut

R, MRSSasin i 248 € — A CAUET, &/ o8 SR 3] — > a1k
55 A, DRI R A L B OO E BL T 4 e P E AR CA.

MR #RECE

ZE A T AE OpenLDAP iR 555 HH 8 A TLS, 752X slapd iy 24T 2 )5
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fic &, fF/etc/openldap/slapd.d/cn=config.1dif it & A4+ A & .

2 A B C LA P SR () 0 B S A, 38 A2 /ust/local/etc/openldap/slapd.conf,
B A slapd &5 i dds B ORAFICE . ORAF H 5%/ust/local/ete/openldap/slapd.d/.

PAF A &% T 5L SSL kUi 2 A 24, B T TLS A &4h, BHRELARS
vz SSL AT H—/Nui 1, — MR U2 636 i1l . Jmi/etc/sysconfig/slapd A,
IS0 1daps:///#fF 8, f&E SLAPD_URLS 174 URLs.

olcTLSCACertificateFile

olcTLSCACertificateFile iy 2 5 7€ | Privacy-Enhanced Mail (PEM) % i ] 5C
f, BERER CAUET. [FHWF

olcTLSCACertificateFile: path

path A E CA EF IS, B35 A4 H Mozilla NSS 1%, 0] LLZUET
ZFR

olcTLSCACertificatePath

olcTLSCACertificatePath iy 245 %€ fEA [A] XA H B & 5 CA TEBA7 i B
Ko 1% HFAAH OpenSSL ¢ rehash HEATE BE, A2 pldi n) SEFRIE 15 SCAF R85 42
— S, %18 olcTLSCACertificateFile /£ A # 4L,

B 4n Mozilla NSS ##18 ] , olcTLSCA CertificatePath % 3% Mozilla NSS 4 &
A GRETFBIFRSD. EXMIEOLR, c_rehash 2 ATFHEN.

WM

olcTLSCACertificatePath: path

. f# A olcTLSCACertificatePath Mozilla NSS
i) Mozilla NSS, olcTLSCACertificatePath 15 5& Hx#1%, 1% H %4058 NSS
WETB AN e S A

olcTLSCACertificatePath: sql:/home/nssdb/sharednssdb
certutil #74 HI>K45 NSS #dis A 37N CA EH

certutil -d sql:/home/nssdb/sharednssdb -A -n "CA_certificate" -t CT,, -a

-1 certificate.pem
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LB fr 2T —A CAE$s, LA PEM-formatted 4% :UfR 47, 4N
certificate.pem. -d &I ﬁiﬁﬁfp H, 1%HE NSS kB 2 S,
-n JETEBUEPB AR, -t CT,, BEZIEREZEER, 7£ TLS &/ b il %5 2%
il . -A USINCAFAE E‘Jiﬁ%ilﬁ%iﬁ?ﬁrqj -a FRVFHE F ASCIT 4% = AE i
N, -1 ¥ certificate.pem ¥ AL IH LG T2 o

olcTLSCertificateFile
olcTLSCertificateFile i 245 L5 slapd 55 2% ik 5 B 34

olcTLSCertificateFile: path

path NELF slapd Il 55 28 30E 510 S04, 248 A Mozilla NSS, SURUE 544 55

#ilin: @it Mozilla NSS 1# A olcTLSCertificateFile

2418 F Mogzilla NSS HHIE 5 5% § #ic4fs [ SCF A 0lc TLSCACertificatePath iy <,
olcTLSCACertificatePath FISR#EEUEFHHIA PR, H5E, FIHH NSS #dfs e v ay
FBIES

certutil -d sql:/home/nssdb/sharednssdb -L

LT, BerZ AL #% olcTLSCertificateFile

olcTLSCertificateFile slapd_cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile A &5 & S AF, &% A& FEH, FAHFIAERLE
olcTLSCertificateFile FJEH5 2 ULECH o 2 FTASSCIFINEE FIALEH, BRI S0 2
WA R

olcTLSCertificateKeyFile: path

M PEM WEP 2R, path B AR SO . 44 Mozilla NSS B,
path BN — DRI AFR, %S olcTLSCertificateFile iy 4 48 & FAE 15
(250 (2% FI{E ] olc TLSCertificateKeyFile A1 Mozilla NSS)

fltn:  A# A olcTLSCertificateKeyFile A1 Mozilla NSS
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KYLIN

2§ B Mozilla NSS B, &g &% € — N XM LR, XA E
olcTLSCertificateFile ¥& & FIUE TS 1Y key [

olcTLSCertificateKeyFile: slapd cert key

modutil #iy < HE i FI R P AR B Ry B i 32 NSS Hodfe e SCA %

modutil -dbdir sql:/home/nssdb/sharednssdb -changepw

& b B

Bc B S A+ /etc/openldap/Idap.conf £ R Gt &4 R, WA R H P&
~/.1daprc BLE H T B S E .

AR TR 484 1T LAENE —> SSL i%#2. 7 OpenLDAP fiy 4 Lt U1 1dapsearch ,
ldaps:// 745 Ef AT 1dap://o 1%Ly & F A 55 43 i BR A 19 SSL ¥ 11 636

TLS_CACERT

TLS_CACERT fir @45 7E — 3, A& % dmilnl KA BET . 123088
26 &) F IRk 55 #% i olcTLSCACertificateFile iy 4 - TLS CACERT K i% £ 3 {4
/etc/openldap/ldap.conf H' TLS CACERTDIR i i i # i %€

TLS CACERT path

path: CA IEFi 3 /2842

TLS_CACERTDIR

TLS_CACERTDIR iy & 48 7 £ A [ SO 88 2 5k CA TR A7 TR0 H 5% . BR
olcTLSCACertificatePath iy &Il . % H kA4 H OpenSSL c¢_rehash #H47& #,
$25% Mozilla NSS £ ¥s A B8 42, FEXFMEIL R, ¢ rehash & AT .

TLS CACERTDIR directory

directory: & CAEPH HRM4E. i Mozilla NSS B, SNiE 158k ¢4
B AR R AT

TLS_CERT

TLS CERT 5 M, W&%uiE+. %44 R A~/ 1dapre SC{FH
R E . 1£ MozillaNSS T, % 248 € M2k 45, H TLS_CACERTDIR

i THE -
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TLS CERT path

path: 2/ UiiE 530S, B & NSS Hds FEiE 1 4 8K

TLS KEY

TLS _KEY #&& & FASH I ST 14, FABH /2 VLEC A7 7E TLS_CERT 48 5€ [FIIE 15
ZIRERIR S5 8% olcTLSCertificateFile ML, fN%E WSO RA SRR, FrbliZse
PEREER NGRS, IR TR BEAEFH 7 1~/ 1dapre ST JE -

1§ Mozilla NSS i, TLS KEY #&& — 3, BEAHAEN, Hk
&4 TLS_CERT $87E MAE+5. ThAEM olcTLSCertificateKeyFile 281, #45A] DA
F modutil fiy& & ¥ A,

TLS KEY {fH U~

TLS KEY path

path: 2/ S5 SCPFERAR, B & NSS Bl o Hh ) 3 65 SO 4 B

6.23.5. WHZH

AN N R RE, M—> LDAP k%% (provider) £—P%
AN AR S 23 8% 7 3 (consumer) » — AN provider %4 H 3¢ 587 & consumers,
FEUC R B 5T BE 8 4% consumer 157 2 HE W RS540, AIIE—A™ consumers 7]
PABE 2445 — provider. — consumers A] PAANE—A~ LDAP AR 55284t , & A LA
A& — A2 3 o ££ OpenLDAP, A 2 Fh & A X, # W mirror 1 sync.

NTAE R EEGW &M, % 2T provider f1 consumers 1)
/etc/openldap/slapd.d/ie £ DL H i — gt =

olcMirrorMode

olcMirrorMode {3 FH] mirror £& 13 45 =

olcMirrorMode on

Hr serverID W15 syncrepl —EE#FE € -
olcSyncrepl
olcSyncrepl 1 FH sync £ 135 =

olcSyncrepl on
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6.2.3.6. NN#E AN 5 v

& DA F 3 25 n# B B R 16 5 slapd k%5 . 7ERC & slapd HORSfi, w] DA
{5 FH--enable-modules & K AL & AR L A DASZ FF AR B . AL ORAFAE 1a 25 B A ST
e,

module name.la

Je S A7 AN B A 2R N LDAP 55K o e i et 5 ) 2 6 22 slapd B AR
FEMSCRE, ENTRS S, X T)a%E, N AmALE

back backend name.la

N T INEAEERAN f5 5, 7 /etc/openldap/slapd.d/iE
olcModuleLoad
olcModuleLoad #& & 2 & 4k 1B

olcModuleLoad: module

module: — /N A RBLERL S b, R B N E .

6.2.4. f#F LDAP B SELinux SRHE

SELinux /& —/ME linux A% 7 SEIL R — > g il 7 18] 42 LT . BRI,
SELinux 2> #4441 F Vi 1] OpenLDAP k55 #%. A 1 i MA@ IS LDAP 51k,
SELinux [ allow_ypbind 4 Z0 #% ¥#& A W H 0 . 2 N H & %
authlogin_nsswitch_use_Idap &% L1FH. LA 204

~]# setsebool -P allow_ypbind=1

~]# setsebool -P authlogin nsswitch use ldap=1

P IR TUR R IRI EAE R G E R EARREA R

6.2.5. 31T OpenLDAP fR%%

ZETMER T EES. FEib. B RE YSET LDAP R IR .
6.2.5.1. Jazshk%

{5 root BLFR, /5 slapd k5%
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~]# systemctl start slapd.service

8 H root BLFR, BeEITFHLRZN slapd A 55

[root@ft4 slapd.d]# systemctl enable slapd.service
Created symlink from /etc/systemd/system/multi-user.target.wants/slapd.service to

/usr/lib/systemd/system/slapd.service.

6.2.5.2. 1F1EHRSS
Z1EARSS

~]# systemctl stop slapd.service

BCEITHUA R SR 55

[root@ft4 slapd.d]# systemctl disable slapd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/slapd.service

6.2.5.3. HFRS
AR

~]# systemctl restart slapd.service

A S RAEIE RS, B B EFRS . HHZaSEH NS E .
6.2.5.4. EIBITIRA
K ¥ slapd R 551217 RES

~]$ systemctl is-active slapd.service

active

6.2.6. BLE RS f#FH OpenLDAP {EANRAE

N T L E RS OpenLDAP {E NIGAE, WifRFTA %3 E LDAP IR%%
AR LA FOA s, EARBIESHETET6.2.2 %% OpenLDAP 4141
6.2.3 i & OpenLDAP R554%. 5%/ i b, FAGAUWT:

% 76 W/ #2817



é’f

T2 HUTTRABE R 25 B0 RIEV10 RATE I STy

~]# yum install openldap openldap-clients nss-pam-ldapd

6.2.6.1. T IAMIEIFZ B2 LDAP #% 2
T T HARM TV 2 shell M1 perl A, ]LAFH BT IR RIEEE S
LDAP #%20. 2o sefy, AR

~]# yum install migrationtools

5% Ja ., M A AF B H 3 :  /usr/share/migrationtools/ . %W %
/usr/share/migrationtools/migrate_common.ph 44, &2 LA R AT P9 25 H R B gt 24 5
L7

# Default DNS domain
$DEFAULT MAIL DOMALIN = "example.com";
# Default base

$DEFAULT BASE = "dc=example,dc=com";

B, HmITIR e E. i, JE17 migrate all_online.sh 4,
{E BRI HE, WE de=example,dc=com

~]# export DEFAULT BASE="dc=example,dc=com" \

/usr/share/migrationtools/migrate _all online.sh

GE [ RS IIARIZATIE RS P Bl o, 225384 6-10 % 1) LDAP it
B IHIAS o

FH& 6-10 FF K LDAP B4

BEFERRS | LDAP REIB{T 52 FH B AS
/etc flat files yes migrate_all online.sh
/etc flat files no migrate_all offline.sh
Netlnfo yes migrate_all netinfo_online.sh
Netlnfo no migrate all netinfo offline.sh
NIS (YP) yes migrate_all nis_online.sh
NIS (YP) no migrate all nis offline.sh
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BAfHXEHA, 2% README #l migration-tools.txt SC A, 17 MA{E
/usr/share/doc/migrationtools-47/H & T .

6.3. SCHAETEIRS 2%

XANFETT FEA) 4 Samba [ ZZEEMECE, — > Server Message Block (SMB)
F1 common Internet file system (CIFS) WS I HFIRSEIL, vsfipd, R Im] B IBE =1 24 Ik
KR E RGN FTP k558 . MAh, INA T E AT RS TR EELE
FTERHL.
6.3.1. Samba

Samba AR linux JF windows BEFIH . ‘BB 1 SMB M CIFS #ill.
© RN E ] RS AL$E Microsoft Windows®, Linux, UNIX 2%, 1 7] £ T windows
(RIS FIFT BRI . Samba ) SMB {8 F 25181 windows ik 55 %5 5 windows % /-
Uiy —FF o

samba % %%

~]# yum install samba

6.3.1.1. Samba /%A
Samba »& — MR EE A, FERNTEEEE R Linux k55 48 F1 £ 7 2 Active
Directory (AD)M 5. & "] LAMEJy— Mzl &, B 2 AR A
Samba RERE A4
k55 H s AT Linux, Unix A1 windows 2% 7 ¥t ) T EFAL
0 B 28 3]
Windows AT 5 1y J01IE 6 5%
#24t Windows Internet Name Service (WINS) 44 #% B 55 il 1k 5 &
Windows NT®-style Primary Domain Controller (PDC)
Backup Domain Controller (BDC) for a Samba-based PDC
I A% IR 554 A
SN Windows NT/2000/2003/2008 PDC/Windows Server 2012
Samba AN EEMAT 4 :
> {FJ¥ BDC %4 windows PDC
> AEIEAL IR S5 s ) A
6.3.1.2. Samba LA R AHIEHRSS
Samba #& H =SP4 4L AL (smbd, nmbd Al winbindd). =AMfik%5 (smb,
nmb Al winbind) FEHIH T HEREZ), (FIEMHLEHRIRFIIEE. XLk
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YERNAIE ) init AR . LR PEEY A — s 9P bR .

smbd

JI 55 2% smbd 4P #EFEZS windows 2% F lﬁﬁ%ﬁtiﬁ: CEAFTERARSS - 74,

T S IiE, FWRSUE, HdEtEiEs SMB . BRAR), MRS AR
fl SMB H 4 114 TCP 3 11 139 £ 445, smbd ¢4 3E A2 24 smb AR %545l .

nmbd

nmbd P FEFEXT T NetBIOS K k%5 1137 K (SMB/CIFS in Windows-based
systems ) AT B A A R . 3X 28 R S8 6L FE Windows 95/98/ME, Windows NT,
Windows 2000, Windows XP, F1 LanManager % /7 ¥iij . BAIAHRSS 25 1515 NMB &5
Ui 1 52 UDP 4 [ 137,

winbindd

winbind Hit 55 % o 7 HI 7 A1 A5 B I 4T /£ Windows NT, 2000, 2003,
Windows Server 2008, or Windows Server 2012 Al 55 #& b 1) #2 B i) @ . X fi 15
windows F F FIZHAE B BE08 #F UNIX “F- & 115 . iX & # Microsoft RPC calls,
Pluggable Authentication Modules (PAM)#l1 the Name Service Switch (NSS) AT =23 .
X fo 71 Windows NT A Active Directory H F # 4 i UNIX A P i T#:1E. &
SR Samba HEAT T HHZE, {H/2Z winbind JR%5 &A1 smb 43 IFIEAT R

% $; Samba HE

] LU A Nautilus 58 n 217387 I Samba S =

iliﬂ?‘/\%
A5, FFEX Samba AT HAEIRE, FTEMH root HPE5R, wd
.

mount -t cifs //servername/sharename /mnt/point/ -o

usemamezusemame,passwordeassword

%402 ¥ sharename £ 2 A Hi/mnt/point/ H %

6.3.1.3. fic & Samba JIR%5 4%

BRI\ B & SC A Jete/samba/smb.conf 50 FH 7 15 i) & A1TH) home H FAEN
samba H= . TR LI3E %Fﬁﬁ@ﬂﬁﬁ?ﬂ’]?ﬁﬂiﬂﬂ?ﬁ samba FEZFTEINL. AT LLLE
ARG RN — AT DL HLiEid windows ML 4T ENZR 78 .

RSP
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BRI R IR 55 2R A R GEV10 RGBT

ER7DIEARE
KYLIN

i & Samba ff H 10, W LAZ3 http://www.samba.org/samba/GUI/ .

AT E

Samba 1§ FH /etc/samba/smb.conf {EAHCE . BEOXAMECE MG, T
#H J5 Samba 7 BEMEAE AL

~]# systemctl restart smb.service

7€ windows TAEZH 1 Samba Jii 55 %5 o] F2 I ik, 2% /etc/samba/smb.conf
A
workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER

1E linux &4t [ 614 Samba 3L = H %, fE/etc/samba/smb.conf SCAF AN LA

INZEST
iln: Samba Al 55 %% I &

[sharename]

comment = Insert a comment here
path = /home/share/

valid users = tfox carole

writable = yes

create mask = 0765

Z 1 70 W A P tfox AT carole i i Samba % /7 i X Samba i 55 &%
/home/share/ B 5 #E 4715 5 #AE

0% 5

TR B v DA R IR, DRI (R 2 2 B 22 4 . R — M B &5 %
MR AP, w2

smbpasswd -a username

6.3.1.4. JA B[] Samba
JAa s
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~]# systemctl start smb.service

KM

~]# systemctl stop smb.service

HH

~]# systemctl restart smb.service

condrestart (RFEKAF FHE)E) £ M IEAEIBITHE N 42 )83) smb. 1X
AN IETUN AR AR T E P, A5t iR g s AT e, BASH S 5.

~]# systemctl try-restart smb.service

4N\ Jetc/samba/smb.conf it & A, AFREHATIRSGMEE, m2WT

~]# systemctl reload smb.service

THHLE R 30

~]# systemctl enable smb.service

6.3.1.5. Samba %4

Samba A P Fh 2 4=, share-level Al user-level. share-level V& HFH T,
User-level 7] LU =R SLIL 7 20, X677 s AR 22 =X

User-Level %42

User-level security /& Samba ERIAHEE FIELE . RIE security = user A 1
/etc/samba/smb.conf L B A H 5 H, BERRFESHAEA . MRS WL 7% in
I P A RS, % P R FE S IL Ik B Re 18 A 75 2298 2 %19 . Samba tHRE
AR BT P A B RS ITE K . 25 7 sl e A F — > 5k ) UID 4EFF C 50
UERPIRAS o

/etc/samba/smb.conf LA, security = user 15 & user-level security

[GLOBAL]
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security = user

Samba Guest FL =

42T, share-level security 5 2 ELH 5 . /& AL & Samba guest
==, ANdH security = share &1, % DL T DR

Sef5): BeE Samba Guest JEE
1) QU s SO, i /ete/samba/smbusers, 8AHEA N AT

nobody = guest

2) f&Mt/etc/samba/smb.conf, ANEAHH valid users

[GLOBAL]

security = user
map to guest = Bad User

username map = /etc/samba/smbusers

username map: 1 JLIRIEE

3) f&f/ect/samba/smb.conf, ANEffH] valid users

[SHARE]

guest ok = yes

NP2 4HEE user-level security SEFL T .

Domain Security Mode (User-Level Security)
ERXFTTT, Samba il 55 254 — MLEEIK S (domain security {5 F (]
5, IR AR TS KA T Bl A ] 4 . Samba IR S5 88 EAF I L, 7R E
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fit & /etc/samba/smb.confs

[GLOBAL]

security = domain

workgroup = MARKETING

Active Directory Security Mode (User-Level Security)

fRUEH —> Active Directory 5%, MIAIBAE A — A 571 /2 T RE
BRI s 22 4= SR R 1 8 ) NT-compatible 36 iE P, Samba iz 55 %% FJ DL i A5
Kerberos I\ ADS. Samba 7t Active Directory member 153X, T 1] LL#252 Kerberos
tickets.

&4 /etc/samba/smb.conf

[GLOBAL]

security = ADS
realm = EXAMPLE.COM

password server = kerberos.example.com

Share-Level %4

AT, RS as NE - am IR — AN A WA A - A B . IRSS =
e — A DG A ILE, AMOBH P 4. 2 e, Microsoft
Windows % F Ui A %% share-level security Jx 5545 . 1B 4 4% Samba #i5F. AL
H I security = share W 20 # F+ 2% % user-level security . W R ABLH, iES%
User-Level Z2H111{5]1: L& Samba Guest =,

6.3.1.6. Samba [ 4531 i

W 2% 3 Y5 fd 43 Windows A1 Samba flt %5 #% i I /£ Windows Network
Neighborhood #, 7£ Network Neighborhood H[fi, ik%#sA H CEAR, FTIFE
Br, MRS58 AT FH B SL AT ERAL AT LA 2

[P 28 30 W 75 2 NetBIOS @ik TCP/IP. NetBIOS-based M 4518l UDP K%K
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ESE R AR . BT NetBIOS I WINS {4 TCP/IP =ML 4 R fif k7 S 5%
KT, HERHIIEAS S (ete/hosts) BY DNS A& 0 E A 1) o

AN T2 30 IR 55 A MBI 1 IR R A b T 30 R 5% s UACER AL R BT 1)
WA, R AR 4 RN 7~ 99 i) m DAAE 300 W

s

ERIAIK, —A> Windows il 55 % PDC Eoy— Mg, A2 238 3200 ba R 55 4 -
Samba Ji 55 4% AN BAZAAE A — A TP AR5 45

EVZ TR, AE Windows flRds# PDC, K, Samba x5 #% 7] LAE
AN H 0 YR 25 5% . TiC B Jetc/samba/smb.conft SCAHAE R — NS Hb 3 0 AR 5%
#r (HAMERD, BCESREMHAREIRM (Z016.3.1.3 BLE Samba 55 4. )

WINS (Windows Internet Name Server)

Samba 1 Windows NT Ik 55 #% 7] A AN — A WINS %5 %5 24 WINS JIkR%%
#5 A1 NetBIOS — 2 fd I, UDP % #E 518 3l i i 75 25 7 Fu 1A FH 44 ke 4t
B WINS k55 #si), UDP 18k K BeAE 410 1 AL I A e 4 % k 2 H 81,
AR . RANFEE WINS &0 2hae, AEAEH Samba 1E &R WINS 554,
K24 Samba A SZRE WINS %473

7E—A> NT/2000/2003/2008 Al 55 28l Samba YR & PR35, #4718 ] Microsoft
WINS. fE— A Samba 8559, #HEF{LH Samba /E4 WINS.

MR —MEH Samba {F N WINS JIg 25 #% 415

Bltn. FEE WINS RSS2

[global]

wins support = yes

6.3.1.7. Samba Distribution Programs

net

net <protocol> <function> <misc_options> <target options>

net 7y 2 HE HALE Windows A1 MS-DOS R 2Rh. HB— NS d8E v
A I . protocol JET A LAZ ads, rap B rpc. Active Directory 1 H ads,
Win9x/NT3 1§ ] rap, Windows NT4/2000/2003/2008 1# FH rpc. {E 1 protocol #E T

BARE, net & A= AE E .
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KYLIN

BT R T ENLA O wakko 1R RIALE .

~]$ net -1 share -S wakko

Password:

N R T wakko ENLAT Y Samba F 7 A1

~1$ net -1 user -S wakko

root password:

nmblookup

nmblookup <options> <netbios name>

nmblookup FJ AR NetBIOS 4 FREEH 0y 1P itk 130 HAE T M2 1%
AW E R HFs LRI
NI T /& TR NetBIOS 44K trek 1) TP Hbhik-:

~]$ nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit

pdbedit <options>

pdbedit Tl H & SAM £ ZE A7 K 7 o BT A 1Y J5 vt B35 S RF smbpasswd,
LDAP F1 tdb %4 ¢
N ARSI, A ER A H A P

~1$ pdbedit -a kristin

new password:

retype new password:

~]$ pdbedit -x joe

~1$ pdbedit -L

andriusb:505: lisa:504: kristin:506:
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rpeclient

rpcclient <server> <options>

rpcclient I H v) #5 H iy & {# F] Microsoft RPCs, XA /& 45 %118 Microsoft
RPCs & 4 P A8

smbcacls

smbcacls <//server/share> <filename> <options>

smbcacls Tl H 1524 Windows ACLs SC4#1 Samba JL 2 1) H ¢ 83 & Windows
HR55 25 o

smbclient

smbclient <//server/share> <password> <options>

smbclient s& UNIX R4 H % P um, ITHEER fip 254,

smbcontrol

smbcontrol -1 <options>

smbcontrol <options> <destination> <messagetype> <parameters>

smbcontrol Tji H &&= H|H B K iz241T smbd, nmbd 5% winbindd 57§ £ .
smbcontrol —i &2 H:iz17, HEBHITATEE ‘@ B

smbpasswd

smbpasswd <options> <username> <password>

smbpasswd I H & FInE % 05 . 1Z00 H 5e e g 2 PSSO A I PR
WA @ A2 E S Samba %5,
smbspool

smbspool <job> <user> <title> <copies> <options> <filename>

smbspool Tl H /& Samba —~ CUPS e T EIE: M. EHARH % B N CUPS
FTENHL, smbspool 7] AFIHE CUPS FJEIHL—d2fd H .
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KYLIN

smbstatus

smbstatus <options>

smbstatus Tl H £ 7~ 25 Samba EHARES

smbtar

smbtar <options>

smbtar F£ /7 HATIE T Windows HEZ AT H SR IS0 AR R . BARAN tar iy
A RN, PIE AT

testparm

testparm <options> <filename> <hostname IP_address>

testparm F£ 7 £ ¥ /etc/samba/smb.conf SCAF 115V, R AT K] smb.conf {71if
EBRINL B (Jete/samba/smb.conf), W AT EIGE . 5 E EHLL N 1P Hlk25
testparm F£/7 K 2% hosts.allow F1 host.deny SCAH /& 5 HC & 1IEM . testparm F2J7 7] LA
7R smb.conf AR 5 & N AE MRS o A2 PR I iT LS 8 250 (1)
MR AEA HIE S .

~]$ testparm

Load smb config files from /etc/samba/smb.conf
Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[html]"

Loaded services file OK.

Server role: ROLE STANDALONE

Press enter to see a dump of your service definitions
<enter>

# Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server
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security = SHARE

log file = /var/log/samba/%m.log

max log size = 50

socket options = TCP_ NODELAY SO RCVBUF=8192
SO SNDBUF=8192

dns proxy = no

[homes]

comment = Home Directories

read only =no

browseable = no

[printers]

comment = All Printers

path = /var/spool/samba

printable = yes

browseable = no

[tmp]

comment = Wakko tmp

path = /tmp

guest only = yes

[html]

comment = Wakko www

path = /var/www/html

force user = andriusb

force group = users

read only =no

guest only = yes

whbinfo

wbinfo <options>

wbinfo F£ 5 £ 7~ winbindd SFH RS B . winbindd R AU IZITH]
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6.3.1.8. HAh B3Ik
LAY
/ustr/share/doc/samba-<version-number>/
A A& man T
» smb.conf(5)
» samba(7)
» smbd(8)
» nmbd(8)
» winbindd(8)
A F Pk

> http://www.samba.org/

> https://wiki.samba.org/index.php/User_Documentation

> http://samba.org/samba/archives.html

6.3.2. FTP

ZET KN FTP B LA A vsftpd (Linux £4t FTP 55 %% )

FTP i FH 2 7 iy - Ik 55 i B A AR ORAR S SO 4 TCP M 28 i . K1 A FTP
MR A SRR B A A AT IR . JE T IX AN, FTP &
BN AL AER P, BRIERIRTE LT AR BE . BN FTP 7E M %% E 2
EHERATH, BLWEHHRS = Fikk, FA—MEHR, TEME TR
FEFFPE

XA FEATHIR B AR E vsfipd R %A ERE T TLS ME 4@
SELinux K058 FTP 1% 4. FTP f)—AN B HUAR M 72 sftp, /& OpenSSH
AT AR BAESREEE 2 OpenSSH B LA SSH #3155 % 5.20penSSH .

AFEFHERI, FTP #FE 2 A LA LIRS TAE. 2 FTP %/ i 32—
B FTP k5528 0m FERE, B a4T 1 21 fEIRSS 8 bin—F2 il o 31X v
I3 FH R ik i 2 2B MR 55 4 o FITA MR 55 4 i 281 25 1 i R B8040 1 oK 2 B TR %k
vy A A o B e 1, LSO R ) G A HORS T 25 7 i 1 SR 2k 7 =X
active B¥ passive H 7.

active mode

Active mode J& FTP Bl B8 A% fay £ 48 p 08 ) 3 B e SR dm A 2. 2 — A
active-mode HEAE it FTP % Fimdli64k, M55 28w 21 HF— > 20 ¥ 45 IP
Mk, F—NEEHLCRARU 5 T CRT 1024) 0 X FER) 2 HEE RS & P bl as 24
I SOV AT AT 1024 W R . BEAE AN 24 M2 R, Al T
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KKKKK

KRS 75 v B AR I AE A2 5 38 1) o PRl X 62 7 B 77 K B8 o 15 5 A\ B s =A%
ANIERE, ATLL passive mode #% ¥t H K.
passive mode
% active mode —#¥, Passive mode /& # FTP % ' i W) aafb 1. 4 MRS %%
TR EHE FTP & i 2% B & A5 7E Passive mode | Uj M) 5dli, R4S 2S7E R %525 b
SR AN TP MO AT —ANBEAL . TERRRUR R I COR T 1024). AR5 %5 7 il 4 3]
i RS 4% B T EOERME L.
IR Passive mode A SEMF R 9% 7 S 97 K 3 P 280408 148 4 ) R, e AT DA
T 55 25 i 77 2K 3 o SR DAAE — AN ik 55 2% b Jd i PR 1] (49916 61 TG 4 AL A g 1 £ FTP
k55 25 b el T A . X fRT AL 1 IR S5 A I L BT I R i A
6.3.2.1. vsftpd k%5 #%
vsftpd Wit AR FRE 22 4. vsftpd A& 7m] B = 20 IR 55 2 A R G 1
FTP k554, & RN HLRE S Ab 3K & () RO 22 1k
vsftpd BT fd F (1) 22 B A = A 2071 -
> R KR AR SRR 2y B8 I R —— T 1 i RR AL BN R AT 55, B — A
HRRIEAT IAE 55 R 75 E iR /MR
> 7 S TR B 55 AT A FH e AR 1R 4T A B—F H libeap PE 4
PERIREME, 752 root R UBLBR FAE 25 AT LA AR /INREAU) 2 RS AT
> REZHGUFRIZITLE chroot T BT RE, R AT DA RS e AT I 2
PR BB N YEI L H R XA HFHIA A2 chroot Hk. 14l
w, fEun/va/fip/ H F 2t H 3%, vsfipd 48 %€ /va/ftp/ AT 1] root H %,
YER . X2l A BB
fi X o2 i it o 0 vsfipd WHATAbFRIE SK = A 50, R
> S RRIBAT AN 7 d5e D IR A —— SRR R B A B TR B INRF RS
W RS /M o T HEFR AL R B 2 5 % P i A8 ELANUR ] e fl FH OB AU BR 12 4T
FIT A 1 75 R B E B — NN SRR AL BE— 515 Apache HTTP Server
—1F, vsfipd 73 K ICFRAU T IEFE RS BEAE NS . IX FOVPRARL SCHEFR R
AT RE /N ERAT S5
> A NIRRT 3R I 1E SR 2 B S AR PR e —— 1 T HE R AT 500 1
seild socket, ARfIKH TRHAENIE B SHGE.
> KERSFAFTP %5 i 58 B\ /2 7E chroot PAEE F——Bh T HERE 2 3E
FEAL, EMREELZEEZ NAEEARIR, R vyt #Geis v 3t
EHX.
Ja s Ik vsftpd
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PL root FH F1E R
Ja s

~]# systemctl start vsftpd.service

~]# systemctl stop vsftpd.service

H A

~]# systemctl restart vsftpd.service

AFMER, HECLMEBITINE, FRE%HAT

~]# systemctl try-restart vsftpd.service

BEITHLE R 3

~]# systemctl enable vsftpd.service
In -s '/ust/lib/systemd/system/vsftpd.service'

'/etc/systemd/system/multi-user.target.wants/vsftpd.service'

)5 vsftpd £ #%$5 D1

A IHE, — & TRV R N2 B FTP 38 X MEOR 2 18 . vsftpd
(12 3 e I LR 12 AT 2 AR UL, AR B S i & S

B, SATA NS D BLLT 1P,

X, FTP (4511 DNS AR 55 &5 2006 N AE BRI AS o

2 vsfipd M AN F] TP [RTG KR, BEFRR) 2 888 DL AU IEIT . AT K
vsftpd HEFE I 2 B S5, — MRFR I IR 55 systemd service unit (vsftpd@.service) &
# vsfipd IR LAY .

R TAERZIRSS s — AN vsfipd B B SO 9 #AS FTP ik 2 Seiil 2 75
PR, ARATAE fete/vstipd/ H 5 o IX L8 i0 B SO 0 03 A ML A FR () o
Jetc/vsftpd/vsftpd-site-2.conf), I HIHA root 1L EHLR

—MEE, ZH W SEAE R IPy %
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listen_address=N.N.N.N

N.N.N.N &y FTP 3 s f IP Hhik o i an st FH 192 1Pve, MI{#E A listen_address6
R anBc B A DA A7 IS fete/vsttpd/ H 3¢, BT vsfipd #EFE, ATUAHLPATR

i A 2l

~]# systemctl start vsftpd@configuration-file-name.service

UL a4, &8 configuration-file-name A 75 B AL B SCAF 44 FK - 40
vsftpd-site-2, JVERL, .conf JG4i e T BEAINBERT
AR — R B B 2 A vsftpd FEFE

~]# systemctl start vsftpd.target
~]# systemctl enable vsftpd.target
In -s '/ust/lib/systemd/system/vsftpd.target'

'/etc/systemd/system/multi-user.target.wants/vsftpd.target'

i/ TLS In% vsftpd 4%

TR FTP [EA A2 (R SO 4D . vsftpd #EFE R LA TLS
KA AT %S . FTP % )it A3 HFE TLS.

LETE & AR vsftpd.conf % & ssl_enable A YES 171 TLS B3 HF.

Blan: BCE vsfipd f# ] TLS

vsftpd.conf it & 1

ssl_enable=YES
ssl_tlsvl=YES
ssl_sslv2=NO
ssl_sslv3=NO

#H 5 vsftpd service A XK

~]# systemctl restart vsftpd.service

A LA vsftpd.conf(5)H man Ft T 5 2 AH (5 B
vsftpd #YJ SELinux 5 #%
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SELinux $RE&E H vsftpd ¥4 A2 (LA A ftpd VAE), 5€ X7 — A5l iy
¥, A T AV FTP sp4P i i vy AR SO el H 3%, 77 Z 0 B4 b Al od 24 1
Pr2s.

B, N T REMBEE 4 LM, public content t FREZE WA ZI A it 25 IL 2 A A
MH. BAT LI cheon fir 4

~]# chcon -R -t public_content t /path/to/directory

/path/to/directory & & AE 73 FCARRE I H B8 AE, W RIEAR 3 ST — A BA& S0
1 H &, 990 B — A RF A ) b5 2% public_content rw_t. BRIk 2 4b,
allow_ftpd_anon_write JETUN TR E N 1, #H setsebool iy 4 1% B

~]# setsebool -P allow_ftpd anon_write=1

SRR EA H ] Pl FTP 15 10 home H 3%, 78R 7A] LS = 28 I 45 28 4
AEF XA REEIIBEE, fip home dir SN BN 1. 40 vsftpd FLHF LA
ML R G AT, AR BB SRR S B BRIERA T REANRRE R RE,
ftpd is daemon K E A 1.

6.3.3. ITEIRE

FTERSCE T R RATEDHLI AL &, 4E47 T ERHLIEC & ST, FTERHRRA H s DL
FTER I JEANFT ERHLE BEK

% T EE R T8 A Unix FIRI R S5(CUPS). U RARTH 4 I 22 4552 26 1l (R AR i)
WL = R 55 A B R AR, (2 CUPS, TEF SO R 2 RAEST ENHL
BFE.

JEBNATEINLC & T H

MAF AT SR ST ENHLEC & T, #i\ system-config-printer, #TEIHLACE T E
B BiE A, 4fEH GNOME £, s [INAER] - [R4THR] —
[%E] — [$TEIHLY, 3 lC B 6 EAE ;s SN B P T T B B
FHIH .

FTENMLEC B T R B shin T .
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< FTEIHL b i - %

=

B 6-1 ITEIRE

JRBIATEIHL i

ITEDHL 2 A BERE AR AT 4T ENHLIA B S

AN E Nl USB &L A AT EIHL, FTEINLZ B S A BTSN .
R GRS N B2 R I A, R SR AN 2 1 B root FH P Y . AHIAT
P I%E #2 5 FoAths L1 S BUAN W 28 4T EIAL TR ZEF3h ik &

CUN 2 B E AT TEINL 2D 3R

1) JAETEINLECE TH (S WRahTEINLEC & T HD.

2) AEREXTEAE S, BN P RAX R RS IR E MR

MIFTENHL, RAG RS RS KRR AT -

3) WFEAT EHLEER R A A T X SR A5

WIN— A AT EIAL

IS INASHOAT EDHLIE L B A7 o Ve RE, ADIRINTT .

D) FTHARIATEDHLASUEAE (75 3 shFT EpbL B .

2) A BB, FEAAINFNER, AT ERHLERE v - (a0
Serial Port #1 5¢# LPT #1)

3) A N
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FiTEIH - o %
b it
-- MW URI
i #1

P FAETHIGL

fil )
ippidfcups-server/printers/printer-queue
Ippi/fprinter.mydamain/ipp

R0 AR |

B 6-2 #IN—AAHITEIHL
4) midr CHTEEY, #2000 BR5EAT EBL i BRI A

7 URI 4T EIHL

ABRUE

D) THFAINATEDHLUEAE (S W R ZhFT ERHLIEE B T HD .

2) fEAIAMFNZR, N URD, TR AMFTEDHLIERG URI Hubk .
3) midrnii”, oD BB E R AT SR

IS 45 FT EDAL

WP R T

D) sTHE AT EPHLOEHE (S R SFTEINLR ED -

2) R IR AR B, R PISITEINL, BT 5 Rl & 2k Il

B LZEFTEIHL Internet Printing Protocol (IPP). APPSocket/HP JetDirec
tv EERPFTEREML (IPP) HERMFT BN Chitps)+ LPD/LPR FEHLEGH T EIAL
f§iH] SAMBA 1) Windows FTERHL. FCE W25+ ENHL TR ZEAE b7 K 3G e & I 5 A
IS R 55 B i 11
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1) $EAE IR 5L PR T ZEAE AN I P 53T ENHLSRA
2) fEAM, A AR IE I EAS S, s mraE.
3) $5 A7 5E B L A IE L R RT 58 AT EL R D o

HATEL — TR G
HHEE
i % WAHA UR
HIE #1 |
fi1.4 URI P
v AT
AL TR A3 4 | BT
Internet Printing Protocel (ipp
AppSocket/HP JetDirect -:h[;‘:..';’: Jprinters/print
T Ipp:{fcups-server/printers/printer-queue

IR IR L 0PP) ipp:/fprinter.mydomain/ipp
HIE FTER R ( hitps)
LPD/LPR F#labf G141,
1] SAMBA ) Windows {71

o
B 6-3 A InRIZITEINL

T BP0 T

B EATEIHLEAE AT ENHLEC B, 3T BN Gl U B DR AT ENHILIE H AT
1) FTENHLAEST BV R 11 o il SRobs A B e e J 1

2) fE R R R 1 o i AL B E

3) £ BIETR b, BT B v 2

BRI BT ETHL

TR BT (T ENHLAEST BN B B B I 3T EIH LA T ENHL— M BR . B IAFTEN
PBUMER. Fi5h, J%MHEREE .

BCE AT ENHLAEST EIHLS R A B B ol 4T BN AL, 285 Fly | SCR A 3
BB

BCE U
AT EIAL SR B RE e T B, X0 3T ETLE1 2 A o0t B [ 44 F) I B o 230 ) i L
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R R B DU
{4 ) DS BT EDLYL B 90 T ERBLIEL S, T E S T, B 4 4 o B (URD),

AT EIL
FESRME DU, ARR] DAbR & — MTEIHUE IS B — ST EINLRZ L= 1,
Mg T ME e . O T RERSAE LR IhRE, R FEIL AT EINL.

3T EIHLS 150 5
T VAL I8 70 0 T B 5 % el i SR TR BN R ARy AN E I AV T RE
FTASF AT EDPLEHTENHL. & — AR 485K, BE e R/ NS E .

(Ezgu ANl

£ AR e 5 U b, SR CAVEARE BI9T BDHL AR AR T, il 223 1) A
S oD ST RRE TE e NN S ARSI = DS QR (S A Rl % G K VAN
DU RE— T, 28BN SR R T BN X I /0N, AT AR 2 — AN K T Bl
D38 B — AN BRI FT BN J50), PEGH SCAS L I, 38 £ 8 H 5 SC AT

KRBT L
BOK /O K PSSR A1, RS AT HATT BT LR (2 8. A
B A K AR S L

B AT ERAE

AR IE AT BN BT EDHLSF 47 3642, a1 AN Emacs §T B SCA ST BT EP
—AEME, FTEIR TAER B IN2HT ERHERABA S o 4T ENFERABAZ1] 52— AT BN 1)
e, L BT EIALANREANT BN SRAS 2, a0 SR RPIRAS, TAR80R, 5555 .

FEAT BN RS o AT EDHLARAS B bR H ARS8 0 DO T AR . A & 4T ERVEME R
AT EPHLHAL X R T om — & H

WO ¥ KA BRI iE — M TEME L fE4E 552 5., £ GNOME Print
Status EFEAESS, T AN KA 4

fFH shell iy & A/ FTEITS5 5138, fHH Ipstat -o.

Wltn: lpstat -o fJ%TH
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$ Ipstat -0

Charlie-60  twaugh 1024 Tue 11 Feb 2020 16:42:11 GMT
Aaron-61 twaugh 1024  Tue 11 Feb 2020 16:42:44 GMT
Ben-62 root 1024  Tue 11 Feb 2020 16:45:42 GMT

A SR AR AR B AT ERAE b, A8 B 175 5K fir % Ipstat -0 $REAT 555 4R J5 fd FH fiw &
cancel job number. 741 cancel 60 ¥ HUH FT ER/EMEAE b [ 5]+ “Ipstat - o i H s
PRASBEAE H cancel A2 B AN B ST EVENL. . SR1, VR AT LA I BRAE 55
ifid cancel -U root job_number fir4>, A 1 B IEXFEHIMIBR, A2 04T DR AR S0
IS UEBEAT 5 ] root JR1IE.

Yra] CLdE I shell iy 24T BRSO 45140 Ip sample.txt, $TEISCAF sample.txto

6.4. ffF chrony E4E.E NTP

FEIT AN, ORFFFE TR BN AR R B2, XARZER . Flan, fERLZ
F AL RN 2 T BRI BN AR . £E linux RS, NTP Wi~y 3
FEIBATAEFH 28 () 523

FH P 25 [B] R 57 47 R BB IS AT 2 N AZ 72 (R R GE I B o RIS B Re g {2
A sy B O YR ORI TR E A . 18 %5 148 A Time Stamp Counter (TSC). TSC &—4
CPU {748 F R UM S e AR TR, 0 R 2, A R

WA TP HFERER, ntpd A1 chrony, K H ntpd 1 chrony . AR
A1 chrony B4 FAE FH ) S RS o oK BE 8T R GE B0 R 48, AR S AR G IR K AR 2844

6.4.1. chrony E/44
Chrony s&ia1T7EH P A ) s 3R ) i 2ATRE T, RAEWMREH IR,
AR Z i a3 ntpd KX R GEE [H]
6.4.1.1. ntpd 1 chronyd )% 5
i 2 R TSI EAL I B ) 5% . chronyd A2 LL ntpd i 52
It
> AR [A] I Be s (Rl ER M IR U5 19 B chronyd BB TAE IR 4F . ntpd 7522
A] AL AR IR [A] SR  Re e TAR G
> chronyd R 1E W Z5 413 B B TAE R &7
chronyd 18 1] D[R] 25 i b B BRRT B 47 o) B TR0 RS B
> chronyd 818 7E I B e B 9% SR A% A4 ) TR B 481, T i R 3R 3 48 1R
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LIN

FEIIA2 4k, T ntpd ] B8 75 BRI [A] A4 BE T & B T K.

RN E T, R4 83124, chronyd MR B E], A TA
FTELFHARIZITFEF o ntpd 0] DLEC B A RIZEIR], RS 208 AN R 7
TR X 25 — LEEh A

1E linux #/E 248 L, chronyd BB E— MR e Bl B IS (R 2 . IX S0P
EAE— MR B E LA LS TR filhn, RSBl b
chronyd &M i — %% ntpd A BEMI 1S

chronyd SCRFASZ N 28 ] [ AL IR O ME— D7 52 ol o 94 i i i 38 0 R/
ISP, chronyd REREZEAN A B BB H s & AT IR (G B, PPl ENLE 28R
SRR TR 28

chronyd $2 {1 3 T AT A i BICH 26 14D 388 52 SICIN B A Bl A I e, 4 4 1 B AL
F& R P I o B mT DA IX e R 7E 2R 45 8 Bl 50 B AR e i [ A FH 8 s
) SN BF B (BT TR AR . B AR A AT 7E Linux.

ntpd AJ LU chronyd A Gef 1 217 -

ntpd SZFF NTP fii4< 4 (RFC 5905), A5 &, Z£4#E, manycast 2 5 5 AR
Z5 4%, ) U &b SCHRFBA M & 4 Bk 7 R 5 T A 4N (RFC 5906).
chronyd ] NTP kA< 3 (RFC 1305), HARA 4.

ntpd F3E £ S B IR SN chronyd #as T HAh I H 451 21 gpsd, 17 6] #¢
WIS I

6.4.1.2. NTP ~F9HEFE ¢

>

Chrony 7] DA FEAEIX LE R G0, 1% L6 2R G0 2 20 5 87 45 B8 R i s I o 42
AVEFrIERE R 2%, Gl SRR S

NTP ~F# i (ntpd) RI%FEHELFERFALN RS E. REHEMH
T REECZ 1 1P, BT B4 SR £ AL 11 Autokey PN, Ri1% 7% & A ntpd.
chrony fAX SCRPATFRE BH S B, {3 FH MD5 5 2 & 4 3 ik AR (MAC),
SHA1 B S A 75 500k . 1 ntpd 1857 FF Autokey IAIEBM, Z M AT LA
FIH PKI R4t. Autokey 7£ RFC5906 F1 74 filiik .

6.4.2. FfE CHRONY RHA B
6.4.2.1. #f# chronyd

chronyd #& chrony [J5F4P A2, AT P20, ARIEITENZIN RSN

B BOEIS E SN YR, A NTP WhBCRIEAT A% . SN 5 HIEA R A,
chronyd s FH f5 5 v AR AE SCAF IR . e 38 W] LA chronye T8k 4T 12
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Mo
6.4.2.2. Fif# chronyc

chronyd 7& chrony H5F4 it 2, AT LABE a2 47 44+ chronye #54. X AN T A
AL T — AN PR A N — ey A ] AKX chronyd AT k. BUIAMALE
chronyd {XAXAZUL A HLIF) chronyc #i74>, chronyc BJ PARC & A chronyd #] PAZ 4k
T4 . chronye 7] UZFRIEAT JG 56— ML E chronyd #52imf2iEHz: . 1P #ibik 7t
VFiERE S| chronyd N ™ k%42 o

PR# chrony IC & v 4

chronyd ERA AT B 3L /ete/chrony.conf, -f 10 A] LAFE & —/NEC B ST 2%

Comments

Comments should be preceded by #, %, ; or !

allow

EFER), FRE AL, TMEGE M ERE— & R DAE DY NTP k554 1)
Plgs. BRUEASVFIERE.

i

allow serverl.example.com

WA ENA, FaE DTN, BATER

allow 192.0.2.0/24

858 — A2 RV IERE

allow 2001:db8::/32

&€ —> IPv6 Hihk

cmdallow
22 allow 72 AHEL, B 1B SO VFRR € 807 M ER ENLRIZE R (il A
#& NTP % P N . (il , BE& chronye R iaT7E e B EIF HAe
fig 8 3 AR T BALIEEL B chronyd ) At 115 A & —FE 1. cmddeny all iy 4
cmdallow all iy 22518
dumpdir
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PRAF chronyd JIk 45 553 B &= 07 5k H Sk %1% .

dumponexit

N Z a2 18471, ‘B3R B chronyd 24 2N BT A IR [R) 5 CRAF- DU 5 11 5 B

local

local KB 742 FLVF chronyd I8 1d % 7 S H A BEAT IR 18] [R] 20, B & RH
[EP YR . ZIETUE B B F SR 7E master EHL LA, 7E—MHOSLMZE S, 2
RN EFD, master AL EE T T3l A ORFFHERA IR H] .

Bilhn.

local stratum 10

log

log fir & B2 L5 B EAh sk Hid. eI BNkt
measurements

ZIETLR T &L EAHRE S, 4% measurements.log LA
statistics

ZIRTUILF T [FIHARBEAAE S, AL statistics.log LA
tracking

ZIRTHE K | RGNt B R AT, A2 B tracking log ST
rtc

XA RT3 T R G L I {E 2

refclocks

XANEIAC S T R A T e S I b &, A Rk refclocks.log.
tempcomp

XA TE I I 8 AN R G M Z, ARl tempcomp.log A
log H E1C 3% SCAAFAAE logdir 8 € 1 H %

log measurements statistics tracking

logdir
FRE H B SO0 A =3¢

logdir /var/log/chrony

makestep
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HWH, chronyd REAR 8 5 KL e BN B, (615 R G0 D A LA I
Bl ZE . FEIRFETEOL N, RGN PR ER TR, FEOZ IR H AR
KBS (SR AY IE R Gih Bl o %484 5] chronyd 75 % 1K T FAN B I 25 3
ARG, ERGERA chronyd J& shi a8 Fe e BRI Cal e A S (e Dk 2%
PR, A 5 2 B AR

makestep 1000 10

maxchange
ZIEL KR E RN I W &, HWEE KT ENRME, chronyd 27K
FIFHIBRH, #IH B KIE4% syslog

maxchange 1000 1 2

F MBS, chronyd Kk B A — AN B A R BT, F o g
2 ORT A ) m A% B AR IE

maxupdateskew

chronyd AF:55 2 — w2 ZARN T M = v SEHLR IS B2 AT PR el 2
[ . maxupdateskew ZH2 M E fiTH &2 S AT SERBIME, SRETEOT, BIEZ
1000ppm, &A1

maxupdateskew skew-in-ppm

noclientlog
N RBRAESH, F P Adsk log HE
reselectdist

4 chronyd & 45 [F] A2 U5 AT FH IR RVE, E0Rs B S 3 N R P BRES . SRT, N T
B G AT P BT B AT SRR AR B B I, — A [ S O EE B AN . BN LR,
PE B2 100 TR .

(SN

reselectdist dist-in-seconds

stratumweight
stratumweight 52 ¥ & 24 chronyd M FT U H G 3 [F IR, BN ZERAZE
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KYLIN

mz /s R ED IR, BRSO, CentOS &N 0, ik chronyd 7EEHEIE
i 2 & IR E
(I

stratumweight dist-in-seconds

BRAIANENL R, dist-in-seconds A 1 #5

rtcfile

rtefile $5 2 € X 7 — AU FR, 30K, chronyd A DUARAFERER R
S B R ME(RTC) S 8. 1B IR 22

rtcfile /var/lib/chrony/rtc

rtesync

rtesyne $5 20 8 FH— MW, Bzt RERAEE 11 5823 L
FSERFIF (RTC).

chronyc ]2 41

F1 Network Time Protocol (NTP)FH EL, PTP s & 2 AL s 2 WA RS2 E, £
$5VYFZ ) network interface controllers (NIC)#1 network switches. & KH)HEE 1B
(] [ 25 (R AR 1

6.4.3. f¥H chrony
6.4.3.1. %% chrony
f8 ] root I %5k

~]# yum install chrony

BRI\ chrony #2147 & /usr/sbin/chronyd . fiiy 2 17 20422 3£ 1% /usr/bin/chronyc .

6.4.3.2. fI7 chronyd JIR#

~]$ systemctl status chronyd

6.4.3.3. JH 3l chronyd
53]
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~]# systemctl start chronyd

BEITHLE R 3

~]# systemctl enable chronyd

6.4.3.4. <M chronyd
K]

~]# systemctl stop chronyd

WOEITHLE 5 3

~]# systemctl disable chronyd

=

6.4.3.5. fi#x chrony &5 [FP

A TR chrony s2 75 A28, f#iH tracking, sources Fl sourcestats A7 4>

al

¥i# chrony Tracking
L/ 1NN

~]$ chronyc tracking

TR
Reference ID
AR 55 28 E D bk . RGN 127.127.1.1, FoR1ZiHENLZEA RN IR T [

W, IBIEFEAE F local FBERAE
Stratum
WA RS
Ref time

e — IR IA) A U ) UTC I ]
System time

RGN [A]

Last offset
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B Ja — U ) A%

RMS offset

1 25w A% B

Frequency

WR chronyd BHHATME, REHRIHEEFEZE, Flan: 1ppm ZEZ R
Gimtia] 1 Fb, ATAESEERE A& 1.000001 F.

Residual freq

TN Ll puA AP UE R TS

Skew

frequency [P fliTHiR 2%

Root delay

TX A X 8% A A AR 1) fe 2 [F 2 1 AL ) stratum-1 THENLEE R . fERLLE
BB oL, BT B

¥ 2 chrony K&
G/ 1NN

~]$ chronyc sources

M

RN AR — RS A8, =Rom > peer, #EIR AL S
I

S

RANRBPIRGS . *RoRIEAEFD, R aiER, Rk, ? KR
BOERK R I8P chronyd WA A2 falseticker(15 oK 22 ZH A Sk (1 s 1]
AN B, LR NIRRT AR 2 AR

Name/IP address

J5 ) 1P ik 544 FR

Stratum

BRIE, 21 RIFENM S A S SN, 5E 1 FRDEHENTES 2,
HJE 2 P ENAAER 3, LAk,

Poll

EoRYEYE polled PR, HIWME N 6 FIR %, BERRNEE 64s AT — & .

Reach

Boni e — MBI RIR I T . — B AR LB 2 8. PR mhd By B
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KYLIN

SR AN JURER LA . 10 4 HE R R A WX MR

LastRx

BoRfa— MEIRIERIN A . —BORAE LI B Z 8. P B mhd By BoR
grh NEE JURE LA . 10 S RMER R A WX AN

Last sample

LB A7) S s A i N b 5 g P 0 e 0 Y ] ) i A%

¥ & chrony KIRG T
sourcestats iy -7 =4 A Ak A VR RS i B AV & I0AE B . -v S 3hE

gt E, BERIUKK. EXMEILT, BIMNUT RN HREES]

~1$ chronyc sourcestats

Name/IP address

NTP fii 55 a3t hik

NP

XS FEA AR H AT RS ds DR B o V5 1 30 R R I O A2 A T I T L
BEAT LR [B] U

NR

X EIEAT [ residuals HA M [HARF 5 & .

Span

XA vk 2 B AT B R AR AR 2 1) B I T ) B o R s B iME, TR
NFEAE U . AR o B RR 2 46 2B

Frequency

FETHRIRIR SR, ARXMHOLY, THEALRII BT 1/10° 40X Tk 55 45
K

Freq Skew

fliTH iR 2 AR

Offset

it A A% &

Std Dev

XFRAL T REA R HEZE

6.4.3.6. T-BhHEE RS04
i/ 1Y
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~]# chronyc

chrony> password commandkey-password
200 OK

chrony> makestep

200 OK

6.4.4. ANFEFIFEIEE chrony
6.4.4.1. A—MRDEEN RS R E chrony

XA T2 T 28048 H dial-on-demand ¥E32 . 1F & R0 B N5 L A2 30 A kg
PO A E W T s 8, 2 2, B & A Jete/chrony. BRIA 3 B AiC B 2R LT LA R L
-

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

command key ID J&{E 2 ix A2 i, W AF & commandkey 1E , /etc/chrony.keys »
SO0 NTP AR %% 2%

server 0.pool.ntp.org offline
server 1.pool.ntp.org offline
server 2.pool.ntp.org offline

server 3.pool.ntp.org offline

6.4.42. N—/ NI ML KRG E chrony

TE— A MRANFI IS WX 28 EAT 42 MO I I 28 v, BT DL — S 1 EAUE
A AL, o FHAE A AR

7t master FH1_F, ZwfHE/ete/chrony.conf

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

initstepslew 10 client] client3 client6

local stratum 8
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manual

allow 192.0.2.0

192.0.2.0 J2& W] DA fo ¥ 2 1) 7 P ik
2P umbLAs b, 2w /ete/chrony.conf

server master

driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys
commandkey 24

local stratum 10

initstepslew 20 master

allow 192.0.2.123

192.0.2.123 /2 master EALH AL,

6.4.5. ¥ chronyc
6.4.5.1. f# M chronyc #%il chronyd
#EN chronyc HIA2 H 5t

~]# chronyc -a

chronyc W A1LL root FH PP #UAT . -a ST AH A keys H 2535
chronyc iy 24T 5+

chronyc>

&R LAEH help Ros BT A a4
WA DA I AEAZ B A I HEAT R

chronyc command
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6.4.5.2. 1 chronyc #H47TiZFEE HE
BiE chrony #4222 chronyd, #%zXU1F:

~]$ chronyc -h hostname

$5 2 i 1

~]$ chronyc -h hostname -p port

port J& FH k4% il Al s #5538 #% chronyd
o ST L NG

chronyc> password password

200 OK

RN R S
R A E MDS W54, IA & %05 204 authhash iy 2 7EHT .

chronyc> authhash SHA1

chronyc> password
HEX:A6CFC50C9C93AB6ESA19754C246242FC5471BCDF

200 OK

6.5. HZE NTP {#H NTPD

6.5.1. NTP N4
NTP 2 M 4% i 7] 0 i (Network Time Protocol), ‘&2 3K [6] 25 2% i &Nt
SEATL RIS 1) E8) B0 L o
6.5.2. NTP 432
NTP 73J=40
Stratum 0:
JE B ANE 5T fR i G 1 GPS
» GPS (Global Positioning System)

Y

Mobile Phone Systems
» Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40 and JJY-60

(Japan), DCF77 (Germany), and MSF (United Kingdom)
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XEAE S A DL & B, JF4H Bk RS-232 2| RGiE N — A
2 oty y VL TR AT R ] R 5525 o

Stratum 1:

R BRI 1 JC 2kt . GPS I sl 1

Stratum 2:

M Stratum 1 35200, 1E 5= AR S5 4%

Stratum 3:

M Stratum 2 S2HL, AF Y ERE B IRSS 45

Stratum n+1:

M Stratum n SEHL, AF Y RE B RSS 45

Stratum 15:

M Stratum 14 $EHC, VRN RER RS &=
6.5.3. HEf# NTP

R TBUB = IR 55 #5 HAE R GE A I NTP JiiAR, 7E RFC 1305 Network Time
Protocol (Version 3) Specification, Implementation and Analysis A1 RFC 5905
Network Time Protocol Version 4: Protocol #1 Algorithms Specification A 4R .

6.5.4. FRfE drift U

drift SCAFICLSRORAFE RGN R 5 UTC R (R W A% &
6.5.5. UTC, TIMEZONES # DST

NTP 58 4 £ UTC (Universal Time, Coordinated) #' , Timezones 1 DST
(Daylight Saving Time)#{ A< 3 22 25 57 F . /etc/localtime #&/usr/share/zoneinfo [ U1
BBk, RTC v REFEAHLES (BB UTC 1, fE/etc/adjtime 55 = ATHRE . XA
AT LAAIE RTC B4R E . F P AT LUR T #1948 System Clock Uses UTC £
Date and Time EJERC & 57 2470 B 1204
6.5.6. NTP E433{lE 3% T

TR LS, Y T LB ik NTP i T8 . 24 A JEH NTP &
B, AT RS, fE/ete/ntp.conf LA, WA 3 N adLYE. R RAA—1
U5t ntpd K52 BEE IR o AR N )RR 75 22, 7T LG ST 8 BT S 5 30k

RN BB AN FE 2 R Z IR o R vk g Ok H S Bk, AT RAfE A
disable auth 7£ ntp.conf S £FH,
6.5.7. R HE N E]

REFUNLASBE A F B 5L 1K) hardware clock F H B SIS (M FR 0 . 7E4R 7] it
W RSS2 E R A H, kvm BRIAEH kvm-clock

% 110 ;1 / #2817



£
e SR RUBER LI 55 S 1E RAEV 10 RGTETE AT

6.5.8. HEfFEM

FEAD, RFE N ORREYN A S B T I S %), B E BR R R S — e AR
FEIRBAFE R (AT BEIEZEARD) X R T St 3 nslsts > 1 #2 A% . BT Hhek F
AR ST AN AR IS PE (B I B SR D, ST (RAED
A I 2 A AH 22 i $1)£0.9 FPRS, BtdE AR Erie 1 > (RIER, e —
By 59 B snl ek 1 CGEEY, &E—728h el #):  EM—BINEAL
FEREBATIZANHK.
6.5.9. P& ntpd BB X

SEPERE ntpd £E RS0 2 ECE JE NS HUEC B U Jete/ntp.conf, BT DU S
N A A A B E S

~18$ less /etc/ntp.conf

NS RN B C B
The driftfile entry
drift SCPF %1

driftfile /var/lib/ntp/drift

The access control entries
DL AT ¥ B BRI U 1] 428 i) B i) -

restrict default nomodify notrap nopeer noquery

nomodify EIT: BH IR ot B S

notrap i&T: [ 1 ntpde #1174 B WA BE

nopeer 1ETi: [y Ik peer Bk & AT K

noquery #EI0i: [ 1E ntpq F1 ntpde 7R, {55 B 18] &)

A I S P EE R AT B A 75 2 127.0.0.0/8 Hbhik By . ERAA restrict 47 BH 1T A HE
RVFHIEAN

# the administrative functions.
restrict 127.0.0.1

restrict ::1
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U SR T B — NN R, T RAE NS it
FEHIEAR M A TR, ROABRIA restrict. A T J#EATAES, #lan, 5
P 192.0.2.0/24 4% HE47 B 18] fl 2534

restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer

R RERTFRE—EFN, Bl 192.0.2.250/32

restrict 192.0.2.250

R B HEE mask, 255.255.255.255 ¥ o plifE e
The public servers entr

ERIAIK, ntp.conf BC & SR DA A IR S5 4%

server 0.rhel.pool.ntp.org iburst
server 1.rhel.pool.ntp.org iburst
server 2.rhel.pool.ntp.org iburst

server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry
BN, ntp.conf B35 TIRZHEEREIMIG] T, IXEEAEIRNRESE F 2 H 3w

;F% o
6.5.10. ## ntpd K] sysconfig L4

XA SR AL ntpd JR SRS VI ACPIA IR EEH . BRONEI A BT

# Command line options for ntpd

OPTIONS="-g"

-g LTI A] LA ntpd ZBE 1000s A2 &R, 2235 25 0 8] B s % =
T 1000s, (HRUTE RS )G S IIAE . 2SS TN IETU A%, ntpd 7E e &
KT 1000s BB E BB H

6.5.11. 21k chrony
wRUWR
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ER7DIEARE
KYLIN

SRR 2 55 AR AE R EV 10 R GEEHL BTt

~]# systemctl stop chronyd

HYYH chrony JFALJA 2% 1

~]# systemctl disable chronyd

BHEARS

~]$ systemctl status chronyd

6.5.12. 182 NTP sPiidfE R &3
mAWE

~]# yum install ntp

6.5.13. ntpd )&%

~]# yum install ntp

W HE ntpd HHLE N

~]# systemctl enable ntpd

6.5.14. {7 ntp KPR
¥ 2 ntpd & HIE1T

~1$ systemctl status ntpd

FRI ntpd ARSI &

~1$ ntpstat

6.5.15. BC B B k3% S 1 ntp A

ntp {# ] UDP 43, ¥l 123 . DAZ0EERENS Fo 4@t [ Kk 3k
For 25 97 K 3 N fige S0 VT ntp A& 4, 8 EJE S Firewall Configuration T.H..
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Ja 3 firewall-config, rii7 Super ##3E A, HiA firewall Jf Hi% [ 4, B
KGR E & AT I A %5,
AT HEN

~|# firewall-config

FHRERREL A . XK firewall-config T E&E 88 7 25 6] 5F 97
HFE firewalld.

6.5.15.1. 1204 firewall IiC &

T RERSIERCE AR, #ifR T4 SZ #. Configuration 52 % & 4 Runtime. B,
HESBCE SHAE T — R B8R, A8 T hi g 1L £ Permanent
6.5.15.2. 3T T Blj ‘K dxk g 1

1T firewall-config T H, WHEMZE, Weffim HFRLE, Mm@ iz4l. Port
and Protocol % A FTH, Fi A 123, FHHRIESE: udp

6.5.16. BC & ntpdate A %528
ntpdate g %572 A 1 1% B I [AI7E R St A sh I %
7% ntpdate I 55 & 121817

~1]$ systemctl status ntpdate
B EITHLR B
~]# systemctl enable ntpdate

T AR 0] LB v I 55 s B AE R G R 1), ER N Jete/ntp/step-tickers SCAF AL 7
0.rhel.pool.ntp.org. ¥INANMY) ntpdate A 5578, Zw%E/etc/ntp/step-tickers. 55 #%
MEERAREN, KN ntpdate H2 A FIXANSRE— RN S S . Rinfes —
ANH R B A IR 5548, RS — AT M N Z RS2 Il o 7558 AT &0 IR 5%
o

6.5.17. B & ntp

BESERAR) ntp ARG HIACE, YnkE/ete/ntp.conf CAF. Z X2 F ntpd — i
6.5.17.1.FiL B NTP 55 i [] 4% il

Ym%E ntp.conf, fiiH restrict 74>
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# Hosts on local network are less restricted.

# restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict f# FJ

restrict option

option: AJ LAAE—AMFIZ A

> ignore—— T M EHE ALK 45 2%, B35 ntpq A1 ntpde A i)

>  kod———MKiss-o'-death” i & i DA A b L 1) 25 )

> limited—— W R (LS R TR R B, AR 1K . ntpq 1 ntpde #
WA SZ 5

» lowpriotrap AR S UL = ML% E [ B B

> nomodify AR ETT =

> noquery FH1E ntpq A1 ntpde £, ASELFES 8] A i)

> nopeer FH1E peer BEATE AR

> noserve % T ntpq 1 ntpde i), ELFTE IR

> notrap K7 1E ntpde #2413 B W Fa B

> notrust——E 48 AT %A B 47 5 IE B AL

> ntpport—AE %, HULEL NTP UDP port123

> version——EZEAVLEC 24 {iT NTP WA 1953 £

N AMPB A AR, EERZERS], restrict AJ LUEH limited 1E50. &
un ntpd W25 B KoD Hdafl, restrict 24 20f# A limited A1 kod &£,
ntpq Al ntpde E 1A FH TR B, ANEFER noquery 1

6.5.17.2. Be B JEFE NTP IR 55 2% i3 PR il
25 restrict JI1_I limited 3£ 500, 1 B AEAAEAE BRI GE IS4, v LU
discard 5% .

i S W/ N

discard [average value] [minimum value] [monitor value]

i 7€ SOVF BB/ X Bl (L TR B, B e 2 — A S log2 10
BIMER 3 QI=kJ7, 4T 8

a2 RV IR EELE log2 e % — NS5 BRE
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2 12 M—J7i, AT 21)

RO EFME, —BRrRRoaid mal. Bl
{4 3000 F6 o XANETE ] T IR S5 S A0 R 1T 1000 B 1K

discard fiy 21511

> monitor:

discard average 4

discard average 4 minimum 2

6.5.17.3. ¥ I peer Huti:
£ ntp.conf Bt B LA N peer 4

peer address

address & —> ip Hili- B¢ DNS "] I A K. address D2 7E [Al— 2 B &
4. Peers WAHAE 2/ —NAE I TEYE

6.5.17.4. 05 INIR 55 23 ik
WIN— RS ae ik, iZ AR %S48 21817 NTP ks HAAE R & 2 . 7E ntp.conf
A, ] server i

server address

address J& 1 A I TP Hihk 5% DNS U5 4 FK .
6.5.17.5. TN —AN] FE B FR I 55 A i bk

W= FE 2 FE Ak b, W2 iid, | 3 NTP &2 k.
{E ntp.conf S A4FH, i broadcast

I

broadcast address

6.5.17.6. %5 iN—> Manycast %% ) il
NN manycast 2 i, 7 ntp.conf XA, NI manycastclient iy 4
s

manycastclient address

Zan L E RGUEN A NTP %5/ . AR G0 R] LLIRIN DA% 7 i AR 55 4 9 o
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6.5.17.7. %5 N Broadcast 2% F uifi ik
NI broadcast 2% P umitihil, 7E ntp.conf SCAFHT, U8 AN broadcastclient iy 4> o
W

broadcastclient

Zan 2P E RGN NTP /. 40 R] LA IRIIN D% 7 i AR 55 45 B o

6.5.17.8. 71—~ Manycast Al 55 5 Hidi:
NN manycast AR 55 #sihl, 7E ntp.conf SXAFHT, ¥S I manycastserver 74
AT

manycastserver address

Zir ST R GEE A NTP 528 o 40T BRI % P R 55 B

6.5.17.9. ¥ Ii—A> Multicast %% #5 ik
IS AN multicast Ak 5 a5 idik, 7E ntp.conf XA, NI multicastclient iy 4
(SN

multicastclient address

2 S E RGN NTP w5545 . 40 AT LAIRIN 9% 7~ s A 55 45 i o

6.5.17.10.  fic & Burst £

ANEFIA L NTP k5538 — ki ok I, ik DiE H 76 B DA BN
M

TE IR 554 i 2 25 R N N34 Tt

burst

6.5.17.11. HCE iburst ZEI0
TEHRSS 28 a2 45 R AN Iz s Tl

1burst
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6.5.17.12. ffiH key BCE Symmetric Authentication
TEHR S5 2581 peer 25, WS INZIE I

key number

number & — 4 1 3] 65534 ). %k 0] DL 7E B P8 & 48 A message

authentication code (MAC). 1%L peer,server,broadcast, A manycastclient 72

i .
Jetc/ntp.conf, A%=41F:

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30

6.5.17.13. B & Poll Interval
EUCERN poll interval, 7EARSS 238 peer 12 )5, USIZEIN

minpoll value and maxpoll value

6.5.17.14.  BLE RS 2L R
BB — M E AR RS 2%, 7E server B peer iy & J& N IN1Z 3% 1

prefer

6.5.17.15. 4 NTP ##E L & Time-to-Live
1E server BY, peer iy 4 J& N INZ A% T

ttl value

6.5.17.16. HCE NTP fii A
1E server BY, peer 4 Ja VN INZ A% T

version value

6.5.18. TC B A1 S S8 B
e B R G B 5E B 8 (RTC), 7E/etc/sysconfig/ntpdate ¥ LA T 2 1

% 118 W / #2817



£
e SR RUBER LI 55 S 1E RAEV 10 RGTETE AT

SYNC HWCLOCK=yes

e~

~]# hwclock --systohc

6.5.19. fic & i8R
TE RS AT I R

~1$ cd /sys/devices/system/clocksource/clocksource(/
$ cat available clocksource

$ cat current_clocksource

7w B8R, EWNZE GRUB BN clocksource, 14

~]# grubby --args=clocksource=tsc --update-kernel=DEFAULT

6.6. ¥ F ptp4l i & PTP

6.6.1. PTP A+

Precision Time Protocol (PTP) & F T X 2 Hr it 8 5] 20 B s o A5 FH I &5 5 fi
PESCHE, LA NTP B PTP WSS 70 9 A AR 28 6] o AR TR
W = R 55 A R RS linux WAZSCRE PTP I 8. linuxptp /21 MR SE I

XA linuxptp AL E ptp4l F1 phe2sys B8 [FEIP I H o ptpdl #2758 7 PTP
1 S RPN E N . S AR TR B, e T PTP BRI 5 e A0, Hik
PRIt IalE, BT R e 5 EN B EIE . phe2sys B2 R SEEAFE A1, ¥
ARG [E 2D 2 PTP A Bl 9 25 4% 11 R (NIC)..

6.6.1.1. PTP [¥IHf 55

FI1 Network Time Protocol (NTP)AH EL, PTP fx & B AL s 2 iR S2 RF,
5 VFZ£ ) network interface controllers (NIC)F1 network switches. % AKIHE S 1 )
V) [ 235 PR 12k

6.6.2. {£F PTP
9T P PTP, A% 0 46 30 0 S A ST A B T B
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6.6.2.1. F A IRB) AAE 3 HF
{8 ethtool #2251

~]# ethtool -T eth3

eth3 A A 1 1

W SCRFRRIN AR, 2 2 DU 240

> SOF TIMESTAMPING SOFTWARE

> SOF TIMESTAMPING TX SOFTWARE

> SOF TIMESTAMPING RX SOFTWARE
W SCRFREAR TR, LI & LR 24

> SOF TIMESTAMPING RAW HARDWARE

SOF TIMESTAMPING TX HARDWARE

> SOF TIMESTAMPING RX HARDWARE

Y

6.6.2.2. ‘%% PTP
~]# yum install linuxptp

X 0¥ 452238 ptpdl A1 phe2sys.

6.6.2.3. JH 3] ptp4l

ptpdl ] LU a5 AT BEAF MRS B 8. 4 ptpdl fEN— MRS5S, AT LAFE
Jetc/sysconfig/ptpd] 48 L . AE ZEAMRFS B Z w217 H 3N, LA
Jetc/ptpdl.conf $8 7B L. /etc/sysconfig/ptp4]l LA & -flete/ptpdl.conf 1T, X4xil:
ptp4l 15 B /ete/ptpdl.conf SC44:

TN RS JE 50 ptp4l

~]# systemctl start ptp4l
i A 2 ATIE1T ptpdl

~]# ptp4l -1 eth3 -m
CIESE SN

ptp41[81921.804]: selected /dev/ptp0 as PTP clock
ptp41[81921.805]: driver changed our HWTSTAMP options
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ptp41[81921.806]: tx_type 1 not 1

ptp41[81921.806]: rx_filter 1 not 12

ptp41[81921.806]: port 1: INITIALIZING to LISTENING on
INIT COMPLETE

ptp41[81921.806]: port 0: INITIALIZING to LISTENING on
INIT COMPLETE

ptp41[81929.604]: port 1: LISTENING to MASTER on
ANNOUNCE RECEIPT TIMEOUT EXPIRES

103k ptpdl Hi&

BRATEOT, HESCF R R IES]/var/log/messages. -m &I H H & 1 bR
i, BEWSA debugging FRALE B .

FIF RIS AR, -s B 10, AT

~]# ptp4l -i eth3 -m -S

I B IR P E AL

A 2 PAFERRER T E L], Be %8 A R G g AT e 4

P

-P %% peer-to-peer(P2P) ZEIE I EHL

P2P Wl H ik, OB SRR TR, AT A bl AL i) 58 R )
AR .

-E

-E %% end-to-end(E2E) ZEiR I = ALH] o 1X & BRI\ AL T

E2E i\ A2 request-response ZEIR ALl

‘A

-A AT ZEIRALH ) H Bhik

H B TIT T (12 ptp4l 1) E2E #230. WA F %, ] DLkl P2P .

6.6.3. FMEZAELOMH PTP
TEAN A X 28 1 22 42 VST PTP, A 4 22 000738 I ) B8 A% e B XA B XL
sysctl ZHAF R3S WAZ AT IR S . XIEFEIBITHI RS, A DM a7 80
B M /ete/sysctl.conf ST
BN loose B, A4 H
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~]# sysctl -w net.ipv4.conf.default.rp_filter=2
sysctl -w net.ipv4.conf.all.rp_filter=2

N T XA DB B R B8 AR e RS, 8 net.ipvA4.interface.rp_filter
AT, B, eml MELEHEIT

~]# sysctl -w net.ipv4.conf.eml.rp_filter=2

AT MBS RIEL B K AB R, & /ete/sysctl.conf X Bldn: N T AEST
AHHIM-RI, Bdvete/sysctl.conf, 41 Frs

net.ipv4.conf.all.rp_filter=2
IR A — AR, A s

net.ipv4.conf.interface.rp_filter=2

6.6.4. 1EE—NECEXXH
BOAABONECE ST, e ZAE IS AT I T e, A -f 1B T

~]# ptp4l -f /etc/ptp4l.conf
—AMECE SN, 2T ethd -m —S EEI, W F R

~]# cat /etc/ptp4l.conf

6.6.5. {5/ PTP BHE i
PTP )& #E& P, pme AJ LR RSREXEISL ptp4l 15 B o

~J# pmc -u -b 0 'GET CURRENT DATA SET

~J# pmc -u -b 0 'GET TIME_STATUS_NP'

E pme a4

~]# pmc --help

6.6.6. [F]35HT4H
phc2sys 27 F kK 2 gihst (8] [7] 22 2] PTP f#) hardware clock (PHC). phc2sys
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AR 25 Bc B SC A Jete/sysconfig/phe2sys. ERINEC & 41K
OPTIONS="-a -r"

-a IETE15 phe2sys BERE [F 20K H ptpdl N H FIET 8. B EREE PTP i IR
AARAL, AR R R [ [F P I B, RGeS m A, BraE
IR E . WR AR RGO — MR, 8 - IR K

& /etc/sysconfig/phe2sys &, o phe2sys k55

~]# systemctl restart phc2sys

IEFEAEOLT, fHH systemetl 7 4KE3), 15 IERIE 5 phe2sys k55
U SR A N RS B IR 55 5 B phe2sys, T LB dr 247K B 3.

~]# phc2sys -a -r

-a EIUf# 19 phe2sys RERL[FIZD K B ptp4l B BB, W R4 ARLE R Ge R B
FN— AU, FRE - TP IR
18 -5 SRIF]20 R G0 Bl 2205 %€ 1 PTP BEFIS B, 54
~]# phc2sys -s eth3 -w

-w IR FFIZAT [ ptpal N[5 PTP B 4f, KE TAI £ UTC fifé =

IE# M T, PTP #/E7E nternational Atomic Time(TAI), £ 4t 8] {457 7F
Coordinated Universal Time(UTC). 47 TAI Al UTC HI{mFE & /& 35s. 41 Fb 4
NBMBR 5, W% B3 T o0, IR LFESRAE IR Y-w kI
AR, ATV -O kAT m s & 1 i E

~]# phc2sys -s eth3 -O -35

4 phe2sys servo AT HURAES, IHBEAE, BRIE-S dIRER 4 1 H .
IXERE phe2sys 127 M IAE ptp4l #2177 DL LA PTP fAEI 4 [F 2 5 E 3. A
-w T, phe2sys AHTE ptpdl JG R 30, KINE %R, B ptpdl AP

phe2sys 7] LME R k55 J5 3)

~]# systemctl start phc2sys

MRS AT R B, AT LK IR ITE fete/sysconfig/phe2sys TR 7E -

6.6.7. HAERT ] [F]5
24 PTP I [A] [R] 20 AR IR 5 s, Hr R m % & DL S 280 B = 4T En
ptp4l F1 phe2sys. X L8(E B AT LLfE /var/log/messages A -
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ptp41[352.359]: selected /dev/ptp0 as PTP clock
ptp41[352.361]: port 1: INITTALIZING to LISTENING on INITIALIZE
ptp41[352.361]: port 0: INITIALIZING to LISTENING on INITIALIZE

phc2sys % Hi i 5

phc2sys[526.527]: Waiting for ptp4l...
phc2sys[527.528]: Waiting for ptp4l...
phc2sys[528.528]: phc offset 55341 s0 freq +0 delay
2729
phc2sys[529.528]: phc offset 54658 sl freq -37690 delay 2725

ptp4l H—/ 4 summary_interval, A LUR/ADHIH, BRUEL T, P2
FTER— 2515 B o AT MBSO R 1024s FTED— X, #E/ete/ptp4l.conf STAFE LA T AT

summary_interval 10
— ptpdl FH ]+, {4 summary_interval 6

ptp4l: [615.253] selected /dev/ptp0 as PTP clock
ptp4l: [615.255] port 1: INITIALIZING to LISTENING on INITIALIZE

I/ I phe2sys Hfar s, AT LAE ] -u 2B 50
~]# phc2sys -u summary-updates
summary-updates se I8 BB £, Bl

~]# phc2sys -s eth3 -w -m -u 60

6.6.8. i NTP g% PTP Bf[A]

ntpd P HERE O] DABC B\ R Guht (6] 43 K S 18], RS [A] 52 B ptp4l AT phe2sys
i LOCAL IS 3R AT R . A T Bk ntpd R RS %%, ntp.conf SCAF
AR E AR NTP IR5545. LLRZ&— Mol

~]# cat /etc/ntp.conf
server  127.127.1.0
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fudge 127.127.1.0 stratum 0

6.6.9. M PTP k% NTP Kf[H]
NTP £ PTP [FE W2 Al AEMT. 24 ntpd & HRIED RGN TR], ptpdl 7] LA H
priorityl JEIUAC & A grandmaster B, it PTP R £ K50 & 4] .

~]# cat /etc/ptp4l.conf
[global]

priorityl 127

[eth3]

# ptp4l -f /etc/ptp4l.conf

AR (R 8K, 75 2243 phe2sys SR[FAI2D PTP WEARR h 2 KRG 8h . (B0
phc2sys & —/MR55, YwiH/etc/sysconfig/phe2sys A4, ERINFIECE 40

OPTIONS="-a -r"

{FH root FH /7, 4l

~]# vi /etc/sysconfig/phc2sys
OPTIONS="-a -r -r"

TEIXH, -rIETBETEE 2 IR, FUVF PTP MR B N R Ge i gt 47 [R50
# 3 phc2sys

~]# systemctl restart phc2sys

B 1k PTP I SR Pk i) A2 4k, AT DA S ¢ & 56 /N P (proportional) A1 1
(integral)

~]# phe2sys -a -r -r -P 0.01 -1 0.0001

6.6.10. 18 timemaster [E PTP 8{ NTP F}[q]

A LAE A timemaster #27 1F 28 S8 I [A] 3R] FH 5 I [R5 47 [R) 25 . PTP I [A] 2
Hi phc2sys Al ptpdl $24t, i#id{# A shared memory driver. NTP 547 i3 FERE WS LL
BPTA R, BT [F 2

JA BN, timemaster 2L H—NMECE SO, i BCE SCMF 2R € NTP A1 PTP
I T) Y, o A IR e ) 2% 4352 1 H CEdE = ) PTP BRI 4, 2 5 ptp4l #1 chronyd
oY ntpd fic & CF, JE3) ptp4l, phc2sys Fl phe2sys B ntpd.
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6.6.10.1. 1/ N—" MR %% )3 3l timemaster
1% F root FH

~]# systemctl start timemaster

JA B, 2ikl/ete/timemaster.conf L & S

6.6.10.2. Fifi# timemaster it & A
BRI & S0 R s

~]$ less /etc/timemaster.conf

# Configuration file for timemaster

#[ntp_server ntp-server.local]
#minpoll 4
#maxpoll 4

#[ptp_domain 0]
#interfaces ethO

[timemaster]

ntp_program chronyd

[chrony.conf]

include /etc/chrony.conf

[ntp.conf]

includefile /etc/ntp.conf

[ptp4l.conf]

[chronyd]
path /usr/sbin/chronyd

options -u chrony
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[ntpd]
path /usr/sbin/ntpd
options -u ntp:ntp -g

[phc2sys]
path /usr/sbin/phc2sys

[ptp4l]
path /usr/sbin/ptp4l

ERREar 44T
[ntp_server address]

X NTP %575 X3k 1411, ntp-server.local & —/N4<Hi LAN [1] NTP
k5525 o
FEREBE a4 T

[ptp_domain number]

PTP domain 72 —4 PTP IS &, EATREEAHEL[FZE . BATA] LLGE A ] LAH
et 47 [0« A A RS £ 7 s — N8 IX 45— PTP 1) grandmaster
NS

TR T

[timemaster]

BRI timemaster Bt & SCAF AL T ntpd #1 chrony Bl & (/ete/ntp.conf B{
fete/chronyd.conf), N [ B & 15 Il BRI BC E A VGE R EH . X EWE T
S NTP RS 2%HEME AN timemaster — S F .
6.6.10.3. it & timemaster 1% 1

6. Y% timemaster ACE SO
1) FJFF/etc/timemaster.conf Fit B 14
2) KT NTP iR55 s, EABSEHI A timemaster, fJ&[ntp_server address]
FB.
3) R INEAE A E MR, giiE#ptp_domain O] FBUIFAINM &, 151 F:

% 127 |/ #2817



£
e SR RUBER LI 55 S 1E RAEV 10 RGTETE AT

[ptp_domain 0]

interfaces ethQ

[ptp_domain 1]

interfaces ethl

4) AR EAEH ntpd /E N NTP 3§ 3t , 78 [timemaster] 7 B AB BRI T entry,
chronyd MM ntpd.

5) AR A chronyd {24 NTP k45, fE[chrony.conf] ¥ B I AR M 16 1,
TEERINIT include /etc/chrony.confentry T .

6) fRWE M ntpd /EN NTP lR%545, 7E[chrony.conf]=F B INANS ML, 7EER
IAHY include /etc/ntp.confentry .

7)  {E[ptp4l.conf]FEL, WIMTEATIE 5 DL ptpal A= B Be B SO )i I

8) fE[chronyd] 7B, WIMEMaAAT, H¥% timemaster U7 Al I 1% fiy & /5 224%

% chronyd.

9) fE[ntpd] 7B, WHEMAr-24T, 8% timemaster U5 7] I % dr & 75 224% 16 2
ntpd.

10) fE[phc2sys] 7B, WHIMAEMIAr2A4T, 48 timemaster Ty r] N 1% iy & 75 2L 1
% phc2sys.

11) E[ptpH)FB, ISITAT 24T, 28 timemaster V5 W) I 1% iy & 75 BAL 3 &
ptp4l.

12) IRAFBCESCHE, HJH timemaster,

~]# systemctl restart timemaster

6.6.11. IREHERTE

ptp4l Al phe2sys W H B IC & 918 H i) adaptive servo. XJ - PI servo 2K it ,
ERIIHAET AT LA E P EC & S - £E ptpdl AEH], 75 24 /ete/ptp4l.conf
e B SO I BA R AT

clock servo linreg
)5 ptp4l %

~]# systemctl restart ptp4l

% 128 T/ #2817



fr
BURILES B 9000 S5 S R V10 RGP 5 T

ER7DIEARE
KYLIN

7 phe2sys Hd FH, 7B AE fetc/sysconfig/phe2sys it B SO LA R A7
-E linreg

7 phc2sys k55

~]# systemctl restart phc2sys
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ER701EARE
KYLIN

FLE KVM B (FRAE)

7.1. REE5RE

7.1.1. FRBEER
T2 B AR ML v R 55 AR A E R G0 V10 B, TEBRCER I BRI 2) i i FULAE 5%
T

EAE EIEFERE INED

e 7 IEEE L

giﬁz DRGSR BRI RE M T A,

O ERGMESS [ ] PostgreSQL BiBERSE

~ RFArRE R RRSRS S, ~ PostgreSQL SQL SRR SRR R R A,

O XA RITENR S B » g?u?é%s?rmmmmmm
BFEbps, TERFHERSSE. Gl ia EEE‘E )

OF 731 LY ] et

Kylin Linux Advanced Server P2 EERE, EPEE

if:ﬁ?iimmﬁmmamﬁga, i s
T mEREEN, [ RReEr N

O # GUl MESE ATRRAERELEENE R, _
i = £ @A Hypervisor
AT RS ERNASMARS GUI MRS . i e
[ BUETR
ATESENEEENTA,

[ mEeRFE
R RIS AR AR 5 28 T R R0 2 ATAR AR P I EREY
RRREFRRERTE,

[ FRIR
AR,

[ =e#TR
AFRBHTERINESETA,
L] meetx2H

B 7-1 R EAR R R

7.1.2. FFEBIMLIRS
R LRI G, HRGI BRI OF 8 IR 55 i 75 248 A root
FPRLR D -

systemctl start libvirtd
systemctl enable libvirtd

7.2. EBHRINLKEA

7.2.1. BRI
LAl NHEF - R4S TH-BI RS E B4, ] DUE & mf A
virt-manger >K i 2l UL -
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7.2.2. AR R
7.2.2.1. HrEERAL
M- BB, B S B B R T AL

BRESEHS - o x
) SEHE ANV AEIH)
B | = [ nl -
B v | CPU { ISR

QEMU/EVM

E 7-2 FrEEL

7.2.2.2. ARHbA R 2%
PRGN, FHTRE URM 23N R Y, B ERPL2E 58

HEE(0):  QEMU/KYM

PRI T S R E R4
(&) A4 AT (1S O LBk 2 18 (L)
O TIERZEW, W ATTP. F1P B3 NFS.
() FIE&S |5 (PXE)(B)
O S AN RS BB

v B I
[EZER N | KUYM »

fliEds(My: | loongson3a b

mro | | hde || e

B 7-3 HEEHL

7.2.2.3. EF1SO 5%
ININAHL 1SO 8548 5C2F, FRHUE MR 38 222350 i E S it a1 R4, #
YER G R ERE“Linux”, WMAARYE B 221 KRGt 718 F .
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==

wa STEENN (F localhost.localdomain)

[::*u 14

() f##Hi CD-ROM s, DVD:

(o) filif] 1SO M.

/home/ISO/NecKylin-Server-10-mips64-Relea: i BLOW)....

) A e A I DT S )
P B 2 T D Linux -
KA (V) : NeoKylin Linux Advanc
x Wi & Kiilk(B) 2 T HE(F)

& 7-4 #%&F10S B

7.2.2.4. EFENIEA CPU WE
FR A SEARMUR U K R FUATL S fm e FAE 00, RGN A7 R/ CPU #4440,

R ML x

m A B AL

e RN CPU R EL
HAFE(M), RAM: | 2048 s |

E4/L i 221 1e094 MiB &[]

CPU: |p - +

w4 R H

HHC) e iR (B) HiIZE(F)

& 7-5 EFENFM CPU E

7.22.5. fFiERE
MR 7 KGR B AR KN, AT DAAE R BRI RL G E, B
BRZ RIS, 18 H ar & 0@ B 545, 7Eub Db, witaT DE A 28 i Lk
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PR O H o AR, R E CEIE RIS ST
G B 51542 : qemu-img create -f qcow2 xxx.qcow2 xG
(-F NG, ZHIEHNIERE qcow2 #3; xxx.qcow2 NEG XK, 7] HAT
BEG xG NEBRRDN, FIARYE SLERIE RE)

R A x

m HE BT R AL

(M BT g E)
O R WA R L R R)
20.0 - |+ |GIB

40.9 GiB available in the default location

(&) HFE kAR F & XA iR(S)

CEENM).. | /home/vm/LD54.qcow2

IO ERI N )
& 7-6 TFAEBE

7.2.2.6. FERUHL AT 4 A0 25 L &
AP AT DA ERUNLEEAT 44, RIX A EEFNL, B34t 7 BN N2 e &
“NAT”., JFHZ %k [fE23EaHE XLE ]
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gL

e

#h

(N} | LD54

Fedora 21
AR
2048 MiB

5

Jhomejfym/LD54.qcow 2
(WA el FE SR L)

v LT ER (E)
EeALA2E default’ : NAT

»

A
7.22.7. 2T HE L E

HUH©) 51k (B) )

7-7 RBAUHLA) A7 48 A 4 e B

PR B2k i IDE CDROMI , Silim ik, Wi SekikPE SCSI.

[ w neokylinl0.0 - QEMU/KVM (F localhost.localdomain)

VAR I T

W

{J cpus

= 7

3 alwimm

L Virtlo et 1
&7 NIC:f7:21:68
(£ ik

- i

il i -:Hh i Spice
.F Sound iché

= s

{57 spice

=
—]
LR

o Ll HD)

B

=

{rftEatm:

¥ HEREGTIP)

= IR Ko | | f s

B 7-8 GRRHA S

I INAEAE, B AT s
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1 LTS 5 A8 R R0V 10 RGCEF L A

LS - GEMU/KVM x

of Il B i

AR
i} crus FHN): | LS
B AT UuID: 7ef18728-37e6-4201-9abe-114387497ced
8B 3IF s R G
2 VirdO 1 -
PR «
(&) scsICcDROM L
= NIC :38:b6:53 TlAE) :
@ G
= EiH qemu-ga
Controller Virtio SCSI 0
m HHEFFHE
HHET KVM
4y, mips64el
fﬂm‘r:'ﬁ: .’usn’biniqemufsystemfmipsﬁz‘lel
PLARARIM ——
ELE UEFI mips64el: fusr/share/gemu/ls3a_bios.bin =
I TR InEEE D) I e e M

& 7-9 WG

WMER BRI AT, B SE QXL, XA R A R S, T8
i, ZJa R sE .

0 A x

B e

4 JID: | spice Bz -

VRPN | =
Listen type: | Address -

i r—

R x

L B

® s MEM: o v

§ @A

L

USB FHLikE
PCl MR &

M Watchdog
B Sef-Ae%

B 7-10  EmE R CL R AR

7228, LI RG
ARG G IEHW RGBS B8 (RGN, CHR I O = 2 IR 55 284
YERRLZIEF M.
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e RIS 5 R 5 B R B R 45V 10 A5 3 51 A

B 7-11 ZEE3
7.2.3. Qcow2 FAIFHIAEH
1R IA MR B AG AR OB TUNL, 75 ESE AT & i iR 14
1 OB, EHFEFAIE G
FrkEEEL x

HEFEHO): QEMUKVM

R s R E R
O A A RS O Mk S (L)
FOEgLzEE ), o2 HTTP, FTP 84 NFS
[1H]£5 5| S (PXE) (B)
o) S AT A i (5 (E)

A

HEC) : LR

B 7-12 SAREERE

2. EFEAM AL AR (AR BB S A2 AN B2 home RIS HT, &
U 2 HE B A B RR (1 1) )
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R EI x

AR (S 06 -

/home/vm/LD54.qcow2 L(R)...

TEPERAE R e AR A

WERZETM: | Linux -
RRZ (V) < Fedora 21 -
iHEl (@] RiE(B) Hidk )

B 7-13 EFEAHBEEE SR
3. FIRDESIET 7222,

7.3. ERNREECE

FE R AL s RE AU BEPF PR R 2U AT R AL ACE., T 22, &
BT BAERNURE R fEBRDL T ] DB BUR LI H AR o ol 22 (0 512 1 i
o AT LUE BIVENS IR HLa] DUBIBR 4

LD - GEMU/KVM

SFEF) R S0 R

B
i @GN LD
o OecfB8e-59F6-43b5-aba3-75b7d7360abe

= ox

¥ Controlier usg 0

B controlierPCi 0

B controlier virtio Serial 0

LB FY KvM
mipsédel
fusribinfqemu-system-mips6del

loongson3a
UEFI mips64el: fusrishare/qemuils3a_bios. bin

B 7-14 B BB ER

7.3.1. CPU ¥
P A ML CPU %, LA SEFRAd FH B AT CPU %%, mliE54L
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- 8 =

- cPu

B e KHEHL

I cu TR

X e

4 Virtlo 2 1 EE®

= i ce i

LN A
150)

2 111

G (P,

=

e

o

7.3.2. AT

A DRSS EHLE BN AR B, BLRCSE R A S DR 1 A7 o R 5 AT
FDN: RAESEBR L BC N A RN, % IR 256MB v — . GER: WAF
f HHA T EARYE T 2R 0, 5 I 2 G A AL R0 .

¥ F) BRIV TRV R
L_H o
- oy 253
| :
L crus
SN
T
Vi Vel
ce
Spice

ARMBOVERL @

7.3.3. INEERE

A e S BN RE S, R IREE NS, A] DA B IR -7

LD - GEMU/KVM

B 7-15 cpu ZEAT

B 7-16 RAFERES
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ISR AL

I R AR x

CRET
= R () SR Bl B (R)
[URE/EN 5 _ :
- 200 + | GIB
B 40.9 GiB available in the default location
bR O AR E XA
4 FH
< e EEHIL (M)
4 {5
& USB AL BRI | O EaRE v
& PO AL e
[ 2R Virlo +
B Watchdog ;
B xfRs » MAER
& HEk
@ usB IR
o ™M™
Bt i
Panic 1l
HLHC) SLAK(F)

B 7-17 BINEE &

7.3.4. IR E
N IR AL F 3 43 9 8 1) DAS I P R 4 o

I INHT A x

[Ee
L I E
=

]

USSR | pdulf2s default : NAT  +

EIF Pl MAC izl (¥ 52:5800:e0:fc:1a

4 &0 WS | SRR -

o USB LfLite
8 PO LML
L]

B Watchdog
e

& EEE

@ usB HEEN
o TPM

8 LSRR
ﬁ Panic i}

HH© SERK(E)

B 7-18 BT

7.3.5. USB & & 4 B0
NIRRT, 5 USB M4, R4 MBIR P25 A F ML USB 1%
o
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I e x
O i USB &4
B s
& s EHLEHD):
@ A B ‘
CRP
B 004:002 SiGma Micro USB Keyboard
4 Ho
<
< e

{51
USB Lk

PCI AL
B
Watchdog
YO
A

USB HHE
TPM

o REHLAE RS
& Panic i}

HEiHG FLHELF)

& 7-19 USB & &4

i FE USB EH & AN USB # k38, — MR AT IN—A~% i USB
W, Bl R Spice channel”28 7!,

I A x

AR FecmEALD

<
<
4

b

PORES &

M

[
&
L

74.

i

iR

[

IR

[t

R

it

FH

P

fEd

USB il
PO LR
W
Watchdog
iR
e+

USB T FiEN
TPM

ULIR RS

Panic il

USB el

BM(M: | Spice i »

HGi FLH(F)

& 7-20 USB E¥E A

RS2 5 B

Virt-manger S PR N 258 20: Nat 1 Bridge. AU REIMLES, ERINIEFE

(¥ Nat #i5X,

33N AL 32422 9 2% T DL LA FH I 2%,

DL AP UR 2 Bridge HI% B D IR
7.4.1. WEAHFNMNELE
BEAR ENL AT PLIE S AR A M D, 6] W enp3s0, BCE AN
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/etc/sysconfig/network-scripts/ifcfg-enp3s0, JoE il L CAFRIAHFBRAZ T, W8 A
ifcfg-br0,
1 FTOTA I LA P 25 C B S
vim /etc/sysconfig/network-scripts/ifcfg-enp3s0
HIAFNE R
TYPE=Ethernet
PROXY METHOD=none
BROWSER ONLY=no
BOOTPROTO=none
DEFROUTE=yes
IPV4 FAILURE FATAL=no
IPV6INIT=yes
IPV6_AUTOCONF=yes
IPV6_DEFROUTE=yes
IPV6_FAILURE FATAL=no
IPV6_ ADDR_GEN MODE-=stable-privacy
NAME=enp3s0
UUID=6¢3601c7-1€71-49¢c4-9413-617ca9690cc2
DEVICE=enp3s0
ONBOOT=no
IPADDR=10.1.80.145  (AHh 341 IP)
PREFIX=24
GATEWAY=10.1.80.254
DNS1=114.114.114.114
2. BN
DI 14 7 20 B 4%, 1824 ifcfg-enp3s0 SO CF T €8 1 9 B st i P 280
TYPE=Ethernet
BRIDGE=br0
#PROXY METHOD=none
#BROWSER ONLY=no
#BOOTPROTO=none
#DEFROUTE=yes
#IPV4 FAILURE FATAL=no
#IPVO6INIT=yes
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#IPV6_AUTOCONF=yes

#IPV6_DEFROUTE=yes

#IPV6_FAILURE FATAL=no

#IPV6_ADDR GEN_ MODE=stable-privacy

NAME=enp3s0

UUID=6c3601c7-1e71-49¢4-9413-6f7ca9690cc2

DEVICE=enp3s0

ONBOOT=yes

#IPADDR=10.1.80.145

#PREFIX=24

#GATEWAY=10.1.80.254

#DNS1=114.114.114.114

1B o b — 20 v DL SO ifefe-bro (LSO 4 T DB B, (HiE = 2R
ifcfg-enp3s0 LA K BRIDGE=br0 AHXf N, B A& 2 HIC & S F - NAME i
DEVICE B ZE0 Biff, A i (i 9 8 i N %), ONBOOT & A AAMIZ 24,
FRNAE no, Bk yes ZJa, RGAEIHIN = HBER M.

TYPE=Bridge

PROXY METHOD=none

BROWSER ONLY=no

BOOTPROTO=static

DEFROUTE=yes

IPV4 FAILURE FATAL=no

IPV6INIT=yes

IPV6_AUTOCONF=yes

IPV6_DEFROUTE=yes

IPV6_FAILURE FATAL=no

IPV6_ADDR_GEN MODE-=stable-privacy

NAME=br0

#UUID=6¢3601c7-1€71-49¢4-9413-617ca9690cc2

DEVICE=br0

ONBOOT=yes

IPADDR=10.1.80.145

PREFIX=24

GATEWAY=10.1.80.254
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DNS1=114.114.114.114
3. HJF MRS

systemctl restart network.service
7.4.2. WEBLMLE

1. R 25z 0
FI7F virt-manager, 7E% 9 St B DEREEY &8 [N
Y EOiR, S E DAL AL RN bro B2 Ok

QEMU/KVM #EFE V1S - o x

H(F)
BaE  ERRENY) it (S) gD

[ Q bro Ethernet enp2s0:
E—J enp2s0 j MAC: AH

= o PR LGN
Hifitis: | nome W
T -
» IPv4 BLE
» IPv6 BLE
+ | 1Ol @ A

B 7-21 REAMN%KEOD

[\

- S ITRE HL X 4%
pdr DERINES Y &I, 1F1EFFMER default P25, s 2 S a4 1k
WA, T FcAa I 22T B TR 4%
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QEMU/KVM EERE TS - o x

SEAHE)

L G

AT virbrQ
s ] 5%
HEIEEU: (51
» IPva B E
» QoS ELE
+ ® @ A

B 7-22 MiER default PX4%
AN SN EERING, S EIMgm4s, F—2.

BT ) AP 4% X

e AL 4%

poJrick (PN e e e et i
PEE RN : | vnetO

(i} ﬁiﬁ : networkl

O — B P

B 7-23 2Bl %as
WEMNE, A~k [J5H DHCPv4), F—3,
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RS x SRS x
B RS ;
JYHEA PR R 1Pva Mok =3 [A]. FaHR LIRS A 1Pve HihES [F]
oA J53 1T 1PvA P28 ik = ) 5 L () 5 I 1Pve [ Hitik3 () 5L

PHESINY 192.168. 100.0/24
o PR SR HRUERfE 1Pva Bl ML TR g
10.0.0.0/8 BE 192.168.0.0/16
P56 192.168.100.1

BRI, 2

[_] 1H] DHCPva

L i P s oy

HLH©) fi iR (B) HiztF) HH© i) | | AiEke)

K 7-24 BE BN IP

ikt iy g Wl €y & E/BE LD |

B PHiE 4 bro

B

SER (B A F oM AR, W E AR g A —F0.
BT R Ll 4% x

PEET PE A%
O FEsh g Al o
(o) 58 T F T A28 (D)

HiD: | P b0 -

il | B -
T Pool confammg all of VFs of a SH-10V device
Device List: | No available device -

(] /5 H 1pve (RS R/ sk
i o H5IE 1Pve PEg L, 2
FEREAWLZ [7))5 H 1Pve PERES
. ZRIAE FH 1Pv4 PR

DNS 1 #

vn et[)|

HEiH© [FiE(B) SEEE(E)

B 7-25 MR LR

ZJEIRE M0 ]Y &R, JF8 bro 11,
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1. 2R ERIHL

FERERMLVES L1 v DATE e 2 i8E 5, 68 DM bro), R Z G, REfL
FEEE.

HANRGZ G T BT IR E WL, 2% 75 A U — B, B8 N

5 7.4.1 LR E SO ) ONBOOT MUN 1 yes, 7EREIINLH Fohic &
S G, FRER NS B RS — .

LD - QEMU/KVM - o x

KR LM EEN LR

L]
Pk PIESIRIND: | 475k bro: 4L enp3so -

a ou e —

= IS, | virtio -
Pty [

% | 5507 MAC Hiohl: 52:54:00:74:21:ce

L2 VirtlO A 1

= ncTazie |
B ol Spice

G B

e i qemu-ga

@' USB 093a:2510

B o

m Controller USB 0

m Controller PCI 0

m Controller VirtlO Serial 0

s D) MRy i A

B 7-26 BRINKEORE

2. W AL
W ERNEA SO, R L Mz bro, BN R TR G,
W EF A E M
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1 LTS 5 A8 R R0V 10 RGCEF L A

BB x

T
FFTN) | fedora2l

=)

IR{E7%¢: Fedora2l

it AR

Piff: 2048 MiB

CRU. 2

it :  20.0 GiB ---rilibjlibvirt/images ffedora21.qcow?2

[ FEedEnT B SR EL )

v RIS (E)
Hi brO: 417 enp3s0 b

HEFHC) fEiR(B) SERE(F)

B 7-27 R BB IR LR

7.5. EIRERE BN
7.5.1. spice HhHYX
FERE AU VRS TUREATICE, R iUE £ [Spice ik5545 ), Hukibik %
(QHECE:uD B

LD54 - GEMU/KVM = o x
THE BIM RN LSRR
EI ] | Ut |E| v @ v.:v
g i Spice MR % &%
oA |asfwm; | Spice % 8 - |
L cvus

List : Add -

= i isten type: ress
B o [uie: | Finsn - |

VirtlO f#8 1 o P =
B VO WLE®: (W EEW R 5900

(2) sCsiCDrROM 1

TLS Sl : [P [EID

#Eie:

I:I Show password
N LA - -
¢ 151 gemu-ga . (=
I;' Bk axL OpenGL: | &4
B8 controlter virtio sCsi 0
m Controller USB 0
m Controller PCI 0
n} Controller VirtlO Serial 0

D) Wi R HUHO i A

& 7-28 Spice IRFXE
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TR remote-viewer T i, fdH spicec ThS I AN PE ML HY
HE, BRAEG TS 5900, f5140: spice://10.1.80.145:5900. 1SR4 £ AN B2 LML A B
1EAE, i 52 KA.

M AR P e A R LR A B AR B, AT DB R R ALY
B ML K 77 1 ) SR A

cosucs]

>

HSC6Uf COULSCIIou2

FEEWREE (W)
B8] wEErEe == = (=

B 7-29 EEHE
7.5.2.  VNC #H%

FERESNLREAE RIS T AT RC B, Won Ph itk [VNC 5543 ), Hihkik#s
QF/EER:3mD B

LD54 - QEMU/KVM

S AL g KRRk

(- u | (2] ~ (=]

= VNC R —

[E55 1 EAm: | YNCIR%EE -

3 cpus - me—

Listen type:  Address -

= it i )

3 sisum Hosk@®: | Frf M
Virtlo Efit t — T o —

8 ViloEi WP (o FENU) R 590)

(5) SCSICDROM 1 -

& NIC 55779 s U

[EE:SEE [_] Show passwerd

BRI AL 0 -

G I

B 5k ax

B} controller virtio SCSI 0

[} controller usB 0

[ controlierpci 0

[ controlier virtio Serial 0

IR (D) T (R)

& 7-30 VNC JR%EE
R VNC Y iSGHAT i FE i), UL It . % A& F¢ EvTouch
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USB KRR, 75 02 HY 30 RE L R BB AN S0 2 F) 1) 7L

FR QI S A x

B fif

B s T

s ASHIT): | EvTouch USB (St +
Rt A L

[

T

Hi

1

| G

USB FEHLis

PCl L e

A

Watchdog

el

R

USB i il

TPM

[t LR e

TP

i

AAEE

h

08 V0AEE 5

HEH© SEAK(F)

A 7-31 VNC Pl P s A\ a4

TEFRIE T remote-viewer F1 12 F 3 s A vne P N ER E ML HbE,
BRIAGH 15 5900, H140: vne://10.1.80.145:5900. 415 iR 5% 28 2 A s RUML A B A7
1E, iS5 kKA.

7.6. BRIV

TR —aYE EN A —E BN, TR A —aWHEENL .

TR APHGT RS ITR, TR 2R T I E M R RN, 7EENA B
PGS BT IER . A TR R 2 B all 30 75 B R 10 B R L I AH SCIE B S
SR HE RN . SehRR Y, TN
7.6.1. PITH

RARGER 2 2 T LA RGN, Frbl, 75BN — 6 RS a3 E N
B (NFS AR55#%) 0
7.6.1.1. NFS %% 2%

K PRI K 3

systemctl stop firewalld.service

L 3E/ 538 nfs A rpebind 3K A

systemctl stop firewalld.service

A H It 3 w1t
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mkdir /home/kvm-fs

chmod 777 /home/kvm-fs

B K /etc/exports A

vim /etc/exports
IRINEL T A2

/home/kvm-fs *(rw,no_root squash,no all squash,sync)

A E
exportfs -r
e B2 SRR

showmount -e localhost
7E/home/kvm-fs H 3 T A1) B L5145

cd /home/kvm-fs

gemu-img create -f qcow2 test.qcow2 30G

7.6.1.2. PEREMHIE AL
1) KHIBG kb
systemctl stop firewalld.service

2) B EEEH O E R

mkdir /home/kvm-fs
chmod 777 /home/kvm-fs

3) FFJ rpebind iR %%

systemctl start rpcbind

4)  FEH B NFS 5543 1/home/kvm-fs

mount -t nfs 10.1.xx.xx:/home/kvm-fs /home/kvm-fs

5) EEEGHENI
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Is /home/kvm-fs

6) BN, LA EE SN /home/kvm-fs/test.qcow?

7) L5 B K ENLE ssh E Rz

FIF MR G S B, SR A h e Re . e DERERNTE TN,
Jiik: SSH, EMLA: HEWE ML IP,

7 WP R KT openssh-askpass 451, T REE RN LR -0, B
yum 2 RIA] (KVM 9T+ 22 36 1 75 240 yum JEBCN Z FTTED .

B *
FHFET(H): | GEMU/KVM -
(WA s Bl R L

Fi) 2k -

HF 25Uy : | root

EA45(0) . 1180145 b

|| s L
E ARk URl:  gemutssh:/froot@10.---

ko || e

B 7-32 BhnEEE

7.6.1.3. HIE AL

AIRIE 7.6.1.2 W ELHAE EHACE 1-5 2.
7.6.1.4. iT#

AWM AT AT S -

D) BVE B, AT AR R R AL, GBI

2) FEFT B ERINL A, I FEE R L BT 72

FEFH R RS H EU P CH PIENL F P14 AEEN localhost,
BV E R ENL TR S FENA, BNFELT R D

Ak E GO ) R VAT EE, SUERBARD . 25 REiT%.
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BRI x

IEAEERE VM: fs
A EAL:  10.1.80.125 (QEMU/KVM)
HLALH): | GEMU/KVM: 10.1.80.145 -

ERH

fiio): | HiE~

Motk (@ 10.1.80.145

£y FURIENLE 5 locathost, libvirt 4 2408t fE, s
AALEL FATA— - AR A Rl 20L&

RGP [P 49152 — 4+

v SR .
RIFA A [

T
I T L

eEl(e] REEAL!

& 7-33 T8

7.6.2. BT
7.6.2.1. JEEH LY EHL

D) FraEE AL, IR AR HAE G B

2) #5325 HWE N ssh iEH:

I B ARG EEER, U R e . &8 DEEREfEENL],
J7i%: SSH, FHL#: HEE L IP.

£ X

PR (H) . QEMU/KVM -

M R

Frido SSH el

HF & : | root

EHL#0): | 10.1.80.145 -

AohiEEe [
EE U URl:  gemutssh:/froot@10.---

HEGH(C) . FEFE (N

B 7-34 HinER

7.6.2.2. HEE ML
T B SR B AR A 42 T A0 qeow2 U1
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7.6.2.3. i
TNESHITHITIEME, A AT 7
1) ERVERESE, A8 AT RN, ERIER
2) AEFTIFI MBI, e A B UL I A2
e SRS B FENLE 1P CH BN EHLZ ASEEN localhost,
BPH B ENLFR B E=N A, RWHELIT .
Rk PG ) RVE AT RE, SNERA KD 25 REITER.

TR R x

ETETHE vM: fs

5L 10.1.80.125 (QEMU/KVM)
FFEALH): | QEMU/KVM: 10.1.80.145 -
FEREE

filaloy: | Hik~

Hotilbay s [# ) 10.1.80.145

L FRIIENLE 0 localhost. libvirt i astaam T i, R
451 5 b — A R LA TR O =

HREIP): (¥ 49152 = +
- iR -

A G [+

A
Il Eim . [
EE(o] IEFE(M)

& 7-35 BRNLERE
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FHN\E BEMEZML

8.1. RGiETH

ERLE ARG, ERTEERANRSE BN A MR ELE, B, BN1%
FTE AN AR S N N AR B TR S A, R X7 SR, U EAEIs AT i
FEIAE B EE o AR U0 W G mT 45 FH LA a7 B RS P SR DT 1 ARV LBt il 55 45 A
RGP RZEE
8.1.1. BEERGHE
8.1.1.1. M ps fn%

Ps if 2 R RABITHENE LR, EEM—DMEEIIE, FIRBEHE
T Y IEPAT iy I RGUEAT PIRERE 09— AN PRI o G SR AR 4 S B SR e AR A R
FHEMH top MRS IIERH o

AR A F RGP A #EFE, 7] LALE shell BAEH T a4

ps ax

XTI RS, ps ax i@ = RonERE) PID,  BEREAK I 1) % i,
BERRRAS, BERE S8 CPU ), AT HAT SCAFIIA . N

~18 ps ax

IR BoRBERE T, AT a2

ps aux

BT ps ax ar 2 HRAEAIME EAL, ps aux B BRI A B4 T, B S
CPU FINAZ I J3 b, LA R SR S5 7R R FOL PN A7 R/ IN R SR A #7383 A7 1K
/N, BEREFFARIZAT (IS [H] o

&R LAE H ps fin 2 grep fin S HIH G R EE IR R EEIEIT. 2y, 25
#%€ Emacs £ R/EIBAT, (FH N A4

1

~]$ ps ax | grep emacs

HRATH AT 28 AR, AF ps(1) man T,
8.1.1.2. f#iH top #r 4

Top fir & /8 RAIBAT HIFREIN LN B3R . Bib 2 Bos NG BSR4 H
HrifiEl, HET CPU MNAFRIEH R, BT S XA T] UG 3E R i 5
B R, N ] DAgs BERE HR R I R A — AR
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AT top A, 1E shell BN Ard

top

XTAHRIBERE, top fir &< SR #ERE ) PID,BEREPTA FH 14 7, #ERRILG
9, BERE NICE {6, #EARMEH M ALE, R R HIIE AL, 2%
EHRILE AL, BERERPIRE, MR NAF AT CPU B b, BERE (5 CPU
RIS R AT R AT SO 447

AR LA top — B2 H R B3N i 4

K 8-1 X H top W4

w4 i34
[Space] RYANTIR RPN
[h] R T B e
- RACHEHFE . BESPIORANIRE 1D PR ERIES EE
=
[n] MR B BN R E .. BRI SE
[u] T H PR
[M] N HERRF
[P] ¥ CPU {F HZHFF
[q] BH top

8.1.1.3. il RgtHIETA

H P LU R G s TR EE S _E A AR, SR 2 m e e

EMAAT )R8 &4 1% T H 75 EAE shell i\ gnome-system-monitor. 415
{7 GNOME 5[fi, 1% Super f&it NiEShAEIA, ## A System Monitor, 2R J51%
Enter ## . HIL RGNS TH . Super BEAAAE 2 Fh PR, 1K B T8 £ A0 HL & i
4, {H3EHE A Windows 5{ command 58, Jf Hi# 5 7 S B A4

mia [EERR Y W B H BT R .
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f 3 :
Processes | Resources | File Systems

Load averages for the last 1, 5, 15 minutes: 1.07, 0.42, 0.23 Refresh | Vieww

Process Name v User % CPU 1D Memory Umnit Priority I

) ahri-applet ] 4.4 MiP session-2.scope

& at-spiz-registyd siw 0 3191 7000 KiB scssion-2.scope  MNormal
< ar-spi-bus-launcher siw D 3182 66B.0 KiB session-Z.scope Meormal
bash Siw 0 4272 1.7 MiB session-2.scope  Normal
B bash siw ] 3642 1.6 MiB session-2.scope Mormal
& dbus-daemon Fjw 0 3186 4640 KiB session-2.scope Normal
< dbus-daemon siw 0 3018 1.4 MiB session-2.scope Mormal
<& dbus-launch SiwW 0 3017 1920 KiB session-2.scope MNeormal
[ deonf service siw 0 3241  5BB2.0 KiB session-2sscope Maormal
[ﬂa evolution-addressbook-facor sjw 0 3449 4.6 MIiB session-z.scope MNormal
(7 evolution-calendar-factory  siw 0 3450 5.3 MiB session-2.scope  Normal

End Process

K 8-1 System Monitor — Processes

XITHIHEERE, Rgihis TR BRERML T, RE, 3 NICE 14,
BEREAEFH WA RN CPU (1 H 4 b, BEFEM PID, b FE S5 4 X 8 1 I FE 28 1 e
AT o I R R A AR R DL R R R4S B AT T BN B A
BN R G4 T H 2 R 4108 s P e p 35, il i B A R T )
ANFEI, T DA
> BRI
> BEPHHE
> BE YIS R
> AR
> JiAkh, AR AAE I ER:
> RIHTHRESR
> I H R S R AR

8.1.2. EENHFMHER

8.1.2.1. ffiH free iy

i free 2 AT LAYE RE S WM CLEHMNAE, 7E shell RN R dr

A

free

Free iy & 7] LR BEYBE A AE AN 8] 015 2 . e n] LB R A7 B, (8
RINAE RN, R AR, SRR RADN, buff IR/ cache (RN BA L&
HE . Bl
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~1$ free

BRIA free A5 Bon K/, AR DU B AT DUn-m 3£ 0, R

~]$ free -m

8.1.2.2. M RGtIETH

ARG THNBIEAR TR LA R 409 25 W B AR RN 24 Y
Ko

AT A8 RS % T A vl LULE shell N4 A\ gnome-system-momitor. 73
Ah, i FAEH GNOME 1, %[ Super 5t N & ZHEA , ## A\ [ System Monitor ],
SRJE 1% [Enter)] ##. HIMAF M A T H. [Super] $EF7E L%, XHRT
PRI e A, (HIEH/E N Windows BY command B, - H.I8 75 A& B Ao
o

M R IEAR S AR RGN AL TE O

e ——
Processes | Resouwrces. | File Systems

CPU History

50 seconids L] £ kLS k.1 10 o

) P oo 1%
Memory and Swap History
LU bl

50 seconds [21] 20 3 X 10 o

Memory Swap
646.0 Mib (35.1%) of 1.8 Gib 0 byvtes (0.0%) of 8200 MiB
Network History

0.0 KR e e

50 seomds £l a kL X 0 o

@' Receiving 0 bytes's ! Sent 0 bytes/s
Total Received 68.9 KiB Total Sent 43.2 KiB

B 8-2 System Monitor — Resources

FENAF NS Iy X T T, FR 40 s TR R AR AT A He a3 X ) s 4l FH 1 3
F BN A7 AIAE 443 IX R RN LA 2R
8.1.3. &% CPU M
8.1.3.1. fiH ALz TH

i R G 1 T H SRR TUA] LA H S HT RS0 CPU A H I

Ea AT s R4t s T 20T LA shell M\ gnome-system-momitor. 73
Ak, A% ) GNOME &1, 1% [Super) 881 Ni5sh#fi&, AN System Monitor,
SRJ51% [Enter] ##. MRS WM TH . [Super] SAFEZFihde, XERT
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e SR RUBER LI 55 S 1E RAEV 10 RGTETE AT

BRI E A, (HIE S E N Windows B¢ command #, Jf Hl 5 7E S/ 8 A2
.

s AR S TR R 4010 CPU 5.

£ CPU &4, ARG Wix T EER CPU K7 S48 ] %A CPU X418 %
D] SE
8.14. BERBREMIHRS
8.1.4.1. f#i[H Isblk 4>

Isblk iy 4 7] L7~ R G0 m] LA Bk & . e L blkid i 2R Z 15 R
Ay ks 2. B udev BEEUE S, RIULAE root F S #EFT LA . EonBRiE
25| F T EAE shell HINW R A4

Isblk

B — Pl tH R, Isblk #RE R B4, FIRWKS, W& M A LU
R, WAASCERAN, R G R, WK, WAkt BT
~1]$ 1sblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sr0 11:0 1 1024M 0 rom
vda 252:0 0 20G 0 rom
|-vdal 252:1 0 500M 0 part /boot
“-vda2 252:2 0 19.5G 0 part
|-vg kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /
“-vg _kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
BRI 1sblk i & LLBR TR 45 Ko i tH Heise 46, n SRABSREUCE 2 1) e 2515 B -1
28, Bl
~1]$ Isblk -1
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sr0 11:0 1 1024M 0 rom
vda 252:0 0 20G 0 rom
vdal 252:1 0 500M 0 part /boot
vda2 252:2 0 19.5G 0 part
vg _kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /
vg _kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]
A KA A AT I e #8513, & 1sblk(8) man Tt
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8.1.4.2. {# ] blkid iy
blkid 72 ] LE /R AT HE RS IRZE R . B 5 root AR, K b3FE root H
FHEBEE Isblk @52, LA root B3 7E shell B AU | 4

blkid

AP, blkid 2 EoRE R ENE, #illn UUID, S R 4026
M, B, Bl
~]# blkid
/dev/vdal: UUID="7fa9¢c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
/dev/vda2: UUID="7IvY zk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"
TYPE="LVM2 member"

/dev/mapper/vg_kvm-lv_root:
UUID="a07b967c-71a0-4925-ab02-aebcad2ae824"

TYPE="ext4"

/dev/mapper/vg_kvm-lv_swap:
UUID="d7ef54ca-9c41-4de4-ac1b-4193b0c1ddb6"

TYPE="swap"

BRI blkid A& 2 Bon A AT B . In R B R IE — il e, 2L
i Je TN e 8 44 -

blkid device name

filhn, B R /dev/ivdal (S S, LA root F P AL BRI A i 4 -
~]# blkid /dev/vdal
/dev/vdal: UUID="7fa9¢c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
FE LT A2 HPOINN-p -0 eI AT ASRER B 22 401 (5 8., i & [AFE 75 2 root
BLRR -

blkid -po udev /dev/vdal

i
~J#blkid-poudev/dev/vd al
ID_FS UUID=7fa9¢c421-0054-4555-b0ca-b470a97a3d84
ID FS UUID ENC=7fa9¢421-0054-4555-b0ca-b470a97a3d84
ID FS VERSION=1.0
ID FS TYPE=ext4
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ID_FS USAGE=filesystem

HRu] A ST 528 5%, &F blkid(8) man Fif.
8.1.4.3. f#H] findmnt fiy 4>
findmnt iy & 278 KRG YT HE SO RS, 1E shell AU N iy

findmnt

B AMIIH SRS, findmnt 67 SRR, RS, UFRGRA
AT R IR B T

Bilun.

~-]% findmnt
TARGET SOURCE FSTYPE
OPTIONS
! fdev/mapper/rhel-root

xTs
rw,relatime, seclabel,attr2, inode64, noquota
=/proc proc proc
rw,nosuid, nodev, noexec, relatime
| /proc/sys/fs/binfmt _misc systemd-1 autofs
rw,relatime, fd=32, pgrp=1, timeout=308, minproto=5, maxproto=5,direct
| “/proc/fs/nfsd sunrpc nfsd
rw,relatime
b=/sys sysfs sysfs
rw,nosuid, nodev, noexec, relatime, seclabel
I F!sys!kernelfsecurity securityfs securityfs
rw, nosuld, nodev, noexec, relatime
| |-/sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

FAIA findmnt LA LS5 Ky tH SO &R G0, a0 RAESREUCE 2 i %45 2 i1
2, i

findmnt -1

B4

~1$ findmnt -1

T DL Ff R SRR SO R G, 8 -t R TR, JE TS SO R ST,
Bl

findmnt —t type

Bln, SaRPra R xfs RS

~1$ find mnt -t xfs
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AR A AT I 5 AR, BF findmnt(8) man T} .

8.1.4.4. fHiH] df in 4
df a2 % KRG RERL =S RIEE RS, 7E shell REIN G0 T4

df

B MIIHES RS, df R E S BRI RGN 4T, K (LK
TONEAALD, kA S T P SAE T KN, B A 2 TR R R RN SRR R 9
TR

~]$ df

Filesystem 1K-blocks Used Available Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18618236 4357360 13315112 25% /
tmpfs 380376 288 380088 1% /dev/shm

/dev/vdal 495844 77029 393215 17% /boot

BRI df i o 70 XK/ (LK S 15 N 8D, RS I A6 P B, AR
R A E (LK oA . UM P G 5 o i 28] -h i,
AR TA] LA L 5 107 2 S 2 s i A A 1R K/

Blhn.

~]$ df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/vg_kvm-lv_root 18G 4.2G 13G 25% /
tmpfs 372M 288K 372M 1% /dev/shm

/dev/vdal 485M 76M 384M 17% /boot

AR AATIEIUY C SR, &F df(1) man FH.
8.1.4.5. flif du v

du @4 A LB SR RN du dn & A INZS AT LR R &A1 H sk ek
BN Hian

~1]$ du
14972 ./Downloads

4 ./.mozilla/extensions
4 ./.mozilla/plugins
12 ./.mozilla
15004 .
BRNIEOL T, du A DL O A B s il A8 i A S Ol . o 2R AR DL 5 12
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7 (MB #1 GB) E/n K/, AJRAINZ4-h. #ilan;
~]$ du -h
15M ./Downloads

4.0K ./.mozilla/extensions
4.0K ./.mozilla/plugins
12K ./.mozilla
I5M.

FEFIRAKRE du fiv 2 S 2 HT H S 0rA S RNAT, R B H %

SR IR RN AT B IS 2, 1

~]$ du-sh
I5M.

AR e AT R 588513, EF du(1) man Tl .

8.1.4.6. (M ARGt LA

TE RGN T RIS RG] AL IR 077 A B U RS AL
23 [ R ASE A 400 o

EM AT A B R 40 W5 T B 75 EAF shell F#i A\ gnome-system-monitor. 57 4,
WA GNOME (i, #% [Super] fiE NiEHZIHEA, A System Monitor,
SRJE 1% [Enter)] ##. HIMAFZ M A T H. [Super] $EF7E L%, XHRT
PRI A, (HIEH /N Windows BY command B, F HI8 75 A& B Ao
o

RS RGN TR X R G5 3%, WA :

R R T,
Processes | Resources| File Systems |

Device Directory v Type Total Available Used
| BB /devimapperfrhel-root f xfs 7.2 GB 20 GB  s1aGB
[ Jdevivdar Moot sfs 5208 MB 3456 MB 1742 MR [T &

K 8-3 System Monitor — File Systems

IR RS, RGE TR S s, HbsESEs, X
RGN, il 2 18] A5 FH RN A K/
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8.1.5. BEEHEE
8.1.5.1. f#H Ispci x4

Ispci a2 A LLE 7R PCL 22k ERR S, BRFTA R PCIL X4 AE shell H

BN R A4

~1$ Ispci

AT DA -v e T H e A VEANE S, A8 -vv e 0 HY B A SE VRN AE B

~1$ Ispci -v

AR A H A SATIEINT e 8 513, £ 1spei(8) man Ff .

8.1.5.2. f#H Isusb g2

Isusb 72 7] LR 7S usb W5 S . EIRFTA M usb 1% %15 B AE shell H¥A
W
~1$ Isusb

&AL IN-v ZHCE R T R .

~]$ Isusb -v

AR A AT I 5 841K, B Isusb(8) man T

8.1.5.3. f# [ Iscpu v

Iscpu i 2 R HFIRGAE W cpu B, 5 EEHE cpu 2L H,

B, B, cpu ERRZEAFEESE, 1E shell FA 4L

2Ky, Mg, X

~1$ Iscpu

BRI g SATIEDI e 88K, &F Iscpu(l) man FH .

8.1.6. MEFHLR

HRTAT BB v IR S5 S R E R GBI T R A AR S AL o X AL 22
DIMMs i85 N A7 £ R AR R A A A2 R AL R & RS 5%, JF HARER IR H P 3
()i 75 o FH P 2S5 [A] ) S 4P ERE rasdaemon 24l SRAN AL B IX 46 iy Y AZ ML R R A
AFSEME AT P AT G PR B R A, FRIESREAT. XA TR LT B edac-utils 42

fit, BUAE fH PP HERE rasdaemon FR 4L,
2235 rasdaemon 75 2 root ALK .
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~]# yum install rasdaemon

JR RSS2 iR

~]# systemctl start rasdaemon

SN I T B i & B i 4 [ 25 Pl T

~]$ rasdaemon --help

T & 1E rasdaemon(8) man F/H B 0T H A Hiik .
ras-me-ctl T HFEME 7 —Fa] LA EDAC Xahi 77k, iAW a4 a] LA
AE A LI

~1$ ras-mc-ctl --help

T A 1E ras-me-ctl (8) man F/F LTI A ik .

8.1.7. f#F] Net-SNMP Mz 44k

R ALl e 2 IR 5% B4R VE R B0 Net-SNMP A E4E, Hdh a3 — A "%
FOAT 4™ JR B4 T BA X 28 A B P (SNMIP) ARHE ., %4 QR K FL G IBR 0 2 FH RS 2 /T BA
WHFAKEN RGP RIS — R T H, X T HE R SNMP )
W

AR T ST B Net-SNMP AQHLE i /0 4% 22 4= s v A Bdis . {6
SNMP WhisUke Z B Ay e SNMP AR LRt [ 58 KM REFE DR .
8.1.7.1. “%%& Net-SNMP

Net-SNMP F A A n] AR g SRR BEIBE = 2 IR 55 2454 R4 V10 RAT i) — 4
RPM %41, ##% 8-2 T H Net-SNMP B/ AL MER T &M EA TN 2

FH% 8-2 ATH Net-SNMP % fE4

Ly ¢ RAtE
net-snmp SNMP REESF P HEREAISORY . it 1 RE 25 HE 75 Ex A .
net-snmp-libs | netsnmp FEFRGEHE BAEEE (MIBs). it 1t e s 75 2L
XA

net-snmp-utils | SNMP % /7 %5 5 4 snmpget A1 snmpwalk. 75 £ iZ B AL LA
i) SNMP R G101 s 208

net-snmp-perl | mib2c F£FF1 NetSNMP Perl #58t , 60,2 ph vl %8 i HE A5 A o

net-snmp-python | Python ) SNMP % i g . JH A /& Hh el ddE il i $R L 4
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LIRATAT — AR R 5 A EH yum A4

yum install package...

Blhn, ZBELEARTT RS AE ) SNMP AREE s 3 3t FE AT SNMP % 1
Ui, LA root Y0 LE shell 82 AU FAg4:

~]# yum install net-snmp net-snmp-libs net-snmp-utils

8.1.7.2. IZ1T Net-SNMP sy i &

net-snmp FAFEL R AL E SNMP AREEF 47 3 1% snmpd. A g A < an i Jo
A1, 5 1EFIE A 3 snmpd R4S 0ME 5. A RTEAR I IOME = 20 IR 5 2R B E R R
V10 R4 HE BIRSS ARG S1EZ0 5.1 ] systemd BB R SRS -

A BNk SS

1217 snmpd %% LA root S 3 7E shell BEA U T 4:

systemctl start snmpd.service

Fic Bk 55 (6 AR R G0 R 3l JE B ST iais AT - a0 T a4

systemctl enable snmpd.service

EAINi &S
& 1E snmpd A %5 LA root F 43 7E shell SN U1 T 474

systemctl stop snmpd.service

e B R 55 1A R GUR shJE FEA T IRIEAT, (A R a4

systemctl disable snmpd.service

5 RS
# Ji snmpd k%5 LA root S 3 7E shell BN Ay4:

systemctl restart snmpd.service

2 A IR RS TR A AR A% . BN ERTINAECE, M HIEIERS, 2
T N4

4

g

systemctl reload snmpd.service

% 165 W / #2817



fr
T2 HUTTRABE R 25 B0 RIEV10 RATE I STy

X 2HIaAT snmp R55 L BB INEACE -
8.1.7.3. ECLE Net-SNMP

FAZ I Net-SNMP AQHE <34 B2 1L & , 9 %H/ete/snmp/snmpd.conf At B 3L
BT RIS v R 25 AR A R 48 V10 B3 BRI snmpd.conf SCAFRE R &R,
TR AR — AR AR T B SO i

AT E BN B E WAES: B RGE B HBENIE. A X0 AR E
82 HE4ME S, 1S snmpd.conf(5)F-M 1. A, 7E net-snmp B BFH
—/N 44N snmpd.conf [FJSE R, AT LA R UAAE 7 204 B AL &

5 2 = 1 2 net-snmp-util B G 0 0 2 e A R AE B AR T BT iR 1Y
snmpwalk SEHFET

systemctl reload snmpd.service

BERGME L
Net-SNMP @ id RGMFEft 1A R G5 2. B, 1 snmpwalk
i s A BOAEE AL E R G

~]# snmpwalk -v2c¢ -c public localhost system

BTSN R, sysName X} R4 15 B A EHL4 - sysLocation I sysContact ¥f %
A] PL7E /etc/snmp/snmpd.conf SCA4IE I 24047 syslocation 1 syscontact F*{E #% T &
Bi4n:

syslocation Datacenter, Row 4, Rack 3

syscontact UNIX Admin <admin@ example.com>
EECE e, EHNEREE, I8 HIRET snompwalk iy &I — T
Hie B e A AR

~]# systemctl reload snmp.service

~]# snmpwalk -v2c¢ -c public localhost system

B B AR

Net-SNMP AREE 7 F2 7 KR A = ANRAS ) SNMP 3. BTN (1
A1 2¢) IS A R H PR AT B S A B E o 2T E R AR AR ART 25 7 Sy
SEARE T Z B IL AR . R AE M2 E SO, XA RA AT .
SNMP FIERS 3 Wi A3 A 2 Mo U A A DGIERIS B IN%5 o Net-SNMP Q2L
CHF SSH lE, f#H X.509 k451 TLS IAEF! Kerberos WAiIE-

BeE SNMP JRA&s 2¢
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FHLE SNMP hRA 2¢ BI4EIX, 7E/etc/snmp/snmpd.conf it & A4 T~ # H RO
FEIX B RW #E[X$54 . B4 HIRE 2T

directive community [source [OID]]

Hr, community E4H A X FZFFE, source & IP Hibiksl 5K, OID Xt
SNMP #$& 07 vl g 1t . B, e 40k P im it R R e Ui e, 1%
P A P A T F SR B4 X 75 HR <kylin”s

rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

f8 ] snmpwalk i & H-ERIN-v F-c ZH0A] LLIARC & -

~]# snmpwalk -v2c -c kylin localhost system

Bo B SNMP fig4 3

FWCE SNMP fit A 3, f#i ] net-snmp-create-v3-user fin 2. 2Nk H
| /var/lib/net-snmp/snmpd.conf Fl/etc/snmp/snmpd.conf A, X AN A AT BLEY
HH P FHBAT A . VER, net-snmp-create-v3-user iy 2 R A RHEE A B1TH 4 6E
17, FHPI/RBIEIEE T “admin”H 7, Zi5“kylinsnmp”:

~]# systemctl stop snmpd.service

~]# net-snmp-create-v3-user

net-snmp-create-v3-user - rwuser 164 (B4R AL -ro iy 24T L TE

H rouser) #l|/etc/snmp/snmpd.conf H AP I rwcommunity 1 rocommunity 1% =X
VEIEE

directive user [no auth|auth|priv] [OID]

HH, user £H 4, OID /& SNMP ##E gt A . BRINE LT, Net-SNMP
ARIY A Dl BB 191E K Cauth £ noauth I AT DL 70 R S F2BL115
3K, priv 376 5 58 N authpriv 128 T4 T (15 3K 06 A8 3 432 OR8] 524 0 2%

B, FHE-—ATERE TR “admin”i S5 U5 1) 84N

rwuser admin authpriv .1

NTMRERE, EEMHPFHZE NE A snmp B3, EZHXTAIE
snmp.conf Af (~/.snmp/snmp.conf), U1 N4
defVersion 3

defSecurityLevel authPriv

defSecurityName admin

% 167 W / #2817



fr
T2 HUTTRABE R 25 B0 RIEV10 RATE I STy

KYLIN

defPassphrase kylinsnmp

snmpwalk iy 275 2 AR I 28 IX Le 2 AR B -
~1]$ snmpwalk -v3 localhost system
SNMPv2-MIB::sysDescr.0 = STRING: Linux localhost.localdomain 3.10.0-
123.e17.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86_64

[output truncated]

8.1.7.4. R HdaERE

Y L B v IR 55 s R R BE I Net-SNMP REEE SNMP B B3t 7%
FPEREfE R . BEA, LGB A &) R4t 23 RPM BHIFIR, KRG 4T0TE
TR ARSI R A RG2S B E

ARAHEHPE T % T OIDs /£ SNMP Rk . BRE R4 O %3
net-snmp-utils 2L, FHH A #4Z T U5/ SNMP &, 40 8.1.7.3 F B AR 4l
iR

PEPFIC &

fUF5 Net-SNMP (1] Host Resources MIB $& 4t | AL 2 7 i 42 737 10 A 4 AR 25 A2
FCE. K% 8-3 nIHIA OIDs &45 1 1£ MIB | Al ASREUANFE Y OID -

FH¥ 8-3 HTHK OIDs

oID ik

HOST-RESOURCES-MIB::hrSystem | & — K RSG5 5, WiEiTHrE, /i
MEH, MIsT R .

HOST-RESOURCES-MIB::hrStorage A5 N AEF SO R G A8 F B I s

HOST-RESOURCES-MIB::hrDevices A5 BT AL TR 28, IR 2% 15 25 A4t &

NPT
HOST-RESOURCES-MIB::hrSWRun 05 T E RIS AT IR B3R
HOST-RESOURCES-MIB:: B e R R I N AE AT CPU S5
hrSWRunPerf JS #HORE X kB T

HOST-RESOURCES-MIB::hrSWRun.

HOST-RESOURCES-MIB::hrSWinstalled fi & RPM s ZE R 713

7E Host Resources MIB ', i&F —Len] HF R P 0] H{E 57 SNMP %,
N5 7 HOST-RESOURCES-MIB:: hrFSTable:
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~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrFSTable
SNMP table: HOST-RESOURCES-MIB::hrFSTable

Index MountPoint RemoteMountPoint Type
Access Bootable StorageIndex LastFullBackupDate LastPartialBackupDate

1 I8 "M HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite true 31 0-1-1,0:0:0.0 @-1-1,0:0:0.0

5 "/dev/shm" e HOST-RESOURCES-TYPES: :hrFSOther
readWrite false a5 0-1-1,0:0:0.0 0-1-1,0:0:0.0

6 "/boot" """ HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite false 36 0-1-1,0:0:0.0 0-1-1,0:0:0.0

% T HOST -RESOURCES-MIB HJ ¥ % 15 &, 7] LA £ % /usr/share/snmp/mi
bs/HOST-RESOURCES-MIB. txt 3 ff .

CPU MM R

UCD-SNMP-MIB [ K Z 8 RS aesdE 2 v ). systemStats OID 2 |
— S b T S A T A

~]$ snmpwalk localhost UCD -SNMP -MIB: : systemStats

¥l /&,  ssCpuRawUser, ssCpuRawSystem, ssCpuRawWait fll ssCpuRawldle
OIDs 2 Bt TH UG AL E R GeE 1 B AL T 1 K5 i A R A5 IS [R) 5 3 A% 5 ) B
F A E)EY 1/O I 4EH A H . ssRawSwapln Al ssRawSwapOut B 7l '€ R 4t N A7 & 15
FERIAER A

UCD-SNMP-MIB:: memory OID 1R % 7] F (I N A715 B AN free aw &F4Lh:

~|$ snmpwalk localhost UCD -SNMP -MIB: : memory

UCD-SNMP-MIB ) 41 %% 3 17 & 7] F ¥) - SNMP ) UCD-SNMP-MIB:: 1aTable
SFIH 1 8, 5 PR 15 3B R S aR ) TR

~]% snmptable localhost UCD-SNMP-MIB: :laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig laloadInt laloadFloat laErrorFlag

laErrMessage
1 Load-1 0.00 12.00 ¢] 0.000000 noError
2 Load-5 0.00 12.00 0] 0.000000 noError
3 Load-15 0.00 12.00 [¢] 0.000000 noError

AT RGNS R
Host Resources MIB $2 30 RGN HE B . ARG (BLA
H W A7) 7£ HO ST-RESOURCES-MIB: : hrStorageTable &+ H — N A1
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~]% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrStorageTable
SNMP table: HOST-RESOURCES-MIB::hrStorageTable

Index Type Descr
AllocationUnits Size Used AllocationFailures
1 HOST-RESOURCES-TYPES: :hrStorageRam Physical memory
1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES::hrStorageVirtualMemory Virtual memory
1024 Bytes 2045580 388064 2
6 HOST-RESOURCES-TYPES: :hrStorageOther Memory buffers
1024 Bytes 1021588 31048 ?
7 HOST-RESOURCES-TYPES: : hrStorageOther Cached memory
1024 Bytes 216604 216604 ?
10 HOST-RESOURCES-TYPES: :hrStorageVirtualMemory Swap space
1024 Bytes 1023992 0] ?
31 HOST -RESOURCES-TYPES: :hrStorageFixedDisk /
4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /dev/shm
4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /boot
1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB: : hrStorageSize #1 HOST-RESOURCESMIB::

hrStorageUsed H ] ODI # K1t HEH U R A KRR S &=

/O ¥4 7£ UCD-SNMP-MIB::systemStats 1 UCD-DISKIO-MIB::diskIOT able
KPEERT M. EE Rt T EEA AR, 51 OID A diskIONReadX Fl
diskIO NWrittenX I8y, H T7E RS0 )a shiid s U 5 AN i & 11

)

T
~]% snmptable -Cb localhost UCD-DISKIO-MIB: :diskIOTable
SNMP table: UCD-DISKIO-MIB::diskIOTable

Index Device NRead MNWritten Reads Writes LA1 LAS LA1S5 NReadX
NWrittenx

25 sda 216886272 139109376 16409 4894 s 7 ? 216886272

139109376
26 sdal 2455552 5120 613 2 = ? 7 2455552
5120
27 sda2 1486848 0] 332 0] ? ® ? 1486848
]
28 sda3d 212321280 139104256 15312 4871 7 ? ? 212321280
139104256
RESENS,

Interfaces MIB #2 LN 2% % %515 B . IF-MIB::ifTable $2ft T —/> SNMP %,
ARG EREAEE O N HEE A SRR T AR XN R B N5 H . N IR

TRIR ifTabel fIER2 51, BN T ARG LRI NIRRT

~]$ snmptable -Cb localhost IF-MIB: : ifTable

WA 2% I B 2 AR 35 TF-MIB: : ifOutOctets 1 IF-MIB: : ifInOctets #2{t,

SNMP Ep i R I RS F R — MR O IR =

]

~]$ snmpwalk localhost IF-MIB: : ifDescr
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¥ 1) Net-SNMP

Net-SNMP B A DAY J@ 24 b A KRG BN S &, XAEEEN
RIFAVERE ) ) BB o oltn, A AnIE B RS s 15 il 5 ik
TEAEIIBIRES A TR, (H5EA H 2 5 IE M RGP AL 2 8000 MV
BN 15 s s IR 20 N FRE R AR B R T e A ] AR R
RGN, XKW RVFAEAF R RGN RS OG5 RS Re rT AL (i,
1400 10,000 2515 B2 IN-T- 1 13 £ 100,000).

A0 FE ER VAT LI v IR S5 A R AE R 4 VIO 1 — LN R T B I SNMP &
Net-SNMP A DR R & . A LR 7ok RAREE IR AR o AR5
@IS shell A AT (1) Perl FfifF k5 AR, (RiX RS net-snmp-utils
net-snmp-perl £ 2% 4%,  [FINFH P AR AT 7] SNMP A

f 1 shell JIAY" i€ Net-SNMP

7F Net-SNMP AR 4E T —A & MIB (NET-SNMP-EXTEND-MIB), H] L
H ok & ) 4E & 1 shell A . Z 45 E B shell i A Kz 17, 7] DL fE
/etc/snmp/snmpd.conf LA H] extend $684 . —H g X, REEFLALE BISA 78
SNMP | & AR S o N ] TR T X AL, AR E R R
httpd HEFE IR

HER:

Net-SNMP ACEESE it 77— AP @ IALHE proc iy 2t AR K . B2 K15
S PAIEFE snmpd.conf (5)F- 1,

N shell 1A 138 H 6572 7E 25 7€ I [R] fU) R 48 FI84T (1 httpd HEFEE.

#!/bin/sh

NUMPIDS="pgrep httpd | wc -I'

exit SNUMPIDS

N A IALE SNMP ERTH, A S 2 R a2 EENLE,
WE A HATHAL, FFAIN extend $54 3/ ete/snmp/snmp.cof . ¥R extend 54
iN) S IR

extend name prog args

name ;bR extend FFFFH, prog £EIZITHHET, args 2fE ANFEFZ
B Blan, W Em shell AL & il 2 /ust/local/bin/check _apache.sh, [ [1$5
LI IIIZAS 2] SNMP .

extend httpd pids /bin/sh /ust/local/bin/check apache.sh
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i é, BRI R IR 55 2R A R GEV10 RGBT

ER701EARE
KYLIN

JIAT] LAZE NET -SNMP -EXT END -MIB: : nsExtend Objects H1 2] %] .

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendCommand."httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs."httpd_pids" = STRING:
fusr/local/bin/check_apache.sh

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd _pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendCacheTime."httpd_pids" = INTEGER: 5
NET-SNMP-EXTEND-MIB: :nsExtendExecType."httpd_pids" = INTEGER: exec(1)
NET-SNMP-EXTEND-MIB: :nsExtendRunType."httpd_pids" = INTEGER: run-on-
read(1)

NET-SNMP-EXTEND-MIB: :nsExtendStorage."httpd_pids" = INTEGER:

permanent (4)

NET-SNMP-EXTEND-MIB: :nsExtendStatus. "httpd_pids" = INTEGER: active(1)
NET-SNMP-EXTEND-MIB: :nsExtendQutputiline."httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendOutputFull."httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendOutNumLines. "httpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendOutLine."httpd_pids".1 = STRING:

THER, B RENER ORGIFR SN 8), H M o8 7 4F &
KM, NTERBHNZELE, extend 5454 T ARKZSH. Hlin, T
FEVAS T LA T 52 VE B R 748 o I RE AR 2, JF HARRS f A SOR 4 R oK

TR HEREAL:

#1/bin/sh

PATTERN=$1

NUMPIDS="pgrep SPATTERN | wc -I'

echo "There are SNUMPIDS $PATTERN processes."
exit SNUMPIDS

2 b TR AR % #5 DL R Jusr/local/bin/check proc.sh R, # AT T IH

Jetc/snmp/snmpd.conf SCA: 48 42 EoR H httpd A1 snmpd [iEFEEL

extend httpd_pids /bin/sh /ust/local/bin/check proc.sh httpd
extend snmpd_pids /bin/sh /usr/local/bin/check proc.sh snmpd

N FI 7 R snmpwalk 4% nsExtend Objects OID [F)4%i H -

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand."httpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd_pids" = STRING:
/usr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs."snmpd_pids" = STRING:
fusr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: ::nsExtendInput."httpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult."snmpd_pids" = INTEGER: 1

NET-SNMP-EXTEND-MIB: :nsExtendOutlLine."httpd_pids"”.1 = STRING: There are 8

httpd processes.

NET-SNMP-EXTEND-MIB: :nsExtendOutlLine."snmpd_pids".1 = STRING: There are 1

snmpd processes.
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KKKKK

',_-I:‘.

OB MAS PR L 0-255 BOVEH . X TR 256 AOME, BEAT A RIA (1)
e (B AT D B AR AT %

82. BEMEHHEXH

HEXMRAE RGE BRI, BN, ks L s T iR AR .«
ANFEE HE S ARBE S, #lan, F—FE0N RS HESF, —F R 2H
TAE RN HE, AT RS HE X

i B AR O 2 4t 1) ) i, ik B RN Y AZ SR B A B - R PR AN IR 5
Raint, HEXHZAEEAHT .. AEHOER R DR R HE 30, T iE
HESCHE, URAEHEHFEEN 4,

— e H B SO — AN 440N rsyslogd BISFAPHERESE ] 1% rsyslogd SF4 i FE 2
B sysklogd ()—Frgsm AR, JRIRML 74 AL JERS, B LRy, KA
Bic. B 3% T, % N\ HE AR R, 3@ i TCP 8% UDP BM3GBEAT A 41 7 293 2 0 42 rsyslogd
5 sysklogd /&A1

H HE AL A journald SPAPHEREHEATE B, 1%5F4P HEFE 2 systemd 4
o journald ~FH #HEM IR ARG HEHEE, NWZHEMWE, Y146 RAM W50 &
WA sV BN B hsiEdm H T B, DL A RS AR RS DRt U L B
BATR G, RGP . A HE R, Bk — R AR 5] k] 5
fF, ook TR, JHRMEEERAE, T HE AR N R EEH ID BT
#15 5. M journald 4RI H ESCAFAEBVAE O T AR —BEAAER, HEXFR
TRAFAE N A7 Bi/run/log/journal/ H 55 N IR TE G2 X o il R & TR N
17, HIIEBNEEMRREN, RFEPICREEMER. B2, wETUNRE - 1§
Z[W8.5.5 iR FrLfrtt . AXMATIEAEE, EZ M85 fEH HAE.

BOEOL T, XML THEIFFAEETN RS . journald 74 R 2 MR R 7]
A FETH, Bt T LEOH T @4 B EE B m#dE . @
journald FKHX 1B 8 4% & 3] /run/systemd/journal/syslog %7, #] LLH rsyslogd
Db H s . SRT, rsyslogd FRINIETT imjournal g ABLEL, MMk T B
MR T . BILF LIS omjournal Bk M rsyslogd #| journald #EA4H & J7 7] bA%
WiddE. 2 W.8.2.7 Syslogd xR 55 M H E RIS B LA L T SOA I H S0
— A T AR ZEY, DA OR AT BE 1 R AR BC B T rsyslogd (2
PEo J34b, B8R DU S50 — Bk B9 R4E Y rsyslogd H & . (2 01.8.3Syslogd H
HEED
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8.2.1. HEIMHINME

Y2 i rsyslogd 4E3 1) H & SCEETE Jete/rsyslog.conf it B SCAF Bidsk. KE2H
(1) H &SR var/log/ H R R o — 283 AR 751 4 httpd 1 samba 7 /var/log/ H 3%
THACKHHEEE

AT RE Tk B 2 ivar/log H % N 24 HE XA 55 AN ()
1, cron-20100906). XL ALK A INAE B H A ST BN 8. H B30k
B, Tl K/ ARS K K. Logrotate 4% T — N E 6 1F %, ©r IR ¥E
Jete/logrotate.conf it B K H 3046 B H A, %80 B SUIF1E ete/logrotate.d/ H & T o
8.2.2. Rsyslog HEARE

megﬁiﬁmﬁi#%mmegwﬁ EIXHE, BbiiseeRES,
BEH A e R AN B VR 43 o Ak, A PARASCATE PR i i e (LA
#5130,
8.2.2.1. iR

FNE SR —& 0, BB RS HEH BN —NT48E, UAATHH—i
51, 'E R E R I A B BT 4 . BRI ete/rsyslog.conf [REC B SO RE SCHUU,
FE—A7 [FII 8 SO JESRMNBNE, FH— BN B R A7 70 o

RGP JE e, rsyslog BUAETRME 7 ARG L RG HEHE . ATHT
WU, AT N CEAET IR RN, ET RN, AT RN FR A U
o

WE/ETIRER I IESR

s AN AT J i 77 2okad Uk R 4t H BT B A 2T W B/ 2 Tk

R Eds, g syslog W BET AN BT HRREENILESR . 2ol
AN, M H U

FACILITY.PRIORITY

> FACILITY 82 —MFE T RGURAERH EHE L B, Wit R145%
AL FR TS S5 A S R G H B W B . FACILITY A DA PL R 6872 — (3
B AUHE) SkFEIR: kern (0), user (1), mail (2), daemon (3), auth (4), syslog (5), Ipr
(6), news (7), uucp (8), cron (9), authpriv (10), ftp (11), 1 local0 through local7 (16
- 23).

> PRIORITY 835E £t HEH 2 ML 4. PRIORITY wJ LA LR R4 5
2 — (B B ARS) Sk 3R 7R : debug (7), info (6), notice (5), warning (4), err (3), crit
(2), alert (1), H1 emerg (0).

FRIEERE E L E m e Bt FERGHEHE . WA HESES (=) W

% 174 T/ #2817



fr
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WL Fed, BTe e ML g 524 HEN B gak b, prg HA s gkt 2
W& o A, MRS REBETFZHIA —A (D, EHR T ZIeRM G /REHEHE.

b EIRYEE ST, AT E S O g rg B sl e (X
Wk TAAEMERER S, E5 26, BA %S RIS Mg
B H OGBS none. B MR KMRAX KNG

PR N ANREAR LS, HES ) BellaIt. BE—THhEXEA
EHE, Has G) aRReil. dE, fERBFEaSE 7 BaeieE & n i i o,
BT LAHERR R B AR A — 2R SR IO .

Sl wE/ETRARIITIESR

PLR 72 7 £ /ete/rsyslog.conf H 48 € ¥ B /2 T8 56 e iyt i€ 25 1 J LA 17 =451
To BIEFEANERNTANZRGEHEHE, BI0F K57 2080 E S0

kern.*

BRI N R HEH S, RIS erit BEE R, A

mail.crit

EFEFTA I cron HEHEBR 759N info 1 debug ). A H a0 % =

cron.!info,!debug

ETREHENIIES

T BRI e AT R 9k R 4 H A BAETE M, W timegenerated
8y syslogtag. %] LUK BEANTE € JE& PRV LU L, IXSE i {2 4% 8-4 KT /& ik
RECEERAE B EL R R . 8 M4 A AR AR 2 X 70 KN E I

ETEMNEIEEUE S G I, & 0z Eds, AW~ EE:

:PROPERTY, [!]COMPARE OPERATION, "STRING"

> PROPERTY & X 75 E i JE 1) 14

> ALERERNCS (O A R . BT R PR e B AT A SR
AR /R IZ AT

» COMPARE_OPERATION J& 7€ X | LA, %R 8-4 BT Rt
() LGB T T 1 B0 LR A

> TR R E LLEE, KBRS R ZEB A S
k. AT HERAFLE TR E R Bln—A515 ), AREHFLFHF (D).
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R 8-4 BT RN B ERIE

Compare-operation description
Contains o2 S 7 7 £ R 5 A AT AR 38 20 A0 B 4 1t ) SO

Ve A7 R AR LA o BEPRAT R/ S BRI B, A
contains_i.

isequal PR BRI 10 54 R SCAS SR AL 1) J 1R 74 B o X ME
WL -

startswith R A PR AT S ASCAR I J& 747 3 ISk (DL AL - 23R
AKX KGRI, A startswith_i.

regex LR AL POSIX BRE (FEACIE N R E D) FSCA R
AR E MR

ereregex LLRAR AL POSIX ERE (F7J& IEMIZRIE A FSCART
AR E MR

isempty KRR E T [EW 5. A — 1 rEdRE

I, L BRI R IH AR, XM ERAE A H
Sl BT BRI e
DA 72 A £ /ete/rsyslog.conf $5 € £ T J& 1t B I B2 11 ) LA 7 £E3H BOOR
HEEFAE error FRHEMHE, 10T FR:

:msg, contains, "error"

T AR RS A ENLAL Y host] SRR H ETH R .

:hostname, isequal, "host1"

R H B B AES fatal A error CL2H 2 (8] SCAR,

:msg, !regex, "fatal .* error"

ETRIEAHLIES

SR IESR R E LHHEA, M/REFRRREEERFGHEHE .
FFRE AL IEZS ] rsyslog H 2 IAE 5 H RainerScript A, A LK) 2
HARI e .

FEARR T RIEAN L pEEAEH T

if EXPRESSION then ACTION else ACTION

> EXPRESSION J& R E B RER. Flan: FrpsRia

% 176 T / #2817




fr
T2 HUTTRABE R 25 B0 RIEV10 RATE I STy

$msg startswi th' DEVNAME' or $syslogfacility-text = ="' local0'# 7] DL g X £
AFIER, ] and BE or BRIERT.
> ACTION Ja AR AN R Kk R (M oy B PAT 0. AT B — A
— B, BB SRS KRR R,
> FE—NEATHOTR, T ERIA A JE s oS if FEoR . SRBEF then 0
JF EXPRESSION Fil ACTION. ¥, trlLLHSCHET else S Ad 2 MRLEBI{E 2 1
FOATAFA BT B EEPIAT
S S UV PUR/E TWiﬁﬁK?ﬁ%ﬁéﬁﬂ%%#ﬂ)ﬂ%ﬂﬁﬂ BT RIE
I yeds . ZBIA AT LIRS A s i B/ 238 T it g ds . 707
M, EFEERLIEDS, ANEIIEIX B . RainerScript X #F4HFE B4 re_match ()
F re_extract () BIENFIEL,
Sl BT RIZAMITIES
THMRE A EPANREFZM . progl F2/7 61 H E SO 7 i T
2P “test A R Y A SO
if Sprogramname == 'progl' then {
action(type="omfile" file="/wvar/log/progl.log")
if $msg contains 'test' then
El:stiﬂn{tyue=“umfile“ file="/var/log/progitest.log")

action(type="omfile" file="/var/log/proglnotest.log")

1

B2 HRTETREAR IS IER S H AL CFS . RainerScript JIAZ rsyslog
HC B A R, 5 S58.2.3 MBI E A%
8.2.2.2. 1TH

1T R X A BRI B 4 o R — L8 R] DLEEGR I RN b S
1E:

T4 syslog JH B 2| HE XX

FEAT TR syslog TH B LRATIRAN H B S0 142 B 8T8 8 SO AR 58 il

FILTER PATH

FILTER fAZ A6 H P IR B0 H AR SCHF IR AT . Bilan, T T ik B2 A
[#) corn syslog #2498 5 ¥4 H A7 # 2 /var/log/cron SCAFH

cron.* /var/log/cron

PROAEOLN, HESFERHRAE R — ARG H S H BRI e FED . e S
bric C - ) AENSCIFESAR RO I 256 RE B I R 25 -
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FILTER -PATH

WEE, BuRSKEER, WRAGAZ I EKAEESZH . Hi, XMEE
DA MR, Rl W R s AT R P 2 A AR R H S R

TEAR € W SCAF R AT AT L2 F S BB I o FA SO B — AN DE S g4, 1k
wn E R B TR R IR o BhAS SO B AR AR YR P UTE SR AR . Bhas SO
BAERH—AMNE (2 ) WATSRREER:

FILTER ?DynamicFile

DynamicFile E—/\% o AH T TIUE UM FL FH T2 ok H BR A2
PAASE FH 3 - il i 4% ) SREEHFS, WA UEH—ANE 5506 El’]%/\@%
G

HIEAEH )2 X Window RGN i, 40 R TE 7€ 1 ST 2 A7 18 ) 28 i B¢
/dev/console W%, F &t HEH B RIEBbRMER L O FRFIR ) Zum AL 2D Bld%
Hl G (i FRFPR ) /dev/console H-ALFE) .

BT ML R A syslogiH &

Rsyslog L VFRERT DL P28 RIXMIRIR G HEW S IWDIRE RV i8E—
EHREHZ N ENRRGHEHEE . 2K syslog 14 5 2@ THENL, 51EH
DL B

@ [(zNUMBER)JHOST:[PORT]

> at 5 (@) EIx syslog 18 B4 K B H UDP ¥l i F M. 2245 H
TCP i, M at fF 5 5MATZ HEETH (@@)-

> A% ZNUMBER % & 5%F /248 H & 7H B zlib 545 . 1% NUMBER J& £
TaE MR (N1 - BARE] 9 - HK) . E4ah s H 3l H rsyslogd A, Witk
AT EAE 0 257 B R 48, WiRiH SN T 60 E 1 MIA 4 R4

> HOST J& M & LA EALIEFE syslog 1§ 5 -

> PORT J& M & L FEML

> MENLE L IPVe Hitk, HFFESREHAE (D

Sl @it P4 R IX syslog TH &

DL 2l it 2% (R, BT SR A ~/\iii¢%%%, FIEPEAT A
AR AR ¥R ARG HEE BRERIER—LL0) 1. 2Eid UDP #rL,
W B R F) 192.168.0.1,

** @ 192.168.0.1
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i 6514 i 1A TCP PR sCHE I B.4% & 2] example.com:

** @ @ example.com:6514

T ESEE B L zlib (9 HES), FER L K 25[2001:db8:: 1], 4L %8 H UDP
e

** @ (z9)[2001:db8::1]

HiHEE

i HH B TE T EE A TR H SO AT PURSAC B B B RO/ o 300 H G S e B
FEEEHP CAXRFEAEERE, BE2018224 HERE)., WHEERA FRZLT
WHEBAAENGERNES . it #E H Soutchannel 45 4 & L. ZE X
Jetc/rsyslog.conf fay HHIEIE, 516 H LA T 1HZA:

$outchannel NAME, FILE NAME, MAX SIZE, ACTION

> NAME JE1H485E 1 i s i 24 #5 .

» FILE NAME @14 7t cFE 4. ftdiE R ae s A2k, &
FEE, %, BHABSERIHH .

» MAX_SIZE J&t$a e 1 30T DA K i RN, PL 1 9 B A

» ACTION J& & S SCHF B R R NIAT N

> B SCREE A N B — AT, R

FILTER :omfile:$NAME

. MHEEASRE
N A A AN R TE s T AR H SR . f s A

$outchannel 54 7€ X :

$outchannel log_rotation, /var/log/test log.log, 104857600,

/home/joe/log_rotation script
i AR LB BT R S K I AT syslog T8 2., SREUTH B G $hAT UG e U %

** :omfile:$log rotation

— HR#| (ZEAFIH 100 MB) #1X%], /home/joe/ log rotation_script 2 #f
PAT o ZIAT] DL S AT WU 3D B H A ST R N2, i BRI N EE, B
e 8115 o
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R syslog {H B4 2K P

rsyslog 11T 48 8 F P 244 syslog 1M B R IEFIFREIH P (WnARZSLH]: 15
EZAT . BIREZNMH, HES () RN 2. BiEERIES M50
BxMPrER P, MHES (5.

PIT—MEF

rsyslog 7] LUAIE . ) 2 48 H AT BHATFE T, FF-M8H system O 1 H7E shell
HHATIIRE T . EHRE —MEFRPAT, H () FRATgZmS. Bk, fiE
— AR T B A 2, IR AR 35 B 48 E BT HAT S E N — IMT S

FILTER "EXECUTABLE; TEMPLATE

X LR 2R A 10 % H i B EXECUTABLE 48 & (AR 7 AT A0 B2 . I AN FE
7] LURATAR A R AT AT SCAF . S AR (1) 44 FR B it TEMPLATE.

L. PATRERF

FE NPT, BORBFEFAEFILEREM ARG HEHE, Hikad 5
template B VLB HAE AZSEfE#: 45 test-program F2/7 .

* * Mest-program;template

®5.

MATAT MW ST DU AT shell PUATHRAE, PIRESZEIMAVEN. W
AT L2210k i VN BV T8 AT NPT HIREFE o O 138 S AT AT RE R 22
S, T80 BT Y shell $UAT4T 9.

Hha syslog H B BB 2

T I A P B S 4, ORI RS H B BT DLE B S N\ B R
s PE 5 AT BB T

‘PLUGIN:DB_HOST,DB_NAME,DB_USER,DB_PASSWORD:[TEMPL
ATE]

> PLUGIN 1 F 4 3G 1, 3% e fei R o] DU AL 33 25040 i 5 44 . (43l
ommysql i)
> DB_HOST J& 1445 & Fdl FE I EH14
DB_NAME J& *: 45 & £45 FE 4
DB_USER J& 144 & £ P o
DB _PASSWORD J& %45 i€ £ s 72 FH 7 (1) %G
TEMPLATE J& P45 & — M& syslog 15 5 FIBIAR -
E%:

YV V V V
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HHT, rsyslog H 32 MySQL Al PostgreSQL #¥¥& % . N T 1§ I MySQL Al
PostgreSQL #¥& 25 NI RE, %% rsyslog-mysql 1 rsyslog-pgsql £ LbAb, &
W PRI E 15 ) Jete/rsyslog.conf Bt B SO INZAH N B He .
$ModLoad ommysql # Output module for MySQL support

$ModLoad ompgsql # Output module for PostgreSQL support
B2 KT rsyslog 15 5 2% 8.2.6 1§ F Rsyslog i,
Fab, fE Al DUAE A i omlibdb 5 e £ £ 58 F B Bl PR 1 (CSCFE
Firebird/Interbase, MS SQL, Sybase, SQLLite, Ingres, Oracle,mSQL)-
E3 syslog JHRE

MRS BH BB (~) .

FILTER ~

FIAT R EE R R AT AT — 2B b 2 /T, DA ATE S . Wik
AR —EE R, XRIEFEARN, SUEENERHER S &
FEERAE I 45 R T B 42 I 0 B S A 045 e L B A B, A 31 B i 1R 45 SR
X EAT AT EAT RPIR AT . EEE, — BIE B A7 5 i B SO 0
AT WA INERKE R E

fan, R EFE T AR cron Y syslog H B .

cron.* ~
EXZITAH
TR, B AVFRE ZMT . M MERFEERE 2 MRME,
—MTNEAERS AT, JFAMF S e (&) AT

FILTER ACTION

& ACTION

& ACTION
T 2 MR IR S 1 P BB AE RV AR BE, [R5 25 75 B4k BB VP AN

8.2.2.3. &JR1E4

A JRFE ARG T rsyslogd ~FHHEAR BIIC B IR I A0 A 18 248 8 5 € e
B RME, 1ZE R rsyslogd SFHHERE AT ABGENE RN . BT E 2 RTE4
WAETCFS (9. RA-NMELRETRE. T —1MERELSIIFT,
HAaE 250 H EH B IR 5K K AN
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KYLIN

$MainMsgQueueSize 50000

XA BN KN 10000 NV R, BAT LgE b T A7 2355 AN [F] 1 207
& W] LLfE /etc/rsyslog.conf At B SCAFH E X 2L . — MR PTE R
BIRTAIAT N, ERIFE MR8 55— F A 2] . =R LU REC EAT
N, BFIAEG. B el B EC B AR W e B AR AT IS B AL . AT, —
T A G EAR 2N C 2201 It T DL ARSI At 0 1FE (8.2.3 1 AR U BC B A% 30D
SRINT, 22 S ) A R AR TSR D9 IR RS S S HRF
8.22.4. HERE
I THI A& — AN ] 5 [ /ete/logrotate.conf FC B A T
# rotate log files weekly

weekly

# keep 4 weeks worth of backlogs

rotate 4

# uncomment this if you want your log files compressed

compress
A BIEC E A B BAT B2 e Ris T, HiE TR — A H A A3
B, HEXHRERRE, RERHEXHRE A2, ramies &
A gzip 460 K.gz BRI DA# S SRR AT 2R, Ao pae .

TR LR E B H SO E SRS BB T, R H s B A 4 R U i . 48
M, 4+ 1E/ete/logrotate.d/directory H 3 N AR E I H & SO 2 st i e &
SO, FFAERC B HLAC B AT
N & —NE/ete/logrotate.d/ H 3% T & ST R T

/var/log/messages {

rotate 5

weekly

postrotate

/usr/bin/killall -HUP syslogd

endscript

}
2 R TR B A T A Ay /var/log/messages H & SCAFECE « ER]REMIIE LR,
MR ENREBEGEREE. Hik, & F/var/log/messages H & UK AR
B, AN 4 R IR IUE e SCRIPY R o
IR AR A AR, AT DR ) A B E S B R
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> weekly- 187 HER BRI NEE, KUK a2 aRma .
daily
monthly
yearly
> compress-f¥ B4C & A B 45 DhRE, RN Ar I BT -
nocompress
compressemd — 55 F T 4 () 2
uncompresscmd
compressext — fae H T R4am 9 ke
compressopttions — Fi& & H T A% 452 7 i R 4 e 0l
delaycompress — 1B tH 46 B 2 T~ — M8
> rotate INTEGER -487€ | — /M HE XA B R EH , @d B H M H
B SO B Bl MR 27 21— ANRRE it . W48 e E 0, IHI H B SO R,
mA=RE.
» mail ADDRESS -k, 48 # 2 i H E SO Bl etk . R
A
nomail
maifirst-45 € R 2508 1 H SO A, 2R H S XA A
Maillast- 45 7€ B H BB B a7, 588 0 H B UEA TR . S HEE
DIREFT I, e T2 BRI T
KT HC B T ) 52 B 48 2 51K 2 logrotata(5) T L.
8.2.3. FERFHIMCERKK
B REL IR = MR 55 AR AR R BE N rsyslog BLERINIE L T /220 8 i, M4A
FOBT R E VG . XM G EAS N AR R SRR, HEM, i A mvrhLl
TER I AR BT 0 WL B R . 1A SR R R & @it RainerSeript A1 AT & AL B
FRIEH. BRI AAIRIERISCRE, BRI ete/rsyslog.conf BC B S HE A .
RainerScript /& — MIAIE T, B 7EH T A0 2P 28 FA4FIC & FAF A HE S,
1  rsyslog. RainerSeript fe /& F K € I TR APt JEas, .8.2.2.1 ik
R O T 3R A JE A8 19 E 775 - RainerScript 7F rsyslog7 A H 528 1 input
() Flruleset (), HYFFTid/etc/rsyslog.conf Bt & CAF# 5 N HIETE . Hif
EEARZ R FEAE T, EaBEWLELESEE S LS55, WA,
179, B, RPN, 1R VE ] e B IR ] o X sm A, IR R
HRELE MR R . & — DR EW RS . A LD REERT IHTEEHT AT LA
M, A REFEERT L.
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5 1H RS 2 2 & LU
$InputFileName /tmp/inputfile

$InputFileTag tagl:
$InputFileStateFile inputfile-state
$InputRunFileMonitor
[ B S B BT R BC B TR A AR
input(type="imfile" file="/tmp/inputfile" tag="tagl:"

statefile="inputfile-state")
X AL E PR IS EN S E , e 7R, IF HIsiR It
HIIEAT#E . A 2% RainerScript 15 A IS FHEAE B, 1ES WAEL TR
8.2.3.1. HUIAE

BREFIRTE 2 24, rsyslog AL 1)V 2 HH AR 8 S o RN B ok i S A A R
M AR EPATIEAE A K. 15/ etc/rsyslog.conf SCAFAH T IHFLN, FirA 1AL B
AN B I R VAl e BRI AR A — R, JR4ksE, ERIrA I
T U] 20 4 Ak 3 890 SR A L R B — N 25 5

SR, BRI RT3 AN 5] B PR R B o AE RN B, 85T AR i) B 40
Mgz, Nk Ram N B X — 90 BIRr E 5 4T T rsyslog [
PERE. Heh)ihud, FEESARYH BN AT S A VP Al B, SRALIX AR IS I A%
a] AR BkIL . 7E/ete/rsyslog.conf H IH RN £E 5 XU B

$RuleSet rulesethame

rule

rule2

=AM E S, B AN SR T, 5 BRI SRR A, W

$RuleSet RSYSLOG DefaultRuleset

rsyslog 8 FIH AL E M, input (OO H ruleset O FHAJPATHARE . Frik X
(RN B 7 Jete/rsyslog.conf H15E S, W1 F7s:

ruleset(name="rulesetname") {

rule
rule2

call rulesetname?2

J
FH A6 0N 52 I AR PR 5 B 3 rulesetname. 130 U £E 2 FRANBE DL RSYSLOG T
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T2 HUTTRABE R 25 B0 RIEV10 RATE I STy

G, I ZRRA AR B, it rsyslog f# . RSYSLOG DefaultRuleset &
NRAE B A, 05 B IE o B AR SR AT . 7E BTSRRI
rule Al rule2 &, %&ATLLE SO JE-#RAE A N . P TR S48, T URE
FIN) £ F PN 350 0 D £ e AT T

SIS, BREREEEH THA2mA:

input(type="input_type" port="port num" ruleset="rulesetname");

X HE A LL#E I input_type iRAIHIAWE B, XEAFWERELE, @
port_num - ¥ [15 . HAMSH, W0 file 5% tag Al LA T8 € input O, FHLN4E
(1) PR rulesetname. J7—HAM A S A BHBERN S48 5E , BRAIN4E
SRR

8.2.3.2. Sysklogd AR5 M3 2tk

rsyslog 2f 5 WGl IS -c e 145 € He w2, (HAE 2R 8 AN SCHF, [FIFE, Sysklogd
PR ) i AT T ok IS, 8 38 A i e IX L Ay 4T 1 UG B rsyslog. HA2, &
A DU 22 M AR $8 2L B rsyslogd SKAEA1% sysklogd fLAIAT N

B2 KT ANFE rsyslogd &I 115 827 rsyslogd (8) FMH L.
8.2.4. f¥ ] Rsyslog BA%

FAFI 17 rsyslog HIZHAF 2 (B4R IE N2, 1B EZE N RS HEH B
FERAFIHLEI T, rsyslog REfE [EIIN AL Z AN S, FFAT L 247 o 84 B
SME N . rsyslog BB ULBH AN :

% acuon e

Action Pracesior output

Parser F
L rocessor . & . Actl“ i
Main Filter Aetion FiNCesion output
Message Engine Queue s

Queue

e

output

E 8-4 RsySlog I:P:‘(ﬁ A%\ﬁ

To1e rsyslog A BHERRIE S, E#ITXNEBA TN, KK E
B FJH BB TH B EEAE AR B H DA A% 35 2 Ab P 2%
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FUIN AbF &5 e — AT AL R 51 28 . FELL, fE/ete/rsyslog.conf & SR
B o T IR EERUN, 2R AL PR AR A IR LR AR AT . BT NERE E A C
HIHRAT BB o T Bl BA B A% 36 24T Ab B g B 24 AR AR N B e . TR, AR
—rE, JUMT AT BLEI S — M BisdT. N T RAEE, —NH B E SR
R 3| 2 MT NS .

REBMTA—ADBIE AT RERT . IRYEEC B RIANE, 123 2T PLER KX 2
AT AL B T AN E S AT A . KR EREBAF (IR 30 W4T . FES H AE 2k
WCHIEBL T, AT AL FR G RIATRASY, — B (B[R] R Ja, A7 AL e e L HL
ARAEFE JHE, FRER

Zi LR, rsyslog BABA PIAMLE : Toie 2 xf 5N Ab 2R 2854y — 4> 7
JEBAF 4 T T A % A S R F iy AT R s AR BA A B I o BRI AN 32 A
e BEA v EAL B RE -

> BRI, 1E rsyslog HIGE M R4 S AE 2B A 93 .
> ENRVFIHTHITIE R .

BRI AN, BABAT LR JURRAN [ i i 3 B R O R GE IR i LR PR RE - X
SEWE B TR DL & A

%%:

U SR AR A VAR IR — N S, B AL BT T O VE B AT WRAERA S
WS, FBRZE, BERE AT X BE T R SR\ BH ZE ) B A . £E
A BMBPATAII IO T, XA ERE R, flanpiE SSH H&idx,
X ad ok SR AE SSH 5] PRI, IR L 5 I 28 B e 1 Bl 126 1 S A
& HTEIAT I BAS .
8.2.4.1. & LBAFI

R4 W SAEM R, 2 N LR BA %) direct, in-memory, disk Al
disk-assisted,5)" 72 4 F I BAZ1) /& in-memory . & 7] DL X eSS gy Hodp 2 — 1
RNFEEH B, WA DA RATBAS . K R 1 B 5 A N2 /ete/rsyslog.conf 3L
-

$objectQueueType queue type

PEIKHL, 5T AL BIAT] B MainMsg % # object) sRHITIAT] CH
action fUE object) 11 E . H direct, linkedlist 2k fixedarray (in-memory FAZ1D,
oY, disk B #t queue_type.

BN B 7H B B 2 FixedArray BAI, & KA7fif 10000 NH S . ATEAS
RN B A Direct BAF
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KKKKK

Direct A%
KTV 2 o] SR A, B0, S S NBIARR SO, FEHAT TS — RS
RATEN . N T EERHERN, R

$objectQueueType Direct

i FHl MainMsg B3 Action 1 object,iX Nk 10 n] DA 7E 2 1 B BA 1 54 4
1T BBAF . X T direct BAFY, TH B EEALE, BB RMNAEE LB .

Disk B\

disk BABI At BRI RE AL SR B0 o, XA EATm TS, H 2 I Al ae
PIHEBAE R A B2 1. e T TR b s B E B H S8R £k HE, K
RGP AR BT disk PAF. EERE disk BAI, fE/ete/rsyslog.conf HEEA
DA N2

$objectQueueType Disk

i Fl MainMsg 553 Action 1 object,iX M5 AJ DA £E 19 B BA % 5 4
T BT . disk BAFIE A5, BRIAK/N Y 10 MB. EBRIAK/INAT BLIE S R [
R i e

$objectQueueMaxFileSize size

Horr, size Ko disk BRI RN € LR/ BR AN 5 i PE K, rsyslog
BRGNS RENBA A B, B S /IR disk BAS RS 00 A7 5
B SCAFARUGEC . IX SR fir 44 152 00 R s :

$objectQueueFilename name

XONEWRE AR E T SRR . HoCHE2A L, 7 AN, B —
A IG TN

In-memory PA %

7t in-memory BAFH, HEBAIITH B ORAEAE N AR, XA TR IR P
1 SR B R N R B OC AL, U HE A B B4 K R k. HE, AT RAAE A
$ActionQueueSaveOnShutdown ¥ & XL HT PRAT 28 . A A LAY in-memory
FAF]:

> FixedArray queue —ERIA 1 F ZVH BB, 5K 10,000 NIGE . XA

SR B BAZ B FH [ 2 T 53 B R B AR AT BA B T R I 4R 5T . T IX EE 4R 4,

RIS RAZI S 2 VH #E — € B IAFitas . A1, FixedArray $2 6t 1w E:His

ATIPERE, I HERA B S AR B R e, G B2 A
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> LinkedList queue —X B, — /MR BT S5 /#2300 B, BRI,
G INAE TR BN 40 FC . LinkedList [ PAZ AL FRAR IR (198 v H AR & U
E— DL, 2{# ] LinkedList BA#IAHEL T FixedArray PAFY, ‘& #E 5 /b
HIANAE, AR T AP T4
B & in-memory PAFIAE I A5k
$objectQueueType LinkedList

$objectQueueType FixedArray

§i Ff MainMsg 83 Action &1 object,IX M 11 1] LA 7E 398 B BA I B3 4
17 B BAF .

disk-assisted in-memory B\ %

disk 1 in-memory P\ %1 # A & H KL & rsyslog 1k & A7 DL H & FF A
disk-assisted in-memory BA%1]. Alt, BCE —ANIEH B in-memory BAFISR J5 ¥ N
$bjectQueucFileName fi§ 4 7 & X Jy WE 4% 4% Bh ) SCAF 44 o 31X A BA 21 it A8 Bl
disk-assisted, IXEMF in-memory BAFI5 disk BAFIIE T HME

W5 in-memory PAFI Ui B 75 EOCHL G 1H BEAE 1Y disk BRI IS . 75
disk-assisted A%, B] PA[FJES 15 & disk-specific 8¢ in-memory specific it & 2%
X BRI BA B AT RE A2 dpe v IR, “E00) AT B IR [A] 32 AT B ANAS AT S IR AR e il 6
o

& %€ disk-assisted in-memory BA%I| ] so-called 7KE[:

$objectQueueHighWatermark number

$objectQueueLowWatermark number

il MainMsg 553 Action 1L object, XN a] DL 7E 5 78 5 A 51 5 35
ATV S BAA o A5 g N BA Y B K VE 2 S A number. 24 in-memory BAF1A 2|
T EKALE X ET, BRI S AR, I H RS2 in-memory PAFIIK
NT BRI SAUKEE W R . R E KR E D A D E RS 53R AE, [F
BN T BN, BB NSO A 218 1 . BRIk, KA 20
L HEANBA B 25 2 1 B SobjectQueueSize k. /KA FIEEARBA T KN 2 [8] () 2 /2
PR B R & AR G2 X o 25— J7 1, BOE /KA AR A E AT
EJIVEAPIRC R IR
8.2.4.2. EHEAFI

T 2RI () BAF AT LAt — 20 e B DA a2 S B 25K o ST DA ] LRI AN [F) B 48
A RABEHATAIIF B BT HET, 20 Z2ABIISETH], WAEL .
Forp i) — Loy B LAY, HAthig an TAREARE 3, SRR BAFIAT 2 A,
RS =R EH . EmPkE T, &AL rsyslog BITERE, TAREEHERA,
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B R GRS RIAT N
BR 1 A B R A
] ARR R BA S AT LB 53 B R 80, A M iR

$objectQueueHighWatermark number

i FHl MainMsg B3 Action 1 object,iX Nk 10 n] DA 7E 2 1 B BA 1 54 4
1T B BAF . HBAZI AT DAL 2 9 B 48 H B 4K number. AT LA E BABI KD,
A RAE R EATE BRI R/ o 32 275 BB EL I A BA B BRIA BA B K /Ny
10000, $ATBAFIERIN KN 1000,

Disk assisted BAFIZEBRIAE DL T 2 ToPR A, A Re TR Ak Ko, HA]
DAL 9 B O B AT T P B A S 1A, A DL R I E

$objectQueueMaxDiscSpace number

fiH] MainMsg 503 Action X object. 4BAFIRIFIERS, H7iH Bpk E 3%,
ELRPASIRER 1 2 W 22 18]

ZHHE

BRI B IR B R, v 1A A, AT LR A S B A K
MM S, IRE RIS JCE R . R ) E A B A B E T 50 5E discard mark:

$objectQueueDiscardMark number

§i Ff MainMsg 83 Action &1 object,iX N1 11 1] LA 7E 98 B BA S B3 4
ITHEBAF . X E, number F/n 2 H 3N FEH SRR BEH o 8 CIRLETH
BERF5E, T

$objectQueueDiscardSeverity priority

MR R 87z — (8—1%) AL priority: debug (7), info (6), notice
(5), warning (4), err (3), crit (2), alert (1) Flemerg (0). fFHILKE,
LB EFHA NG, HE RS FEBARRER RAT SRR BB F i B .

5t FH I R

A LARC & rsyslog £ —MReE I (B B AL BN . A 1 X AN Iit,  faw] DA
il oy TAEBIHE S B o 225 IRV, 36 (0 LN

$objectQueueDequeueTimeBegin hour

$objectQueueDequeueTimeEnd hour

AT LR E G N R OHESE, DU s fr. R 24 /N, ASSCRFRCE
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T2 HUTTRABE R 25 B0 RIEV10 RATE I STy

Ao B TAELAE

TAFRREPATIH EABNRIFR E Bd T B0, £EHERS, — A TARLRER
S5 R U8 e N BRI B IR HLHEBA 2R R AT BA A . 247 2 2
B, —ANTAELERAZES . HHENRESRR—EHEN, 51— TIHFL
e R . e s, AW

$objectQueueWorkerThreadMinimumMessages number

FE B BIE &R AR number Wl #b 78 TAEZFE. #1W1, number B4 100,
2100 Z2ME B EIER, —DNHH TAELE . S 200 M B 2AR, 2
EANTAREAR R 3h 5. AT, FFATIEAT K2 1 TAR LR RARA), B LU AT BARR
AT B KSR, W N ER:

$objectQueueWorkerThreads number

number {4 AT 4715 7 T AEG ARG KHH . % T 0 BB, BRI
BN AR — B MR TSI, SA— EIE T RN . i
B, R

$objectQueueWorkerTimeoutThreadShutdown time

FAFFEERT E] (LAZZAD AL Bk timeo QIR A W HE time, FHEH 2450
W, JHERAHEE R, TARLRLRIZ& L. I RESR 2 I TH8-1, 1%
AEFER R o

#LE B

N T S tERE, SR UAIBCE rsyslog [FIR 22 BA AT BOYH S 58, B tHBASITH A2
BHK ERR, WAL a4

$objectQueueDequeueBatchSize number

FH AT [ I S BA S 7 J2 00 B KB H 35 e number . 353, HEBASIIH S5
F R i B AR 2 1) AR LR RN B AT 2 S BUBCR M N A FE R

A LRSI

B ERIBA A RIS S, S AT DA nlal 45 5 I 18] 18] B A5 AR 2o
K RBAFIALEE, DA HE 2K

$objectQueueTimeoutShutdown time

T8I time DAEZAD YA SR — BN RS 58 — L83 AROTH S, A
LR SE BT B AL, SRR 2 ERAA . AL, RAEERH BRI L. S
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T2 HUTTRABE R 25 B0 RIEV10 RATE I STy

AR ] Ta] AT PAAE AR 2R 5 i i O e Ak P

$objectQueueTimeoutActionCompletion time

FEVCER time B FITEOLT, ARF TAFLREARB R M AL SN Z R4 EL
&, AT LM

$objectQueueTimeoutSaveOnShutdown time

wERe ETRIRFERCE 1, BT BAB B TE rsyslogd 2% 1E i #R 24 A7 fift 2
o
8.2.4.3. {#HH rsyslog P\ ¥ i3

rsyslog 7 $2 4t T #0035 E, BB RAE action OO WHE X, BER] DAE s
FH B fE /ete/rsyslog.conf H— N FMIEEAE ] o $RAT BAFI RS 20 T -

action(type="action_type" queue.size="queue_size"

queue.type="queue_type" queue.filename="file name")

FHEPAT WHERAE B L FR B # action_type, FHVH EBAFIT] LA R 11 e R EL

H & queue size. X queue type, ] LLiE#F disk PAFEM in-memory A%

HhiE$E—: direct, LinkedList [YJEY fixedarray. %} T file_name {X$§ & — > A+

Y, MAREAE. HEE, WERAE AR H 5RO/ H E30F, SELinux 44
IR

8.2.5. fEHHEMRSEE LBCE rsyslog

rsyslog Ak 55 & A K 1507t °] FH SRz 4T H B AR 55 2 A1 B B R GeoR Kk H
HAFRIH EMRSSAS . 1ES WS R HEH B 2RS4, BER i
rsyslog ML E 15 S -

rsyslog Ik 55 B 23 AE AT HAE N H RS ARG b, I BB Ira MR
S E R HERKIRE HE MRS A AR S R 55 254584 R4 V10 BRiATE
LR %% rsyslog, WIRTEE, DAIR RAHISLLEE T rsyslog, LA root 5 434
AL g4

~]# yum install rsyslog

Syslog it & BRI H AN 22 UDP 1 514, HAE/ ete/services XA I H .
SRIM, rsyslog BRINME H TCP 7E% 111 514. {ERC & {4 /etc/rsyslog.conf 1, TCP
EH@@F .

Foe B e~ I 22 F 31, 4810 SELinux 1 BRIARC B AN fo VR K 3% s
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WCE TN T A7 Y 1 3 1

~]# semanage port -1 | grep syslog

semanage 32 72 /5 B policycoreutils-Python £ i) — 3 7 $2 £k . 4 5 75 Z 3%,
AT

~]# yum install policycoreutils-python

Ak, EERNTE LR SELinux [ rsyslog 287 & rsyslogd t, FHAEACE AT
VERIEFIE IR /& rshport_t FRZEFE shell (RSH) ¥ [, FH TCP BRils 02
514, Bk, XAEEA LS semanage 1B K foi4 TCP 3 A 514, 10,
ERI A SELinux VAT AR FFAESR [ 514 1845, BAmLSWT:

~]# semanag eport -1 | grep 514

HEBITEM A SRS RN RS, EHFIEREFRD R, X+
(T A2 BRI A root B 47 AT A 2> o

8.2.5.1. 7E H G MR 55 & _LAT IR
rsyslog 7 A ZFA R FORRBE 0. T 47 B i AR IHAR 2. 47 e
ARG 7 o AR, 4R s
template(name="TmplAuthpriv" type
string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::secpathrepl

—_n

string"

ace%.log")
template(name="TmplMsg" type="string"
string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::secpathrepl
ace%.log")
X LEAFAR AT LS T X R RS R
template(name="TmplAuthpriv" type="list") {

constant(value="/var/log/remote/auth/")
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")
constant(value=".log")

b
template(name="TmplMsg" type="list") {
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constant(value="/var/log/remote/msg/")
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

}

XKLL rsyslog HrOALNIR UL, X MERCCARS AT RE S A 5 3, AT
LASEZE By N H o

SLSE RO BRI O, AT TR E A R BN B &, ISR, AR5
PR WML, i RN DU F AR«

module(load="imtcp")

ruleset(name="remotel"){
authpriv.* action(type="omfile" DynaFile="TmplAuthpriv")
* info;mail.none;authpriv.none;cron.none action(type="omfile"
DynaFile="TmplMsg")
b
input(type
8.2.6. f#H Rsyslog iR
M T RABHAL BT, rsyslog $R At &bk, X ECRIR RIS ) ThAE -
i EVE R A AR AT DL 8 =5 R . K2 B Ao it AN (LR SCH N
B BRAa Y LR SCH I ARER ) o AR PR AL A 1) R AR R RS 2 T g
g — S, FLRT SR At AT B IINEC B A 4 o ZINEARE, 15 PA R i

imtcp" port="10514" ruleset="remotel")

$ModLoad MODULE

H-rh$ModLoad A& In#k$8 & BB L) 42 JRj 75 4 - MODULE Ko #6875 1458
Heo Blan, SRS EINER A SCAR SO AR (imfile), f# rsyslog AT AT Fr e
FISCAR MR ARG HEE R, 1E Jetc/rsyslog.conf it & A8 € LR AT

$ModLoad imfile

rsyslog $&fit VP ZHEHL, X EEHL 4 9 DL 25

> AN A TSR B & MR IEITE S . A RS 2
PLim BUZEFF4A, 4 imfile T imjournal

> A LA A DR AR 25 &M 5 AR K I B T 2 ks,
MR R, B IS HE . B AP 2 UL om ATZE, 1
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omsnmp, omrel p 5555,

> TR XA B B ST, B AT e T B R
HHE. H CHEFHHEEZE, KT | OB ST as. T asiih
A FREAZ L pm BTZEIT46, W1 pmrfc5424, pmrfc3164, %5,

> HEBHES - HEBEEIREN RGN EHERNE . X
K4 AR EL mm BIATZETAG . W S BSR40 mmanon, mmnormalize, B
mmjsonparse F: F B 44 B0 S IE AL

TR AR - BAEREIAERETHENERTF/RE, IfS
rsyslog FEALIBAR D BEAH ELPpIE] o Hf AR O ER 1) 44 7R s 2 DL sm BTER T 46,
1 smfile 8% smtrad SCAF:

> PERRE - PERRHOY AR AT N B SRt Th e o X LURTERAE rsyslog T
BN A g, AreH A CE .

B A AR J B AT TR 4E A 1 58 3 R W] L fE
http'//www rsyslog.com/doc/rsyslog_conf modules.html $%).

ug%

=

7 ﬂiiE’JE rsyslog EAIRLSR, XA ARATAT AT 1) B A R B3
o X RISAE ) Z 2 B . N T SRR B> 22 4 R, AN AS R AT S
RS o
8.2.6.1. A text JfF
AT NS, AR imfile, 1 rsyslog BHE R A A AL R G H &
TH B3 AT LA imfile WBIE B SRR HER N HEF H 2 HEH
. BINZL imfile, 7E/etc/rsyslog.conf IS MLL TR P2
$ModLoad imfile

$InputFilePolllnterval int
B PAIN#E imfile — IR, SAZA SR 240t $InputFilePolllnterval
4R 15 5E rsyslog K AR A SUAS SO AR AR . BRIAFRIIN [a] (] B 2 10
P, B, I RARD BT I Th) [ g 5 e int.
N TR SR F N, £ Jetc/rsyslog.conf SCAFH 8 B EZLE W T -
# File 1
$InputFileName path_to file

$InputFileTag tag:
$InputFileStateFile state file name
$InputFileSeverity severity

$InputFileFacility facility
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$InputRunFileMonitor
# File 2
$InputFileName path_to_ file2

2 4 MRCERIEE — MRS
> ARS8 B AR path_to_file
> HHEEW tag “HER tag
> FHME— FPIRE S 4 B AR state_file name . IR SCFABAEAGLE syslog
M TAEE R, REEASCHRER L, FRd CE8BAeBE 05 X o R mER
BAT, BASRBEREA . IGHIRIESEE T — DNAEE R AR
> ¥ n$InputRunFileMonitor 52 g SCAF lafE . WHRXNRE, A
A2 2
B T AR IHE 4, AAEFT LN H RO AR LN E R E . B HES
(1) B 7 4 R T severity SR E RN BB EM . HSCHET B facility
ke AT BT RS
8.2.6.2. MHde T HH S
FEHAR T, AP H REEERE LA B A ST DASE R, S5 (. ST s A
] DBMS 2R, EHE& Ak, #140 ommysql, ompgsql, omoracle, B,
ommongodb. 1ENEAL, 1 FKH T libdbi & 38 FH] omlibdbi i Hi A HL . omlibdbi
RS 3R B 72 2 40 Firebird/ Interbase, MS SQL, Sybase, SQLite, ingres,
B9, mSQL, MySQL F1 PostgreSQL.

8.2.6.3. fEREMNF AL 4m
I 2% A A PR ML 2 PR S 1 mT DL L TLS 8 GSSAPI I bR $2 4t
Fefi )2 22 At (TLS) J& B /RS ALIE T W48 15 1 2 A M I3 Hibist . 2448
H TLS, rsyslog Y8 S48 K% 2 BTN, I RIS 2 18] (1) 75 B2 AR FLAIE.
224 k% APL (GSSAPD & —MUge 5y i) 22 4 Ik 55 1 N B e 2 1
Pl NTHES rsyslog HHEFEHAER, & Z0H —A 1EH 1 Kerberos M5,

8.2.7. Syslogd lRFMHEWXH.

W BTk, rsyslog Al journal, & &R % ERIMANHEN AR, AL
[RRs s, A EATE N TRE B .. ERZENT (W.8.3Syslogd HELE M),
AT LUHEAAE, et @ 2 ifE &, IR e E £ — A S B .
T XA B — AN I8 A5 12 T2 A A\ R fan B ALY, IX SEABTE i Rsyslog
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F1 journal [J1E{5 socket 32 ¥,

BB, rsyslogd ¥ F imjournal BiH/E S H & SO ERIA I 4 AL
i XA, AT EL R S, AT LA Journald $2 (it 1 45 14 {0 2 dE -
oAy, B 8 ¥ AT BLOM journald F OAN 0 C B OdE ZE 1k H
$ ImjournallgnorePreviousMessages 6% ). Z2%8.3.1 M HEH FAFIRH 76T
imjournal [ AL & o

YEREARC, BLE rsyslogd SKEZHUH journal 1L ERFA/E AN — AT syslog
N R4« BRI 845 /run/systemd/journal/ syslog. S AH4EP rsyslog VH &
T AT R T . AH EE imjournal, E#E R ASRUEE 2 ThRE, WghE AL EK
TyEss. HHdERTFAHERIE, 7E/etc/rsyslog.conf HFF DL FALE :

$ModLoad imuxsock

$OmitLocalLogging off
VR N # imuxsock B IF L P $OmitLocalLogging T84, g Id R4t
BTSN, BETRIBE D ML /etc/rsyslog.d/listen.conf F1HE5E, UWIR:

$SystemLogSocketName /run/systemd/journal/syslog

&t 7] LA A Rsyslog % th vH & 2 /8 H omjournal #% 5 [ journal . 7£
fetc/rsyslog.conf H i B i HH 4 T
$ModLoad omjournal

* * :omjournal:
Blhn, R E R R P R 45 Bl TCP i 10514 £ journal:
$ModLoad imtcp

$ModLoad omjournal

$RuleSet remote

** :omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514

8.3. Syslogd HE4W

A RERN H SRR RS, — D afitg s 0 H &S BT LT (i
edp . WA EMER, IRESHRERE, ERGTHE BN FH B
ABFA—F . rsyslog f# [ JSON (JavaScript XJ Z7F5) #4240t HEE B 45
k.

HEBC T AR AL H BT R -

% 196 W / #2817



£
1 LTS 5 A8 R R0V 10 RGCEF L A

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed

sequentially
TR H EE
{"timestamp":"2020-2-7 T10:20:37", "host":"localhost",

"program":"anacron", "pid":"1395", "msg":"Jobs will be executed
sequentially"}

A5l FH BB XS 15 2R 45 A A Bt A 1 ) 3k 243 2R SCA ST A ) g 52 BE B
AT o SRRV RE T AR &M N R 2R AR [ 0 B - 5541, JSON
SO AT CAAFAETE SCRYEUE B, W0 MongoDB, ‘B4t T A4 REAT AT THRE
F—JTH, — AR R B AR M A 1 R 2 RS A )

£ rsyslog, A CHHRE I H H45 B4 H imjournal B8 journal HEH . ff
F mmjsonparse 58, ] LLEMTR H journal F1HARKIF 2 AN I 8HE, JFidt—2
XFHAEAT A, Fln, AE— AR ER . Oy T R, mmjsonparse
KA NH BRG], 17 HAE lumberjack 35 H € SLHIAREE .

Lmberjack i H 1) H 142 LA ] J5 #2175 20N rsyslog B ngs i H i .
P — AR S, Lmberjack 18 €@ cee: 7T H, HFTE JSON 454
T4k, Lmberjack 5& ST MiZFTE JSON 5 b 7 Bt B FRHI 513K . H 5% Lmberjack
WEZER, HS WAL,

"N THI /& lumberjack A% = 7H S A5 T

@ cee: {"pid":17055, "uid":1000, "gid":1000, "appname":"logger",

"msg":"Message text."}
BAE Rsyslog PHYEIXAGEM, — DB, 162 1.8.3.2 i JE4itytl
WHE . NP RS 75 7] LR A libumberlog [ 5K 4 B lumberjack 3 25 7E 201
HE . A% libumberlog FIE Z(E R, 1HZ WAL .
8.3.1. NHEHIAHE
imjournal 2 rsyslog [ ABEHR H SR B HC H 354 (J18.2.7SSyslogd ik
FAMHERZH . FEREER rsyslog W&, HEHESORE bk idx. 280,
bEE P AR, FLREWENS B journal 2 (X O HCHE BH R R 5 A AL DV 2
AT M Journal 5 A\ %4 £ Rsyslog, 1E/etc/rsyslog.confi SCA4H 5 F R THIAC & -
$ModLoad imjournal

$imjournalPersistStateInterval number of messages
$imjournalStateFile path
$imjournalRatelimitInterval seconds

$imjournalRatelimitBurst burst number
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$ImjournallgnorePreviousMessages off/on

> f# ] number_of messages, A LATEE frAF H EHERPIER . 524
1% F| number_of messages i 7€ 74 ST, At fil & Hd Or A7
> FPIRAS SO B8 A2 B A pathe ESCAFERER journal 105k, Hoa2 b B
B a— Ml
> A4 F seconds, & E 1) PR il 1 2 (IS 1] [R] B o 0kt B o S0 ) Ak 28 PR 9 A2,
R AN BERE L AE burst_number 45 %€ KIfE. FRINBCE NEE 600 £ 20000 HI7H
B Rsyslog 2= EFAEFNE M IR P 5 K burst_number {E T S .
> f# F$ ImjournallgnorePreviousMessages R LA 2% 24 A7 7E journal FI¥H
BRI R, Xl B R RS S A o BRI E NG
Mo 1B R, WMARZWE RN, BAREM, Frf journal H)7H S 21
AEEE, BT E A AE 1syslog PALRTHO & if H# ab#E it .
R
& 0] DL R {8 A imjournal A1 imuxsock #EH, imuxsock #iH & IHM R4t H
LN, SR, ATEREEESR, EUOFHIE imuxsock 2 journal [ RAE
e, BMBIX— s, {1 $OmitLocalLogging 5%
$ModLoad imuxsock

$ModLoad imjournal
$OmitLocalLogging on
$AddUnixListenSocket /run/systemd/journal/syslog
T8 A] LLE LK A7 BT journal S A o Aias B s M Ak v 82 . o i —
L ST HHE TIAE AS 22 9249 “journalcetl Y verbose HirH” A% H, AEFREL journal 151
SEHEY K, 1S H systemd.journal-fields (7) FMoT. Flan, LK E SAE A
% jouranl 7B, IS N AZ A IR A BT S AE A
8.3.2. TIMLEMMNIER
BRI — rsyslog RATALEL TR 1) lumberjack ¥ ZVH S, 1E R LT ER
W

template(name="CEETemplate" type="string"
string="%TIMESTAMP% %HOSTNAME%
%syslogtag% @ cee: %$!all-json%\n")
XA TS & @cee: P LARLFH () JSON “£4F 5, #il 40, 461 i {8 FH omfile
R B 1 SCPEIY o BT ) JSON B bk, RIS Avgd. #lin, MRS
TR IE A RTE R, 180E TIE B N4 AT UID.
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($'hostname == "hostname" & & $!UID=="UID")

8.3.3. f##HT JSON

mmyjsonparse &5 T AT 45 F AT 2 o iIXL84E B AT LK H journal BLILARE
AN, I H A 20 lumberjack T H H e X H77 20478 204k - X LE3H B2 H@cee:
TR RN IR A AT . #R)5, mmjsonparse 2 2r JSON &5 1) =& 15 & 241,
SR G %A B AR -

N T F] mmjsonparse i Bt fi# 1 lumberjack #% X A JSON W B, 7
fete/rsyslog.conf SCA A% A [ L

$ModLoad mmjsonparse

** ‘mmjsonparse:

TEIX/ NI F 5, mmjsonparse BIHLAE S — 174, FrA IHE B KA E .
HAr, AR HIEEZ 8 H T mmjsonparse.
8.3.4. [ MongoDB 72 B

rsyslog 3 #ifid ommongodb i tH L HRAE MongoDB [ ST HS B £ 48 g o A7
JSON Hi&.

ik H &V B 3 MongoDB H, 1 /etc/rsyslog.conf 1§ A DL T i %

(ommongodb Pt B 245 R 1E F T8l B 4% =X W.8.2.3 8 A #r i it B A% =0

$ModLoad ommongodb

* * action(type="ommongodb" server="DB_server" serverport="port"
db="DB name" collection="collection name" uid="UID" pwd="password")
> MongoDB filt %5 % [t ik 5% 44 7% /X DB_server. [ & ¥ [ 75 22
M MongoDB Ik 55 a6 e — A AEPR#E A 3 o BRI B2 0, I HIEH
B BENZZSH .
> fEH DB_NAME, 7fffi€ 48 B 4% H 2] MongoDB [l 5545 b (16
NI . FX AN FEEE A I 2 FR B #: collection_name. 7E MongoDB H,
EL R, EHM—A RDBMS #2521,
> f&iEd % E UID A password KA AN ERI4051(E 2o
AT DAASE RS K 2838 B 28 40t P i s TR 2. BN DL, rsyslog 3
FRR AR 3 T bR UE ) lumberjack F-BX 44 5o

8.4. AR Rsyslog

7 debug BEXIZAT rsyslogd, i FH U~ A4

rsyslogd -dn
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KYLIN

fEFH A%, rsyslogd A RS BIFTENBAR R HY o -n < “no fork™.
T eSO AR &, i, m] LA H B S A TR e S R . R B
rsyslogd Z A, TEAF2AT BT EU T #R4E:
export RSYSLOG DEBUGLOG="path"
export RSYSLOG_DEBUG="Debug"
T e SRS B SO A7 B B 4 path. 5T 7 HF RSYSLOG DEBUG
BRI SRR AR, TES 5 rsyslogd (8) FMHRAHIKETT,
for A 7F /ete/rsyslog.conf SCAF RS FH I TEVE 2 156 24

rsyslogd -N 1

Horb, 1 ot B PEANRE L I 0] o IX A AT TR A TR IE T, [y H AT,
RE—ADR AR B, BB ECRIETRIE.

8.5. FHHEZE

journal #& systemd f)—M2HAF, BRI AHMEHHE M. BRI T
HE B — AN syslog SFH#EFE, Wl rsyslogd. journal FIJF AN T itk 51H
P HEILFKAE XM A BERES RN H RN, SCREZFH B idxH
ARG ) H S

TR BE B journald MRS UREE, 74k, FHACEE. ERIEMYEY 4N journals
() R SO, XSRS Bk H A%, FPHERE, FriEfah, driedlimdm i,
sl R AR APL AR HERE R 5 o IX 2L journals &5 L IR R 5], EHR4E T IE
BRI AIER ] journal 25 HA — MME—FIFR RS- journald AR 55 IEERANH
HWERZ TR 7B . HEXH %N, ARt FahdmiE.

8.5.1. HEFEHBZ XM

N T Vil journal H&, fHH journaletl T.E. UL root S & F H HE R KA

ENEISE

journalctl

I 2 15 2 RGP A BB, B3 KRG AR AR R
20 H B 25 R 2R T /var/log /messages SCAFFRYE B 45K,  (HA — Gk
> AL LMIARICE AT W BRI OL S A B AR e AR T
S0, RN AVE 5 A S AT F IR A
>IN BN R S AN HiLINF X
> iSRS B, iR ENHE.
> Gl FEIHER bR BT
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8.5.2. ViRl

ERIEDL T, %A root BLFR T journal A F, HAEE A BEA 1774 1 H £
o RGEHE A LIS INEE H - ) adm H, 4% TARATY5 0] 57658 H E ST IR
PR EAH K — R, LA root HI AT :

usermod -a -G adm username

FZA 03] adm I H 7 4 B 4K username . 1% H 77 B J5 28 journalct] Ay 4>
()% 1] root F P SREXHI ST HE —FF . IEVERL, ViR $EH R E 208 journal B T
FEAAFEA 2= TAE.

8.5.3. {#H Live view

HANSHAAA, journaletl MIER B I FL 1) 5% H TG, oR ok H 5885
K. BT liveview, EATLLRIESIR I HEHEE, FOVHTHI H BI04 T el
k. EIFJH journaletl [ live view i, FiA:

journalctl -f

i 23R A AN B i H B AT 512 « journaletl T ELEHRARIZAT, 2 4% 5 (0
BRI R IR AT
8.5.4. HTIEHE

ANty AT journaletl Ay & 1 HAE B2 R 200, R AT DU 2% Fhid
PET LSRRG B, DA R IR R

B RELLIE

H G S8 H T IRE RE FEARNAT A EE A& E W EE s e gl B
TH A LU T TR

journalctl -p priority

EXH, HTHFREYZ— (BT Bk debug (7), info (6),
notice (5), warning (4), err (3), crit (2), alert (1), Flemerg (0),

. BSOS R

BEMNILN error BUE mFHE, {EH:

journalctl -p err

B [A) I 98
HEAEMNANLET S FHH SR
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journalctl -b

IMREE R EFRNRGE, b A BEED journaletl (%t . AEXFEH]
THOLR, J TN TE) (R 8 A BE AT 5

journalctl --since=value --until=value

f§ H--since M--until FIT. &R IEF TR EN FEENQZPNHEEL. &
R LAR time (1% 30 data (R4S FUBEE 5 35 80 n] 1% 3 value 253X PR-NE I, 4 LA
Foasbl.

Sefpl: B I SE LA B ) i
AR H AR E R BT LA &, DA/ 45 RSt o Bt AN 1]
e BRETEEREHIHE, Wk

# journalctl -p warning --since="2020-3-5 23:59:59"

1E AR 7 5245 “journaletl 1 verbose fir Al g € HEK B —H7 B, HAER
APUCH T g . X T systemd B AE 6 B T IR R B YW, 2 W
systemd.jounal-fields (7) FMii. FAHERE BB oA INE, M H A~
FIo AEI R TSORK), HAT DRI g wI AR IME; BRI W,
HE B AT L e 2 ME

BEE RAEAE R g™ A W ME— B F1 3, TE I BL N

journalctl -F fieldname

AR B 7 B 4 B AX fieldname .
TR e EAMHESE, MM B

journalctl fieldname=value

FH 7 B 42 iz 2 B AL 35 BB B AR fieldname A value. 255, fr& XMt
AT =i

EE:

Wi systemd A7 TG 7 BUWBCE R AH S RIK, BARE 5 K0 B
BT A FR . WRAREME, A

s

journalctl

FZPIX tab 8. X2 B R AT B4 . Tab X FRANT 2 T2 7B
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ER7DIEARE
KYLIN

BN SIS U SR AR BB T BE, SRR 1% Tab HER B B 5E X A4 T
FIRE, AT F B s mE—{E.  ah

journalctl fieldname=

% tab B IR, 14 %i N journalctl -F fieldname —#F
AT LE— N FBREEZME, Wh:

journalctl fieldname=valuel fieldname=value2 ...

Al BARE AT AL RCHIE, BI2H or —FEILAC. FFEULHECMHE 1 5L
52 Mk H SRR,
MR, AT LUFE E 2 A field-value X Rk — 5y -

journalctl fieldnamel=value fieldname2=value ...

IARIRE T AFER B4 ILES, e 525 AND 4&. BAILE
KA AT A = 2R,
I+, AT E I or A5 ILACE 7 BL:

journalctl fieldnamel=value + fieldname2=value ...

IR B EALEC—aRAF R H . AGR LT AT H .
Lhl: RELIEHRE
95 Ri# 1T avahi-daemon BY, crond.service A% 2% H - Hi% % H ¥ P UID
N 70, EEH LN 2
journalctl _UID=70 _SYSTEMD UNIT=avahi-daemon.service

_SYSTEMD_ UNIT=crond.service
T _SYSTEMD_UNIT B A AR B AME, VLELPE & 45 5k o, |
_UID= 70 5% 2 24k i /2 » 1X 0T LATR] B3R 7R (UID=70 and (avahi or cron)) .
T mT AN 2 A R 2 B0 IS, FLLL live-view HE R R BR UG € 4100 H &
HE AL

journalctl -f fieldname=value ...

8.5.5. (ERERFELTFIE

BRAIANE IR, journal HAE N A7 B /run/log/journal/ H 5% T /N G2 1 [X
fEfit HESC . A journaletl Wosilr I s HAEM LY 1. &% HFH KM,
HEHEA KA. FEBRANBLE T, syslog Sl H Eidx, FH¥ AR A/
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var/log/ HE T HFFEMHERFIE, HESUHAFELE/ var/log/journal, X =
WK BB R s S TR AFAE . XS —22H 7, journal BEACE rsyslog.

fERERFEL AR A T I A AL

> K IN A AT FH SR A ke Ir) R BE R IR sl % .

> N TRRESLZI R R, B R S AT DORECE 3 E ] H AR .

> MRS AEGE A E N H E R EEdE, A HE SO

FREL VA7 i oA S e ik T

> FREEEAE G TR i R B BOR TR IN BN AR, ANERIE AT DU 3545 1€ 1
inglaIficcyi a8

> i B 2 A (R A H

journal & FHEFELAEAE M, 4% 7T 0 B 4] 130 A1l & journal H3%, LA root
EDak TP

mkdir -p /var/log/journal

H 5 journald KA & B A 2.

systemctl restart systemd-journald

8.6. EEAREAHMEEHZE

YERN—F B Bl aw AT I SE I RE P, B 7AT LIS = 2R 55 28 3 1E R 48 V10
et 7 — AT Ug I i EE P AR E B H BT S
8.6.1. &EHZEXMF

K2 H H BSOS LA SRS X AE it . 18R] DLRAE AR SCAS G B 25 40 vi B
Emacs SKEF EAT. L E XA U RS Era H P &H /M, 72 root
AR K ] 152 K 2 % H J5 50 A

PAZE B SEIN 77 NEE 24 H E SIS T . ATEUEH SystemLogs

EE:

N T AT UAE F SystemLog, B CHIRIEN RS %3 T gnome-system-log .o
A root F P HATUN T

~]# yum install gnome-system-log

B2 RTHH yum ZRAMELR, HEE 4.2.4 ZREMHH,
TE 18 % 3¢ 58 gnome-system-log 2 J5, @i TN HETF >R % T A
->SystemLog BUE AT A4
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~]$ gnome-system-log
NP R 2 Bon A AR 1 H A S0, BRI A R BV FIE] 8-5 SystemLog 27

INEEPPIRNEIE

e

cron % |q = o
boot.log Mar nodel CROND[14305]: (root) CMD (/usr/lib64/sa/sal 1 1)
Mar nodel CROND[14637]: (root) CMD (/usr/libe4/sa/sal 1 1)
btmp Mar nodel anacron[10336]: Job "cron.weekly' started
_ar nodel anacron[18336]: Job “cron.weekly' terminated
lar nodel anacron[10336]: Normal exit (2 jobs run)
dmesg Mar nodel CROND[14782]: (root) CMD (run-parts /etc/cron.hourly)
firewalld Mar nodel run-parts(/etc/cron.hourly)[14762]: starting Banacron
Mar nodel run-parts(/etc/cron.hourly){14713]: finished @anacron
grubby_prune_debug  Mar nodel run-parts(/etc/cron.hourly)(14762]: starting mcelog.cron
» maillog Mar nodel run-parts(/etc/cron.hourly)[14719]: finished mcelog.cron
Mar nodel CROND[14829]: (root) CMD (/usr/lib64/sa/sal 1 1)
» messages Mar nodel CROND[14964]: (root) CMD (/usr/lib64/sa/sal 1 1)
I Mar nodel CROND[15898]: {root) CMD (/usr/libB4/safsal 1 1)
Mar nodel CROND[15228]: {root) CMD (/usr/lib64/sa/sal 1 1)
spooler Mar nodel CROND[15523]: (root) CMD (/usr/lib64/sa/sal 1 1)
talivt Mar nodel CROND[15656]: (root) CMD (/usr/libe4/sa/sal 1 1)
ylog Mar nodel CROND[15681]: (root) CMD (run-parts /etc/cron.hourly)

vmware-network.Llog Mar
Ma
vmware-network.2.log  yo -

nodel run-parts(/etc/cron.hourly)[15681]: starting Banacron
nodel run-parts(/etc/cron.hourly)[15691]: finished @anacron
nodel run-parts(/etc/cron.hourly)[15681]: starting mcelog.cron

vmware-network.3.log Mar nodel run-parts(/etc/cron.hourly)[15699]: finished mcelog.cron

NNOOO OO0 OO DR

Mar nodel CROND[15818]: (root) CMD (/usr/lib64/sa/sal 1 1)
vmware-networklog — yar nodel CROND[15966]: (root) CMD (/usr/lib64/sa/sal 1 1)
vmware-vgauthsvc.log.0 Mar nodel CROND[16223]: (root) CMD (/usr/lib64/sa/sal 1 1)

Mar nodel CROND[16420]: (root) CMD (/usr/lib64/sa/sal 1 1)
vmware-vmsvc.log Mar nodel CROND[16637]: (root) CMD (/usr/lib64/sa/sal 1 1)
wpa.supplicant.log Mar nodel CROND[16776]: (root) CMD (/usr/lib64/sa/sal 1 1)

Mar nodel CROND[16799]: (root) CMD (run-parts /etc/cron.hourly)
Xorg.0.log Mar nodel run-parts(/etc/cron.hourly)[16799]: starting Banacron
Xorg.9.log Mar nodel run-parts(/etc/cron.hourly)[16812]: finished Banacron

Mar nodel run-parts(/etc/cron.hourly)[16799]: starting mcelog.cron

» yum.log Mar nodel run-parts(/etc/cron.hourly) (16818]: finished mceleg.cron
Mar nodel crond[6648]: (CRON) INFO (RANDOM DELAY will be scaled with facto
Mar nodel crond[6648]: (CRON) INFO (running with inotify support)

K 8-5 SystemLog

SystemLog N2 7 Fe VR IL IEAR AT AL 10 H S0 F o sk 3 IR AT 5 (10
AR ER IR, SN (EEID >3O ->8 B IR R g 8 T 75
{DpURYE
3 X

|

' AN

WERR

FRHIC)

K 8-6 RGtH SIS
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: BURILES B 9000 S5 S R V10 RGP 5 T

ER701EARE
KYLIN

HIFHEEE - o x

T Filter_CROND
= IJ!'I |JHJ,£LQ"R1 CROND

e
L hirst: | |

(A 745t

= =
®) el

S
J 1wy
ek

HEiHG R FH (A

B 8-7 UninErit eSS

IS hnekgniEid uEds, AT LUE e ZE, ZSEFER 8-7 W fiat ik
R,

E LIRSS, NS S A .

> Ak — s O IEER I 44 T

> IEMERREL -Fa e N H 2 H BRI IE N FRIA R, Har UL ST A
HAF AR AT RE 45 HR

> R

e - Mk, RIS TR B E R B, ATRLiE
BLR M SR EOCA A 5t
fagl - ik, KIS R NG IR E B H SR

Y LT B —AN eSS, B nI PLLE Filters SRS, ©oHMERE
FEILPESR T L RF S, R o BB 4 1T IR AR & H & SUF R — ek
DIVCECHITE S o

2

® T O

ﬁ
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cron Lupdated today 04:23.55 PM Q ¥

boot L ot 2 localhost run-parts(/etc/cron.daily)]
189 et ' localhost run-parts(/etc/cron.daily)|

et localhost run-parts(/etc/cron.daily)[

et localhost run-parts(/etc/cron.daily) |

dmesg ct i localhost run-parts(/etc/cron.daily) [
et & localhost run-parts(/etc/cron.daily) |

¥ firewalld ct 7 localhost run-parts(/etc/cron.daily)[
Dct localhost anacron[4239]: Job “cron.d:

grubby ot localhost CROND[S010]: (root) cMD (/L
b seisitlo Det 0l localhost CROND[5182]1: (root) CMD (/L
9 ot localhost CROND[5247]: (root) cMD (ri

» messages ot localhost run-parts(/etc/cron.hourly)
et localhost run-parts(/etc/cron.hourly)

pm-powersave.log et localhost run-parts(/etc/cron.hourly)
ict 01 localhost run-parts(/etc/cron.hourly)

b secure ct 2 localhost anacron[4239]: Job “cron.we
: ot > localhost anacron[4239]: Job “cron.we

¥ spice-vdagentlog § 5 1 localhost CROND[S417]: (root) €MD (/L
ciislar 5t localhost CROND[5570]: (root) CMD (/L
p et 2 localhost anacron[4239]: Job “cron.mc
tallylog et 2 localhost anacron[4239]: Job ‘cron.mc
ct > localhost anacron[423%]: Normal exit

Xorg.0.log + lncalhnst crondl58RR1- (CRONY TNFEN (F

B 8-8 SystemLog — J& Fiityg a8
Mg R R VLRI IE I, A VLG ) 747 ol R e 4T IEE A A H

B

8.6.2. %inHE X

BRI —A H S 3 A8
FEE G, AR
ﬁﬁj]ﬂ El :._.\Iﬁ:izTT“%Tﬂ: EI AN

System Log —

R
(W)

:I:”'/—‘v

EERIIES, EHFNR->ATIF, B ERT
A LR B EE K H A H S B 8-9

e

TFEE

Q

£

© Bzt

ar LH®

L
o MEiey
O skl
& F#
& T
[ boot
[ efi
B it

»
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»
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K 8-9 System Log —

= NLAS_V10_System_Administration.pdf

fusr/share/doc/NeoKylin_Manual-Adv

i H E 30

+
P

9.0MB

sl Open ZHUERFIT SO, U2 LB IN B IE B H 513K,

Ll eEEBEMINE.
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JER: System Log W AUVFEFT I Lh.gz #% E 48 1 H & S0

8.6.3. MiEHZE M
System Log PAZEBR NG L T 2 P 171 00 H 3 o an SR — AT # s hn 3152
WAL H &S, HELH A RREH EFIRS . Wik H & SOk A eE
N> ETAT O B oR 78 H ESCHEHT . B 8-10 System Log - i H A ZHR i)
B 7 — ATV EARAE cron H & SCHF R AIFE messages HESCAEH . il messages
,UI#F H A S R DA T AR B

p messages 5 Q _ & =
boot.log Mar 15:408:49 nodel systemd: Started Session 11 of user root. :
Mar 15:408:49 nodel systemd-logind: New session 11 of user root.
btmp Mar 15:40:49 nodel dbus[6043]: [system] Activating service name='org. freedesktop pr‘n
» cron Mar 15:468:49 nodel dbus[6043]: [system] Successfully activated service 'org.freedesl
Mar 15:42:16 nodel journal: g simple action set enabled: assertion 'G IS SIMPLE ACT.
dmesg Mar 15:48:28 nodel dhclient[8488]: DHCPREQUEST on ens33 to 192.168.186.254 port 67
firewalld Mar 15:48:28 nodel dhclient[8488]: DHCPACK from 192.168.186.254 (xid=0x4f75dd22)
Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5257] dhcp4 (ens33):
grubby_prune_debug  Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5259] dhcp4 (ens33):
» maillog Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5259] dhcp4 (ens33):
Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5259] dhcp4 (ens33):
[T = 6 15:48:28 nodel NetworkManager[6217]: <info> [1583480908.5259] dhcpd (ens33):
¥ secure Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583488908.5259] dhcp4 (ens33):
Mar 15:48:28 nodel NetworkManager[6217]: <info> [1583480988.5259] dhcp4 (ens33): s
spooler Mar 15:48:28 nodel dbus[6843]: [system] Activating via systemd: service name='org.T
tallylog Mar 15:48:28 nodel systemd: Starting Network Manager Script Dispatcher Service...

vmware-network.Llog Mar 15:48:28 nodel dbus([6043]: [system] Successfully activated service 'org.freedes
15:48:28 nodel systemd: Started Network Manager Script Dispatcher Service.
15:48:28 nodel nm-dispatcher: req:1 'dhcp4-change' [ens33]: new request (4 scri
15:48:28 nodel nm-dispatcher: req:1 'dhcp4-change' [ens33]: start running order
15:58:01 nodel systemd: Started Session 12 of user root.

15:58:33 nodel systemd: Reloading.

15:58:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:11] Unknown lvalu
15:50:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:13] Unknown lvalu

Mar
vmware-network.2.0g  par
vmware-network.3.log  Mar
vmware-network.log  par

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
Mar 6 15:48:28 nodel dhclient[8488]: bound to 192.168.186.130 -- renewal in 734 secom
6
6
6
6
6
6
vmware-vgauthsvc.log.0 Mar 6
Mar 6
6
6
6
6
6
6
6
6
6

vmware-vmsvc.log Mar 15:50:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:15] Unknown lvalu
wpa_supplicant.log Mar 15:50:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:18] Unknown lvalu
Mar 15:58:34 nodel systemd: [/usr/lib/systemd/system/bolt.service:19] Unknown lvalu

Xorg.0.log Mar 15:52:49 nodel systemd: Reloading.
Xorg.9.log Mar 15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:11] Unknown Llvalu
Mar 15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:13] Unknown Llvalu
b yum.log Mar 15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:15] Unknown lvalu
Mar 15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:18] Unknown lvalu
Mar 15:52:49 nodel systemd: [/usr/lib/systemd/system/bolt.service:19] Unknown lvalu

B 8-10 System Log - #H HE#H

8.7. HBIMLRLGIES

f£55, WEFRATAE, FTLUENEE, £ MaerHIH, £ 8 E 8
[ ESHN, B3 U R G R F A EACT 0.8 1, HEMEIT.

BRI LR S NS AR B E R A PULILE T Ia/T — SR E LN RRTS, UIRFF
RYEH . B0, locate iy 41 ) slocate 05 FERE RS H . REGEFR
ATLME R SRS R AT PR & 0 . IR R SE. 1847 H 8 UHASESE .

BRI LR v IR S5 A R E R Gt T LU B35S LA cron. anacron. at
H1 batch.

B—Fh THA RN T W EEAS[F RAF S5 KRB 4% 51, Cron AT Anacron
FEEERKAENIES, At fl Batch P — X HRFIESS GF 202 %8.7.1Cron
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Anacron F18.7.8 At 1 Batch).

R TR BEL BB 1= R 55 AR AR AE R G V0 SCRFEH systemd.timer 7£— M i€ ) I
B AT —AMESs . S I, systemd.timer(5)H 7 M U T AR 215 H.
8.7.1. Cron F Anacron

Cron Al Anacron # /& A8 18 1 B 55 52 MEAT 55 76 — AN 5 (10 B 1] e AT (1 <7 47
BERE, IFIA) SR HER TR . AR SRR Ay — AT EIEER . FRE
X o

Cron PSS AT LLRE 73 AP ERIE AT o HA2, XA TREE RG2S RFZIEITI,
WERAEAE 54 2 F I (B R I A 18T, WHES A AT

H—I7, WR RGAEAT S AN (R4 F 1847, Anacron 2 icfFIX 4>
O ZH NS . — B RGIHIHEAT, EMES RS EHAT. 281, Anacron
XF—AMES— R AT — K.

8.7.2. %% Cron 1 Anacron
B 4% Cron Ml Anacron, & 7% % % %% Cron [ cronie £l 1 Anacron ]

cronie-anacron ‘&, (cronie-anacron s& cronie H)—" T,

LB ARG RS Ok VMR, AT D3IT U ard

rpm -q cronie cronie-anacron

MR T, Fikay SR [Al cronie £LA1 cronie-anacron £l ) 722 44 K,
75 TP 38 S A8 AR B2 IR B AN AT &
B dRIX e, DL root AP IR R T A AR A yum 74

yum install package

il hn, EE[FI%%% Cron 1 Anacron, W] DLfEAr S ATHERATF FHIACL R dr
~]# yum install cronie cronie-anacron

BT AT LR ER TR LR = R S AR AR E R A TP SR, (ES 424 %
AL,
8.7.3. 21T Crond k%

cron F1 anacron f£55#872 B crond MR 55 K= . ARG MMF BB, 12
IEAEJE crond M55, DLAANMIECE AL HITHLE B3N, T AR 245 AR
W v I 55 A 45 VE R 48 VIO v ) 8 IR 55 G H 5 v, WL 50 fE
systemd EH R4k 55
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8.7.3.1. JA 3l Cron IR%%
B E RS R EIEAIZAT, WL S:

systemctl status crond.service

LAE AT 2 AT crond ikS%, 15 LA root F P TE A AT IRARAF FHIA LU T

PANys
FIIJ/Q’\:

systemctl start crond.service
EERSITHLEE S, 5L root F1 T HAT LA N 4>
systemctl enable crond.service

8.7.3.2. 121k Cron k%%
B YT 2 iE 5 1 crond RS, 35 LA root F P E R AT IR AR RHIALLT

ANy
FIIJ/Q’\:

systemctl stop crond.service
AR EIRSITHLE RS, 15 LA root I HAT LA N 4>
systemctl disable crond.service

8.7.3.3. HEJ3 Cron k%%
5 E J crond IRSs, i DA root FH PUE AT SATHERATE RN LL R frd:

systemctl restart crond.service

A I RS JE R AR PR IS SR 55
8.7.4. ECE Anacron 1%
U EEAE 55 (1) 32 B B S A 72 /ete/anacrontab S, B R AEELL root A EAT
ViAo 2SR LU A
SHELL=/bin/sh
PATH=/sbin:/bin:/ust/sbin:/ust/bin
MAILTO=root
# the maximal random delay added to the base delay of the jobs
RANDOM DELAY=45
# the jobs will be started during the following hours only
START HOURS RANGE=3-22

#period in days  delay in minutes  job-identifier =~ command
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1 5 cron.daily nice run-parts
/etc/cron.daily

7 25 cron.weekly nice run-parts
/etc/cron.weekly

@monthly 45 cron.monthly nice run-parts

/etc/cron.monthly

T =47 % XK B anacron (£ 452 T A R AL & .

® SHELL—HIRIZ{TAES5 1 shell 3585 (741 /& Bash shell)

® PATH— A HATIE 7 I B 4E

® MAILTO——ilfiid Hi 1 B F 42U anacron 445 % i 1 FH 7 1 44 %

WRBA € X MAILTO A& (MAILTO=), WIS KIEMRH:.

P RAI PN AR & I RAB 2L C 5 AT 55 R BE I 1) -

® RANDOM_DELAY——¥ <3 lin 3 %M 5518 %€ 1 delay in minutes 28 &
RS B

BN DL, S/ MER AR EN 6 705,

B4, 4 RANDOM DELAY #i% &N 12, IB-AIXAMEFE 1) anacrontab HH
H1%E— /M55 1 delay in minutes {E &K #2006 2] 12 438 RANDOM_DELAY
PHEWR AT A E N 6 LT, B4 0. HiE RN 0 B fE, WAL .
BEATLAE IR AR RARA I, B, 42 GHE—ANMZERN T EILRE Z8 R
H T B [F] R I

® START HOURS_RANGE——itXIMF55 ] LU AT B (B B, DA/ g HR

AN

7.

Ji—iEa VRN A B, i, B s, YR TR RS A S
AT
/etc/anacrontab SR RATAREK T RIMESS, I HEM LR

period in days delay in minutes job-identifier command

PR RO AR S AT AR

% & YA AT DA 8 SO — DB EE — A7 (@daily . @weekly B0
@monthly), @daily F#% 1 LR 2R —AME, @weekly MIEEE 7 —F¢, 1M
@monthly WZFRRES—ANH RiEI7T—k, AERXMABREGEZ D,
TEATIESS AT, anacron SE ¢ 143 #h 4L
AR P AR SO — AN, iRz R E N 0, NIRARE A LR,

® period in days

® delay in minutes
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T H &S0 B — AR E A 55 I ME— 24 7R
W AAT I A 2
1% B[Py A BE AT BAAE — AN A8 1s /proc >> /tmp/proc A4, A L& —N
1T HE SUHA T
IS () FR T EATH TR, At b B .
8.7.4.1. Anacron £ 557~ 15
DA 7 — M) B [ /etc/anacrontab SCAF )71 -

® job-identifier

® command

SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

# the maximal random delay added to the base delay of the jobs
RANDOM DELAY=30

# the jobs will be started during the following hours only
START HOURS RANGE=16-20

#period in days  delay in minutes  job-identifier = command

1 20 dailyjob nice run-parts
/etc/cron.daily

7 25 weeklyjob /etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >> /tmp/proc

FEIXA™ anacrontab SCAFHUE LT A RS, #KEBEALIEIR 6 $] 30 404,
H HASAE 16:00 F) 20:00 Z [AIHEIE4T

5 M LTS B AERE R 16:26 F 16:50 (A1 #ifih & (RANDOM DELAY
FETE 6 3 30 43#h 2 [8]; delay in minutes J&PEME A 20 73480 . ZAT 55 FTHE & K
2548 H run-parts FIAS (run-parts A2 — N H A N 21T S50, FEIF
PAT H R B — MR ) $dT/ete/cron.daily/ H3% FHITAFER . 2 W, run-parts
H P F M Ba T 1 fi# 58 2 4 5% run-parts IR TS S .

5 ZAMES R E AT — X fete/ H 3K T 1 weeklyjob.bash JHIA< .

BEAMMESBIT AN A, a2 4E/proc BN S 2 /tmp/proc A,

N H—Ik (s /proc >> /tmp/proc) .
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8.7.5. ECE Cron {15
Cron T 45 . B 3L 72 /ete/crontab U, & R IS root P #EAT U Il o
B E LT AR
SHELL=/bin/bash
PATH=/sbin:/bin:/ust/sbin:/ust/bin
MAILTO=root
HOME=/

# For details see man 4 crontabs

# Example of job definition:

#ommmmmmmem - minute (0 - 59)

i I hour (0 - 23)

#| | - day of month (1 - 31)

#| | - month (1 - 12) OR jan,feb,mar,apr ...

#|1 | | | .----dayofweek (0-6)(Sunday=0 or 7) OR

sun,mon,tue,wed, thu, fri,sat

Al

#* * * * kyger-name command to be executed

Bl =474 % 1 A anacrontab U —F¢ ()48 & 5 X : SHELL.PATH 1 MAILTO.
BIMEZHERXIINEEMNERE, 62 8.74 Bt E Anacron 1155
AN, ZCAEE T LLE X HOME 25 . HOME 28 &5 X — M H %, % H%
FEAT S5 PAT i 2 B IS E X H 3%
Jetc/crontab A BRI RATARE I RIMES, FEEM L FHg

minute  hour day month day of week username

command

PAR B T005E ST AR5/ ZE AT I TA)

® minute— M 0 F| 59 T = EE
® hour M0 3] 23 HE =L
® day— M 1 F 31 FFEEE (R isE T AL, X B H LA

R Fi% A R H D
® month——M 1 | 12 BT HE (80 A0 R FR, F140 jan B0

feb)
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MO E] 7 AR REE, 087 REREMH (8 4
JAB RO T AHR, B0 sun BL# mon)
PUR % T5E LTRSS e P

® day of week

® username—— 8 EPHATALS W o
® command B EHATI S

X B A BER] DU — A28 Is /proc >> /tmp/proc FA 4, 1] LU —/ M4k
17 H E A 1) 2

FULEMEBURMEE, A5 ) mTUUARERRITA A SE. B,
FAENKs month FIMEE RS, WNRZATS KA FAh 54 LR N84 H 7 HAT .

B ANET S (O KT —DBEGHE . fla, 1-4 ZoR8BE 1. 2. 3.

HZ5 () BREIMESIETRE T —Mo1K. B, 3,4,6,8 BASEHE] 1 iX
IR

RAT (D FTLLHBERIBE A KAE . 18E T KA MBI Z 2K P e R
K3 4, minute TEE XN 0-59/2, NIRREERE—4r 8. DA WAL
MES—RMEH. Flan, WH month WFHEY E L */3, WS FEE=A A
17—k GRS HD.

FS () TR E AT TR, A b .

3F root A /7 A LAfS A crontab T.H RACE cron 1155 F /7 & I crontabs #
RAFAE var/spool/cron/ H3x T, FF H UAGIEEATTHI A R H#HUAT

ZLPL—NREE H P R A1 crontab, 15 LA P ETE S, FFHB A4
crontab -e >k f§ F§ VISUAL {3 EDITOR ¥ 35 A% 5 Fir 15 72 1) 9 48 48 T FH ' 1)
crontab AT HmkE . 1Z A4 1E F Al /etc/crontab 58 AR [E A 0. 24 X crontab
FIE BB AR AFRS, crontab 4% 18 F P 44 RARAF, 15 A/var/spool/cron/username 3
e EHNH 2 HT I 8 crontab SCHFRN 2, ] crontab -1 62>

Jetc/cron.d/ H 3% A& 1 S0 A ete/crontab SCAF B A M [F )5 . HA root
F P e VA 1% H s RIS SOl E

@ cron ~¢ 1 k5 £ 45 4 b K ¥ /etc/anacrontab SCAF . etc/crontab A
fete/cron.d/ H 3% Fl/var/spool/cron/ H 3% 1484k, FHHEAL I B 1E SO 3 N A7 H
Kltt, 25— anacrontab BY crontab XCAFMAEN )G, JHA T B HE TR .

8.7.6. =X Cron 17 il
FLR# % Cron FOUj ], #87] LLf# FH/etc/cron.allow Fll/etc/cron.deny (. 1X
e [ P I S AR R A% X, B R R —AT — M 4. i, IS ST A
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FVFE %

WIERAFAE cron.allow U, RAFEZCAFHHIH I P A e cron, FFH
cron.deny SCAFH B 20K

WS cron.allow XAHALFEAE, W cron.deny SCAFHF 0 R 7 R 4 25 14
Cron.

WS AR SO T, AV ESE Cron SFH#ERE (crond). &RRA P
B IR — A~ cron AE55 I, AR A4S A U Il 428 1) A

ANE VG 3 AR I P 4244, root P ERIR 2 BE A% cron.

B m] PLd i 36 A OAIEREER (Pluggable Authentication Modules, PAM) K
U7 0] o FH N ) B IR AFAE /ete/security/access.conf SCAF R 40, £ESCAF RS
I~ —472 )5, ¥ HA root Fl P EE#SAIEE crontabs:

-:ALL EXCEPT root :cron

?‘EZ AR AR S B0 RAEE S H B b, 80, 48 H crontab -e T4
i, R RbRER B, ETME2ZER, 2% access.conf.5 H7 TN
8.7.7. Cron fEFHIBHLAHE

155 1) 78 B 44 B R E SUAE 55 B 2580 0 AN 7 B AT » {9 4E— > Cron H g
B (Hlan, /etc/cron.daily/) i run-parts AKX RAH: R H XA H
K NIRRT B8, run-parts A AN SHATIXER T,

O — N B AL, U5 TE run-parts JIACK EHUAT 1 B & 218 — 4 jobs.deny
KA. BN, an A TR EE M ete/cron.daily/ H 5 H 20— NREE AR T, TSI
fete/cron.daily/jobs.deny LA . FERXANSCAFHY, 8 7E 75 ZEAE TIAT I 46 2008 (K R P
Katr (REAMTFR—ANER NWEFREIASIR . R —TEZIAT D
4, 1Z%fr 4 Metc/cron.daily/ H sk AT FEFF, 140 run-parts /ect/cron.daily, NI
jobs.deny U HE SRR P A S HEIAT

PN — 1A%, 1502 jobs.allow X,

jobs.deny Al jobs.allow [1J15 F ¥ F1 8.7.6 2 il X Cron ¥ 17 in] H 4 ik (1)
cron.deny 1 cron.allow [1J45 FH R — ¥

8.7.8. At fl Batch

Cron #f IR E EEMATS, At T YA RAE— A48 2 I 18] R B — bk
f£55, Batch T HAE RIS AE R G FERACT 0.8 I SHAT B — IR PEAT 55 .
8.7.8.1. %% At H Batch

EERMNARR LEBCERHE T at i, HPATUL T4
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rpm -q at
WRCEZE T, ERarSKiRE at B 5EEEATR, 5 NPE @ F A AT
H.
TR, L root A7 T RS ZORAEH] yum A&
yum install package

Bilan, E[E R %23 At f1 Batch, 7 PATEAT 2 ATHNAT RN LL R in 4

~]# yum install at

8.7.8.2. BT At %%

At 1 Batch F:55# 72 B atd R85 KAEHIH . AR TS 3 45 IEFE
J& atd k%S, PAR e E iR HIHLE & 3.

a5l At RS

T E RS RS BB, EHHU Fas

systemctl status atd.service

BEAE AT IE4T atd BRSS, i PA root F P EEa S AT HERFF RA LA N A

&

systemctl start atd.service
LB MRS IHLEES, 75U root FH P AT LA N w4
systemctl enable atd.service
© BN atd JRE AL RG R E ATFHLE 5 3.
{1k At iR %
B AT 1E I IR atd ARSS, 1E UL root H P E M AT HNFF R A CL R o

&

systemctl stop atd.service

AR RS HENLE S, 15 B root F A #UUT A N én 4

systemctl disable atd.service

& At )RS
B A atd RSS, 15 LA root FHH P EMT A ATIRARTT ML N a4
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systemctl restart atd.service

%A A7 LRSS JE AR PR RS B AR 55
8.7.8.3. MLE AtfE55

BAEH At THWE —IRMEAES RS E I RIHAT, 154 LT B IR E:

1. fEmAAT P44 at TIME, iXH ) TIME £y AT IR E

TIME 2% 7] LA# H DL AE & —Fiig 2UE e
HH:MM: f5E WU/ NS08, B0, 04:00 Rox B4 .
midnight: ¥8E NTH 12 5.
noon: fEENHF 12 K.
teatime: TEEN NF 4 Ko
MONTHDAYYEAR #%30: 401, January 15 2020 37~ 2020 41 H 15
Ho A a2 ATk .

® MMDDYY.MM/DD/YY ## MM.DD.YY #%X: 141, 011520 7R 2020
F1H15H.

® now + TIME: iX B ) TIME H— /M40 A1 minutes.hours.days (¥ weeks
JUANRAUE R E Lo BT, now + 5 days 3R~ 2 78 WNIAE AL 1K 5 1 [F] — B
[R5 PUAT -

WAZTE SedE I TH), S AT DAFR e mlak ) H . 27 R 5 22 00 T (Al 2U
{55, 152 % /usr/share/doc/at-<version>/timespec LA A4

WERARE A B2 dd 1, WA S5 A8 B R 1R (5] — I TR 4 AT

2. ERRHE am 2T T, & XAESS 2

A, FINES N ZPATI S, JFZ TR 8. Arkih, 7] DLE B D IE,

RS .

B. fEM AT HRTE RN — shell A, JEAEIA A —47 2 J51% R EIZE
i

RS54 F P 1Y) SHELL 3578 8 fr i B 1 shell. FH 7 85K shell, 803
/bin/sh (TG e EIE—4).

3. —HIASH, EAE N TATHHL T CultD HEH, B ar 21T HRRET

AKX — 25 i A B A R AR bR R BRSSP
R R T XORE 25 F P o

WA FHSAFPATIMESFIE, EEH atq L. 1520 8.7.8.5 BHELRAHAT
ES TR 2B

A AT ARG at dp 2 HfEH . T BEZELE, B2 8.7.8.7 X At
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F1 Batch F17 4]
8.7.8.4. Hl# Batch {15
Batch /7 75 & 40 45 S 8 B 2] 0.8 LLF IIHEHAT B8 X —IRHEAT 5 .
L€ X Batch 1155, 154% UL R D IREATERAE
1 fEfT AT i batch 7 %
2AE RN at>i RATIRORFF T, € RS 4:
A, BNESPOZPATI S, JFH T I 48, mligth, mfRLE S
B, itz rms.
B. {EMAATIRRSF PN —A shell A, FEEBARME 172514 T
[l ZE 4
125K 4% F FH P 1) SHELL 385378 & v i B 1) shell 7 /%5 5% shell,
5 /bin/sh (LIRS BIIE—).
3.~ HENGR, DN E T Cul+D A&, B 1TIRRAT.
WRIX — F 1 i 2 5 A B AR AR S tH b R B T R DAL 7
MR R T XOAE 25 F P
WA FHSAFPATIMESFIE, EEH atq L. 1520 8.7.8.5 BELERHHAT
ES TR 25
&AL AT LPR 1] batch iy & M. ZETHEZEE, ES I 8.7.8.7 #&HlX}
At 1 Batch 5 19 o
8.7.8.5. BEHESAFIAT TS
BEEFAPATH At # Batch 4£55, A PA#AT atq 7 4. atq i 24 Wos—
NERFPAT LS PR, AT B R R N — 1T AT R TS S 5
H. ESRBAAF 4. P REEFEMITE SRS . R root A F 3
17 atq 4, W BRFTE B P RrEES.
8.7.8.6. FNAMI) iy AT LI
at Fl batch iy & ARG Mg AT LT R P

Tk 8-5 at M batch Ay 17% TR
IR Hhiid
M H A 2 BY shell JEIAS, TS AE A

-f

RATFERTT M A & BUHIAS o
-m 2RSS S R A P RS L TR
-v R AR S5 BT (I 1]
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8.7.8.7. Xt At Al Batch 1)1 )

& AT LA H /etc/at.allow Fll/etc/at.deny ST KPR )X at A1 batch 2 V5 1]
X ey e 45 ) SR AR E A% X, B BE—AT AN P 4. A, A SUIRER
AN FR VS 245

WERAFAE atallow U, RAAAEZAFR A I P A Rl at 802 batch,
I H. at.deny TR 4l 20K

W atallow SCHANAELE, W] at.deny SCHFA FI H R R 7 R i 25 0 EAd F at B
2 batch.

W7 G B T, AESE at SFPRERE Catd)o B PR BB
17 at B batch g I, A HCYT A4 60

ANET 3 SR N B R A, root F P EBIG 2 BERL ST at A1 batch 7y
2o
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KYLIN

BILE RGLE

9.1. LIRS

9.1.1. Bh-kiE

B kB RER FEERN 22 T H, AR A 220547 . firewalld SCRF
WI2% | B KX (zone) & XML& HEHEE &4 H 2 2ERIBNADT KT H
TR E3RF IPv4, IPve Bl Kb v B UL BRI, IF BT I8 47 I ic B A
K AHC B T o 8 SR SO VE IR S5 B B R P BN N7 K B 42 1 B Rp
PABhAE BT K3
9.1.1.1. FEINAE

1) SEIBNAE L, 0T R0 B OO P 7R 2L E T B BN T K

2) Pl firewall-cmd #7247 S0 AT B A E TAE;

3) S firewall-config EIEALECE T.H;

4) LIRS R SRR BT K R0 P L P

5) XISCRF.
9.1.1.2. HEAXmS

2

yum install firewalld

JR 5

systemctl enable firewalld.service

systemctl start firewalld.service
R

systemctl stop firewalld

systemctl disable firewalld
BAE NG

systemctl status firewalld

9.1.1.3. XIHE

IS DX 28 R 7 F AN [) 14 X3 B A0 R FRON zomes) s il 5E H AN [ [X 452
L PR 7 1] 42 1) 62 A o HG [R) Aok ) B0 I o A9 BB 2 AN WIS AR IR X3, 17
VA 50 ) 2% o v 15 A P DX, DA 22 4 SR TP 48 1B ) — el . SUAUE AR X
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BABEEKM ( —MRAGERXE ) M—PHNHEHE ( —DNEEERX
B )o I Hbr 2R A2 3l Y EAEAS [ KPS A X 3808 1 22 2 BUR 11847 #1
AR A 2 AR IS S A RERUSE N . 0. A3 WIFT S IER: R AMELE,
MK BEA LN AR ZTE G . W B AT AR 2 3% . W E A B
IR IR ST X 28 SRR S BRI AR A o AR R 1 ML IR BE AN o 28 PR 1 AT {5 4%
B, X T HEZENAE TR 7E Jetc/firewalld/ B [X 3815 58 /& — R 5] LK
PRI AT B 28 32 LR TRBOE - A T UMAS R AT a6 40 XI5

drop (EF)

ARART RS ) P 22 B LR e 5 5, IRCAARART IRl B o ANREAA I th 25 I I 4% 3
o

block (PR

AT AT F2 W X 45 3 #2 B 4 IPv4 [ icmp-host-prohibited {5 2 A1 IPv6 1]
icmp6-adm-prohibited 15 5 FTE4 .

public (A1)

FEAFLXI AT, ASBEAAE IS N B FL TSR0, R ARl & 1 e B i) i
o

external (/M)

Rl e g A T OvRETh R AR I o SRANREAS AR K B 2% 1 A T H 5
ML, REeRi e im s sz,

dmz (JEZEHX)

T ERAEERE XN E, XN AT ATFU5 ), 7T RUA R E B)
L%, AN RIS I e R )

work (T/E)

T TARX o SR DL ACAHAE 9 28 P 10 At i AS 2 9 S5 A R i i o AN A 42
Wt i e R 1)

home (ZJE)

T FEEM 2% . 180T DUEEA S AR 28 I 1 HoAth v SIS 2 a F BT B L.
UL R 2 iR B )Rz .

internal (PY5)

T 2% . ST DL AR EAG AT 28 o 1 oAt v S LA 2 U 8 B T H L
UL FE =2 2k iR B )2

trusted ({541
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AT B2 A R 2% i R
Ui firewalld B X 38072 public.
R SRR X 48081 3

firewall-cmd --get-zones

BEE N FBE XK

firewall-cmd --set-default-zone=home

AR 2 H Y Xk

firewall-cmd --get-active-zones

BCE AT X A

firewall-cmd --get-zone-of-interface=enp03s

EoRFTE AFEXIE (public)

firewall-cmd --zone=public --list-all

[ EAE N 25 4% 11 enp0s3 AW X1, (internal)

firewall-cmd --zone=internal --change-interface=enp03s

AN 258 11 enp0s3 N #FIX I C(internal)

firewall-cmd --permanent --zone=internal --change-interface=enp03s

9.1.1.4. JiR55EH
amanda . ftp + samba il tftp SFHZEN RS O firewalld FRALAH R K
%, ATLMEHaSESE:

firewall-cmd --get-services

R TR SS

firewall-cmd --list-services

IS http AR5 B IX 38 (internal)

firewall-cmd --permanent --zone=internal --add-service=http

firewall-cmd --reload
= MRS I 253 X
= MRS AR X, FlanseiF SMTP #2 A\ LIEIX:
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firewall-cmd --zone=work --add-service=smtp

firewall-cmd --reload

TN KRR SS, LU AR X F2ER SMTP:

firewall-cmd --zone=work --remove-service=smtp

firewall-cmd --reload
9.1.1.5. ¥ 1% H

T 3 1

FIFF 443/tcp I II/ENEBIX 38 (internal)
firewall-cmd --zone=internal --add-port=443/tcp

firewall-cmd --reload
i D3R

firewall-cmd --zone=external --add-masquerade

firewall-cmd --zone=external --add-forward-port=port=22:proto=tcp:toport=3777

LA A EEE, ' B N (masquerade), 28 J5HEAMEBIX 15
(external) M) 22 ¥ ¥ &3 3777
9.1.1.6. B

firewalld 5 — M #{FK Ny “direct interface” (E H##:1), Er LIHE#ZiEL

iptables. ip6tables I ebtables [FFLN . & id TN HFEST, MiAZH P . firewalld
PREEXS FT Nl H B EE, BrLAEILRERTH firewalld 1A 30 H1 48 A $3eim 145
TR RE 7 B B . B ) 3G N —-direct et FH . B4 H B GE A T
MRk 55 BREREE, LAMEAEIZ AT I 5] A BI04 22 B KBS RN o 3K R0 ) AN 7k APk
o Blandshnsm = tep 9999 % H .
firewall-cmd --direct --add-rule ipv4 filter INPUT O -p tcp --dport 9000 -j
ACCEPT

firewall-cmd --reload

9.1.1.7. &E#N (Rich Language)
JH It “rich language™i&vX, T UAH b B BE: 115 =E 5 BRI 5 1 S B 4%

B KB RE I BEAMERE K AR B BCE . XS S AT ARRECE 2 X, AR SR

WATHIBCE TT e A ar 2 # LA, root FH 7 B nicqT. Hhn— Iﬁ%}uﬂ"]ﬁ’] iigse

-/ UE

#tirewall-cmd [--zone=zone] --add-rich-rule="rule' [--timeout 9=seconds]

% BR— TR -

firewall-cmd [--zone=zone] --remove-rich-rule="rule’

o — T A& A5 A7 7 -
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firewall-cmd [--zone=zone] --query-rich-rule="rule’

—ANEARG T, RBEE—AS TP Hbhk (192.168.0.0) AR 55 23 L B 1 K 4% 7o
YU R ARG http, https, vne-server, PostgreSQL .

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="http" accept'

1

firewall-cmd --add-rich-rule rule family="ipv4"

source address="192.168.0.0/24" service name="http" accept' --permanent

1

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="https" accept'

1

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="https" accept' --permanent

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="vnc-server" accept'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="vnc-server" accept' --permanent

'

firewall-cmd --add-rich-rule rule family="ipv4" source

address="192.168.0.0/24" service name="postgresql" accept'

'

firewall-cmd --add-rich-rule rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept' --permanent
firewall-cmd --reload
9.1.1.8. A%

BT LRSS 2 RTMP(RTMP & Real Time Messaging Protocol ( 52
BE AR MEFRES. ZhET TCP) iS5 1935, 1
fetc/firewalld/services/ HFH, FIHMARIECE LU0 nfs.xml FE AR o

cd /etc/firewalld/services/

Y 2% H SRR E P4 Ik S5 A 1 28, RIBT2%, A
REMEE. XA A e ST — #7855 o £E1% H e h B0 € NN
A g5, WABEIGINARSE xml €3, JaSRIE s B Ay al DUE N

cp /usr/lib/firewalld/services/nfs.xml /etc/firewalld/services/

YL M bt F Aok 7 AT A AR ST 0 xml SCPFE 20X H ke, W)
i A A2 A6 U R BUE SO i U E
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# cd /etc/firewalld/services/
FHAZEL nfs.xml A rtmp.xml
#mv nfs.xml rtmp.xml

THEH vi gdESAES rimp.xml SCHAATT A
<?xml version="1.0" encoding="utf-8"?>

<service>

<short>rtmp services</short>

<description>RTMP Stream </description>

<port protocol="tcp" port="1935"/>

</service>

o 25 5 SR T — A0 447 AR 14 P T
PRI, SRR S . ARJE SR 55 DB R

firewall-cmd --add-service=rtmp

firewall-cmd --add-service=rtmp --permanent
firewall-cmd --reload

9.1.1.9. firewall-config

firewall-config SCRFPT K G T A REVE . 458 00T DU B RS R e i -
SN . L firewall-config FI /7 A] DARC & By ks o VB AR SS s | Bhke o
SRR B ICMP ISR RIAEE zone (XD WLEAFThAE LB KB E
SN E . 2R,

PikiERE X
XHE(F) #WO) BER(NV) EEH)
v EEIETHIE BE: | &Il ~
pa3::3 B BE  IPSets
virbrQ (virbrQ)
BHAE: public FirewallD KIf7E X T HIERIMEERE. BOMRRBIRIEIEREE, EEERE. ®O. il IPH
ens3(ens3) £, ROMARXEEL. ICMPEIELIREMNAS, Eigal g sEOURiRIbt,
EHAX: public
0 hakock « BE WO A ERO 0 BE mOBR
dmz
FiR drop A LEXEE MK THLERERAE, AEEEEIXEIGHE
citernal &, BOMRFRE ENARMER ~ 7 Llinm SRS
homie ik 53
internal [ | amanda-client
m [ amanda-k5-client
trusted |.___.‘ amgp
work [ amgps
[] apcupsd
[ bacula
[} bacula-client
) bgp
[] bitcoin
Change Zone ] - hitrain ene
B E firewalld BNEE,
2RiARX15: public LogDenied: off FiZi8: ZtFl Automatic Helpers: system (off) Lockdown: £

& 9-1 Pikimic B
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firewall-config TAE S 73 =847 bl F 58, hla2 il Bikmi.
THZXE. % ICMP i, B4 PR ERTR.

YL FE/C N7 A FRCER TR, XARES firewall-config T H O& %
EAHPXEGRF firewalld. VERE, ICMP K8, HERHE (Direct
Configuration) FI#iE A4 ¥ (Lockdown Whitlist) #r25 RTEMN &F FHiE
LG AR W

1) firewall-config F3ZH

firewall-config F > AUFEIY ML SCfF, wil, &F, #Hh. Hiuk
TR ot i E N, ERAE L)

HEPT KK AR IR A AR AE AT B B G0 R A A
KRABLE A, BARGER GEER.

SRR X B UM A IE R I BRIA X

AR BRI X 33k B o DX % e 2 1Y) B i X R 42 11

R R RN AT R AL .

BUE . BUE T LIS B KSR B AT e, R v a4 s BRI AR AT
M. BUERHEA firewalld 300 1 8UE A M N F 503 il 55 e B ) il B e B 7 2
B PR R B AR SR

2) EE®RIF

firewall-config Bt E LR HE: 247 KA

AT IBAT I E N SR I BCE R . S AT I B IR AR R AH AR
FEEF BN AT UK, T RS EE RS EE . (F1EN, XSGk LK.

KA A B RNAE RG0S5 38 B fefd FH o 7 AIC B AR FE T
B, VLA E R ECE RS E S . ERINE R B sk .

3) gL~

X 3% TR o — A R E S

W] 28 Bl B K i XEE X T R P ERE A . firewalld $R4E T LM TUE
NI X BRI RS s . il ICMP i EFAH AR R
X 455 AT DAZR i 2042 AR ok o R 551 TR e SCMREE X 38 ) Ik 252 RIS ) 7T
B RIS AT AR E 1 X AR s . B2 00. An

i RS IR

226 U / #2817

L



LA RIS 0 25 SR AF R G5V 10 RSS2 A T4

BrAIEEE el

v EREE
i PSets |
virbrO (virbrQ)
ERIAE: public FirewallD KEE X 7HEMMEEE. BONRRHENTERE, EGERS. KO, mik. 1P
ens3(ens3) . WOAREER. ICMPEEUREMNEE S, KEa] e 2O kiR,
ERIAE: public — -
block i
&0 dmz
iR drop
10.1.123.12 external
[X: public home RS
[] cfengine
public [J cockpit
trusted [ condor-collector
work ] ctdb
[] dhep
(] dhcpvé
[+ dhcpv6-client
[ distcc
[] dns
Change Zone e

BEILE firewalld B9,
BAIAX1E: public LogDenied: off Eﬁﬁi’: ZH Automatic Helpers: system (off) Lockdown: 2£F§

A 9-2 REET
i, U ik
Uit 1 T35 0 FH SR W B A0 VF R AL 2% 1 1) 1) i 119 BB

ERNBOADL,
WO/ e |

i tep -

_m#@ | #mo |

& 9-3 ¥OF&TE
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EARVFRE AP KBS BA A H, MJE3) firewall-config JF k#4848
TR E s X, 1 um D BIRR IR SR A A WS %4, Port and
Protocol FL¥TH 1 -

A N\ 1 B0 B o 115 B, SRAS VAT R RS B IE £ tep B udp.

i, Phe ik mi-f
IR v e S SE I i v = G I 1 T I N -3 | /A Al £ N | S o

PikIERE x
XHH(F) &) EA(Y) EHBIH)
v SEEHEIHIE iE: &I~
Ei% Eif fBZ  IPSets
virbrO (virbrQ)
BHAR: public FirewallD KigE X T HIEAMSEER. BOURRMLAPIERE. KEERS. w0, M. IPH
ens3(ens3) g\ %Dfﬁf{%ﬁi\ ICMPQED&&EHLMB’J@H%U Eﬁﬂumﬁﬂfﬁﬂl‘i&ﬁiﬂﬁn
BHAK: public
&0 kleck « Bs @O iy BRO DR mORE
dmz
xR drop NMECERE-SRENEMMEERE EBEMBNENNERHE, 1E
10.1.123.12 o | =2REAM. ErEtmMEEFal, BEFNEUE—MisFIHR
E: public home EEEME, (HEMUEHT IPvd,
public MRESAME, S2hEN PSSR IPEL.
trusted
work
Change Zone
BEIIE firewalld A%,
#hIAE1E: public LogDenied: off fSiSst: ZF Automatic Helpers: system (off} Lockdown: ZF

B 9-4 PhEFIETR
B IPva HuhE A — AN R [ SN HbAE, WIS 3)) firewall-config T. A Jf
R 7R LA L R 2% X 38, a4 DR AR AR AE AN S IR AE DU IPv4 ik % #
B> B bk
iv. S UG R IR iR
Uiy [V AT DABS S 2] 5 — A 1 DA S/ B HoAd =401
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é'/ AR ILIBE v U 55 s R A R V10 RGUE HEL 5 T

IROAE

IR EHE SRR B A,
£

RO/ RO EE:

Bifitiat

MEERITAME R, BEXAEE— RO, =2
SO EERIRIR OAAR.

[ty

Cega=—w0
1P g |

WO/ HOBE: | |

9-5 Wi O¥ K FEI~

RN S B 1 3 R N ik X 4% 9 B B packets B — A A 3 Lk B B AR i
F, EeBusEthEe 1P bk, ANk o RPRAE . R HEE B IR A
il B B USORT g 1 B vy VG 5N 2 T B B Ao 45 1

B R B N A R A — R4 B 1, fRi AN kA,
fi N L2 ) e ) A b 11 B vy VLV Rl o B R B LA IPv4 Hibdl,
VU PR 5 A B oy — oty VSRR, N E A HE TP Rk Ao 11 8 o Va4
Sy 7 B 2 SR U BRI AR B[R] — Ao o sty e Fc B AT 36 24

v. ICMP idjEds ik~

ICMP B3 A LLIE S Internet IR SCHM AR SC . X LEHR AT DL2AE
BAE R IF AT R NHE EE R B R A% R G (1 e B 5
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1 RIS 5 R 5 B R B R 45V 10 A5 3 51 A
PrAiERE 3

XHHF) EMO) ZE(V) FEI(H)
v ARBSIE BE: B~

3 X B  IPsets
virbrO (virbr0)
BHAK: public FirewallD KTE X T HEMMEERE. BOURRDIUNAEREE, KEERSE. $0. Hil. P
ens3 (ens3) £ mO/MRNEL. ICMPEELREMNAAS, Ko LEDZOuRIRIL,
BHAE: public —
e block « B0 (E ®ORE oeSRE | EEm o
dmz Sttt
FiR drop EERESIRmiY (ICMP) TEATESERMBTENEEELRE
10.1.123.12 external 8, BHEEER pingiﬁfﬁuﬁlﬂﬁ%iiﬁo
BE piltlc home ICMPp 25 5| R PATIS R R B L ICMP
[ address-unreachable £E, FIRETE ICMP ERNH
public [ | bad-header RIS, RINRERZRER
trusted [ beyond-scope il
work [] communication-prohibited MBEEATRADES (nvert
| destination-unreachable Filter) , fFTRI2ETICMP %8
= SHEHAE, HRENZR
[[] echo-request E%c' 4 Bif DROP HIX 2,
O fai : EflsRERF.
__| failed-policy B
[_] fragmentation-needed L Rimidises
Change Zone []_hact nracadanca uinlation
BREILZ firewalld B9%1%,

SR3ARE: public LogDenied: off F&HR: 3] Automatic Helpers:system (off) Lockdown: S
&l 9-6 ICMP I8 T+

BAFHEE S —A ICMP 38, N3N firewall-config T H ik £ IS
JEHAT B M4 X3, #EFE ICMP Filter EIFRFFik BEFE 7 2 )81 ICMP
BRI NS . 75 bR R HE DAZE R il 8 o IX M5 08 A2 HL R 1Y, B SR VR 40

vi. HENEEDR

HEREGE-REFE=ATEmR: 5 HUAEEE, i — T XA
R EER T RS BE B S 0 E BT KB o S SR S AR AR A 2L
F HAE ] firewalld i D-Bus #&IEREZ). HiE. EHHI(E 55T ZEHMN
.
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! ‘!!' AR ILIBE v U 55 s R A R V10 RGUE HEL 5 T

HizE

& 9-7 HEMEETR

4) BRI KRR E

BT ZN SR IAE BT KRS E, AU E MAT B BOE . BT Bl AT
PSR AIEFEK A (Permanent), % NS 30 5 S 8lE B K8 BE AN $h4T
HIBE -

FEIZATHT (Runtime) BER B eB KIS RE Ry, — BAGZJE 3haliE G RRiE
RSS2 I IRNE, EBESLBPA L. 1E Permanent F 20 5 0By kS R 5E 5, 1R
ANAE BRI BT KBS B RS R 2 Ja AR Rk W DA R SRS 51T 1 =15 I 4 A
PR, B TR IR TR R, R ER IR K .
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1 RIS 5 R 5 B R B R 45V 10 A5 3 51 A

B AERE X

XHHF) EW(O) ZA(V) FEAH)

v EHEHE  RE:

E w A& Psets  EISREE

virbr0 (virbrQ) ' —

EHAR: public EERESTEERAMAMERN. XEENEERAR THRESH iptables i, think. 8. &%,
ens3 (ens3) SHABT. EERENZNATHEM firewalld HEEEHF AN REF R,

BHAR: public

S MEIER IPY S A ipv4 o ipv6 B eb, ipv4 FiF iptables, ipv6 F3F ipbtables, eb FIFLLAMT
EO % (ebtables),

i i Ay =51
10.1.123.12 .
BE: public SR A s
[ipv Table Chain
B ARIN(A) || 4RE(E) HiFR(R
Lhange £Zone B
BREILE firewalld B9,

BRIARIE: public LogDenied: off FISREC: 2/ Automatic Helpers: system (off) Lockdown: 37
B 9-8 HARPI KR E
5 BHEEArX
BECE SR A BUB % 1 7 XAF D ERIME, WS 3 firewall-config,
MNEE LR FREIR, H N S AP IR FE 0N X I, 4 PR i £ 1
i A KAF BN X, i g FE LRI AT
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BARE x|

BN TEIRERINAR
o

block
dmz

drop
external
home
internal

trusted

work

_BEOQ | BEO |

9-9 EHERINTX
9.1.2. HIHEHE (audit)
9.1.2.1. fajsy
audit THATPUE#IHd B N HESCHE. BiEIds /9000 SO i
LG AT DA AR e H A, B E R AT AR (A 2 ORI B Sk 25K, B
R P RGOSR D o
9.1.2.2. ZEAE S J R 43 A

audit.relus
User  froereeme - =T auditetl | audispd
- '
g Tagk  beerereenen = Exclude
- - audit .
=1  audit.log
Exit  froerrens o | l i i

ausearch aureport

auditd.conf

9-10 ZEHI7~E A
Y SCERAREIEN, BRI Z AR R DR R . B R )
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1 LTS 5 A8 R R0V 10 RGCEF L A

W R N AZ R LA RS0 Cuser, task, exit, exclude), 12— &R 510N 2
J¥ (auditd. audispd. auditctl. autrace. ausearch A aureport %), Linux W%
H LR R G A2

User: ic3g P A R =R S BER 2 Bl B0, Wixfkidiss s
e e R EEfE.

Task: FREFN FHRRFFIH TR (fork)s —AMESHOIERT, 2 S0kt
Wi fork AyefEAIE TR ICFIZF

Exit: > RS FH 45 A A 2 5 il s i H

Exclude: MIFEAEHFHE; Exclude & H Rt 38iH B0, et/ AEE 21
H BT DALE X B R AT 1 0

audit &N —MES, NZEETIERES(E audit Hridsk, X0
SNt R PR B B . WAL audit B BN E I —A N R T
auditd REEHI M. audit 7 EREHTAL S AEIL R auditd F, RJEFH auditd B
ITHEHAE, auditd.conf & auditd MIBCE M. auditrules 52 audit [IFILINSC
fF, W€ audit B H S CRIBEEERAE . B — X audit FEATEEHI N H R
¥ auditetl FEATHAE . root F A WATLAE B A auditetl HEATERME . auditd Hic3
MR G =AML BN ¥ HERMALE auditlog SR, BRONEEAE
/var/log/audit/audit.log. 73—l audispd ¥ HEHAT 70K -

BAFHZ W IT RG] K MRS ER: B e, R5 s ENE
. BCE S HarS, Wi, RE/EH audit sE4PRERE IR IGRET H il
S, B E I AR B TR RN R H R A b o3 B A

P 2388 1 24 auditd. audispd. auditctl. autrace. ausearch F1 aureport
SRR PR IR IR U -

auditetl : RIS d) 8 v~ @E R 04T A B T B, s imEiu & .

auditd : audit PR TN ARG RS ARG B, XEEEH
IR R GG sk A . P ARSI RGUEE auditd J5 & BN
T RGN ETHE R, BEES AT /var/log/audit/audit.log.

aureport : £ A B TR A 1 T

ausearch : B H THHAFR T H

auditspd : R FAEFNLG HABN T, AR EANSE 1 HE 0.

autrace : — N TEREFHFER . KT strace, PREZIE IR, IR
RS REANHE M2 h.
9.12.3. ZANACE

D A yum T HZERER
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yum install audit -y

2) audit A E X

audit % % 5 & HE W 2 4B E 3 M Jetc/audit/auditd.conf F
/etc/audit/audit.rules . /etc/audit/auditd.conf & 5F ¥ FE 5 K BRI Aic B SC A
fetc/audit/audit.rules TSR HTHIUM SO/ . EIRZEE audit 5, RSO

H. 73

EI N o
/etc/audit/auditd.conf ¥ FE R BRI BC B SO A2 HOREE A .
NHE AR E 1 /etc/audit/auditd.conf

I,

A
H &

#vi /etc/audit/auditd.conf

#isc B H B

log_file = /var/log/audit/audit.log

# E HESCHRAEE, B2 0~99 ZME. wRRERNT 2, W
A AL REAHRE num_logs {8, BEMEINN 0, EIRE M RATEL
A

num_logs =5

#ULE H B2 3 LA R

name_format = NONE

#BCE H B R, DR FRRAKRAKH S XX EE. HAFRNEE
24T max_log file action &5 HIzh1E

max_log file=6

#ULE H B RIE KB Ja aifE, X Bk ROTATE (i)
max_log file action = ROTATE

9.1.2.4. auditctl fy2 &/

auditetl 20T -

auditctl [1%£T] filter,action -S syscall -F condition -k label

Tk 9-1 auditetl L%

H WiESH B

filter T 2 15 B MR A~ P A% 9 U1 DL i 3t s

filter user,exit,task,exclude | #8 N FHEFFAH . T JELRS task. exit. user

DL exclude

action always, never

M EZFEM (always Fns2) (never
TN,
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B W & g @ M # W ML fE

syscall all, 2, open & ) ) . .
/usr/include/asm/unistd 64.h SCAF AL F

RGN Ul B HAR L T, 3 — 2P A% S5O ok
condition euid=0, arch=b64 S 2Er) . 41 ID. 3R ID fiHAB
25 A FER ) A AR UG D

label R Prc# R E IR R H &

S BRAZAGIH 584 F
-F R FN
-k RO BCE BN _E A I e O B
9.1.2.5. audit = i1-HLN
audit #H TR A3 B =N 53
1) G XL T E e i R A S KL E ML E.
P56 7] LLAE fete/audit/audit.rules FHi%E . FEALRE:
-D #HIBR PP 4 T 2 R B A% R U #
-b 8192 #7£ WAZ H € B KB 1) CAFAE I B AZ 01 X ) 8Mb#
-e 2 #PIE B AL AL EL#
2) RGN KERSAFECH KA. KR, FRATAT A
HAZ AR 8 SO B E SRR AL U 1]
ATLAE auditetl A2 WE . WX RGAT A KRFETHE . HRIBURE
PRI
F A =X
-w AT
-p PR
-k KT
Horbp BURIIBIE S DY Ffr -
r— SO EGE H .
w— BAXEEE H 5.
x — 1847 3 EE H .
a— AR AT H s ) et
1 an B W 45 fete/passwd SCHFIME AT A, AT DAE HIX AN 4

auditctl -w /etc/passwd -p wa

WAL E S IR N &0 B S A Jete/audit/rules.d/audit.rules  H B A S HL
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XA AR o
TN AZ R T BRI 1B MU ete/hosts. ST 22

auditctl -w /etc/hosts -p wa -k hosts_change

3) RGUAFRIN: X L0 T R AT ] AR B s 3T I R R
WH .
W R G R F AT RE < 5 i g 1 H 3G 30, 1X 2k AR S B K Fus
FIT DA 15 o A E R R G0 7 B R auditrules HHo R EE A H SR AE,
e 1Z H A S @A T o . WA T IR seff, RE——H.
R g
-a ININ—2% RS0 A a4 )
-S IR TR BRI RS0 ) 44 K
SR R 3 R0 <
-D IR AR
-d MHIBR— 2N FD-a X
-w BN H .
-W B — 2 FUF-w X
-1 B F AR
2 5 SOR AR S, FeE P (UID 24 10001) 7 i) FAR2E 1 H &
2 B I E)

auditctl -a always,exit -F arch=b64 -F auid=10001 -S open -k userfile

VA userfile £ HORERN— M4, CLEMERETEE T, 50
ATDLUERAR S T . oM@ auditetl dy U INATELUAS &k AG 8. N T ik
AT TR B8 Bl 5 A R, AT DAKE HL S I 21 S 14 /ete/audit/rules.d/audit.rules Ho
9.1.2.6. I AR

JE 3

systemctl start auditd

HalE2h:

systemctl enable auditd
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service auditd stop

HH:

service auditd restart

& /var/log/audit/ B 3% H gk H &30

service auditd rotate

MR S 0 B2 5 BTG, GIINAF LA 2% AT A 7y X 3 ) R AR AT
B 1% H SO L

service auditd resume

WRIBATIRES

service auditd status

A T i S AR U AT AL 22 4%

auditctl -1

B auditd () HESCHREFE ML

5 audit RS2 Z PR kylind ,ip Ml 192.168.0.1; audit % /7 ¥ 44 Bk &
kylin2, ip il 192.168.0.2 .

A6 D40 55 7 v P B S A
vi /etc/audit/auditd.conf
#x B i N 60
tep_listen_port =60

HR 55

#service auditd restart

o J i AT A I HLC B A
#yum -y install audispd-plugins
& e E A

#vi /etc/audisp/plugins.d/au-remote.conf
# LHFZHERERH SRS 4

active =yes

#vi /etc/audisp/audisp-remote.conf

remote_server =kylinl
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#E Wi oA 60
port = 60

#vi /etc/audit/auditd.conf
log format =NOLOG

SR JE B R kS5

#service auditd restart

9.1.2.7. aureport

BAERE I ERIRE, IR aureport f4. WIERHAT aureport B KA
AL, W2 Bl 8k, T LA+

Az B B E I TE] P9 FR AR

aureport -ts 8:00 -te 17:30 -f -i

RO P RIS B R SR T

aureport -u --failed --summary -i

A AR G AR

aureport -s -1 --summary

9.1.2.8. ausearch

fiH] ausearch , AL JEAPERFAAFRA . B A] DUIE A HUE
NEMERME Can RGP B P 4D SKRAEREFAT . LA root H P #44T ausearch
4, MR RN, BMCEH 4 FRAHRN —ATRIT, 014
NI TAIFRE o

75 :  ausearch —f /etc/passwd
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[root@localhost audit]# ausearch -f /etc/passwd | less

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.800:1468): proctitle="whoami”

type=PATH msg=audit(1584676474.800:1468): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n{
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.800:1468): cwd="/root"

type=SYSCALL msg=audit(1584676474.800:1468): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f830dd3bl5e a2=80000 a3=0 items=1 ppid=42011 pid=42536 auid=0 uid
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=34 comm="whoami" e
xe="/usr/bin/whoami" subj=unconfined_u:unconfined_r:unconfined t:s50-s50:c0.c1023 key="
passwd_changes”

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.803:1469): proctitle=6964002D757200726F6F74
type=PATH msg=audit(1584676474.803:1469): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.803:1469): cwd="/root"

type=SYSCALL msg=audit(1584676474.803:1469): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f4b43e7615e a2=80000 a3=0 items=1 ppid=42011 pid=42537 auid=0 ui
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=ptsO ses=34 comm="id" exe="
/usr/bin/id" subj=unconfined_u:unconfined_r:unconfined_t:s0-s50:c0.c1023 key="passwd_c{

B 9-11 Hith& R

RN A

time : U1 TE]

name : #H AR

cwd : HHTEEAT

syscall : FHRH RS

auid : #HilH 1D

uid A1 gid . YiRSCEFA R ID M P4 1D

comm : F i A SCEF ) w4

exe : AT A AT AT SCA AR
IR LM T
HWRRG G SR IT A2

ausearch --message USER_LOGIN --success no —interpret

WRITHERK, BH, AORE, HUTmS:

ausearch -m ADD USER -m DEL USER -m ADD GROUP -m
USER_CHAUTHTOK -m DEL_GROUP -m CHGRP_ID -m ROLE_ASSIGN
-m ROLE_REMOVE -i

R E I TR B R R g, A RU R a2

ausearch --start yesterday --end now -m SYSCALL -sv no -1




£
5 LTI R 55 BB 6V 10 RGP BT A

KKKKK

fEHREET ( key) #ZREFTFMFidR

auditd A HEXHA B R Z, REARERE T, EERMERF I
HOER MM T ( key)  TTRURRERLER:

HEA auditetl #r4 &L — MU

auditctl -w /etc/passwd -p rwa -k passwd_changes

TR IR AN U SR A SR T R BRAB EL / ete / passwd FH K O FEE AT
fiszide. —BANBSC T Bl B SCfE, rTRMER S R8T ( key) RS IHE
g %

fER Y ( key) HREFHTFFEMAICFE

ausearch -k passwd_changes | less

TR A BRI B / ete / passwd SCARRI H EAS B, HARES B2
9.2. wAWEAM

HERE RG22 A, ERWERAR RGE R MRERE, B, B3%
FE AT S W A SR AT S R, AL X O %, DR IETEsfTEE
FEOE B o AT U B A Arr A5 B LA 7 B ke IS FX) VT T B i 95 2% 4312
RGP REXEEE.

9.2.1. KYSEC Z4&HlH|

HhbR LR 1 IR S5 SRR A E R Gt V10 455 E P AR RGO BT [ P Ah i
TERGER AN, R 7 I T AR AT AT RIS, SEILX R G0 8 R FP
FRIC VAT RAT 25, DR N FH A B PT S PR L P A B () e B . BRAT 12 AL
BRI SCAF AT - SN ILZ AT, RGO B=07 MR,
R SCVF R SRR IC SO AT, ATAT 28 T3 # DTSR SPMRIAT B 1 25 14k
7o
9.2.1.1. ZAREWE

KYSEC A BMARE; #HIFA (normal). 30 (softmode). 553
NABEPATIREN AR, BIZEIEH P PAT A SR C R R IR R, TR
T, ARIEHFIARNENHBRFFRPATIT A, AZEIEH P #E. REEL KYSEC
AR aEh], BHATIER SCHR RS WRZERAPOIRESETT R, =B 3Lk M

BFH kysec ZAMRE
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$ getstatus

KySec status: Normal

exec control: on
file protect: on
kmod protect: on

three admin : off

B HE kysec AR AHAA:
$ sudo setstatus softmode

B HE kysec AR Ao il A X
$ sudo setstatus normal

9.2.1.2. #ATHEH

HhOb LI = IR 5 2R R AE R ST VIO RN T X SOAAT R R S =
R BRI ARG =TT AR, Horh v B Skl i S
AT, ATRATINER 3 P85 DA AP R AR IEPAT o ASRATIZAT AT AT S
MR B ¥, B3, EanSRiEn, Sttt

(1) AFHAT ST AT 42 1

U R I LA /tmp/Ls U HRAT R

$ cp /bin/ls /tmp

$ /tmp/lIs
HEHERKE/tnp/1s 1 kysec bric )G, F AW ATHAT/tmp/1s F2/7

$ sudo kysec_set -n exectl -v original /tmp/Is

$ /tmp/lIs
Bl/tmp/1s RPN E)G, ZREFPABEHHAT:

$ echo “” >>/tmp/ls
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$ /tmp/lIs
(2) ATHAT A B AT 4 )
B JIA SO /tmp/test.sh FEERINBAT AR, I 2500 R

#!/bin/bash
echo “test”

$ chmod +x /tmp/test.sh
ERPEHW NS, #EPATIEF

$ /tmp/test.sh

$ bash /tmp/test.sh

LG P B R kysee AR SE, FRITELAREIEH AT
$ sudo kysec_set -n exectl -v original /tmp/test.sh

(3) PAZARBR AT F2 ]

FH P AT g P RZ BB R ) 21 H 5, FF Sl imakds UL Rz AR, R
KYSEC Zhgg, NNk g m.

$ cp /lib/modules/ uname -r'/kernel/net/netfilter/nf conntrack ftp.ko ~

$ sudo insmod ~/nf conntrack ftp.ko
B DU A AZ AR, ) LN A2«

$ sudo kysec_set -n exectl -v original ~/nf _conntrack ftp.ko

$ sudo insmod ~/nf conntrack ftp.ko

9.2.1.3. R TIRE

SR DI REIT R I, SRRSO R B . a4 . MIBR . IXFE
BE LR 2 G B 2 1) T B SO A B R B AR 1B 2

YA B SRS R AR

$ sudo kysec_set -n protect -v readonly /tmp/testfile
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2 AR BR SR M AL :
$ sudo kysec_set -xn protect /tmp/testfile

45 A /tmpl/testfile 5 B SO R IR IC G, W5 B8 O, E A 4L I B
/ftmp/testfile SCAF . W1F # A ) <> 32 7R 2 W

$ echo “test1” >> /tmp/testfile
$ mv /tmp/testfile /tmp/abc

$ rm -f /tmp/testfile

9.2.2. ¥R KRB RA B

HrobT RIS 5 IR 55 B R AT R 48 V10 SEBILH 7 AL A B0 1 L3 1 R B8 A4
FEIET LA B, B T SCAR ORI AR T AR, R AN FE P 1 SO AR 3 AR AR
HRE RS, BUEARVE R 3R A5 8 B OB IR 1 0 2 SR U Al S - i AR Bl s T
I A1 3 43 S DR A 4 1) a0 S 2 L

® [mESkE, FAE IO A CEGL =R RGP AW,

LI Y Siz B e G gl 8 5

o MIEILE, A HAIN E ABESAT L ERE, TR ER T

R SRR, SR,
9.2.2.1. B&EIREIR

HoHE e B AR LA B4 B % N /box . JH 748 A boxadm 61 £ — AN B IEE 52
PRy, st H St e pl i 0 U7 i)

test F 7 B — A SCHARYHH testbox,  FFHIEE — N30

$ boxadm -c testbox

$ touch /box/test/testbox/testfile

test FH 7 &5 & /box/test H) H 3% & SO

$ Is -1 /box/test

testbox

$ Is -1 /box/test/testbox
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testfile

{H root | " & & /box THITHX%, Ul:
(1) Is -1 /box/test iy 2 it % A /box/test/testbox, $E/n “HAHE 07
(2) s -1d /box/test/testbox iF 2 #&7~”No such file or directory”;

(3) Is -1 /box/test/testbox/testfile iy 2 #E 7~ ” No such file or directory”

$ Is -1 /box/test
$ Is -1d /box/test/testbox

$ Is -1 /box/test/testbox/testfile

9.2.2.2. HHEIL=E

F 748 H boxadm B8 SRS FT K H AL AR, R sk = AUR
WE L RR, BRI P ARV X AN H %

test | )7 % B root X /box/test/testbox H FE ) R L ZRUIR J5 , root F 7 A4
RE 17 1] /box/test/testbox H 3% :

$ boxadm -s -u root -p rx testbox

root FH P PAT W N x4, WA LA B /box/test H 3k FAFAE testbox H 3.
/box/test/testbox H 3% NAF7E testfile X4

$ Is -1 /box/test/

$ Is -1 /box/test/testbox

9.2.2.3. boxadm [ F J5 1%
test F 7 61 8 — AN LS SC AR Y7 4 testbox, 27E i H 5% /box/test/testbox :

$ boxadm -c testbox

B E root Xf/box/test/testbox H M R IL =R R 5, root H 7 A HE Vi 1]
/box/test/testbox H 3% :

$ boxadm -s -u root -p rx testbox
W B root X /box/test/testbox H FM 5 HZMIR )G, root H /7 A BB S
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/box/test/testbox H 3
$ boxadm -s -u root -p rwx testbox
7 7 /box/test/testbox H 3% ] Box 15 &

$ boxadm -i testbox

Access:user:root:rwx

B root FH J' X} /box/test/testbox H 3% 1 3L ZE AR

$ boxadm -s -u root -X testbox
W B /box/test/testbox H 3%

$ boxadm -r testbox

9.2.3. & ] 2

TEVF SN2 A AR —Fh B3 E R R A U7 il # i, H AR PR E A sk
L Vg ) SO0 BB H AR BT IR ERAE I RE T o AESEER T, FARIEE R — N
BRLRFE, XTRATRER M. Hak. TCP/UDP 3. FEENAFE. VO #&dk, +
RN R & HEA —HZ 2w B ERA  RE, M ERAN
A% BRIt AT AR —— A A5 22 4 B M I VR e A P REAT U7 1) o A Ao AR AT fi]
FAR AT TR AR AR — LI BN (BRRSERS) AT, PoE e S R
o

TR ARG A (O — DN EERE), B AR A= VT 7] ) BE
Yo ARIE IR, 7RIS AC B 5 P WA R, W dir, file,

process .

‘24 BRI bR ICET A FY) LY RS, 45 SELinux . At
BREERA, WARAE MLS(Z 4% 4, LU N2 A4 RIgIE B 2 2.

R By — X RIF P W] DAV X ARER, 38 BgERE, 96
7R %ot o Al Xt B2

S e RERE DAL € MBERE SR AL AT I RE RO e, /5 2 =B ok
e — AR ISR XS — AT AT SCAF SR entrypoint D7 FIALRR,  #EFE
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R mr CEREAHT SRS N s SO 2R BT execute D7 AIALRR,  BERR ¥ 24 1T
KA B S A transition V7 ) ALRR .

Ff: R — B I, e MR I R LA

ARG FIRRE linux PSR, fEma s m] BLFE .
9.2.3.1. SELinux FERil 550

OIS = R % AR R G VIO B Rt AR, EHl T Ra R E
SKIJBEAME . =AU SLIIRE RN . B THIRSS SR . PUATHERI TIRESRNE . B4 BT
RESREE . kvin/lxe & RATIREHRME . RAMEHIBIT R H H TAK . RSB
I B bR IC AT RE . RAIEAFE NS, EHl T ukmls. ukmes 1 target =%
SE JEAiti S0 o
9.2.3.2. L4 R Y]

ROAEIEH B G HEN T VR, SR vPmalR 7 5 A TR 55 el &
B FRAT] 10 22 42 SRS AT SO VI AR IOBRAEATY T LASRAT , (H o0 U1 ROk B A
2 HOBAT IRRE (3R AN FoVr o AT % A IR 55 28 R B AE AR T
A8 Bk 2 Fo VRS K M, 7 BRI TS it o A ) SRS R I 31 A1 T il
g Lk o

(1) 47 22 4 Hg A A
AR T — Lo TR Ay 4T LA ) 21T ) 22 42 SRS A, Q1/ust/sbin/getenforce
A/usr/sbin/sestatus. FrA F 7 # AT LAl X 2 dy & HEAT A
getenforce 2% th 45 Y Permissive U3 7s HHTAL T SU VP, %4 Enforcing N
PR G AL TR

sestatus 77 2[RI H T BE A LA N2 -

$ sestatus

SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: ukmeces

Current mode: permissive
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Mode from config file: enforcing
Policy MLS status: enabled
Policy deny unknown status: allowed
Memory protection checking: actual (secure)
Max kernel policy version: 30

EAMUR L T 2122 A SRS AR, [ Bt AT DAAS 31 Atk 22 4 SR 145 12
LRI IR . s U RGHEALE . LB S BOAE, 24
TR RAS N 22 4 SR H S 2 K

(2) 4 RIE A E L

N T ZAeFZEHUL RS — BN SR, (HR Rt T PME
2 {224 R AR T 2

setenforce 1 15 B 5 il 15 3

setenforce 0 % & N AV

ARG =ANEHE GER AT LA setenforce 1 #EABBRHIRE L, (B X A5 2 4 HE
A AT LU setenforce 0 H#EAF A

(3) ZEH] 24 g

5 Z G0 IR N FRAT Tt R DA e 8 F FRAT TR 22 4 SR a3k N 31 447 B 5 Cidk AT
BE. FNTTENT:

a) RGBT IHEN grub S,
b) Hi grub FHE M NI G 5B 5, S 3 selinux=1 enforcing=1 &N

selinux=1 enforcing=0 -

(4) ARG .

XA R G HE B4, H root FH P X RGHATIER
9.2.3.3. HMEHC & dr s

T TR R 2 A S AT G B, AT AR AL T RL R i 4k 2 i 22 4 SR e
BEAT I -
9.2.3.3.1. BFEFRICATL

RYgirh— e H & - Z BRI A 1 A A SO B R e A B R SR T RE,
W: 1s-Z id-Z fl ps-Z, XL T -Z TG 5t 2 Bz s R 2 4
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BN Wls-Z A, Bl PO A
-TW-r--1--. root root sysadm_u:object_r:admin_home t:s0

Horf sysadm u b &R % CHE B T sysadm u 455 T, object r Foni%
A BT RAAKA A 0, admin home t FoRIZSCHIISRAL, TRATTH NG k2
AR X S 1 ke il 8 R AT U el 1 1
9.2.3.3.2. 2) BEHRIL AL

A P R] DL I — Sy A0 RGP A SO e A TR SCEFATERAE,
chcon. setfiles 1 restorecon T4 .

/bin/ls #7424 bin_t KA, 2248 G AT DI cheon -t sbin_t /bin/ls 44 bin_t
1250 A sbin_t 5%,

cheon w4 -u ZHF] MESOZ S22 4 R ORI s P, o 25
AIRMESCE A, 1 SEFT VB SUE R A0, Hopb B AR LA S T
BT

setfiles iy 4 AT DURR H FATT 0 22 4> HEE bR 10 SR &R GeHh BT A SCRFREAT
de s

setfiles /etc/selinux/targeted/contexts/files/file contexts /

restorecon iy & 7] LAVK 52 1% U BRI 224 30, Un: restorecon -r filename.

TER SCAF 224 R SO BEAT BR A I 1 S 8 2 A A X bR id IR 1 48
JEHEBATEAE, BRI LLEE T
9.2.3.3.3. 3) H/. AEBEFIREIKR

BRFEF I (login, sshd) Fi ST WS} Linux 7 )22 4 56 7, 78 25t
U SR 22 A SR FH PR AR IS B AT — A Linux H P ARRFF 52 2 ], DCHEC A 22 425K
B FH P B AR BTG shell 3EFE 22 4 1 R SCRIF PR IRRF . 20 4 3 03 Al vl fof
i semanage 4 5¢ ST, U: semanage login -a -s charlie_u charlie, 7% Linux
J P charlie 4% 4> 50g I 7 charlie_u B3R R 4%,

{4 Ff| semanage login -1 Ay 427 LA E, W1 F&:

$ semanage login -1
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ER7DIEARE
KYLIN

G4 SELinux Jf /™ MLS/MCS 3 k%5

__default user_u $0-s0:¢c0.c1023 *
auditadm auditadm _u $0-s0:¢c0.¢1023 *
root root $0-s0:c0.c1023 *
secadm secadm_u $0-s0:¢c0.c1023 *

— AR DO R 2 At (BAE R — B 2 BEVE A — AN A, mT LS
it SRS HE T H semanage % A\ semanage user -a -R mgr_r -R charlie r -P user
charlie_u >RAIE—AN 1T LLE A Mt mgr_r il charlie r (1% 425K 0E FH /7 charlie_u.

Al semanage user -1 FHATEE, WFH:

$ semanage user -1

Fric MLS/ MLS/
SELinux [/ H®iZ4%  MCS 25l MCS V&  SELinux

it

auditadm_u audadm sO $0-s0:¢c0.c1023
auditadm _r
guest u user sO sO guest r
root sysadm sO s0-s0:¢0.c1023
sysadm_r
secadm_u secadm sO $0-s0:c0.c1023
secadm r

AENOOE —EEERR S, TSR @R, BARE U7 I 2 662
AL A P S AR B P SRR B 1) S AR U R BEAT 421 o
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923.34. 4) IR E
KRG AT A i I EI R AR bR IC 7288, e A DUE

semanage port -a -t vac_port_t -p udp 222

KA — M rid TR 1 .
A[i# Y semanage port -1 HEATEFE, W1FK:

$ semanage port -1

SELinux ¥ [128 %! B i 15
afs3 callback port t tep 7001

afs3 callback port t udp 7001

afs bos port t udp 7007

afs fs port t tep 2040

afs fs port t udp 7000, 7005

afs ka port t udp 7004

9.2.4. =5 3LHLHI

AU SLRGAE T L A RGBSR I RN, RERDR RGN s, K
KIFEm 7 Ra0)n] AL .

FERIH AR, BEgim X B RE B R root FIALREHEAT R 73, 37N
root(uid=0) secadm(uid=600)F auditadm(uid=700)73 F/E A8 F 7 1) 51 4 A7 1E,
B IR selinux =AU LA AR — AN AE, WNREES RGP S0
S R I EIRT, AR =R L E .

=BRGP LR G R linux IE F P S A ENLHI 8 R, BI04 D g 32 2
& NIR DAL GEEN L TETE SR =B SEHH P S0 % . =R G R4
linux F 7 B 43 48 S 0GR R G0 2 /BT DUAR A0SR SR -3 iF 7 sG3EAT & 1
K5, RERGRLITERITR, HFE AL ERERGAMH IR,
9.2.4.1. DifE

=M ARG IR IG5

1. SEBLX A —AN UID 2y 0 A 2 A7 A2 I =ANE 3 53R P 10 5 A IE
ThaE, EAMNIE RGBSR AR K RGO P B I VI 5 BT Rl REW I AL
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PRUNS IS, RN AR = RUR Goxd HoAh AR 3 5 P& E .

2. SEBUAE BRI I B8 03 B 3 I, PT DAR BN [R5 31 1 F8 YR AN 7] 1) SELinux
e,

A THRESL IR RTHE , A AR GARER I B R G0 44 G 5 4500 &
Uit ARE B LR P TR SRR, B =R G AR =ANE B G P A 1ER,
AT AR FoAt o 32 B )
9.2.4.2. 7~

HERGEHAAE “HXEHIAE”. ZIRE R0 UG RG0EH 61A
RGBT/ X E . U =RRGI AR strict BEAW . RAEE A
AITEETE RN, s BT -> T R->HE . R0 A LA I I 95 X G
A R E L BHE R I AR PO 43 X g R A R R
9.2.4.3. =BUH 44

R 9-2 =RAF A&

A e #E
A 4t | reboot RGHEFWL
& | init B ARG
7 ifconfig WX 2 2 1 3
rpm BAFEAE R (HABEMM BRIRATH SEE £
useradd WA . e useradd abc
passwd B @ . W passwd abce
userdel kR o e userdel -r abce
insmod B
rmmod ISR TEER
iptables By K 3 AH ¢
system-config-date BC B RSt 1a] (BC B X 25 ) 18] B 2 ntpd AR
55 i AL FL VAR U BE47)
system-config-keyboard HRE
system-config-language EEIE
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system-config-network WX £ i B Ay 2
system-config-network-cmd
system-config-network-tui
system-config-printer FTEIHLACE

system-config-printer-applet

setup BARICE (LA SRR S5 IE B 7 D) e 3
FEVFREE R AT
mount 7 XA
baobab Fg A o3 A A
% 4= | setenforce TFIE A5 selinux P 5 i A =
& O s setenforce 1 JF )5 sl
Al X LA HE AR AT
setenforce 0 <[5 il #5
X (AR 2EH A GHAT)
checkpolicy K AT SR ST A G B A R ) SR ST
1% SO R BT AE ST SR b A
policy_src_t 2874,
W :  checkpolicy -M policy.conf -o
policy.24
load_policy n: load_policy -bq(/lkR 55 #%) St A% H
ARG, ORFFE A 41T 1) Boolean fH
chcon 1 SO AN ST e 1) 22 4 | R ST
chcon -t bin_t filename
chcat A8 BOSCAF A SO SR UK . e cheat
50:0.c255 filename
fixfiles RS %4 RS W fixfiles -F
restore filename
setfiles VIGaASTAFARIE, KB ARG IR 1
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. setfiles
/etc/selinux/targeted/contexts/files/file_con

texts /

restorecon

PRALERIN 224 B R SC

4l: restorecon -r filename

semanage

SELinux & FE T H v 4
. semanage user -|
semanage login -
semanage user -m -R secadm_r

secadm_u

semodule

B SELinux T BE AR B
#l: semodule -l

semodule -i modulename

setsebool

BE4 SELinux H1 1] bool 18 K18 B SR %

Ul: setsebool xdm_sysadm_login=1

gl

ul

=

\do

:‘F

audit2allow

LN IR 5 446 5 S 0 Y 70 AR )
Un: audit2allow -a

audit2allow -i /var/log/dmesg

audit2why

ARV TR B 26 (1 o 1 H 15 B B B 4 1
JE A

. audit2why < /var/log/audit/audit.log

aureport

MR & THE S S Sk, ave, pid,
file, event, config ZERZ(ERE
U: aureport -au

aureport -a

aureport -p

ausearch

HRH U RIE R

U ausearch -gi 0
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auditd Ja Bl e T RS
#: auditd -s enable

auditctl BoRRFIRAS,  HE T AE 5

f: auditctl -s

audispd CRARTlEE
u: audispd

9.2.4.4. JaH 5k
KH W 5 2 TF A =B 3L 7 A D) Re

1) PAT TR 2T B =AU L T Re
security-switch --set strict

2) HE RS, AR
3) J#id security-switch --get @ & & H M HIE T B IR L AR =4
SEONBH, ar AR

security-switch --get
BOR AT ZEFIE R

MR strict

TAEHR | HHPRE | BRUVIRES
SELinux J& F (Enforcing) J& F (Enforcing)
= A Ja H J=H
PAT FE J& F (Normal) J3 F(Normal)

KO Ah 22 A AT PASC A =0 3L A T g

security-switch --set default

9.2.5. BHIZEINRBAERE
9.2.5.1. F/ UID ME—HE
BE RGP P A AA P ARE CRRRUID) 2 EEN R, — B A
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I8 UID AIoe A, S8 500N UID £ P B = Hah e, B
AT LAFE QU P i T3 I E R AE B UID, 1% UID A] BL S x4t
o MIATIRESRMENT I UID WM —PEiG &, M IR R G A dn A A
FI7 UID #ey A H A BEAE A — 1R

HRACEAAE kylin_1 P, HizH /7 TH UID (AAEE A5 4 id - kylin_1
#F kylin 1 I 9 uid) A kylin_1-UID, #4740 F 4k

1. root MHIER - kylin_1
# userdel kylin_1
2. root 1% kylin_2 A /7 H45 % uid 2~ kylin_1-UID
# adduser kylin_2 —u kylin_1-UID
FA P UID ME—MEA S, WRIN kylin 2 B2 8B 0T DA s 1% DD Refd
G P 2 R IEAER R, $278: “UID is used before, force error for security

AL,
reason” FHHEEER.

9.2.52. wAEYMITHA
security-switch & R4t FEMEH— M T Z 2R ERN TR, Bz T AT
wmr 3 M e Y e

® default Bi3: 5 R4 kysec LML
® strict 5 J5 A kysec. selinux. =437, H selinux 4 ukmes i ;
® custom FE: 7 HE e

9.2.5.2.1. default f =,
% B default HE5,

1. kylin Efti R4, $AT:
Ssudo security-switch --set default

2. IR

BEARES
G HECRES | BRUCRES
AT $E F(Normal) Ji& F (Normal)
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9.2.5.2.2. strict f5 5
% HE strict R,

1. kylin Bt RS, HUT:
S sudo security-switch --set strict
(BRJE4 5¥ E root,secadm,auditadm =M T 51 F P (R 25 65)

2EHF RS

AR HETCIRES | EIRES
SELinux J&i H (Enforcing) J&i H (Enforcing)
=& A Ja H Ja A
AT 2 ] J& F(Normal) J& F(Normal)
9.2.5.2.3. HE L
wHE B XK

Lkylin 3 248, WEHEXZEIH, X8 selinux 22 4Ll
S sudo security-switch --set custom —list selinux
2.H 8 R Y

AR | HEPRE | BRARES

SELinux J& FH(Enforcing) J& FH(Enforcing)
9.2.5.3. Hit RGMIRE H

BT IRl 22 A T RIS, BABEHRAE RGURYE =B 3L EOR, SEILE B A
IR, BT R S VE R T B 5 B T IR S5 E ES R A o R A OB RR
RYEFH ARG 2N K, B0 Th RS B EALH, e TR AR, di TR
SR BEZNER, BRE RS LW BT Bk SU B HE B A AR, IR$ &R

S A SU A2 HUAT auditetl 285 THEFE T R, [EIE, 30 7 ANEZE )
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BRI AB A e P EOAS S8 F =AU SR T BT S T R

B RGRR T EAE 2RSS N strict BRI A ST RE, HoNE
IR R R H I RS AT IFEIRE (systemet]l statsu auditd)
9.2.5.3.1. BT

BT P B, TS, WREFEIFDETaEEME. FitH&
BAEFEMRA, B HP . FHERID 5SS S0 ERIERIES, .

Authentication Report

# date time acct host term exe success event

2020 £ 02 H 09 H 13:21:21 test localhost localdomain /dev/ttyl

/usr/libexec/gdm-session-worker yes 309

9.2.5.3.2. {T NI
WINR PRSP AT AR R S
Al Canxt uid 2y 700 B I IIAT A EE TR .
LH T I RN, X vid=700 B PAT NIEAT H 1T

S auditctl -a exit,always -S all -F uid=700
2.2 a8 AT BRAE:
S cat /etc/uid_list
3VHITHE R G DL uid AT HIHME EEE
S ausearch -ui 700 | grep uid_list
BRI PTAEAE R U H S P B R R AP IR 2 B THE R .

9.2.5.3.3. IKSEHF It
FrE PRSI, MER (useradd. passwd. userdel) 2517 NHIZH R4

it
RPN, EE T NiE $ aureport -m RJ LLEE I WK P AR 1) H
HHE,

1.root B — N H -
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# useradd testuser
2.root B G :
# passwd testuser
3.root MR~

# userdel testuser

9.2.5.3.4. M. HIEMWME T
AISCPE . FRBHIS, (EFTRSCPE, F R R R G it

TE1E kylin FH P 6102 1 /tmp/filel SCA Kz /tmp/test.dir H 3%
LT EHERERRG, INHE TR
S auditctl -w /tmp/filel -k file
S auditctl -w /tmp/test.dir —k test_dir
2 kylin I )" cat &% /tmp/file1 SCfF
3.kylin AP A A rm MR /tmp/filel SCAF
4.kylin i )% /tmp/test.dir FEAT 2 #4F
5.kylin FH /7 % /tmp/test.dir #E47 5 #AF
6.5 THEH SR ARG, MERDIR 1 & T
S auditctl -W /tmp/filel -k file
S auditctl -W /tmp/test.dir —k test_dir
ZNL R
ARG, B2 3. 4. 5 FERT 0 K H R IRE S e W 1
BRI PER 6 MERAUN G A B C AR SR o H &
9.2.5.3.5. MMIEE
U INHERR R Ja wT LLHERR$E € 1 THE S .
9.2.5.3.6. H it H &R
HE#HIMEEAA T UEEHIFHE.
9.2.5.3.7. #iil H EH A
U H SRR E R ER, S8 & il B i B e 5. i
T L VT UM C B S ete/audit/auditd.conf #EAT T B G
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ZNE

1. ¥ 11 & P A Y 45 /etc/audit/auditd.conf C 1, fif max_log_file=1,
num_logs = 3 Bl H S/ 5 K0y 1IMB, &6y SCHFHCN 3
2.9 THE O B R IRy
# systemctl restart auditd
3. THE B S 0 e TR,
S auditctl -a exit,always -S all -F uid=700
4.7 E G R HAT M RAE, MEPARERE
S find /
5.9 THE P B i H AU RN H
S s -lh /var/log/audit

LRSS BE, REGHIFHER: auditlog. auditlog.l. auditlog2, HH
audit.log.1. audit.log.2 X AK/NEN IM 4.
9.2.5.3.8. Hi it H kB EER

TR ER (RS S B B A AR IR, A TR H SRR . T (A
WPRAE R BCE, 28 1oF 7 T30 %8 /etc/audit/auditd.conf

A, B RGEH B IX KN 506G, 4 30G BB N A B, B
ARG HE S H 20G LB <A %1 H &4
1.5 1155 PR 7 2 5 /etc/audit/auditd.conf SCf4, i space_left=30000, EJI
H & w545 (8] {5 N 30G; space_left_action=SYSLOG, E[f H&EHFE A
—HAREH &, (AR 7 A 1R (5 AR I AR e 5 B H 5 A 2 [
)
2.9 T B 5 i IR S

# systemctl restart auditd
AR 2 JE, R HEFEFREENT 306G, WEHiHHERH A% ITHE
B5R.
9.2.5.4. SCHF AN U H A3

AT 8 F IR 25 2 e R AN [F [ 22 WU D e 5NN A 2R 8 oF H &
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KA,

 kysec K H T HE RN

type=KYSEC_STATUS msg=audit(1502938410.303:182384): status=2

old_status=4 loginuid=0 session=4294967295 id=1502938410.303:182384
type=KYSEC_AVC msg=audit(1502886638.943:132300): denied { execute }
for pid=15325 comms='bash’ name='/secadm/Is' ssid=0x01 o0sid=0x00

loginuid=0 session=4294967295 kysec_status=4 id=1502886638.943:132300
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BHE RAHEY

10.1. HEIIEFERHRE LR (ABRT)

10.1.1. ABRT f&4

H R PRI S T A, I8 W5 ABRT, Jf&—MNiH T3 B A
FHR 5 N FHAR 7 35 1 T LR e i 32 B H 2 MR AR 2 1) REURN R AR W 7 R 1)

ABRT H abrtd SFHHEFEFVEZ F T ARFE . 4B AR 25 K6 0 21 () il ) 2R ¢
MRS AN T 2L e SPHRERER 2 Bt M # R HUTE J5 1847, A 2] — AR
2P 97 o T A A% AR AT R AT R o SR 5 ST P R AR AR S 1) 1) AR A g, 49 4
O SO CRA BED . BN T 6 21T 558, DAL e EE .

ABRT H R %% C. C++. Java. Python Al Ruby Ffr 5 (1) 5 FH LR i 15t )
RO, CAROKE X.Org Aot PAAZ s AT Py A 7™ B A8 R AN . B2 T i o 22 5 R
SCHEI MR B SRR S, DL I A 2 R B S 2, TS 10.1.4
S DU AR A 1 A8

bR CUAFAE 1 i) L (550 37 16 ) s AN TR (1) ABRT 42— 4
N libreport FJAALIR H () —#75 . libreport FEFRAE 17— >34 AN I &) 38 H
BUH, EA Y ABRT 5, R4 B AR PP B fi - S81, ABRT # libreport
FEREFRE CAE R H MBS R T, B, EARSCRFIEAE R — ARk 4T
wHigs
10.1.2. %23 ABRT H B3RS

NT A ABRT, EREN RS 4223 T abrt-desktop L8 # abrt-cli
£, abrt-desktop ZZ$éfUy ABRT #24t | —NETEALK A P FLii,  abrt-cli W69 2
—MEMAATEH ABRT (TR #&0] DLF B 2225 A . ABRT B 7 St 1
Fldr AT THB@EH TAERZ AR, I HB AR R

A VEE, 23 ABRT B4 278 55 /proc/sys/kernel/core_pattern SCAF, 1%
SCHELE T T i A AR A SO AR « 2SI N B 50N

|/ust/libexec/abrt-hook-ccpp %s %oc %op %ou %g %t € %P %l

SN, 4.2.4 ZHRPA TR Yum B8 PR 2R L.
10.1.2.1.%23% ABRT B H 2 A

ABRT EIJEH P S det 7 —ANE R A o 5 T8 b mim TH . &L
YE root F P KT DL i & 22 5 i 75 2 1) A
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~]# yum install abrt-desktop

‘LA ), ABRT R 7 R AL BN A B s i =15 R 3l s H 3R 3l
fon] DUIE I AE 283 T AT B fir @ R BIE ABRT /MR 72 15 IEAEIB AT

~1$ ps -el | grep abrt-applet
0S 10002302922660 0 80 0-112932poll s?
00:00:00 abrt-applet

WMHR/NEFHHIZIT, 0T LEId 21T abrt-applet F2 /7 R AE & 1/ 1 R 11 2
1R TR B
~]$ abrt-applet &
[1] 2261

10.1.2.2. %% ABRT w47 T A
AT A T BT A L ES I8 W 2% E B2 R I FE R Gl & e A
i, AR . AT LIE A root B 7 04T DL iy 2 22 38 B 5 B 1 4,

~]# yum install abrt-cli

10.1.2.3. %%% ABRT [t & LA

A% W ABRT A il 2 5 5 T 93 ot B9 W 7 B A 8k, B E 2 A
libreport-plugin-mailx #F 6. BF] LIAE A root F 7 SRAAT BAT iy & %2 & fir 5 22
AL

~]# yum install libreport-plugin-mailx

BRANTEOLT, EREARMHLE 25 root | P R IEE . HT I B fthar
PLTE /etc/libreport/plugins/mailx.conf SCA4FHH HEATHC & -

BUE 5 SR I8 A BoR RS R 5 B, 15 %36 | abrt-console-notification
AL,

ABRT ge# Al 70 Hr 4k & 2 PR A kb . BRIATS LT, ABRT
A S R Bl B OSSR, BN C RN C+H+ AR B e ok e e 2 Y
() SCFR IS S AT R . BN, FE AL SCFRN Java 1B S KN HEE
S AN, 1 BA root P HAT L R i 4

~]# yum install abrt-java-connector

Z W, 10.1.4 KA in) B EL ABRT FT S 357 B TRBF AR AR 0 H 5136 . 115
WARE T —ANEE F 2 R S A BT 75 2 28 1 6 B L R A1 3%
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10.1.2.4. 55 ABRT k%
abrtd SFAP R G B NN B S5 8h. B8R DU A BLR dy 2 RIS IE S 24 /T 1
RE:

~]$ systemctl is-active abrtd.service

active

R systemetl a7 23 [F] T inactive B{7 unknown, W /R P @R A 11T .
TEAT LIAE A root HI AT BAF i & RAE B AT 5 R B E

~]# systemctl start abrtd.service

FACIHR, A8 T L 3k AH 5] 1) 5 R RAG: 7 A B A4 o 5 2R R 1 AR 45 B A TR A
HEEAT A0, R EAE ABRT GEWARI C 8038 C++3 i, 15 £+ abrt-cepp
M55 IEAEIZAT . TEZ W 10.1.4 Faill 34 w8, SREOYTA P H ) ABRT fa il il 55
JEATTE E OO N ) 22 A ) 1

% 1 abrt-vmcore 1 abrt-pstoreoops 55 & 75 PN A% ™ B i [ 55 P % i < s
A AR Ak, BT LT ABRT IS #ETEEA 15 B 2308 e 250, Bl
Wt B NFEHLUR SN, FFLBIashA. mhin 5.1 fF systemd B H RG4S AT itiid
FIAREE, & aT LIAE A systemctl T E. 2% A 85 LT ABRT AR5
10.1.2.5. 3% ABRT i {56 1]

ZER ABRT 2 75 B8 IEF L TAF, A LUEA] kill fi &K i%—> SEGV 155K
b —ANAE. BN, NIRRT A sleep #EAE, FFAEA kill A4 21k
ZHE R

~18 sleep 100 &
[1]2823
~1$ kill -s SEGV 2823

ABRT 7E#4T kill 542 J5, RTPRARI 2] 7 SR A, B IEfEs T A
TWasil, HP 2k BT F P F 8 N R e a8 o A 21 () 1) R A o AT MR
H, GERT ASH abrt-cli list #2 Rk A2 Al 2 1 gtk 4, s il ke A
£ /var/tmp/abrt/ H 3% BL G @ 1) AR B AERIE . 62 10.1.5 A0 2 A I 21 (1 (7] @
TR 22 A DN ] A FEAS I B 1 I AE S
10.1.3. BiC & ABRT

7£ ABRT H, —7> [l @ IR A2 i Jo S0 a0 AR 3K B () . 43l

® i {hH1—— i EUEE H k.

® F{FH2— oM vl A .
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® F{FH3—HR 1 M

TS AT IR I B —AN ) @2 )5, ABRT $5% 1) BURN BTG A7 (6 1) 1] A s 3t
ITECE, HiE TS 2 A id s AR R B 1) A . an SR AR R @) 1/, U B 387 A7
TR ) R, Bl (BRI AL RIS WA A [ 1 )
A, NSO A ) S B . A REUEE B SR B DL SO A

analyzer. architecture. coredump. cmdline. executable. kernel. os_release. reason.

time A uid.

Fee s, 9140 backtrace, R o8 ] @) 70 B id A2 g G, X BGRT Al
FH R0 B 7735808 IR G B B & IR S B — MR & B IR R A R RG]
ARG R ERE . B, kernel SCHHACT T A it W AZ FIRRAS .

FEQIEE T o) s H =%, JFUSCEE T in i EdE 2 5, R BUIEE ABRT Bl H
SR B abrt-cli d7 AT THRACEE H . 152 W 10.1.5 BRI 2 1)
fiff B 2 5T ABRT Frfe i Ab 2 ol @l TR FIE R
10.1.3.1. Fic & F4F

ABRT FAF{f FH A R SIS Bn (R 4 2 454 o i 72 S A FH SR FH AL 3L )
Bl B p /N T E . B S, ABRT B8 [m) A [F Y H B R 25 i) jE, )L
PR RE HOHA R E - E . FlW, Bugzilla HTE—NMH 4. %6,
LA J A48 7] Bugzilla AR 55 S50 1) M Ak o

— LGP B A0 AT LA BB (940 Bugzilla k), {H 2 A P B 40 75 T
BAEESHPIGAE (B P 4). ABRT LB S AR ix s,
report_Bugzilla.conf, 1% 1E/etc/libreport/events/ak# SHOME/.cache/abrt/events/
H 35173 AR 22 G 10 [ 1R L B VR E T P I B B B SO R B 1 RO (R 4
AFUH.

KSR I AT A AN AL B ) R L 5 ) - gnome-abrt A abrt-cli T
MK A s IO B s, IR IS4 AT Tis AT A .

KTHMMBIME S (FIaeElImHsR . A, B IR E A HS Y
MW S5k, DLEHERME) &7 7 /ust/share/libreport/events/ H 3% T [
event name.xml 3L ff B . gnome-abrt 1 abrt-cli #fH A 7 X 3044, PAEH 57
[ BRI BRI e, BRAFEAE DR bR 2 e o T SR A ST X R
150, VR EAS U S ) 2 fete/libreport/events/ H 3 R, FHAE MOHT & #1104 .
HE A AT e AL LU E B

® U TS A A AR AR R

® i A H sk FR EHA LB S H AR

® LURIREUHE A RIERIZ B BRI IE £

% 265 W/ #2817



!_é! BRI R IR 55 2R A R GEV10 RGBT

KKKKK

® EJEH ;A 2 15 N iz s B s H A

® RN EEDL, BRI (string. Boolean %5). ERIAME. FERTFHF
B A AT DALR T F P IR R 36 H 4 0 BT 1 HE

%, report_Logger SHA Al LA Sz — AN i SUAF A AE S8, i & H
[*) event_name.xml 3L, ABRT BEJEH 7 G 1 o] LA & B 280 n] DUFR e 45— A
e E WA, JERVFH T RS HI B S HUE . IXEAEH ABRT EJEH 5
ThAf, JFAERSN X LR HHTPEN. &, ABRT BEH P A HAEH
GNOME Keyring T HRRAFAC E VLT, JF R EAMEids For, X8 L
ENUW- &L A7 G

BT EIEAL [ECE ) & 1, 157E gnome-abrt N 2T 11247 SE9 H e

[ AR RS TR - [EEm ), XA 12 Bos e H EE - 5t

PR AR, TRAgOE R R Sk T AT E SR,
APl (ECE Y #dl, NE OO E .

j LA{FiE—5 54

. Analyze C/C++ Crash
[FILFEEHIAR S Eim e L AT . DR iE SRl iT
AT -

WELETA
fEA targz I LE (fEH FTP/SCP/..)

| %@ © | | ®E (o) |

B 10-1 fi & ABRT H 1t

fete/libreport/ H 3% /2 2% T B FTA SCAF#S /2 2 T AT 132, 5 RAE 2 R
Bo Ft, NEYAELPRAAR P4 B eE T e BusEdE . &
wWE (£ GUI AP R E, RAEEHSHOME M A & D 2R A7 1
GNOME Keyring ', 41 5-4f FH /2 abrt-cli, X 8% & 1 0] LURATF ESHOME/ . abrt/
H 3% TR SCARR B S .

N EAG 2R T ABRT FRifE 225 i o i BRI 2087  SCsE A i A
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A LI RS SR 2% BRI TR0V 10 R I A

HE$e. BAEHIIE TN FLEBFR FRIRAF. Jete/libreport/events.d/ H 38 T [
BOE SO, DAA—NRZER#R. FEE, T ECE SO AR E AR IR,
ABRT EIJEH P SR AT ARk G & FE . MR EERRRZ, A
B BB nT DU D P A AT B 27 R 8 SCHE 8 A, 18
SEQIEH E LFMET .

Rk 10-1 Fr#E ABRT 4

R PR IRFF A B S 3%
_EA&E—/ uReport #| FAF Ak
uReport report_uReport
545 b
. I Mailx T AT ] R 5
. reportMailx - .
Mailx . FRIBE B —NRE 1 L R
mailx_event.conf
- otk
_ report_Bugzilla W I AR 45 1R E Y
Bugzilla ) .
bugzilla event.conf Bugzilla,
report EmergencyAnalysis | _FA&— L% 3] FAF k5
Emergency analysis emergencyanalysis_event.c | #¢ F#HAT#—L 0. fEbR
onf THER A TV RN 5
Rz Ot BB B — N m iR
Analyze C or C++ analyze CCpp BERIR S A AT o8, BR
Crash ccpp_event.conf R R AL B AT A H 53
*ﬁo
f#1F FTP 8 SCP ¥h sk
report_Uploader 7] R A ) 4 AR S A
Report uploader X
uploader_event.conf (tar.gz) bAL R Prikir) H 1
i
FE AR R 1 s Eis
analyze VMcore 17 GDB (GNU #il#s), 4
Analyze VM core . N
vmcore_event.conf B A% BT
(backtrace ).
FE R R RS 0 ) e s bz
analyze localGDB 1T GDB (GNU #if#8), 4+
Local GNU Debugger . .
ccpp_event.conf AN B3
(backtrace ).
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fr
T2 HUTTRABE R 25 B0 RIEV10 RATE I STy

2R PRIRAF A EC B SO ik
. analyze xsession_errors 4~/ xsession-errors AT AH
Collect.xsession-errors e .
ccpp_event.conf FATORAT 21 [ A 2
QU — AR, IR
report Logger s :
Logger _ TRAF B — A8 8 B A H ST
print_event.conf
Hr.
Ha L I A 2]
report_Kerneloops N
Kerneloops.org kerneloops.org _F [ B R
koops_event.conf %

10.1.3.2. G H 5E LFHAF

B AR AE 3 1 G B S o — AN RN S ok e S« C B SO
18 H R AT-1E /etc/libreport/events.d/ H & T o 1X L it B SC AR A 2 i £ i & S
/etc/libreport/report_event.conf SKAE ) o 1% CAF AT LLEESZ shell TGFRF (5L $. 2
25D, IFAT DU T A B R AR AR X PR A%

B BA— N ARSI AT AT I8, BEJa B DL I AT B R A5 T
98 BIAT AR IX AR B — &8 73 o B — D PN 4L, — A SR
=TI AT LR FIB A — KRR B 2% A

® VAR=VAL

® VAR!=VAL

® VAL~=REGEX

FEIX L

® VAR %2 ¢ EVENT K7, B4R s H o mam (F
Ul executable. package. hostname %)

® VAL BAR—ANFEMHLIR, BRI EEHE TR

® REGEX & ENZZAN

FEFFEB 3 AR PP 44 BRAD shell A] EREARKD A . 4n SR AR AR 7 O BT A 2% A
FE AR, NIRRT AE shell 384T DL 2 — D 1RE):

EVENT=post-create date > /tmp/dt
echo SHOSTNAME ‘uname -r°

XAFLER 2 F R0 00 H R 8] 2 5 /amp/dt SCEERT N2, RIS
W2 AR ) A% RRAS T B 217 v 4 H

BTk ANERRNERN RG], BRI E XNEtEr —. v
~/.xsession-errors A A AT R A7 21| abrt-cepp A 55 FH >k AL 3 1) 4T A0 i) 78511 i) S50
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£
e SR RUBER LI 55 S 1E RAEV 10 RGTETE AT

et rpr, 3 BLRE A it 0 R 3 £ R Tt NN B AR R X

EVENT=analyze xsession errors analyzer=CCpp dso_list~=.*/libX11.*
test -f ~/.xsession-errors || { echo "No ~/.xsession-errors"; exit 1; }
test -r ~/.xsession-errors || { echo "Can't read ~/.xsession-errors";
exit 1; }

executable="cat executable’ &&

base_executable=$ {executable##*/} &&

grep -F -e "$base executable" ~/.xsession-errors | tail
-999 >xsession_errors &&

echo "Element 'xsession_errors' saved"

A RERIFAF R B IR AE « 2R G0 B 53 AT DR ARAT T/ 75 ZEA i 44 F T,
FRUER] ABRT A libreport 22364244 17 DL F FHA- 4 FR:

post-create

XA abrtd F R AT Q) 10 9 BE PR H % . 24 post-create FHAFIE1T
B, abrtd 6 2557 I ] A 9 id 2 5 AT Ae] AR I )8 H S id DLREC. i
AFAEIAE N 1) H =, DU 0 T R g U o

notify, notify-dup

notify FHAF1E post-create 5B JFIEAT . HIZFMABATI, P A LA E I+
FRAEAHABA TE R B o notify-dup fEJLR, RANIE & I T4 [R] 1)@ i) 55 2 2

analyze name_suffix

X B name_suffix f&FH A FRAI A B il o 1Z3F R A P AR A EE .«
%40, analyze LocalGDB FA4f# Fl GNU i %% (GDB) T.HkAb3 — >R FH A2
Fr B oA, I A A vt 0 [ o

collect name_suffix

X B name_suffix f& FAZFRH A& A T o Z I HIRICE IR R A4t
(EIEY

report_name_suffix

X B name_suffix & F AR AT B AL 7> o 1ZFF HI R 1)
10.1.3.3. % & A Al

ABRT A] LA FC & R H 3 AR AT a] ko I 21 61 1) 7m0 3 10 ) e 47 ) B 44 4
T B # uReports, MAMAEM A T 2B sk EHITE 5, @8£S
LR BT URRY BUA IS I T i uReport, REZEAS I 21 i J5t 5 S BI A&G% . 3K AT BABJ
1B T AR A 2 AT R SRR . E B 3l Thfg, 15 PA root FH 7 44T BA
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: BURILES B 9000 S5 S R V10 RGP 5 T

~|# abrt-auto-reporting enabled

PA L i % ¥4 /etc/abrt/abrt.conf it & S {41 ) AutoreportingEnabled 52 15 & 4
yes. X —RGUEHIWEHNHBIRGH AR R, @ E HiZED,
H B3R 15 7E R 52 R 8 ok s . B2 RS I ABRT BT HL - Sl h i B 3h
i, W [RERERE ] & 09k [H3)KZE uReport] HETUHIH U4 R
[YES). ZFFFX/NE I, WE7E gnome-abrt N FEF HE 1752k [ H 3D
PR THRY —» [ABRT Bt B ). EiafTiZNAERF, EE# [NHEF]
— [201] - [ BIEFERRSE THRY $47 system-config-abrt #7 4, $TFFEC
BRI S, Wl

RERZRE

T L L T &
& B R A @
HEUEHERERER ticket xm | &
BaN##E uReport ' % | ©
RS IR xi | ©
SEA R =@ ¢
B R A xi | ©

#RIA(D) %[ (C)

B 10-2 fCE ABRT o) 8i3R45

@ pReport (R 5 ) JEFIR — AN U0 348 #0130 35 5 PAY K i ) ) JSON
X5 IR BTSRRI EE L ML AT, JFHSE A, XMWt AElhE
M B3k . pReports f3453%5 BRI A A HIB ER NPT RE, (H2 EATIE AN BE e
(YA ENSE M I 5 =RiS (P

10.1.4. 8 P B4 i) BR
ABRT REREARTIN 73 B A0 AL BEASE FH 22 AN [R] 1) G M2 5 5 4 55 1 8 FH R e A 05
VF 22 SRR A A [8) 28 800 1 35 1 A B, AR 3 3 ) ABRT AT
(abrt-desktop. abrt-cli) I, FtO&H 2 1. BF T KRN TR SR
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BURILES B 9000 S5 S R V10 RGP 5 T

ER7DIEARE
KYLIN

i Rire ~u e IR S DA VAT /N C
R 10-2 FRMZES MR E

EE/H ZHRE
C 8 C++ abrt-addon-ccpp
Python abrt-addon-python
Ruby rubygem-abrt
Java abrt-java-connector
X.Org abrt-addon-xorg
Linux ( AAZHEE) abrt-addon-kerneloops
Linux (A% ™ B D abrt-addon-vmcore
Linux (K AfEAE) abrt-addon-pstoreoops

10.1.4. 1800 C F C+Hif 5t
abrt-cepp k%5 %2%é 1B H ORI OEAME NIRRT, 9iZRSHEIE, KB
7 o W% core_pattern & W ERIAME, M1k abrtd KAEEE C AT CHAR . TN
RIEfZ1E T abrt-cepp k55, Z B $E E 1 core_pattern A2 & EK B E A BE -
FRINTEIL R, /proc/sys/kernel/core pattern AN AL E T FRFHF core, &
WK N AZAGAE 7 T B R ) 24 Hi H s A2 B A “core. BT 48 1 S A« abrt-cepp k5%
P S core_pattern AN, HHASW FH2:

|/usr/libexec/abrt-hook-ccpp %os %oc %op %ou %g Yot e %P %l

%A 2 TR WAL R AZ Ol F & T8 3% #E 2 abrt-hook-cepp #2J7, ZIEF =
HARTF 2] ABRT HHEABALE, FF@ R abrtd FEEH G & TR H W,
‘B2 M/proc/PID/ H e RAF LA R 3C4F: maps. limits. cgroup. status. 55
proc(5) R BUA Tt UK IR X L9 ST AF 5 S
10.1.4.2. £ Python ¥

abrt-addon-python %2 % £, 24 Python N AT 23 7 —/ H & X 7 b 3
FEF . Python R 2344 2 H 3 5 N %2 2% | /usr/lib64/python2.7/site-packages/ H %
T 1) abrt.pth SCAF, abrt.path SCfF X 25 A\ abrt_exception_handler.py . iX ¥, Python
IR N sys.excepthook ¥4 H & X ACPEFE P78 55, ACPEFE 7 ilid & Socket
APL R AR AL ) 57 H e K 45 abrtd.

B A 3 S AN AL B B, AT RH (E Python F2 7 fEI2 17N ] ABRT
H € X5 A AR 7, TE AL 8-S 1B TI45 Python fifRE 25 -
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£
1 LTS 5 A8 R R0V 10 RGCEF L A

~1$ python -S file.py

£ Fi a4, W file.py B N AEANME FRR E A7 BRI IS L T AR AT
() Python JIIZ= 1 &4 FK o
10.1.4.3. % Ruby #H

rubygem-abrt 223 ELAH ] at_exit FefEVEM 7 —ANHE LHAEERE R, 2403
FE P AE—RT S5 NI AT o IXAER] DL AR VXS AR R AT R . B IR
REN— DRI H I, ABRT ACIRFE Pt 12 — AN ERFEIR S, 23k nliE i
FRUER) ABRT T H BT .
10.1.4.4. K0 Java 5

ABRT Java E# 85 & — MR IRAT Java 75 545 abrtd 119 JVM AREE,
AN T 24 IVMTI FHAF R ek 4, IR s 8 H -agentlib i 247 Z 80N %
B JVM Ho VER, ACIFRE M BV R e s e SRR R . PTRMEA LR
&K1l ABRT M—™ Java 53K 7

~]$ java -agentlib:abrt-java-connector[=abrt=on] $MyClass
-platform.jvmtiSupported true

1E Fiddn A, Al AR EAR ) Java S8R0 A4 FROR B e $MyClass . JH L%
i abrt=on” W45 A, WA LAFA R 7 % 4 58 B abrtd SRACEE . G SRR AR L2
FEAR e BRI A AL T
10.1.4.5. Kl X.Org 15t

abrt-xorg il 5 M/var/log/Xorg.0.log A4 H I £E FF b R T X.Org AR 55 H 5 10
BE. HE, MR THEIMALEL L) Xorg Bk, MIASASIRE . PO
o R AE IR R B s A AN A S R AN AT R SO T DA
fete/abrt/plugins/xorg.conf SCAFHHRE]— /N A A B3R . BRAEOL T, RA
LA KRR IR .
10.1.4.6. 6 I P A ik e A1 g
HEAEENZHERNH L, ABRT A4 5 3k F AL BE B8 I N 1% i fs
Linux WAZBIERAT N AEE w2 . DI RE H abrt-oops k55 H2 4t
ABRT 5888 FH abrt-vmcore Hi 55 Sk Aar il A0 4 2 A A% 1 2 g e ——— 350 A 1)
ATIRE PR, TFEER RGRMR. 2R R A 41E /var/crash/ B 54 HU I
vmcore AR A2 a8 . 23R B O FAE TR, abrt-vmcore 4 7E/var/tmp/abrt/
H S B — AN e R B 5%, IR AZ O e i SO A% 3 2155 B 1) ) R A4t
Hxw . R 58/ var/crash/ H X2 5, ZRSHIF1E.
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£
1 LTS 5 A8 R R0V 10 RGCEF L A

N9 7 ik ABRT Be8 I A A% ™ il e R 48 J3 A kdump IRS5.
IR IER R B 1N kdump N TREE N fE & . 18R] LLE A system-config-kdump
B THREE .

1E 37 ¥ pstore ) R4 I, J#IL{# ] abrt-pstoreoops k%5, ABRT BEMS UL EEFN
AP RN AZ B R IE R, A5 BORAELE H 34800 /sys/fs/pstore/ H E T
AP S A IS pstore 42 H GRK A FE it 7 — M 2R 48 515 I A7 £l (1 L)
M BET PR BE N AZ )™ B 115 B o 2RSS Kt /sys/fs/pstore/ H 5% 7 H I N AZ
TREE s SR B 305 30
10.1.5. ZbZR AT 2] Y 5]

abrtd PTORA7 I ) BB T DA B . RGEAIMIER, Erarbl@Ed a1 TR
abrt-cli B ETEAL L A gnome-abrt 2K 56 X S 1 .

© VB, ABRT 850 i) il AT T A 25 M (A 1) e Rt A7 e, Sieap
HE R MTEER A, ABRT R ZEN K. R, G SRe MR
TR 1) R I i, IR — IR EIAE IR i) @R A2 B, ABRT KB B AR N HT
FRIRAL T : ABRT ¥4 ) 808 A% i &, SR EIHARMBE R, kS %,
9 7 EG ABRT [n) 5808 5 B R AR AR, 15 AN ZE N B e 1 i) R
10.1.5.1. f Har 47 TR

FEAATHEL Y, PSS ol 5 5 i i (5 B, RERREH P Ca%
%% | abrt-console-notification F {6, 5] & 18 & H ALK T Frox:

ABRT has detected 1 problem(s). For more info run: abrt-cli list --since
1398783164

BEAE R R ) A, V%N abrt-cli list fiy 4>
~]$ abrt-cli list

£ abrt-cli list A< (1050 45 R o 81 RS i, #0 AR R AN
—ANH, ATRAEMTH abrt-cli fidE— 2 AR 3 EA.
FEFFARE NS S, wTLMEH abrt-cli info @74

abrt-cli info [-d] directory or id

BLEAE A list 1 info Fan 2B INERPME B &, 1M H-d (--detailed) %
T, ZE 0K £ B oR A ) ) AR T AR RS S, A3 % E X backtrace X
- (R ELAER T SR .

BN IR — Mg F R, 5 € abrt-cli report 4
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A LI RS SR 2% BRI TR0V 10 R I A

abrt-cli report directory or_id

n SRS SN T RN IR T, ] AT B3 e o A — 1 1)
A, UME ABRT AHELRE ST E L, HHATa<:

abrt-cli rm directory or_id
B IRFEA abrt-cli Ay M BIE S, 158 H--help T
abrt-cli command --help

10.1.5.2. /8 FHEJE A - S

ToAB AT — A o) AR 25 W B, ABRT SF3P i ERRE ) % — 4 D-Bus W4 2.
AR — A EIAL SR T8 3217 T ABRT /MEF, BRI AMNE R, IR
T R —ANIE S X HE . 0T DU S XA RHERE B ) R 1 kT I
ABRT [ EEA - 5t . Sdmr DU £ [RMAEF] - [30] - [A30F2
FReg iR TR Y SO IT ABRT K H - 7t .

Alifeth, AT AE Ay 4T H 8 H DU A 4 Kig 4T ABRT FETE FH P 51 -

~]$ gnome-abrt &

ABRT [ EE I F & F R 1A CAl ) i B 91 3% . B4 1R 2% H
Fh A 2 FH R e 1) 4 R 2 PR P 9 35t 1) L IR, DA R IR b — OO AR 1K) H IR

HEEFSMERETR - O x

Q WiE: (D) R

open-vm-tools i)
vmtoolsd killed by SIGTRAP

open-vm-tools |-
cCpp 1

open-vim-tools
I open-vm-tools-10.2.5-3.el7

2020802 H 20]

& 10-3 ABRT EJEH - AL

S 1) BE VRN Y TR A, 1 Xl A 1 e e 3 TR B R R I i) U
Uikt ] 444, ZEMBR—N R, 3 ide ORIER Y 2%
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e RIS 5 R 5 B R B R 45V 10 A5 3 51 A

10.2. Z IR

10.2.1. EE AR % 56
10.2.1.1. %%% BackupPC ssh httpd

T T root P #E, RAERINZLUF ssh A httpd

[root@localhost ~]# yum install backuppc

10.2.1.2. B 24 ssh AL & XA LA FC VT root F Pz 2 & it

[root@localhost ~]# vim /etc/ssh/sshd_config
PermitRootLogin yes

10.2.1.3. 58 2 httpd A< B 44

[root@]localhost ~]# vim /etc/httpd/conf.d/BackupPC.conf
AuthUserFile /etc/BackupPC/apache.users

AuthName "backuppc"

#Require local

Require all granted

deny from all

allow from all

#allow from 127.0.0.1

[root@localhost ~1# vim /etc/httpd/conf.d/BackupPC.conf |

ile fetc/BackupPC/htpasswd

granted

[ AuthUserFile] WIRAT BAARIERE, F—35hEAIZE I P S4B iR

IR FF—3 .
10.2.1.4. G122 5 P40 1 FH P IF 10 B %0

[root@localhost ~]# htpasswd -c /etc/BackupPC/htpasswd backuppc
New password: NG
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e RIS 5 R 5 B R B R 45V 10 A5 3 51 A

Re-type new password:  //FF IR N\ % h5
Adding password for user backuppc

10.2.1.5. E J3 httpd iR 5%

[root@localhost ~]# service httpd restart 5 systemctl restart httpd
10.2.1.6. 122 BackupPc it & SCfF

[root@localhost ~]# vim /etc/BackupPC/config.pl

$Conf{ServerHost} ="l 55 IP';  //fk 5% % v i bk

$Conf{ServerPort} = 8000; //i%& 5 ARMY 5 F )i 1]

$Conf{TopDir} = '/var/lib/BackupPC/"; //BtAb A 1&cfd FH BRI\ ESAE

e AT ERAR AT LME DA i 2 TR UK B B A, AR R PRAE ST S R H
Sk 4514 F /var/lib/BackupPC/[¥] BackupPC O3 H 35 45 M) (R FF— 5

$Conf{CgiAdminUserGroup} = 'backuppc';

$Conf{CgiAdminUsers} = 'backuppc’; /& WEB ‘& # 2 i J

$Conf{CgiURL} = "http:///Ilk 5% ¥ IP/BackupPC";  /MEHGZAR; il i
[¥] URL

$Conf{Language! ='zh CN'; /MZE{ web ¥l &5 NH 3L

$Conf{PingPath} = '/usr/bin/ping’; /BN ping 2 M EE, A&
2 AT B2 LA B $2 75 “no ping response” 55 1%, S B R

[root@localhost ~]# vim /etc/BackupPC/config.pl]




bs
AR ILIBE v U 55 s R A R V10 RGUE HEL 5 T

ER7DIEARE
KYLIN

10.2.1.7. 45 backuppc F /' sudo £LFR
[root@localhost ~]# visudo
ININEL A

Defaults !lecture

backuppc ALL=NOPASSWD:/bin/tar,/bin/gtar,/usr/bin/rsync
10.2.1.8. €% ssh FbEH, LI TG 25 5 55 21 %5 Uiy

[root@localhost ~]# cd /var/lib/BackupPC/

[root@localhost BackupPC]J# mkdir .ssh

[root@localhost BackupPC]J# chown backuppc:backuppc .ssh
[root@localhost BackupPC]J# chmod 700 .ssh
[root@localhost BackupPC]# su -s /bin/bash backuppc

bash-4.2$ ssh-keygen -t rsa /12 J5— B[R ZE A 2 FbEH
bash-4.2$ ssh-copy-id root@% /" HL IP /7K BbEAAL 2% 7 i ) 4L 1

bash-4.2% ssh-keygen -t rsa

Generating public/priv

Enter file in which to

Enter passphrase (empty for no pas

Enter same passphrase again:

Your identification has been 'saved in /wvar/lib/BackupPC/.ssh/1

Your public key has been saved in /var/lib/BackupPC/.ss

The key fingerprint 1

SHAZ256: ATO60 Ip4NEVoxAnhSxtsPhmagQ42+]ASN]JOL7SrPo5] backuppc@localhost.localdomain

The key's randomart image 1is:

+---[RSA 2048]----+

.. .o I

[+ I

|++.0 |

|o+B o |

|[BO o * § |

|:+:DBI:+: - |

|=E+ = I

|=*0.. . |
I

| +:+: * oo,

10.2.1.9. 3 %l backuppe iIR%S

[root@localhost home]# service backuppc start BY, systemctl start backuppc
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fr

ER701EARE
KYLIN

BRI R IR 55 2R A R GEV10 RGBT

10.2.2. & IR &4
10.2.2.1. % 5% X 5347 34 ]
}A 5T P A\ “http://10.1.83.6/BackupPC” /It Ab ik %} S BackupPC it & 3¢
A $Conf{CgiURL} = "http://10.1.83.6/BackupPC";
10.2.2.2. % 5% WEB 5% 1 61 ] /
M /: backuppce
0. /8% htpasswd I ¥ & 10
10.2.2.3. %0 EHL

sk 22 AP 55 A AU FR (B 2 7 L,

P ——
Qackuprc
B

E—

Wiki
SourceForge

S T E & = LK 1P

BHRERE
CEd

ERH (S5 TR CGI fRSSE SHNiEE BE

]
moreusers
fip [[10.1 0 [rosc [
lHosts Bips ([10.1 O [zoot| ‘

il

E = hn— Lﬁ?ﬁﬂﬁ%ﬁ§)ﬂﬂ ERE R, FESE "host” FIBMAEENIE. 5T "dhop” FUASEER: HEEiZgF Ay IP itbhtaEH nslookup 3 nmblookup 4 518, B
RIS "user” FIRENZERTA—NESERERENARS, WEPESTE/ Rt/ WS/ kERE | SHe iR RE L AFEREsa 4, B
AP EHRE— T SEETEHEAF S, "moreUsers” FINTIEAZREF YIS 2OERENBFE, 1BIHBEFE / P/ N / s EpNR, 378F
EEAESHBETEEESE. 5 "user” FIFELIE, "moreUsers” 5 HRFSREEETIME, FLMBIT A2 aEETHMEAPE, RESHE Apache Web BRSZEIAE
ERET, MREE—ENEECTNEEESNEM L RE A, BEREISTE "host" FILUZEFITZEA "NEWHOST=COPYHOST" , B NEWHOST 24l
=S, COPYHOST ElE=FIEE. nillllixis= BX— M Ila=FnES. SHk—SRsS6h=RYl, BRsEREriiiE. e bRExtaEs
EEE BT, BHREGEFYL, EEGEE HeERBR. FLUENE R —aEhErl, DREFRICTN. B8 sk SShEraEs
B, FRETaBRERIESEES /var/lib/BackupPC//pc/HOST TRIFFESH, =B HOST SEEFYLEE.

B 10.4 HinEML

M user, s B PRAE”
10.2.2.4. & P LIRS

e Mezs PRS2 BRI LS IRE, SEE L IP S RORZR
FIHLEARE & 4R i

P —
Qackuprc
BFH

SourceForge

BackupPC: EFHIRS

o HAREIBE AT 4/23 14:07.
¢ SHIERSEASSFESAES 15% (%itT 423 13:58) , SFHOBASAES 15% (FitF 4/23 11:18) , HERNEASFAEE 13%.

SRR SRR
B 1 SEFERRES, SHE:

* 0 ME2ER, BFVME0.00GB (HERRE) |
o 1-MEEER, BHUME 1.696GB (BERAIE) .
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